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The Privacy Policy (the "Policy") applies only to institutional banking products or services of
Citibank (China) Co., Ltd ("Citi" or "we").

Last Updated: Apr 2024

If you have any questions, comments or suggestions about this Policy, please contact us using
the information below:

Email: china.citiservice@citi.com.

Registered Address: Unit01A&04 of FIr28, FIr29, FiIr30, Unit01 of FIr33, FIr34, and FIr35,

CitiTower, No.33, Huayuanshigiao Road, Shanghai, China

Telephone:800 820 1268 (Only for fixed phones in mainland China) to contact service
representatives of CitiService. Outside the country, please call +86 21 6860 4588. Customers
may need to pay communication charges to telecom operators for such calls (charges are as set
by respective telecom operators).

The email address of our Personal Information Protection Officer is: chinapipo@citi.com.

This Policy will help you understand the following:

. How we collect and use your personal information

. How we use cookies and similar technologies

. How we share, transfer, and publicly disclose your personal information

. How we protect your personal information

. Your rights

. How personal information is transferred globally

. When we collect your sensitive personal information

. How we update this Policy

9. How to contact us

10. Language

We understand the importance of personal information (as defined below) to you and will do our
utmost to protect your personal information. We are committed to maintaining your trust in us and
to abide by the following principles to protect your personal information: the principle of
consistency of rights and responsibilities, the principle of clear objectives, the principle of consent,
the principle of minimum sufficient use, the principle of ensuring security, the principle of subject
participation, the principle of openness and transparency, etc. At the same time, we promise that
we will take appropriate security measures to protect your personal information in accordance
with the industry's mature security standards.

Please read and understand this Policy carefully before using our products (or service). In
particular, this Policy has informed you of the processing of sensitive personal
information (as defined below) and the cross border transfer of personal information, and
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you shall be deemed to have given your separate consent to each processing once you
have accepted this Policy or are deemed so.

1. How we collect and use your personal information

Personal information refers to all kinds of information related to you being identified or identifiable
which is recorded by electronic or other means, excluding any information processed
anonymously..

We collect and use your personal information only for the purposes stated in this Policy:

1.1 Information collected by CitiDirect online banking / CitiDirect Mobile App

We collect your personal and non-personal information through your use of CitiDirect online
banking / CitiDirect Mobile App.

We collect personal information that you voluntarily provide to us through CitiDirect / CitiDirect
Mobile App, including:

* Name (only applicable to CitiDirect online banking)

* Contact: including address, phone number and email address (only applicable to CitiDirect
online banking)

* Security code, zip code, electronic code, security question, password or other authentication
information

* Information you provide when contacting or responding to us

We may automatically collect your following personal information through your use of our online
banking services:

* Your IP address and location data

* Your mobile device identification information: GUID for iOS device, and UUID for Android device
(only applicable to CitiDirect Mobile App)

We may also automatically collect the following non-personal, aggregated, unidentified or
anonymous information related to your use of CitiDirect online banking / CitiDirect Mobile App:
» Date and time when Citigroup browses to visit our server (only applicable to CitiDirect online
banking)

* Non-personal information about banking and other transactions

» Operating system version of your device (only applicable to CitiDirect online banking)

* The version of CitiDirect Mobile you are using (only applicable to CitiDirect Mobile App)

* The type of your phone’s operating system (only applicable to CitiDirect Mobile App)

1.2 How we use the information collected by CitiDirect online banking / CitiDirect Mobile App
Personal information collected through CitiDirect online banking / CitiDirect Mobile App is
managed by Citi business unit, which maintains your account usage or processes your
application for a new product or service. Information collected via online banking will be used in
accordance with this Policy and the applicable privacy terms to the Citi business and services you
use.

We use personal information collected online for the following purposes:



* Verify your user identity to allow your account access to CitiDirect online banking / CitiDirect
Mobile App

» Perform our obligations under applicable laws and regulations anywhere in the world, including
anti-money-laundering and anti-terrorist laws and regulations, co- operating with courts and other
tribunals and with national and international regulatory, prosecuting and other governmental
authorities, and taking steps in the fight against fraud and other crimes

* For risk assessment, statistical, trend analysis and planning purposes in the context of
administering, managing, monitoring and improving our own businesses

» Monitor and record calls and electronic communications you have with us for quality, training,
investigation and fraud prevention purposes

2. Information collected by CitiDirect / CitiDirect Mobile may be used for internal audit, data
analysis and research to improve our products or services.

If we use the information for other purposes which are not stated in this Policy, we will seek your
consent in advance.

If we use the information collected for a specific purpose for other purposes, we will seek your
consent in advance.

3. Information collected by CitiDirect / CitiDirect Mobile is the minimum information required to
allow users securely using the system. If you are not providing such information, your CitiDirect /
CitiDirect Mobile users will not function.

2. How we use cookies and similar technologies

(1) Cookie

To ensure the proper operation of CitiDirect online banking and CitiDirect Mobile App, we store
pieces of information called Cookie in your computer or mobile device. Cookies usually contain
an identifier, a site name, and some numbers and characters. With the help of cookies, data such
as your preferences could be stored.

We do not use cookies for any purpose other than those stated in this Policy. You can manage or
delete cookies based on your preferences. Please refer to the

link http://optout.networkadvertising.org/ for more information. However, if you decide to delete
certain cookies stored on your computer or mobile device, your site experience may be degraded
and you may not be able to use some of online features, especially the security and fraud
monitoring features of cookies.

(2) Website beacons and pixel tags

In addition to cookies, we may use similar technology as beacons and pixel tags in online banking
or mobile banking to collect your browser, mobile devices and other information such as web
browsing time, pages visited, language preferences, and other interacting data from Citigroup
sites. This part of data may be associated with your terminal device information (e.g IP address,
installation fonts, language and browser settings, time zone, and etc.) to facilitate our
understanding on your preference of Citi products or services and improve our customer service.



(3) Do Not Track

Many website browsers provide a Do Not Track function that can send a signal to the websites
you visit to indicate you do not wish to be tracked. Up to now, major Internet standardization
organizations have not established policies to specify how websites should handle these
requests.. However, if you enable Do Not Track in your browser, all our websites will respect your
selection.

3. How we share, transfer, and publicly disclose your personal information.

(1) Sharing

In principle, we do not share your personal information with any company, organization or
individuals, with the following exceptions:

1. Share upon your explicit consent: We will share your personal information with other parties
after obtaining your explicit consent.

2. We may share your personal information to comply with laws and regulations or mandatory
requirements from governmental authorities.

3. We may share your personal information with third-party partners for the following purposes:
Help us to provide the services you need

Help us to analyze and understand our service usage

Prevent fraud or other illegal acts

Comply with subpoenas, court orders or other legal requirements

(2) Transfer

We will not transfer your personal information to any company, organization or individuals except
in the following cases:

1. Transfer upon your explicit consent: After obtaining your explicit consent, we will transfer your
personal information to other parties;

2. In the case of mergers, acquisitions or bankruptcy liquidation, if it involves transfer of personal
information, we will request the new company or organization, which holds your personal
information, to be bound by this Policy. Otherwise we will ask the new company or organization to
resolicit your authorization.

(3) Public disclosure

We will only publicly disclose your personal information under the following circumstances:

1. After obtaining your explicit consent;

2. Disclosure based on law: We may publicly disclose your personal information in the event of
mandatory requirement of legal, legal procedure, litigation or governmental agencies.

4. How we protect your personal information

(1) We have used industry-standard security measures to protect the personal information you
provide to prevent unauthorized access, public disclosure, use, modification, damage or loss of
data. We will take all reasonable and feasible action to protect your personal information. We use
encryption to ensure data confidentiality; we will use trusted protection mechanisms to protect
against malicious attacks; we deploy access control mechanisms to ensure that only authorized
personnel have access to personal information; and we conduct security and privacy protection



training courses to enhance employee awareness of the importance of protecting personal
information.

(2) We will take all reasonable and feasible measures to ensure that no irrelevant personal
information is collected. We will only retain your personal information within the minimum period
required by laws and regulations, and within the minimum period necessary for achieving the aim
stated in this Policy. Upon expiration of the retention period, we will delete or anonymize your
information. When it is technically difficult to conduct deletion or anonymization, our bank will try
its best to stop processing except for storage and taking necessary security protection measures.

(3) The Internet is not an absolutely secure environment. Besides, email, instant message, and
communication with other Citi users are not encrypted. We strongly recommend you not to send
personal information in this way. Please use complex passwords to help us keep your account
secure.

(4) The Internet environment is not 100% secure, and we will do our best to ensure or guarantee
the security of any information you send to us. If our physical, technical, or administrative
protection is damaged, which results in unauthorized access, public disclosure, alteration, or
destruction of information and further impairs your legitimate right, we would undertake
corresponding legal liabilities.

(5) In the occurrence of any personal information security incident, we will take timely disposal
measures to avoid the harm caused by information leakage, tampering, and loss. If there is or will
be potential harm to you, we will promptly notify you of the following: basic information about the
security incident and its potential impact, treatment measures we have taken or will take, so that
you can take proactive measures to reduce risk. We will promptly let you know relevant situations
of the incident by means of mail, letter, phone call, push notification and etc. We will issue
announcement in a reasonable and effective manner when having difficulty in reaching out to
each personal information subject.

Meanwhile, we will also report the handling status of personal information security incidents as
required by regulatory authorities.

5. Your rights

In accordance with China's relevant laws, regulations, standards, and the common practice of
other countries and regions, we guarantee you the following rights of your personal information:
(1) Enquiry or copy your personal information

You have the right to enquire and thereby obtain the cop(i)es of your personal information,
except for some circumstances stipulated by law and regulations. If you would like to exercise
your right of data access, you could access it on your own by the following means:

Account Information - If you want to access, obtain or edit your profile information ,change your
password, add security information, you can visit CitiDirect at www.citidirect.com/login.

(2) Correct or supplement your personal information



When you identify that your personal information we process is wrong or needs to be
supplemented, you are entitled to require us to make the correction or supplement. You can raise
a correction or supplement application by using the methods listed in "(1) Access to your personal
information."

If you are unable to correct or supplement your personal information through the link above, you
can contact your security manager or contact us by submitting User Administration Form.

(3) Delete or restrict our processing of your personal information

Under the following circumstances, you can contact your company’s security manager/authorized
representative requesting us to delete or restrict our processing of your personal information:

1. If our processing of personal information violates any law or regulation

2. If we collect or use your personal information without obtaining consent

3. If our processing of personal information breaches our agreement with you or your company.
4. If you no longer use our products or services,

5. If we no longer provide products or services to you

(4) Transfer your personal information

You have the right to request that we transfer the personal information you provide to us to the
third party of your choice. However, this right may only be exercised in certain circumstances as
stipulated by the Cyberspace Administration of China and other Regulatory Authorities. You may
contact us via the contact information described in this policy to learn more about your relevant
rights.

(5) User account cancellation

You have the right to cancel your user account subject to the procedure herein. As your user
account is related to the products and services we provide to your company, you need to contact
your company's security manager to operate in the system or have your company submit User
Administration Form to cancel your user account.

(6) Withdraw your consent

You have the right to withdraw your consent subject to the procedure herein. As your information
is related to the products and services we provide to your company, you need to contact us
through your company's security manager/authorized representative for relevant operations and
processing. You can contact us via the contact information described in this policy to learn more
about your relevant rights.

(7) Responding to your above request

In order to ensure the security, you may need to provide a written request or other supporting to
verify your identity. We may ask you to verify your identity before processing your request. We
will respond to you within 30 days. If you are unsatisfied with services, you can also make
complaints through the following channels:

Calling 800 820 1268 (fixed number from mainland China only); sending email

to china.citiservice@citi.com.



You can also complain to relevant regulatory body of China government,
Cyberspace Administration of China

Website: www.cac.gov.cn

Contact address: CAC office, No.15, Fucheng Road, Haiding District, Beijing
Postcode: 100048

In the following situations, we will not be able to respond to your request as required by law or
regulation:

1. Directly related to national security and national defense security

2. Directly related to public safety, public health, and major public interests

3. Directly related to criminal investigation, prosecution, trial and judgment execution.

4. There is sufficient evidence that you have subjective malice or abuse of rights.

5. Respond to your request which may result in serious damage to the legitimate rights and
interests of you or other individuals or organizations

6. Involve trade secrets

6. How personal information is transferred globally.

In principle, the personal information will be stored within the People's Republic of China (for the
purpose of this Policy excluding Hong Kong, Macau and Taiwan, the “PRC”). However, as part of
Citi’s Global Group presence, we provide products and services through resources and servers
located around the world. The personal information may, with your consent or other legal
justifications, be transferred to, or accessed from our parent, affiliates and/or relevant service
providers in offshore jurisdictions. Such personal information will be protected by confidentiality
and security measures of us and of the recipients in accordance with applicable laws and
regulations. Please see the table accessible at https://www.citibank.com.cn/rcs/citi-
china/storage/public/BusinessinformationandServices/CH/BusinessinformationandServices/jgkhy
w.pdf for the name, contact information, and types of personal information to be transferred or
accessed from offshore, the processing measures and purposes as well as the method and
procedure for you to exercise the rights against the overseas recipients. According to the
Personal Information Protection Law of the People's Republic of China, and related data
protection laws, regulations and other binding regulatory documents and requirements
(collectively, the “Data Protection Laws”), we will inform you of the overseas recipient's
name and contact information, the purposes and means of processing, the categories of
personal information to be processed, as well as the methods and procedures for you to
exercise your rights as provided in Data Protection Laws over the overseas recipient, etc.,
and shall obtain your separate consent thereof. This Policy has informed you in this
regard, and your acceptance to this Policy shall be deemed as your separate consent to
such processing.

7. When we collect your sensitive personal information.
CitiDirect online banking / CitiDirect Mobile App does not involve the collection of sensitive
personal information.

8. How to update this Policy


https://www.citibank.com.cn/rcs/citi-china/storage/public/BusinessInformationandServices/CH/BusinessInformationandServices/jgkhyw.pdf
https://www.citibank.com.cn/rcs/citi-china/storage/public/BusinessInformationandServices/CH/BusinessInformationandServices/jgkhyw.pdf
https://www.citibank.com.cn/rcs/citi-china/storage/public/BusinessInformationandServices/CH/BusinessInformationandServices/jgkhyw.pdf

We may change this Policy from time to time

We will not undermine your rights entitled under this Policy without your explicit consent. We will
post any changes and revisions of this Policy on this page.

For significant changes, we also provide more noticeable notices (including for certain services,
we will send a notification via email stating the specific changes to this Policy).

Significant changes referred hereunder include but not limited to:

1. Major changes in our service model, such as the purpose of processing personal information,
the type of personal information processed, the way in which personal information is used, etc.
2. Major changes in our ownership structure, organizational structure, etc. Owner changes
caused by business adjustments, bankruptcy mergers, etc.

3. Changes in the main objects of personal information sharing, transfer or public disclosure

4. Major changes in your rights to participate in the processing of personal information and the
way oft is exercising such rights.

5. Changes in the department, contact information and complaint channels responsible for
personal information security.

6. Personal information security impact assessment report indicates that there is a high risk

We will also archive the old version of this Policy for your reference.

9. How to contact us

800 820 1268 (Only for fixed phones in mainland China) to contact service representative of
CitiService. Outside the country, please call +86 21 6860 4588. Customers may need to pay
communication charges to telecom operators for such calls (charges are as set by respective
telecom operators).The email address of our Personal Information Protection Officer is:
chinapipo@qciti.com.

10. Language
These Terms and Conditions are written in both Chinese and English. In case of discrepancies,
the Chinese version shall prevail.
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