Treasury and Trade Solutions

Manually Initiated Funds Transfers (MIFT)
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Presentation Notes
Above is a basic process flow for Manually Initiated Funds Transfers. Never underestimate how quickly and easily the fraudsters can get their hands on the cash. In some jurisdictions it is not difficult to walk into a bank branch and withdraw a million dollars in cash! Frequently the compromise takes place in the mail, account statements, cheques, correspondence and other documents are intercepted or obtained from corrupt officials. 

The process carries inherent fraud risk due to the end to end manual intervention required to complete a transaction.

The is complicated further by organised criminals awareness of the inherent fraud risk surrounding manual payments and use this manual intervention to their advantage through various social engineering techniques.

MIFT Fraudsters will normally attack just before or during an extended holiday period as this gives them more time to ‘cash out’ when banks and businesses may be closed. Funds will also normally travel from West to East or vice versa allowing the bad guys to take advantage of time differences between originating and beneficiary jurisdictions.  

The ultimate beneficiary jurisdiction is often strategically chosen where there may exist strict data privacy legislation which following the identification of fraud will complicate restitution and recovery actions.

The best advice remains to ‘Know Your Customer / Supplier’  


Z?L/IIFT Fraud Risks: Client Controls

Know Your
Customer/Supplier

If you regularly deal with a counterparty and make payments to that counterpart set up a
standard settlement instruction which is properly authenticated and then make payments only to
that account

Do not accept amendments without proper authentication i.e. a request to amend supplier bank
account details should be governed by a call-back process using a properly authenticated and
independently sourced number with a designated supplier contact

Manual transfer requests should be executed under additional levels of approval

Pre-established verifiable forms that are the same as prior transmissions can be used
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Following receipt of a request to change supplier details by fax/letter – NEVER call-back using the number provided in the instruction always use a securely controlled business number/contact that has been previously authenticated.  

Always apply robust controls (similar to bank processes/controls) when validating any manual payment request or requests to amend an existing supplier payment instruction agreement. At a minimum this should include independent call-back to authorised signatories or a designated client contact as documented in the manual payment instruction agreement.




Funds Transfer

An Alternative
Solution

Manually Initiated funds transfer carries an inherent fraud risk because of the manual
intervention required to complete the transaction

A more secure method of transacting is electronic banking, like CitiDirect, Citigroup’s solution
for Corporate Customers

CitiDirect is a secure platform setting a precedent as a secure multi-currency payment system
with robust login and payment authentication controls involving One Time Password (OTP)
supported by further multi-level control functionality for transaction initiation and approval
segregation

It uses a one time password generated by a Safeword card which is currently considered to be
one of best forms of authentication available

No single user can capture and release or authorise a transaction, it should always require at
least two persons to complete a transaction
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IRS Circular 230 Disclosure: Citigroup Inc. and its affiliates do not provide tax or legal advice. Any discussion of tax matters in these materials (i) is not intended or written to be used, and cannot be used or relied upon, by you
for the purpose of avoiding any tax penalties and (ii) may have been written in connection with the "promotion or marketing" of any transaction contemplated hereby (" Transaction"). Accordingly, you should seek advice based
on your particular circumstances from an independent tax advisor.

Any terms set forth herein are intended for discussion purposes only and are subject to the final terms as set forth in separate definitive written agreements. This presentation is not a commitment or firm offer and does not obligate us to enter
into such a commitment, nor are we acting as a fiduciary to you. By accepting this presentation, subject to applicable law or regulation, you agree to keep confidential the information contained herein and the existence of and proposed terms for
any Transaction.

We are required to obtain, verify and record certain information that identifies each entity that enters into a formal business relationship with us. We will ask for your complete name, street address, and taxpayer ID number. We may also request
corporate formation documents, or other forms of identification, to verify information provided.

[TRADEMARK SIGNOFF: add the appropriate signoff for the relevant legal vehicle]
© 2015 Citibank, N.A. All rights reserved. Citi and Citi and Arc Design are trademarks and service marks of Citigroup Inc. or its affiliates and are used and registered throughout the world.

© 2015 Citibank, N.A. London. Authorised and regulated by the Office of the Comptroller of the Currency (USA) and authorised by the Prudential Regulation Authority. Subject to regulation by the Financial Conduct Authority and limited
regulation by the Prudential Regulation Authority. Details about the extent of our regulation by the Prudential Regulation Authority are available from us on request. All rights reserved. Citi and Citi and Arc Design are trademarks and service
marks of Citigroup Inc. or its affiliates and are used and registered throughout the world.

These materials are for information purposes only and do not constitute legal or other advice. These materials are intended as an aid in improving cyber security and fraud awareness and are not a
substitute for your own programme in this regard. We have no responsibility or liability for any consequences of any entity relying on any information in these materials. 7~
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