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Cltl Treasury and Trade Solutions

Security Procedures
Quy trinh Bao mat

1. Introduction
Gigdi thiéu
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These “Security Procedures”, as referenced in the Communications section of the Master Account and Service
Terms (“MAST”) (or other applicable account terms and conditions), are designed to authenticate the Customer’s
log-on to the Bank’s connectivity channels and to verify the origination of Communications between Bank and
Customer in connection with the following Services or connectivity channels (the availability of which may vary
across local markets).

Nhitng “Quy trinh Bdo mat” nay, da dugc dé cdp trong muc Trao d6i thong tin trong Piéu khodn chung vé Tai khodn
va Dich vu (“MAST”) (hodic cdc diéu khodn va diu kién tdi khodn khdc), dudc thiét ké nhdm muc dich xdc thuc viéc
truy cdp cta Khdch hang téi cdc kénh két néi ctia Ngdn hang va xdc minh ngudn géc cta viéc Trao dbi théng tin giita
Ngdn hang va Khdch hang lién quan téi cdc Dich vu hodic kénh két néi sau ddy (tuy vao dich vu dugc cung cdp tai
cdc thi trudéng dia phuong).

«  CitiDirect® (including WorldLink®)
CitiDirect (bao gém WorldLink®)

o CitiConnect®
CitiConnect®

«  Society for Worldwide Interbank Financial Telecommunication (“SWIFT”)
Society for Worldwide Interbank Financial Telecommunication (“SWIFT”)

e Manual Initiated Funds Transfer (“MIFT”)
Lénh Giao dich bdng hinh thuc thi céng

« Interactive Voice Response (“IVR”)
Tudng tdc trd loi ty déng (IVR)

«  Email/Fax/Mail/Messenger/Phone with the Bank
Thu Pién ti/Fax/Thu/Tin nhdn/Pién thoqi véi Ngén hang

«  Otherlocal electronic connectivity channels
Cdc kénh két néi dién tu tai dia phuong khdc

These Security Procedures are to be read together with the MAST and may be updated and advised to the
Customer from time-to-time by electronic or other means, including but not limited to posting updates to the
Security Procedures on CitiDirect. Unless otherwise provided by law, Customer’s continued use of any of the
above noted Services or connectivity channels after being advised of updated Security Procedures shall constitute
Customer’s acceptance of such updated Security Procedures. These Security Procedures cover the following:
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Nhiing Quy trinh Bdo mdt nay dugc doc cting véi MAST va c6 thé dugc cap nhdt va hudng dan tdi Khdch hang tiy
titng thoi diém bdng cdc hinh thic dién ti hodc cdc hinh thic khdc, bao gém nhung khéng gidi han cho viéc ddng tdi
cdp nhdt Quy trinh Bdo mét trén CitiDirect. Trit trudng hdp dugc ludt phdp quy dinh khdc, viéc tiép tuc st dung cdc
dich vu hodic kénh két néi trén cta Khdch hang sau khi dugc hudng dén vé cp nhat Quy trinh Bdo mét sé bao gém
su chdp thud@n cta Khdch hang vé nhitng cdp nhdt Quy trinh Bdo mét ndy. Nhitng Quy trinh Bdo mét bao gém:
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A. Authentication Methods
Phuong thitc Xdc thuc

B. Customer Responsibilities
Trach nhiém Khdch hang

C. Datalntegrity and Secured Communications
Théng tin trung thuc va Trao déi théng tin Bdo mat

D. Security Manager and Related Functions
Ngudi Quan ly Bdo mdt va cdc Ching ndng lién quan

Authentication Methods
Phuadng thitc Xdac thuc

The Security Procedures include certain secure authentication methods (“Authentication Methods”) which

are used to uniquely identify and verify the authority of the Customer and/or any of its users authorized by

the Customer typically through one or a combination of mechanisms such as user ID/password pairs, digital
certificates, biometrics, security tokens (deployed via hardware or software), seal/signature verification, and/or
devices associated with the Authentication Methods (collectively, the “Credentials”). Authentication Methods and
associated Credentials allow the Bank to verify the origin of Communications received by the Bank.
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Nhitng Quy trinh Bdo mét ncy bao g6m cdc phuong thitc xdc thuc an toan (“Phuong thifc xdc thuc”) dugc st dung

dé xdc dinh cu thé va xdc minh ty quyén ctia Khdch hang va/hodc bét ky ngudi ding ndo dudc ty quyén béi Khdch
hdng, dién hinh qua mét hodic két hdp nhiéu co ché nhu két hgp cdp ID/mdt khdu ngusi ding, ching thu s6, sinh trdc
hoc, md an ninh token (dudc st dung qua thiét bi vat ly hodic phdn mém), xdc thuc déng ddu/chit ky, va/hodc thiét b
lién quan tdi cdac Phuong thuc xdc thuc (goi chung la “Chung chi chiing thuc”). Phuong thic Xdc thuc va cdc Ching
chi chiing thuc lién quan cho phép Ngén hang xdc minh ngudn goc ctia Trao ddi théng tin Ngan hang nhén dugc.

More information regarding Authentication Methods for access to Services and/or connectivity channels may
be accessed on the CitiDirect Login Help website. Customer may at any time select an available Authentication
Method. During implementation of Services or connectivity channels, Bank may set-up a default Authentication
Method, which Customer may change at any time to another available Authentication Method.

Cdc théng tin vé Phuong thic Xdc thuc déi vi truy cdp Dich vu va/hodc cdc kénh két néi cé thé dugc tham khdo tai
trang website Trg gitip Truy cdp CitiDirect. Khdch hang c6 thé lua chon Phudng thitc Xdc thuc sdn ¢ bdt ky thdi diém
ndo. Trong khi thiét ldp cai ddt Dich vu hodic cdc kénh két néi, Ngan hang cé thé cdi ddt mdc dinh Phuong thic Xdc
thuc ma Khdach hang cé thé thay déi tai bat ky thdi diém néo.

The following Authentication Methods are available to access the services and/or connectivity channels:

Cdc Phudng thiic Xdc thuc sau ddy sén cé dé truy cap dich vu va/hodc cdc kénh két néi:
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CitiDirect Authentication Methods

CitiDirect Phuang thirc xdc thuc

Biometrics
Sinh trdc hoc

Adigital authentication method that utilizes a user’s unique physical traits, (such as a
fingerprint and facial recognition), built-in biometric technology on the user’s mobile
device, and cryptographic techniques to gain access to CitiDirect. Physical trait data
is not transferred to the Bank when the user selects this authentication method.

Phuong thic xdc thuc st dung déc diém vét ly cd biét clia ngudi dung (vi du nhu van
tay hodic nhdn dang khuén mdt), céng nghé sinh trédc hoc thiét ldp bén trong thiét bi di
déng cta ngudi ding, va cong nghé mat ma hoc dé truy cép vao CitiDirect. Dit liéu déic
diém vat ly khéng dugc chuyén cho Ngén hang khi ngudi ding lua chon phuong thiic
xdc thuc nay.

Mobile Token
(non-application based)
Token Di dong

(kh6ng dua trén ting dung)

A digital non-application based mobile authentication method (e.g. Mobile Token
(App-less)) that leverages cryptographic keys and biometric authentication

(such as fingerprint and facial recognition) to link a user’s mobile device to

their CitiDirect account via the user’s mobile browser. Physical trait data is not
transferred to the Bank when the user selects this authentication method. This
method facilitates multi-factor authentication by verifying the user’s identity with
their registered mobile device.

Phudng thiic xdc thuc di déng khéng dua trén tng dung ky thudt sé (vi du: Token Di
déng (Khéng can tng dung)) tén dung cdc khéa méat md va xdc thuc sinh tréc hoc
(chdng han nhu déu vén tay va nhdn dang khuén mdt) dé lién két thiét bi di dong
cua ngudi dung vdi tai khodn CitiDirect cia ho thdng qua trinh duyét di dgng cua
ngudi ding. Dit liéu ddc diém vt ly khéng dugc chuyén dén Ngan hang khi ngudi
diing chon phuang thic xdc thuc nay. Phuong phdp nay tao diéu kién xdc thuc da
yéu té bdng cdch xdc minh danh tinh ctia ngudi ding bdng thiét bi di déng dd ddng
ky cta ho.

Challenge Response Token
Md Phdn héi Thdch thic

Either (i) a mobile application based soft token (e.g. MobilePASS) or (ii) a physical
token (e.g. SafeWord Card, Vasco), which in each case is used to generate a dynamic
password after authenticating with a PIN (e.g. 4-digit PIN). When accessing
CitiDirect, the system generates a challenge and a response passcode is generated
by the utilized token and entered into the system. This authentication method, when
combined with a secure password results in multifactor authentication.

VGi (i) ing dung dién thoai stt dung ma mét khdu mém (MobilePASS) hodic (i) ma vét
ly (Safeword Card, Vasco), trong tiing trudng hgp tao mét khdu déng sau khi xdc thuc
véi md PIN (vi du PIN 4 chit s6). Khi truy cdp CitiDirect, hé théng gui ra md thdch thic
va md phdn héi dugc tao vdi token dugc stt dung va nhdp vao hé théng. Phuong thic

xdc thuc nay khi dugc két hap véi mét khdu béo mét sé tao ra xdc thuc da lp.

One-Time Password Token
Md Mét khdu Mét lan

Either (i) a mobile application based soft token (e.g. MobilePASS); or (ii) a physical
token (e.g. SafeWord Card, Vasco) that is used to generate a dynamic password after
authenticating with a PIN (e.g. 4-digit PIN). This dynamic password is entered into
the system to gain access.

Hodc (i) tng dung dién thoai sit dung ma mdt khdu mém (MobilePASS) hodc (i) ma
vdt ly (Safeword Card, Vasco) dugc st dung dé tao mat khdu déng sau khi xdc thuc
véi ma PIN (vi du PIN 4 chit s6). Mat khdu déng dugc nhdp vao hé théng dé truy cap.
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CitiDirect Authentication Methods

CitiDirect Phuang thirc xdc thuc

Secure Password
Mat khdu Bdo mat

A user enters his or her secure password to access the system. A secure password
typically limits a user’s capabilities on the system, for example, by only permitting
that certain information be viewed by the user. This authentication method, when
combined with a challenge response token results in multifactor authentication.

Ngudi diing st dung Mat khdu Bdo mét cta minh dé truy cdp hé théng. Mét khdu Bdo
mdt han ché kha nding truy cap ctia ngudi diing vio hé théng, vi du, chi cho phép mét
56 thong tin cu thé dugc ngudi ding xem. Phuong thic xdc thuc nay khi dugc két hap

véi Md Phén héi Thdch thic sé tao ra xdc thuc da [Sp.

SMS One-Time Code
Md SMS Mét lén

A dynamic password delivered to users via SMS, after which the user enters the
dynamic password and a secure password to gain access to the system.

M@t khdu déng dugc guti cho ngudi dung qua SMS, sau dé ngudi ding sé nhép mdt
khdu déng nay va Mat khdu Bdo mét dé truy cap hé théng.

Voice One-Time Code
Md Giong néi Mét lan

A dynamic password delivered to users via an automated voice call, after which the user
enters the dynamic password and a secure password to gain access to the system.

Mat khdu déng dugc giti cho ngudi dung qua Tuong tdc trd i tu ddng, sau dé ngudi
dung sé nhdp mat khdu déng nay va Mat khéu Béao mat dé truy cdp hé théng.

Digital Certificates
Chiing thu s6

Adigital certificate is an electronic identification issued by an approved certificate
authority for authentication and authorization. Digital certificates may be attributed
to corporate legal entities (“Corporate Seals”) or individuals (“Personal Certificates”).
The Customer is responsible for properly verifying the identity of all users of Personal
Certificates acting on behalf of the Customer in accordance with local law.

The Bank and the Customer are required to use digital certificates provided by
authorized persons, to ensure all Communications exchanged via a public Internet
connection or an otherwise unsecure Internet connection are fully encrypted and
protected.

Chiing thu sé la mét dinh dang dién ti dudc cdp béi cd quan cé thdm quyén phé duyét
chiing thu s6 dé xdc thuc va ty quyén. Chiing thu sé cd thé sit dung cho doanh nghiép
(“Con ddu céng ty”) va cd nh@n (“Ching thu cd nhén”). Khdch hang chiu trdch nhiém
xdc thuc cdc dinh danh ngudi diing Ching thu cd nhén hoat déng trén danh nghia cua
Khdch hang theo lud@t dia phuong.

Ngdn hang va Khdch hang dugc yéu cau st dung Chiing thu sé do ngudi dugc ty
quyén cung cdp, nhdm dam bdo cdc Trao déi théng tin qua két néi Internet céng cdng
hodic két néi khéng bdo mét dugc méa khéa va bdo vé hoan toan.

CitiConnect for Files Authentication Methods

CitiConnect déi vdi Files Phudng thic xdc thuc

Digital Certificates
Chung thu s6

See description above.

Xem mé td bén trén.
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CitiConnect for Files Authentication Methods

CitiConnect déi vdi Files Phudng thic xdc thuc

IP Address Whitelist When
Using CitiConnect

Dia chi IP

Danh sdch trdng Khi stt dung
CitiConnect

Certain Internet communications received by the Bank, for example, via a Virtual
Private Network (VPN), may also rely on the parties exchanging information

using pre-agreed Internet Protocol (IP) addresses. The Bank will only accept
communications originating from the Customer’s designated IP address, and

vice versa; and the Bank will only transmit Communications to the Customer’s
designated IP address, and vice versa. Used in conjunction with Digital Certificate
method above.

Trao déi théng tin Internet dugdc nhan béi Ngén hang, vi du, qua Mang riéng do (VPN),
ciing cd thé phu thudc vao bén trao déi théng tin sit dung dia chi Internet Protocol
théa thudn trudc. Ngén hang sé chi chdp nhén trao déi théng tin tit dia chi IP dugc
chi dinh ctiia Khdch hang, va ngugc lai, Ngan hang sé chi truyén Théng tin trao déi téi
dia chi IP dugc ddng ky ctia Khdch hang, va ngudc lai. Bugc st dung clng vdi phuong
thitc Chiing thu s6 & trén.

CitiConnect API Authentication Methods

CitiConnect API Phuong thuc xdc thuc

Digital Certificates
Chiing thu s6

See description above.

Xem mé td bén trén.

IP Address Whitelist When
Using CitiConnect

Pia chi IP Danh sdch trdng
Khi st dung CitiConnect

See description above.

Xem m6 td bén trén.

CitiConnect for SWIFT Authentication Methods

CitiConnect ddi vdi SWIFT Phudng thitc xdc thuc

Digital Certificates
Chiing thu s6

See description above. Can be used in conjunction with SWIFT Authentication
method below.

Xem mé td bén trén. C6 thé st dung cling véi Phuong thitc Xdc thuc SWIFT & trén.
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CitiConnect for SWIFT Authentication Methods

CitiConnect d6i vdi SWIFT Phuong thitc xdc thuc

SWIFT Authentication
Xdc thuc SWIFT

Communications sent between the Bank and the Customer via the SWIFT network,
including, but not limited to, account information, payment orders, and instructions
to amend or cancel such orders, will be authenticated using procedures defined

in SWIFT’s Contractual Documentation (as amended or supplemented from time

to time) which includes without limitation its General Terms and Conditions and

FIN Service Description or as set forth in other terms and conditions that may be
established by SWIFT. The Bank is not obliged to do anything other than what is
contained in the SWIFT procedures to establish the sender and authenticity of these
Communications.

The Bank is not responsible for any errors or delays in the SWIFT system. The
Customer is responsible for providing communications to the Bank in the format and
type required and specified by SWIFT.

Transmissions and Communications sent or received via SWIFT facilities are subject
to SWIFT rules and regulations in effect, including membership rules. The Customer
is responsible for being familiar with and conforming to SWIFT messaging standards.

Trao déi théng tin gidta Ngdn hang va Khdch hang qua SWIFT, bao gém nhung khéng
gidi han théng tin tai khodn, yéu cdu thanh todn, va cdc yéu cdu thay déi hodc hiy
cdc lénh dé, sé dudc xdc thuc st dung quy trinh dugc néu trong Chiing tit Hop dong
SWIFT (dugc thay ddi hodic bé sung tai cdc thdi diém) bao g6m khéng gidi han cdc
Piéu khodn va Diéu kién va M6 ta Dich vu FIN hodic dugc néu trong cdc Piéu khodn va
Piéu kién khdc dugc SWIFT thiét [dp. Ngdn hang khéng cé nghia vu phdi thuc hién bt
ky diéu gi ngodi nhiing diéu dugc néu trong quy trinh SWIFT dé ddng ky ngudi gui va
xdc thuc cdc phuong thic trao déi théng tin nay.

Ngén hang khéng chiu trdch nhiém cho bdt ky 16i hodic chdm tré ndo trén hé thong
SWIFT. Khdch hang chiu trdch nhiém cung cdp trao déi théng tin téi Ngén hang theo
dinh dang va loai hinh yéu céu cu thé bi SWIFT.

Viéc truyén dit liéu va Théng tin trao déi dugc guti va nhdn qua SWIFT sé phai tudn tha
quy tdc va quy dinh SWIFT hién hanh. Khdch hang chiu trach nhiém lam quen va tuén
tha tiéu chudn tin nhdn SWIFT.
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SWIFT Authentication Method
SWIFT Phudng thirc xdc thuc

SWIFT Authentication
(Direct Connection for
Financial Institutions)

Xdc thuc SWIFT

(Két néi truc tiép déi vdi cac
T6 chuc Tdi chinh)

Communications sent between the Bank and the Customer via the SWIFT network,
including, but not limited to, account information, payment orders, and instructions
to amend or cancel such orders, will be authenticated using procedures defined

in SWIFT’s Contractual Documentation (as amended or supplemented from time

to time) which includes without limitation its General Terms and Conditions and

FIN Service Description or as set forth in other terms and conditions that may be
established by SWIFT. The Bank is not obliged to do anything other than what is
contained in the SWIFT procedures to establish the sender and authenticity of these
Communications.

The Bank is not responsible for any errors or delays in the SWIFT system. The
Customer is responsible for providing communications to the Bank in the format and
type required and specified by SWIFT.

Transmissions and Communications sent or received via SWIFT facilities are subject
to SWIFT rules and regulations in effect, including membership rules. The Customer
is responsible for being familiar with and conforming to SWIFT messaging standards.

Trao déi théng tin gidta Ngdn hang va Khdch hang qua SWIFT, bao gém nhung khéng
gidi han théng tin tai khodn, yéu cdu thanh todn, va cdc yéu cdu thay déi hodc hiy
cdc lénh dé, sé dudc xdc thuc st dung quy trinh dugc néu trong Chiing tit Hop dong
SWIFT (dugc thay ddi hodic bé sung tai cdc thdi diém) bao g6m khéng gidi han cdc
Piéu khodn va Diéu kién va M6 ta Dich vu FIN hodic dugc néu trong cdc Piéu khodn va
Piéu kién khdc dugc SWIFT thiét [dp. Ngdn hang khéng cé nghia vu phdi thuc hién bt
ky diéu gi ngodi nhiing diéu dugc néu trong quy trinh SWIFT dé ddng ky ngudi gui va
xdc thuc cdc phuong thic trao déi théng tin nay.

Ngén hang khéng chiu trdch nhiém cho bdt ky 16i hodic chdm tré ndo trén hé thong
SWIFT. Khdch hang chiu trdch nhiém cung cdp trao déi théng tin téi Ngén hang theo
dinh dang va loai hinh yéu céu cu thé bi SWIFT.

Viéc truyén dit liéu va Théng tin trao déi dugc gii va nhdn qua SWIFT sé phdi tudn thu
quy tdc va quy dinh SWIFT hién hanh. Khdch hang chiu trach nhiém lam quen va tuén
tha tiéu chudn tin nhdn SWIFT.

Digital/Electronic Signature Authentication Methods for Electronic Document Submission

Chit ky S6/Chit ky Dién tit Phuang thitc xdc thuc

Digital Signature
Chit ky S6

Atype of electronic signature that leverages digital certificates to validate the
authenticity and integrity of a signature, message, software or digital document.
Mét loai chit ky dién tit sit dung chiing thu s6 dé xdc nhdn tinh xdc thuc va chan thuc
cla chi ky, tin nhdn, phdn mém hodic vén ban dién tt.
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Digital/Electronic Signature Authentication Methods for Electronic Document Submission

Chit ky S6/Chit ky Pién tit Phudng thifc xdc thuc

Electronic Signature
Chit ky bién t

An electronic symbol attached to a contract or other record, unique to and used by a
person with an intent to sign. Electronic signatures can be established in the form of
words, letters, numerals, symbols, click of a button on a website, upload of facsimile

or scan of a physical signature, signing on a touchscreen, or agreeing to any terms and
conditions by electronic means. Created under the sole control of the person usingit, itis
logically attached to or associated with a data message, capable of identifying the person
who consents to the data message and certifying the person’s consent. Such Electronic
Signature would be submitted to the Bank through the Bank’s electronic channels and in
compliance with the associated Authentication Methods described above.

Mét ky hiéu dién ti dinh kém véi hgp dong hodic ban ghi khdc, cd biét va dudc st dung
béi mét ngusi véi muc dich ky. Chit ky dién ti c¢é thé dugc thiét ldp dudi dang chil, ti, s6,
ky hiéu, nhdp chudt vao mét 6 trén website, déng tdi fax hodc scan cta chit ky vt ly, ky
trén man hinh cdm ting, hodic déng y vdi bt ky diéu khodn va diéu kién nao vdi hinh thuc
dién ti. Pugc tao ra dudi stt kiém sodt duy nhédt ctia ngudi st dung, chiing dugc dinh kém
mét cdch logic hodic lién két véi dit liéu tin nhdn, c6 thé xdc dinh ngudi déng y véi dit liéu
tin nhdn dé va xdc nhén su déng y ctia ngusi dé. Chit ky dién tit cé thé dugc ndp cho Ngén
hang qua cdc kénh dién ti ctia Ngdn hang va tudn thu Phuong thic Xdc thuc lién quan
dugc mé td G trén.

Manual Initiated Funds Transfer (MIFT) Authentication Method

Giao dich sit dung phuang thitc thi cong (MIFT) Phudng thiitc xdc thuc

MIFT Authentication
Xdc thuc MIFT

Manually Initiated Funds Transfer (MIFT), including amendments, recalls, or
cancelations of previous manual instructions, may be made by fax or letter or upload to
CitiDirect. Not all forms are supported in all countries. Initiators are persons designated
by the Customer who are authorized to initiate transactions in accordance with
restrictions, if any, are identified by the Customer. Confirmers are person designated
by the Customer that Bank may call back, at its discretion, for confirmation of manually
initiated instructions for funds transfers.

In certain countries, mobile telephone numbers are not accepted as call back numbers.
Further details are provided in the applicable Country Cash Management User Guide,
Global Manual Transaction Authorization or Universal Nomination Form. MIFT is to be used
by the Customer as a contingency method to communicating instructions to the Bank.

Lénh Giao dich stt dung phudng thiic thii céng (MIFT), bao gém cdc yéu cdu thay déi,
truy héi hodic hiy cdc [énh thi cng trudc dé, cé thé dugc thuc hién bdng fax hodc thu
hodic déng tdi trén CitiDirect. Khéng phdi tdt ca cdc cdch déu dugc cdc quéc gia hé trg.
Ngusi khéi tao [énh la ngudi dugc chi dinh béi Khdch hang Gy quyén thuc hién giao dich
vdi cdc han ché, néu cé, dugc xdc dinh bdi Khdch hdng. Ngudi xdc thuc [énh la ngusi
dugc chi dinh béi Khdch hang, trong dé Ngén hang cé thé goi dién xdc thuc, theo quyét
dinh ctia Ngén hang, dé yéu cdu xdc thuc cdc [énh dudc khdi tao thi cong dbi vdi cdc
lénh chuyén tién.

Tai mét s6 quéc gia, sé dién thoai di déng khéng dugc chdp nhdn cho muc dich goi xdc
nhdn. Chi tiét dugc cung c@p trong Huéng dén stt dung dich vu tién té tai cdc quéc gia
ap dung, Uy quyén giao dich Toan cdu hodc Mau don Chi dinh Toan cdu. MIFT dugc
Khdch hdng sit dung nhu hinh thic du phong dé lién hé véi Ngén hdang.
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Mail, Fax, Email and Messenger Authentication Methods

Thu, Fax, Email va Tin nhén Phuong thifc xdc thuc

Seal Image Verification
Xdc thuc Hinh dnh déng déu

Correspondence received by the Bank via fax, mail, email or messenger, excluding MIFT
requests, are verified and collated with due care based on the seal image contained in
the Customer’s authority document or similar document provided to the Bank.

Théng tin nhdn dugc béi Ngén hang qua fax, thu, email hodc tin nhédn, khéng bao
gbm cdc yéu cdu lénh MIFT, dugc xdc thuc va déi chiéu ky cang dua trén hinh dnh
déng ddu trén chung ti thAm quyén ctia Khdch hdng hodic cdc ching ti tuong tu dugc
cung cdp cho Ngan hang.

Signature Verification
Xdc thuc chit ky

Correspondence received by the Bank via fax, mail email or messenger, excluding
MIFT requests, are signature verified based on the information contained in the
Customer’s authority document or similar document provided to the Bank.

Théng tin nhdn dugc bdi Ngdn hang qua fax, thu, email hodic chit ky, khéng bao gém
cdc yéu cdu [énh MIFT, dugc xdc thuc chit ky dua trén théng tin trén ching tit thdm
quyén cta Khdch hang hodic cdc chiing ti tuong tu dudc cung cdp cho Ngan hang.

Secure PDF
PDF Bdo mdt

Encrypted emails are delivered to a regular mailbox as PDF documents that are
opened by entering a private password. Both the message body and any attached
files are encrypted. A private password can be set up upon receipt of the first secure
email received.

Cdc email dugec md héa chuyén téi hom thu théng thudng la cdc ching tit dinh dang
PDF dugc mé véi mat khdu riéng biét. Ca théng tin néi dung va bdt ky tap file dinh kém
nao ciing dugc md héa. Mét mat khéu riéng biét cé thé dugc cai ddt khi nhan dugc thu
bdo mat dau tién.

MTLS
MTLS

Mandatory Transport Layer Security (MTLS) creates what would be a secure, private
email connection between the Bank and the Customer. Emails transmitted using this
channel are sent over the Internet through an encrypted TLS tunnel created by the
connection.

An ninh theo I6p vén chuyén bdt budc (MLTS) tao ra lién két email bdo mat, cd biét
giita Ngén hang va Khdch hang. Email dugc truyén qua kénh nay dugc chuyén qua
Internet qua dudng dén TLS dugc md héa tao ra bdi lién két nay.

Phone Authentication Methods

Pién thoai Phudng thirc xdc thuc

PIN
PIN

Customers contacting the Bank via phone are prompted to enter a PIN to validate
authorized access.

Khdch hang lién hé véi Ngén hang qua dién thoai dugc yéu cdu nhdp md PIN dé xdc
thuc truy cap dudgc ty quyén.

Verification Questions
Cdu héi Xac thuc

Customers contacting the Bank via phone are prompted by the Bank’s service
representatives to provide correct verbal responses to verification questions in order
to validate authorized access.

Khdch hang lién hé véi Ngan hang qua dién thoai dugc yéu cau bdi dai dién dich vu
Ngén hang dua ra cdu trd I5i dung bdng [6i néi doi vdi cdc cau hdi xdc thuc dé cé thé
xdc thuc truy cap dugc dy quyén.

The availability of Authentication Methods described above varies based on local markets.
Su sén c6 cta Cdc Phuong thitc Xdc thuc néu trén thay déi tai cdc thi trudng dia phuong.
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3. Customer Responsibilities
Trach nhiém cta Khach hang
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31 Identifying Authorized Users: Customer is responsible for identifying: (i) all individuals acting on the Account(s)
on behalf of the Customer at an entity level for all Services and connectivity channels, and (ii) each person acting
on behalf of the Customer being duly authorized by the Customer to act on the Customer’s Account.
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Xdc dinh Ngudi diing dugc Gy quyén: Khdch hang cé trdch nhiém xdc dinh: (i) tdt cd cdc cd nhdn dugc hoat déng
Tai khodn thay mdt cho Khdch hang tai cdp té chiic déi véi tdt cd cdc Dich vu v cdc kénh két néi, va (i) mbi
ngudi hoat déng thay mdt cho Khdch hang dugc y quyén day du bdi Khdch hang déi vdi viéc hoat déng trén tai
khodn Khdch hang.

3.2 Customeris responsible for assigning and monitoring any transaction limits assigned to the Customer and/
orits users and ensuring that these limits (a) do not exceed the limits as required by the Customer’s internal
policies and other authority and constitutive documents such as Customer’s Board of Director resolutions,
Bank Mandates, Power Of Attorney, or equivalent document, and (b) are properly reflected on all connectivity
channels and user entitlements.

Khdch hang chiu trdch nhiém chi dinh va qudn ly han mic giao dich dugc chi dinh cho Khdch hang va/hodc
ngusi ding ctia Khdch hang va ddm bdo rdng nhitng han muc dé (a) khéng vugt qud han muc dugc yéu céu
trong chinh sdch néi bé va cdc chiing tit ty quyén va thanh ldp cda Khdch hang vi du nhu Nghi quyét Hoi dong
Quan tri cia Khdach hang, Uy quyén Ngan hang, Thu Uy Quyén, hodc cdc ching tit tuong tu, va (b) dudc thé
hién ddy du tai cdc tdt cd cdc kénh két néi va quyén ngudi dung.

3.3 Certainjurisdictions may require individuals (and their corresponding Credentials) to be identified by the Bank in
accordance with applicable AML legislation requirements before granting access to perform certain functions.
Please contact your Customer Service Representative or visit the CitiDirect website for further information.

M6t s6 qudc gia cé thé yéu clu cdc cd nhdn (va cdc Chiing chi chiing thuc tudng tng ctia ho) dugc xdc dinh béi Ngdn
hang theo yéu cdu lu@t phong chéng rita tién AML trudc khi trao quyén thuc hién mét sé chiic ndng nhdt dinh. Vui
[ong lién hé Ngudi dai dién Dich vu Khdch hang ctia Quy khdch hodic truy cdp website CitiDirect dé biét thém théng
tin.

3.4 Safeguarding of Authentication Methods
Bdo vé cdc Phuaong thic Bao mdt

The Customer is responsible for safeguarding the Authentication Methods and Credentials with the highest
standard of care and diligence, and ensuring that access to and distribution of the Credentials are limited only
to persons that have been authorized by the Customer.

Communications sent by a third party: Where the Customer is using a Credential to identify and authenticate
their Communications as originating from them as a legal entity, the Customer is responsible for exercising
full control over the use of such Credentials when sending Communications to the Bank, including where such
Communications are sent by applications and/or systems that are managed by a third party on behalf of the
Customer. In all circumstances the Bank will (a) deem any Communication it receives through an electronic
connectivity channel, that has been received by the Bank in compliance with these Security Procedures duly
authenticated as originating from the Customer, as a Communication instructed by the Customer and (b) may
act upon any Communication that it receives on behalf of the Customer in compliance with these Security
Procedures.

Khdch hang chiu trdch nhiém bdo vé cdc Phuong thitc Bdo mdt va Chiing chi chiing thuc vdi tiéu chudn cdn
th@n va cdn trong cao nhdt, va dam bdo rdng viéc truy cdp va théng bdo Chitng chi chitng thuc chi dugc gidi
han cho nhitng ngudi dugc Khdch hang ay quyén truy cap.
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Trao déi théng tin dudc gui béi bén thit ba: Khi Khdch hang sit dung Chiing chi chiing thuc dé xdc dinh va xdc
minh viéc Trao d8i théng tin cta ho dugc xudt phdt tir ho nhu mét phdp nhén, Khdch hang chiu trach nhiém
thuc hién kiém sodt hoan toan déi véi nhitng Chiing chi chiing thuc dé khi gui nhiing Théng tin trao déi téi Ngan
hang, bao gém khi cdc Théng tin trao dbi nay dugc gii bdng cdc tng dung va/ hodic hé théng dugc quan ly

béi bén thit ba thay mdt cho Khdch hang. Trong tdt ca cdc trudng hop, Ngén hang sé (a) coi Théng tin trao doi
nhdn dugc qua kénh két néi dién ti, dd dugc nhdn béi Ngén hang theo Quy trinh Bdo mat dugc xdc thuc day dui
(& xudt phdt tir Khdch hang, la Trao déi théng tin dugc yéu cdu bdi Khdch hang va (b) cd thé thuc hién trén cdc
Théng tin Trao déi nay khi nhdn dugc thay mdt cho Khdch hang theo Quy trinh Bdo mdt nay.

4. Data Integrity and Secured Communications
Thong tin Trung thuc va Trao doi thong tin An todn

41

4.2

4.3

4.4

The Customer will be transmitting data to and otherwise exchanging Communications with the Bank,
utilizing the internet, mail, email and/or fax which the Customer understands are not (i) necessarily secure
communications and delivery systems, and (ii) under the Bank’s control. The Customer further understands
that if Customer’s users are entitled to access Open Banking and/or similar third-party platforms outside of
the Citi systems, Customer data could be transmitted over such third-party platforms which are not under
the Bank’s control.

Khdch hang sé truyén dit liéu dén va trao déi Théng tin lién lac vdi Ngan hang, sit dung Internet, thu, email va/
hodic fax ma Khdch hang hiéu la khéng (i) nhdt thiét phai cé hé théng lién lac va phdn phdi an todan va (i) dudi
su kiém sodt ctiia Ngan hang. Khdch hang hiéu thém réng néu ngudi ding ctia Khdch hang cé quyén truy cap
vao Open Banking va/hodic cdc nén tang clia bén thit ba tuong tu bén ngoai hé théng Citi, dit liéu ciia Khdch
hang cé thé dugc truyén qua cdc nén tdng ctia bén thit ba dé ma khdng ndm dudi su kiém sodt ctia Ngdn hang.

The Bank, utilizes industry leading encryption methods (as determined by the Bank), which help to ensure
that information is kept confidential and that it is not changed during electronic transit.

Ngén hang, st dung cdc phuong thi'c ma héa dén déu thi trudng (dugc quyét dinh béi Ngén hang), trong dé
gitip dam bdo théng tin dugc bdo mat va khéng thay déi khi truyén tai dién tu.

If the Customer suspects or becomes aware of a technical failure or any improper or potentially fraudulent
access to or use of the Bank’s Services or connectivity channels or Authentication Methods by any person
(whether an authorized person or not), the Customer shall promptly notify the Bank of such occurrence. In
the event of improper or potentially fraudulent access or use by an authorized person, the Customer should
take immediate actions to terminate such authorized person’s access to and use of the Bank’s Services or
connectivity channels.

Néu Khdch hang nghi ngd hodic biét vé cdc 16i ky thudt, hay bdt ky su truy cdp hodic st dung trdi phép hodc

¢6 kha ndng gian ldn déi véi Dich vu Ngén hdang hodic cdc kénh két ndi hodic Phuong thitc xdc thuc bdi bdt ky
ai (du dugc ty quyén hay khéng), Khdch hang phdi théng bdo kip thdi cho Ngdn hang vé cdc trudng hgp trén.
Trong trudng hgp xay ra viéc truy c@p hodc st dung trai phép hodic cé khd ndng gian lgn bdi mét ngudi dugc dy
quyén, Khdch hang cén ngay lap tuc ngiing cho phép quyén truy cap va st dung Dich vu hodic cdc kénh két nbi
cta ngudi dugc dy quyén nay.

If the Customer utilizes file formatting or encryption software (whether provided by the Bank or a third
party) to support the formatting and recognition of the Customer’s data and instructions and acts upon
Communications with the Bank, the Customer will use such software solely for the purpose for which it has
been installed.

Néu Khdch hang st dung phan mém dinh dang tdp théng tin hodic ma héa (dugc Ngén hang hay bén thi ba
cung cdp) dé hé trg viéc dinh dang va nhan dang di liéu va chi thi yéu céu ctia Khdch hang va thuc hién Trao
ddi Théng tin véi Ngdn hang, Khdch hang phdi sit dung nhitng phdn mém ndy riéng biét cho muc dich ma phén
meém dudc cai ddt.
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4.5 The Customer accepts that the Bank may suspend or deny users’ access to Services requiring the use of
Credentials (i) in case of suspicion of unauthorized or fraudulent use of the Credentials and/or (ii) to safeguard
the Services or Credentials.
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Khdch hang chdp nhdan réng Ngan hang cé thé diing hodc tir chbi quyén truy cap ngudi ding st dung cdc Dich
vu yéu cdu Chiing chi Chiing thuc (i) trong trudng hop nghi ngds viéc s dung khéng dudc y quyén hodc gian ldn
nhiing Chung chi chiing thuc do va/hodc (ii) bdo vé Dich vu hodc cdc Chiing chi ching thuc.

&
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For applications accessible in CitiDirect and CitiConnect (with the exception of Personal Certificates discussed
below), the Bank requires the Customer to establish a “Security Manager” function. Security Managers are
responsible for:

Péi vdi cdc tng dung cd thé truy cdp trén CitiDirect va CitiConnect (tri cdc trudng hop Chiing thu Cd nhén dugc dé
c@p dudi day), Ngan hang yéu cau Khdch hang thiét lép chic ndng “Qudn ly Bdo mét”. Ngudi Qudn ly Bdo mat cé
trdach nhiém:

51  Establishing and maintaining the access and entitlements of users (including Security Managers themselves)
including activities such as: (a) creating, deleting or modifying user Profiles (including Security Manager Profiles)
and entitlement rights (Note that user name must align with supporting identification documents); (b) building
access profiles that define the functions and data available to individual users; (c) enabling and disabling user log-on
credentials; and (d) assigning transaction limits (Note these limits are not monitored or validated by the Bank and
Customer should monitor these limits to ensure they are in compliance with the Customer’s internal policies and
requirements, including but not limited to, those established by the Customer’s Board of Directors or equivalent);

Thiét lap va duy tri truy cdp v quyén ngudi ding (bao gém cd Qudn ly Bdo mdt) gém cé cdc hoat déng vi du
nhu sau: (a) tao, xéa hodc thay déi ho so ngudi ding (bao gdm cd ho so Quan ly Bdo mat) va phdn quyén (Luu y
rédng tén ngudi dung phdi ding vdi cdc ching tit dinh danh); (b) xdy dung hé s truy cdp trong dé xdc dinh chiic
ndéng va di liéu sdn cd vdi tiing cd nhdn ngudi ding; (c) cho phép va khéng cho phép chiing chi truy cép ngudi
dung; va (d) chi dinh han muc giao dich (Luu y nhitng han mic nay khéng dugc qudn ly hodic xdc thuc béi Ngan
hang va Khdch hang phdi quan ly nhiing han muc nay dé dadm bdo ching tuén tha véi cdc chinh sdch ndi bé va
yéu cdu cta Khdch hang, bao gém nhung khéng gidi han, cho nhitng han muc dugc ldp ra bi H6i déng Quan
tri cia Khdch hang hodc tuong ty);

5.2 Creating and modifying entries in Customer maintained libraries (such as preformatted payments and
beneficiary libraries) and authorizing other users to do the same;

Tao va thay déi théng tin trong thu vién luu trit Khdch hang (vi du nhu théng tin ngusi thu hudng va thanh todn
dugc dinh dang trudc) va dy quyén nhiing ngudi ding khdc thuc hién tuong tu;

5.3 Modifying payment authorization flows;
Thay déi quy trinh duyét thanh todn;

5.4 Allocating dynamic password credentials or other system access credentials or passwords to the Customer’s
users;

Phén bé théng tin xdc thuc mét khdu déng hodc théng tin truy cép hé théng khdc hodc mét khdu cho Ngudi
dung cta Khdch hang;

5.5 Notifying the Bank, if there is any reason to suspect that security has been compromised; and

Théng bdo cho Ngan hang néu cé bdt ky ly do nao dé nghi ngd rding an ninh dang bi xdm pham; va
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5.6 Managing and procuring digital certificates and authorizing other users to do the same.
Quan ly va Mua ching thu s6 va Qy quyén ngudi ding khdc thuc hién tuong tu.

Please note: Security Manager roles and responsibilities may vary or not be applicable in certain markets due

to regulatory requirements and/or operational capabilities. In such markets, the Bank may require additional
documentation and other information from the Customer to perform Security Manager functions on behalf of the
Customer.

Luu y: Vai trd va Trdch nhiém cta Ngudi Quan ly Bdo mat cé thé thay déi hodc khéng dp dung tai mét sé thi trudng
nhdt dinh do quy dinh ludt phdp va/hodic khé ndng van hanh. Tai cdc thi trudng ndy, Ngdn hang cd thé yéu cdu cdc
chiing tit bé sung va cdc théng tin khdc tit Khdch hang dé thuc hién chitc ndng ctiia Ngudi Qudn ly Bdo mdt thay mdt
cho Khdch hang.

6. Use of CitiDirect and CitiConnect by Security Managers
St dung CitiDirect va CitiConnect ciia Ngudi Quan ly Bao mdt

no
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The Bank requires two (2) separate individuals to input and authorize instructions; therefore, a minimum of two
Security Managers are required. Any two Security Managers, acting in concert, are able to give instructions and/
or confirmations through the connectivity channels in relation to any Security Manager function or in connection
with facilitating communications. Any such communications, when authorized by two Security Managers,

will be accepted and acted on by the Bank and deemed to be given by the Customer. The Bank recommends

the designation of at least three Security Managers to ensure adequate backup. The Customer shall designate
Customer’s Security Managers on the TTS Channels Onboarding Form. A Security Manager of the Customer may
also act as the Security Manager for a third party entity (for instance, an affiliate of the Customer) and exercise
all rights relating thereto (including the appointment of users for that third party entity’s Account(s)), without any
further designation, if that third party entity executes a Universal Access Authority form (or such other form of
authorization acceptable to the Bank) granting the Customer access to its account(s). This only applies in relation
to Account(s) covered under the relevant authorization.

si98euey\ A1undag Aq
199UU0DIN) pUE3IIQIND JOOsN

30w ong 4 upng 193N o

(%]
S
Y
s
=
7o,
2)
=
S
8
Q
2
s
o)
=3
o
°
=
=
®
Q
2]

Ngén hang yéu cdu hai (2) cd nhén riéng biét dugc nhdp théng tin va ty quyén cdc giao dich; do vay, tdi thi€u hai
Ngudi Quan ly Bdo mat dugc yéu cau. Bt ky hai Ngudi Quan ly Bdo mét nao, cling hanh déng, dugc dua ra chi thi
va/hodic xdc thuc qua cdc kénh két néi lién quan tdi vai tré cia Ngudi Qudn ly Bdo mat hodc vé lién quan tdi viéc hé
trg trao déi théng tin. Bdt ky trao déi théng tin ndo, khi dugc ty quyén bdi hai Ngudi Qudn ly Bdo mdt, sé dudc chdp
nhdn va thuc hién bdi Ngan hang va dugc coi la dugc Khdch hang dua ra. Ngédn hang khuyén nghi viéc chi dinh t8i
thiéu ba Ngudi Qudn ly Bdo mat dé dam bdo hé trg kip thdi khi cén thiét. Khdch hang cén chi dinh Ngudi Quan ly Bdo
mét ctia Khdch hang trén Mau don TTS Channels Onboarding Form. M6t Ngudi Quan ly théng tin cia Khdch hang
ciing c6 thé thuc hién nhu la Ngudi Qudn ly théng tin cho bén thit ba (vi du, bén lién két cia Khdch hang) va thuc
hién tdt ca cdc quyén lién quan theo sau (bao gom chi dinh ngudi ding cho tai khodn cta bén thit ba), ma khéng cén
tdi cdc chi dinh khdc, néu bén thu ba thuc hién Méu don Universal Access Authority Form (hodic néu mau don khdc
vé viéc ty quyén dugc Ngén hang chdp nhan) cho phép Khdch hang truy cap cdc tai khodn cta ho. Piéu nay chi dp
dung déi véi cdc Tai khodn dugc néu trong cdc ty quyén lién quan.
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7. Use of CitiDirect by Security Officers (For Personal Cer'tificates only)
St dung CitiDirect béi Can bd Bao mdt (Chi ap dung doéi vdi Ching thu ca nhéan)

199 [eUOSId 104)

3
=
ot
]

Y
=

S

[
I
O,

-
s
s

(2]

a.
]
=
<

The Bank requires two (2) separate individuals to manage digital certificates attributed to individuals (“Personal
Certificates”). Therefore, two Security Officers are required to assign and removal Personal Certificates to users,
for the purpose of authenticating and authorizing Communications on the connectivity channels. The Bank
recommends the designation of at least three Security Officers to ensure adequate backup. Any Communications
authorized by Personal Certificates will be accepted and acted on by the Bank and deemed to be given by the
Customer.
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Ngdn hang yéu cdu (2) hai cd nhén riéng biét quan ly ching thu sé thudc vé cd nhan (“Chung thu cd nhén”). Do vdy,
hai Cdn bé Bdo mdt dugc yéu cdu chi dinh va loai bé Chitng thu Cd nhdn cho ngudi diing, véi muc dich xdc thuc va
Uy quyén Trao déi thong tin trén cdc kénh két néi. Ngdn hang khuyén nghi viéc chi dinh it nhdt ba Cdn bé Bdo mét
dé dam bdo hé trg ddy di khi cdn thiét. Bét ky Trao déi théng tin dugc Gy quyén béi Ching thu cd nhén sé dugc chép
nhén va thuc hién béi Ngan hang va dugc xem nhu da dugc yéu cdu béi Khdch hang.
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