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Security Procedures
[Mpouedypu besnexu

Introduction
BcTtyn

These “Security Procedures”, as referenced in the Communications section of the Master Account and Service
Terms (“MAST”) (or other applicable account terms and conditions), are designed to authenticate the Customer’s
log-on to the Bank’s connectivity channels and to verify the origination of Communications between Bank and
Customer in connection with the following Services or connectivity channels (the availability of which may vary
across local markets).

Ak 3a3HayeHo B po30ini 38’a30k OCHOBHUX NOJIOXEHb TA YMOB 06C/1yroByBaHHsA paxyHkis (MAST) (abo iHwux
30CTOCOBHUX NOJIOMEHb TA YMOB paxyHkKiB), ui lMpouedypu 6e3neku, npusHayeHi 0719 ni0TBepOMeHHS ABTeHTUYHOCTI
Bx00y KnieHTa 0o kaHaiB 3B’93Ky BaHKy Ta 0715 nepeBipKU NOXOO0XEeHHS 3B’93Ky Mix baHkoM Ta KnieHTOM CTOCOBHO
Takux Mocayr abo KaHanie 38°a3ky (00CTYNHICTb AKUX MOX(E BIOPI3HATUCS HA Pi3HUX MICUEBUX PUHKAX).

«  CitiDirect® (including WorldLink®)
CitiDirect® (skntouaroyu WorldLink®)

o CitiConnect®
CitiConnect®

«  Society for Worldwide Interbank Financial Telecommunication (“SWIFT”)
Society for Worldwide Interbank Financial Telecommunication (SWIFT)

e Manual Initiated Funds Transfer (“MIFT”)
lepekas kowrTiB, iHiyilioBaHul BpyuHy (Manual Initiated Funds Transfer, MIFT)

« Interactive Voice Response (“IVR”)
InTepakTuBHa ronocosa BidnoBidb (Interactive Voice Response, IVR)

«  Email/Fax/Mail/Messenger/Phone with the Bank
KoHTakT 3 BaHkoM 3a donomMoru eseKTPOHHOI howTu/hakca/3BudatiHoi nowTu/meceHOxepa/TeneoHa

«  Otherlocal electronic connectivity channels
IHWIi NoKabHI eNIeKTPOHHI KAHAIU 3B’93KY

These Security Procedures are to be read together with the MAST and may be updated and advised to the
Customer from time-to-time by electronic or other means, including but not limited to posting updates to the
Security Procedures on CitiDirect. Unless otherwise provided by law, Customer’s continued use of any of the
above noted Services or connectivity channels after being advised of updated Security Procedures shall constitute
Customer’s acceptance of such updated Security Procedures. These Security Procedures cover the following:

=1
~
e
o
o
c
a
&2
o
3




Security Procedures / lMpoyedypu 6e3neku 2

Li Mpouedypu 6e3nexu cnid yuratu pazom 3 MAST. BoHU MO} Tb Yac BiO 4acy OHOB/IIOBATUCS TA 00BOOUTUCS

0o Bidoma KnieHTa 3a 0onoMOror eseKTPOHHUX abo iHWwux 3acobiB, BK/IOYArOYU, asie He 06Mexyr4uch,

ny6nikayito oHoBseHb 00 lpouedyp 6e3neku B CitiDirect. kw0 iHwe He hepedba4eHo 3aKOHOOABCTBOM, nodasiblue
BUKOpUCTAHHS KnieHToM 6y0b-gKoi 3 BuwesasHayeHux locnyr abo KaHAiB 3B’93Ky Nic/si OTPUMAHHS NOBIOOM/IEHHS
npo oHoBneHi Mpoyedypu 6e3neku o3Ha4yae 3rody KnieHTa 3 Takumu oHoBsieHumu lpouyedypamu 6e3neku. Li
Mpouedypu 6esneku 0XonrTb HACTYNHE:
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A. Authentication Methods
3acobu aBTeHTUiKayil

B. Customer Responsibilities
O6oB’a3ku KnieHta

C. Datalntegrity and Secured Communications
LinicHicTp 0aHux Ta 3axuwieHi KoMmyHikayii

D. Security Manager and Related Functions
MeHedxep 3 6e3neku Ta NOB’93AHI 3 HUM (hyHKUYii

Authentication Methods
MeTtodu aBTeHTUGhiKayii

The Security Procedures include certain secure authentication methods (“Authentication Methods”) which

are used to uniquely identify and verify the authority of the Customer and/or any of its users authorized by

the Customer typically through one or a combination of mechanisms such as user ID/password pairs, digital
certificates, biometrics, security tokens (deployed via hardware or software), seal/signature verification, and/or
devices associated with the Authentication Methods (collectively, the “Credentials”). Authentication Methods and
associated Credentials allow the Bank to verify the origin of Communications received by the Bank.

¢hnLHa1ap nEOLaW

>
c
~+
>
o
S
=
o
Q
=
5]
=]
=
o
(=
>
o
o
0

110X 1

lpouyedypu 6e3neku BKAYAKTb NeBHI 6e3neyHi meToou aBTeHTugikayii (MeTodu aBTeHTUiKAYiTL), K
BUKOPUCTOBYHOTbLCS 0/1 yHIKA/IbHOT iDeHTuUgikayii Ta nepesipku noBHoBaxeHb KnieHTa Ta/abo 6ydb-skoro (oro
KOpucTyBQa4a, ynoBHOBAMEHOro KnieHToM, sk hpaBusio, 3a 00NoOMoror 00Horo abo koMbiHayil TaKkux MexaHiaMmiB, K
napu ideHTughikaTop KopucTysada/naposb, Uupposi cepTugikatu, biomeTpuyHi 0aHi, TokeHU 6esneku (Po3ropHyTi
3a 00NOMOro anapatHoro abo nporpaMHoro 3abesneveHHs), nepesipka neyatku/nionucy Ta/abo npucTpoi,
nos’s3aHi 3 MeTodamu aBTeHTuikayii (pasom - O6aikosi daHi). MeTodu aBTeHTUiKayil Ta NoB’93aHI 3 HUMU
O6nikoBi 0aHi 003B0/1510Tb BaHkKy nepeBipsiTu noxoOxeHHs MoBidomeHb, 0OTpuMaHux baHkom.

More information regarding Authentication Methods for access to Services and/or connectivity channels may
be accessed on the CitiDirect Login Help website. Customer may at any time select an available Authentication
Method. During implementation of Services or connectivity channels, Bank may set-up a default Authentication
Method, which Customer may change at any time to another available Authentication Method.

Binbw detanbHy iHghopmayito npo MeTodu asTeHTuhikayii dns doctyny do lMocayr Ta/abo KaHanis 38°3Ky
MOMHa oTpumartu Ha Bebcaliti CitiDirect Jonomora npu peectpauyii B cuctemi. KnieHT Moxe B 6y0b-skuli Yac
obparu docTynHull MeTo0d aBTeHTughikauii. [1id yac BnpoBadxeHHs Mocayr abo kaHanis niOkI4YeHHs BaHk Moxe
BcTaHoBUTU MeTod aBTeHTUiKayii 3a 3aMoBYYBAHHAM, KUl KnieHT 6y0b-Ko/Iu MOXe 3MIHUTU Ha iHwul MeTo0
aBTeHTuikayii, 0ocTynHul 0719 HbOrO.

The following Authentication Methods are available to access the services and/or connectivity channels:

Icnyrotb HacTynHi MeTodu asTenTudpikayii, HeobxidHi dng 3dilicHenHs docTyny do [loc/yr Ta/abo KaHAIB NIOKIIOYEHHS:
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device, and cryptographic techniques to gain access to CitiDirect. Physical trait data
is not transferred to the Bank when the user selects this authentication method.
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L{ugppoBsuti MeTo0 aBTeHTUhiKayii, IKUl BUKOPUCTOBYE YHIKA/IbHI (hi3uyHI
XapaxkTepucTuKku Kopuctysaya (Hanpukiad, BiobuTKu NAIbYIB TA PO3NI3HABAHHS
06/1uyys), BOyOoBaHy 6ioMeTpuYHy TexHOJI0rito Ha MObGisIbHOMY NPUCTPOT KopucTyBaya
Ta KpuntorpacghivyHi MmeToou 015 oTpumMaHHs docTyny do CitiDirect. SIkwo KopucTyBay
obupae yeli MeTo0 aBTeHTUGhikayii, aHi npo Uoro (hizuyHi XapakTepuCcTuKu He
nepedaroTbcs 00 baHky.

Mobile Token Adigital non-application based mobile authentication method (e.g. Mobile Token
(non-application based) (App-less)) that leverages cryptographic keys and biometric authentication (such
MobinbHuli TokeH as fingerprint and facial recognition) to link a user’s mobile device to their CitiDirect

(He Ha 0CHOBI 3ACTOCYHKY) account via the user’s mobile browser. Physical trait data is not transferred to the
Bank when the user selects this authentication method. This method facilitates
multi-factor authentication by verifying the user’s identity with their registered
mobile device.

Lughposuti cnoci6 MobinbHOI aBTeHTUiKaYil He noTpebye BUKOPUCTAHHS
3acTocyHky (MobinbHuli TokeH (6e3 3acTocyHKYy)). 3B’930K MObBI/IbHOr0 NPUCTPOIO
KopucTyBaya 3 oro obnikosum 3anucom CitiDirect BiobyBaeTbcs yepes MobiIbHUL
6paysep KOPUCTYBAYA 3 BUKOPUCTAHHSIM KPUNTOrPAGhiyHUX K/THoYiB | bioMmeTpuyHol
aBTeHTUhikayii (po3nizHaBaHHs BIObUTKIB nasbyis U 06/1uyys). Koau kopucTysay
Bubupae yeli cnocib apTeHTUGhiKkayil, 0aHi npo hisuyHi 03HaKU He nepedaroTbCs 00
BaHky. Lleli cnocib nonerwye 6aratohakTopHy aBTeHTUikayiro 3aB0sKu nepeBipyi
ocobu KopucTyBaya 3a 0onoMoror (oro 3apeecTpoBaHOro MobiIbHOro NPUCTPOH.

Challenge Response Token | Either (i) a mobile application based soft token (e.g. MobilePASS) or (ii) a physical
TokeH mMeT00 «3anur- token (e.g. SafeWord Card, Vasco) which in each case is used to generate a dynamic
BionoBiob» password after authenticating with a PIN (e.g. 4-digit PIN). When accessing
CitiDirect, the system generates a challenge and a response passcode is generated
by the utilized token and entered into the system. This authentication method, when
combined with a secure password results in multifactor authentication.

(i) MporpamHuli TokeH Ha ocHoBi MobinbHoro dodatky (Hanpuknad, MobilePASS) abo
(ii) ghisuyHuli TokeH (Hanpuknad, SafeWord Card, Vasco), skuli y KoxHoMy BUNadKy
BUKOPUCTOBYETLCS 0715 reHepayii OUHAMIYHOro NaposIko Nicas aBTeHTUgikayii 3a
donomoroto PIN-ko0y (Hanpuknad, 4-3HaqHoro PIN-kody). [pu Bxodi B CitiDirect
cuctema reHepye 3anut, To0i K Naposib-BiONOBIOb reHepyeThCsl 3a A0NOMOroH
TOKEHY, W0 BUKOPUCTOBYETLCS, [ BBOOUTHCS B cucTemy. Llell MeTo0 aBTeHTugikayii

B NOEOHAHHI 3 CeKpeTHUM naposiem 3abe3neyye 6aratohakTopHy aBTeHTUIKayiro.

One-Time Password Token | Either (i) a mobile application soft token (e.g. MobilePASS) or (ii) a physical token
TokeH 3 00HOPA30BUM (e.g. SafeWord Card, Vasco) that is used to generate a dynamic password after
naposnem authenticating with a PIN (e.g. 4-digit PIN). This dynamic password is entered into
the system to gain access.

(i) MporpamHuli TokeH Ha 0CHOBI MO6iIbHOro 0odatky (Hanpuknad, MobilePASS) abo
(i) ghizuyHuli TokeH (Hanpuknad, SafeWord Card, Vasco), akuli BUKOPUCTOBYETbCA
015 reHepauii OUHaMi4HoOro naposs nicas apTeHTugikayii 3a donomoroto PIN-kody
(Hanpuknad, 4-3Ha4yHoro PIN-ko0y). Lleli duHamiyHuli naposib BBOOUTLCS B B CUCTEMY
0151 OTPUMAHHS 00CTyny.
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CitiDirect Authentication Methods

Metodu aBreHTudhikayii CitiDirect

Secure Password
CekpeTtHull naposib

A user enters his or her secure password to access the system. A secure password
typically limits a user’s capabilities on the system, for example, by only permitting
that certain information be viewed by the user. This authentication method, when
combined with a challenge response token results in multifactor authentication.

KopucTtyBay BBoOuTh cBill cekpeTHuUl naposb 0715 0ocTyny 0o cuctemu. CekpeTHull
naposib 3a3suyali 06Mexye MOXIUBOCTI KOPUCTYBAYA B CUCTEMI, HANPUKAAO,
003B0/IH04U KOPUCTYBAYeBi hepernsdaru auule neBHy iHghopmayiro. Lieli meToo
aBTeHTUhikayii B N0eOHAHHI 3 TOkKeHOM MeTo00M “3anuT-BidnoBiOb” CTBOPIOE
bararoghakTopHy aBTeHTUGIKauiro.

SMS One-Time Code
0O0HopaszoBuli SMS-kod

A dynamic password delivered to users via SMS, after which the user enters the
dynamic password and a secure password to gain access to the system.

HAuHamiyHul naposb, sKkuli HAOCUIAETLCS KOpucTyBayam 3a donomoroto SMS, nicas
Yoro KOpUuCTyBay4 BBOOUTH yell AUHAMIYHUL naposib Td a CBill cekpeTHUli naposib 0715
0TpUMaHHs docTyny Ao cucTemu.

Voice One-Time Code
lonocosuli 00HopasoBull
K00

A dynamic password delivered to users via an automated voice call, after which the user
enters the dynamic password and a secure password to gain access to the system.

JAuHamivHul naposb, skuli HAOCUIAETHCS KOPUCTYBAYEBi 3a A0NOMOror
QaBTOMATU30BAHOIO ro10COBOro 03BIHKA, NIC/IS YOro KOPUCTYBAY BBOOUTb yell
JuHamiyHuli naposb Ta cBill cekpeTHUll naposib 0715 OTPUMAHHS 00CTyny 00 CUCTEMU.

Digital Certificates
Lucgpposi cepTudpikaru

Adigital certificate is an electronic identification issued by an approved certificate
authority for authentication and authorization. Digital certificates may be attributed
to corporate legal entities (“Corporate Seals”) or individuals (“Personal Certificates”).
The Customer is responsible for properly verifying the identity of all users of Personal
Certificates acting on behalf of the Customer in accordance with local law.

The Bank and the Customer are required to use digital certificates provided by
authorized persons, to ensure all Communications exchanged via a public internet
connection or an otherwise unsecure internet connection are fully encrypted and
protected.

Lugpposuli cepTughikar - ye esleKTPOHHUL ideHTughikaTop, BUOAHUL 3aTBepOMEeHUM
UeHTpoM cepTudbikayil 3 MeTor aBTeHTUgikayii Ta asTopusayii. Ljughposi
cepTughikatu MoxyTb 6y TU NpU3Ha4eHi puduyHUM ocobam («KopnopaTusHi
neyarku») abo izuyHuM ocobam («MepcoHasibHi cepTugikatu»). KnieHT Hece
BIONOBIOA/ILHICTb 3 HAJIeHHY nepeBipKy 0cobu BCix KOpucTyBaYiB epCoHabHUX
cepTughikaris, sKi 0itoTb BI0 iMeHi KnieHTa, BiOnoBiOHO 00 MiclyeBoro 3akoHOO0ABCTBA.

baHk Ta KnieHT 3060B’930HI BUKOPUCTOBYBATU YUGPOBI cepTughikaru, HaoaHi
ynoBHoBaxeHUMU ocobamu, 015 3abesneyeHHs NOBHOIo WUPPYBAHHS TA 3aXUCTY
Bcix KomyHikauyill, skumMu 06MiHIOHTECS Yepes nybniyHe iHTepHeT-3’ €0HaHHS abo
[HWUM YUHOM He3axuweHe iHTepHeT-3'€0HAHHSI.

CitiConnect for Files Authentication Methods

Mertodu asteHTughikayii CitiConnect 0n151 ¢hatinis

Digital Certificates
Lucgpposi cepTudpikaru

See description above.

Jus. onuc Buuwe.
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CitiConnect for Files Authentication Methods

MeTodu aBTeHTughikayii CitiConnect dns ¢haiinis

IP Address Whitelist When
Using CitiConnect

Binuli cnucok IP-adpec npu
BukopucTtarHi CitiConnect

Certain Internet communications received by the Bank, for example, via a Virtual
Private Network (VPN), may also rely on the parties exchanging information

using pre-agreed Internet Protocol (IP) addresses. The Bank will only accept
communications originating from the Customer’s designated IP address, and

vice versa, and the Bank will only transmit Communications to the Customer’s
designated IP address, and vice versa. Used in conjunction with Digital Certificate
method above.

Hesiki IHTepHeT-noBI0OM/IEHHS], OTPUMAHI bBaAHKOM, HANPUKIAO, Yepes BipTyasIbHy
npusatHy mepexcy (VPN), MOXYTb TaKOM 3aexaTu Bi0 TOro, ujo CTOpoHU
006MIHIOIOTbCS IHGhopMayiero, BUKOPUCTOBYHOYU nonepedHbo y3rodxeHi adpecu
InTepHeT-npoTokony (IP-adpecu). baHk npulMae TisibKU Ti NOBIOOMIEHHS, SIK(
Haoxo0ATk i3 3a3HaveHoi KnieHtom IP-adpecu, i HaBnaku, i bBaHk nepedae TisbKu
Ti noBidoM/IeHHS, sIKi Ha0x005Tb Ha 3a3Ha4YeHy KnieHTom IP-adpecy, i HaBnaku.
BukopucToByeTbCS B NOEOHAHHI 3 MeTodoM LlughpoBoro cepTughikarty, onucaHum
Buwe.

CitiConnect API Authentication Methods

Mertodu aBreHTUuthikayii CitiConnect API

Digital Certificates
Lucgpposi cepTudpikaru

See description above.

Jus. onuc Buuwe.

IP Address Whitelist When
Using CitiConnect

Binud cnucok IP-adpec npu
BukopucTtarHi CitiConnect

See description above.

JuB. onuc Buuwe.

CitiConnect for SWIFT Authentication Methods

Meroodu aBtenTuthikayii CitiConnect dna SWIFT

Digital Certificates Llughposi
cepTughikaru

See description above. Can be used in conjunction with SWIFT Authentication
method below.

JusiTbcs onuc Buwje. Moxe BUKOPUCTOBYBATUCS pa30M 3 MeTO00M aBTeHTUpikayii
SWIFT Hustye.
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CitiConnect for SWIFT Authentication Methods

Mertodu aBreHTuthikayii CitiConnect dnsa SWIFT

SWIFT Authentication
ABTeHTUikayis B cuctemi
SWIFT

Communications sent between the Bank and the Customer via the SWIFT network,
including, but not limited to, account information, payment orders, and instructions
to amend or cancel such orders, will be authenticated using procedures defined

in SWiFT’s Contractual Documentation (as amended or supplemented from time

to time) which includes without limitation its General Terms and Conditions and

FIN Service Description or as set forth in other terms and conditions that may be
established by SWIFT. The Bank is not obliged to do anything other than what is
contained in the SWIFT procedures to establish the sender and authenticity of these
Communications.

The Bank is not responsible for any errors or delays in the SWIFT system. The
Customer is responsible for providing communications to the Bank in the format and
type required and specified by SWIFT.

Transmissions and Communications sent or received via SWIFT facilities are subject
to SWIFT rules and regulations in effect, including membership rules. The Customer
is responsible for being familiar with and conforming to SWIFT messaging standards.

lMoBidomneHHsl, Wo HadcuaarTbCs Mix baHkom Ta KnieHTom yepe3 mepexcy
SWIFT, Bxkarouaro4u, ase He 06Me #y4uch, iHhopMauiro Npo paxyHoK, NIATIHHI
00pyYeHHs Ta IHCTPYKYil w000 BHECeHHS 3MiH ab0 CKACYBAHHS TAKUX OOpyYeHb,
6y0yTb ABTEHTUGIKOBAHI 3 BUKOPUCTAHHSM npouedyp, BusHavyeHux y JorosipHill
dokymeHTayii SWIFT (3i 3MiHamMu Ta 0ONOBHEHHAMU, W0 NepiodUYHO BHOCATbCS 00
Hei), ska BkaoYae, 6e3 obMexeHb, 3araabHi NOSI0#EHHS Ta YMOBU, a Takox: Onuc
¢hiHaHcoBUX nocAyr, abo y nopsioKy, BUSHAYEHOMY B IHWUX NOJIOMEHHSIX TA YMOBAX,
w0 MoxyTb 6yTU BCcTaHOBeHi SWIFT. baHk He 3060B’93aHull pobutu Hi4oro, Kpim
TOro, wo nepedbayeHo npouedypamu SWIFT 015 BCTAHOB/IEHHS BIONpABHUKA TA
QABTEHTUYHOCTI yux MoBidomM/ieHb.

BbaHk He Hece BiOnoBi0aIbHOCTI 3a 6y0b-aki noMusiku abo 3aTpumku B cuctemi SWIFT.,
KnieHT Hece BiOnoBiOa/IbHICTb 3a Ha0aHHS baHky noBidomsieHb y TOMy (hopMarTi Ta
TOro TUNY, W0 BUMArarThCs TA BU3Ha4YeHi cuctemoro SWIFT.

Mepekasu Ta MosidomneHHs, HadicaaHi abo oTpumari 3a donomororo 3acobis SWIFT,
nidnadaroTs nid 0ito YUHHUX npaBus Ta nonoxeHb SWIFT, Bkaro4aroyu npasuia
uneHcTBA. KnieHT Hece BIONOBIOA/IbHICTb 3a 03HAUOMIEHHS 3i cTaHOapTamu 06MiHy
noioomneHHsamu SWIFT Ta ix 00TPpUMAHHSI.
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ki
SWIFT Authentication Method = 2..
Merto0 aBreHTuthikayii SWIFT § g
SWIFT Authentication Communications sent between the Bank and the Customer via the SWIFT network, ‘:‘: g.
(Direct Connection for including, but not limited to, account information, payment orders, and instructions E <
Financial Institutions) to amend or cancel such orders, will be authenticated using procedures defined .";E- %
ABteHTUubikayis SWIFT in SWiFT’s Contractual Documentation (as amended or supplemented from time g 8_
(npsime 3’€OHAHHS 0151 to time) which includes without limitation its General Terms and Conditions and Sio
¢hiHaHCOBUX yCTAHOB) FIN Service Description or as set forth in other terms and conditions that may be

established by SWIFT. The Bank is not obliged to do anything other than what is
contained in the SWIFT procedures to establish the sender and authenticity of these
Communications.

The Bank is not responsible for any errors or delays in the SWIFT system. The
Customer is responsible for providing communications to the Bank in the format and
type required and specified by SWIFT.

Transmissions and Communications sent or received via SWIFT facilities are subject
to SWIFT rules and regulations in effect, including membership rules. The Customer
is responsible for being familiar with and conforming to SWIFT messaging standards.

lMoBidomneHHsl, Wo HadcuaarTbCs Mix baHkom Ta KnieHTom yepe3 mepexcy
SWIFT, Bkarouaro4u, ase He 06Me HyH4ucCh , IHhopMauiro NPo PAXyHOK, NJIATIHHI
00pyYeHHs Ta IHCTPYKYil w000 BHECeHHS 3MiH ab0 CKACYBAHHS TAKUX OOpyYeHb,
6y0yTb ABTEHTUGIKOBAHI 3 BUKOPUCTAHHSM npouedyp, BusHavyeHux y JorosipHill
dokymeHTayii SWIFT (3i 3MiHamMu Ta 0ONOBHEHHAMU, W0 NepiodUYHO BHOCATbCS 00
Hei), ska BkaoYae, 6e3 obMexeHb, 3araabHi NOSI0#EHHS Ta YMOBU, a Takox: Onuc
¢hiHaHcoBUX nocAyr, abo y nopsioKy, BUSHAYEHOMY B IHWUX NOJIOMEHHSIX TA YMOBAX,
w0 MoxyTb 6yTU BCcTaHOBeHi SWIFT. baHk He 3060B’93aHull pobutu Hi4oro, Kpim
TOro, wo nepedbayeHo npouedypamu SWIFT 015 BCTAHOB/IEHHS BIONpABHUKA TA
QABTEHTUYHOCTI yux MoBidomM/ieHb.

BbaHk He Hece BiOnoBi0aIbHOCTI 3a 6y0b-aki noMusiku abo 3aTpumku B cuctemi SWIFT.,
KnieHT Hece BiOnoBiOa/IbHICTb 3a Ha0aHHS baHky noBidomsieHb y TOMy (hopMarTi Ta
TOro TUNY, W0 BUMArarThCs TA BU3Ha4YeHi cuctemoro SWIFT.

Mepekasu Ta MosidomneHHs, HadicaaHi abo oTpumari 3a donomororo 3acobis SWIFT,
nidnadaroTs nid 0ito YUHHUX npaBus Ta nonoxeHb SWIFT, Bkaro4aroyu npasuia
uneHcTBA. KnieHT Hece BIONOBIOA/IbHICTb 3a 03HAUOMIEHHS 3i cTaHOapTamu 06MiHy
noioomneHHsamu SWIFT Ta ix 00TPpUMAHHSI.

Digital/Electronic Signature Authentication Methods for Electronic Document Submission

MeTtodu aBreHTUdhikayii 3a donomoru yughpoBoro/esieKTPOHHOro nionucy 0/151 e/1IeKTPOHHOro N00aHHs

00KYyMeHTIB
Digital Signature Atype of electronic signature that leverages digital certificates to validate the
Lugposuti nidnuc authenticity and integrity of a signature, message, software or digital document.

Tun eneKTPOHHOro nionucy, skull BUKOPUCTOBYE UUuGhpoBi cepTugpikaru 0n1s
nioTBepOMeHHs ABTeHTUYHOCTI TA UisIICHOCTI nidnucy, NoBiOOMJIeHHS, NPOrPAMHOI0o
3a6e3neyeHHs abo yugppoBoro AoKyMeHTd.
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Digital/Electronic Signature Authentication Methods for Electronic Document Submission

Mertodu aBTeHTUhiKayii 3a donomoru YughpoBoro/eneKTPoHHoro nionucy 015 es1IeKTPOHHOro N0OAHHS
00KYMeHTIB

Electronic Signature
EnekTpoHHuli nionuc

An electronic symbol attached to a contract or other record, unique to and used by a
person with an intent to sign. Electronic signatures can be established in the form of
words, letters, numerals, symbols, click of a button on a website, upload of facsimile

or scan of a physical signature, signing on a touchscreen, or agreeing to any terms and
conditions by electronic means. Created under the sole control of the person using it, it is
logically attached to or associated with a data message capable of identifying the person
who consents to the data message and certifying the person’s consent. Such Electronic
Signature would be submitted to the Bank through the Bank’s electronic channels and in
compliance with the associated Authentication Methods described above.

EneKkTpoHHUL cuMBOJI, U0 000AETHCS 00 KOHTPAKTY ab0 iHWOro 3anucy, yHikabHUl
0719 ocobu, ska Mae Hamip toro nionucatu. EnekTpoHHUl nidnuc Moxe 6yTu cTBopeHull
y BUr/n1s0i cniB, n1itep, yugp, CUMBOJIIB, HATUCKAHHSI KHONKU HA Be6CaliTi, 3aBAHTAMEHHS
¢hakcumine abo ckaHyBAHHS hi3udHOro nionucy, nidnucy Ha CeHCOPHOMY eKpPaHi

a60 3rodu 3 6ydb-IKUMU YMOBAMU TA NOJIOHEHHSIMU 3a 00NOMOI00 e1eKTPOHHUX
3acobiB. CTBopeHul nid BUK/IHOYHUM KOHTPOJIeM 0cobu, KA Uoro BUKOPUCTOBYE, BiH
JI0ri4HO NPUEOHYETHCS A0 NOBIOOMIEHHS OaHUX 60 ACOUIOETLCS 3 HUM, U0 003BOJISIE
i0eHTughikyBaTu ocoby, ska oae 3rody Ha noBidoMIeHHs daHUX, i 3acBiduye ii 3rody.
Takuti EnekTpoHHULl nionuc nodaeTbcsi 00 baHKy Yepes eneKTpoHHI KaHaIu baHKy Ta 3
00TpUMAaHHSIM BiONoBiOHUX MeTo0iB aBTeHTUikayil, onucaHux suuje.

Manual Initiated Funds Transfer (MIFT) Authentication Method

MeT00 aBTeHTUthikayii nepekasy KowTis, iHiyiliosaHoro Bpy4Hy (MIFT)

MIFT Authentication
ABTeHTUubikayis MIFT

Manually Initiated Funds Transfer (MIFT), including amendments, recalls, or
cancellations of previous manual instructions, may be made by fax or letter or
upload to CitiDirect. Not all forms are supported in all countries. Initiators are
persons designated by the Customer who are authorized to initiate transactions in
accordance with restrictions, if any, are identified by the Customer. Confirmers are
person designated by the Customer that Bank may call back, atits discretion, for
confirmation of manually initiated instructions for funds transfers.

In certain countries, mobile telephone numbers are not accepted as call back
numbers. Further details are provided in the applicable Country Cash Management
User Guide, Global Manual Transaction Authorization or Universal Nomination Form.
MIFT is to be used by the Customer as a contingency method to communication
instructions to the Bank.

ABTeHTUGhikayis nepexasy KowWTiB, iHiyitioaHoro Bpy4Hy (MIFT), BKAOYAYU 3MiHU,
BIOK/TUKAHHS ab0 CKACyBAHHS honepeoHix IHCTPyKUil, Moxe 6yTu 30ilicHeHa (hakcom,
nuctom abo 3asaHTaxeHda B CitiDirect. He Bci ghpopmu nidTpuUMyIoTbCS B yCiX KpaiHax.
IHiyiaTopu - ocobu, BusHa4veHi KnieHToM, siKi ynoBHOBAMeHI iHiyiroBaTu onepauyii
BiONOBIOHO 00 06MexeHb, SKWO Taki BusHaveHi KnieHTom. 1i0TBepdxyBayi — ye
BU3HayYeHi KnieHToM ocobu, skum baHk Moxte neped3BoHUTU HA BAACHUL po3cyd 0515
nioTBepOMeHHs IHCTPYKUil 3 nepeKasy KOWTIB iHiYilioBaHUX BPYYHY.

Y desikux kpdiHax HoMepu MOBISIbHUX TenedhoHIB He npuliMaroTbCsl SK HoMmepu 0151
3BOPOTHOI0 03BIHKA. binbw deTasibHy iHghopmMayiro HasedeHo y BionoBiOHOMY MOCiBHUKY
KOpUCTYBaYa 3 ynpasJliHHS rPOWOBUMU KOWTAMU B KpdiHi, [106abHIl iHCTPYKYii 3
asTopusayii TpaHsakyil Bpy4YHy abo YHiBepcasbHil hopmi HomiHauyii. KnieHT noBuHeH
BukopuctoByBatu MIFT sk pesepBHull MeTo0 nepedaui iHCTpyKUill baHky.
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Mail, Fax, Email and Messenger Authentication Methods

Metodu aBTeHTUghikayii 3a 0onoMoror nowiTu, (hakcy, eIeKTPOHHOI nowTu Ta MeceHoxepis

Seal Image Verification
MepeBipka 306paxeHHs
neyarku

Correspondence received by the Bank via fax, mail, email or messenger, excluding
MIFT requests, are verified and collated with due care based on the seal image
contained in the Customer’s authority document or similar document provided to
the Bank.

3a BuHATKOM 3anutiB MIFT, kopecnoHOeHyis, 0TpUMAHA BaHKoM (hakcom, NoWTor,
€JIeKTPOHHOK NOWTOH ab0 MeceHO#epoM, NepeBipSETbCS TA 3ICTABNSETHCS 3
HQIeXHOK PeTesIbHICTI0 HA 0CHOBI 306paMeHHs] NeYaTKuU, Wo MICTUTbCS B OOKYMEHTI
npo noBHoBax}eHHs KnieHTa abo aHa10riyHoMy 0OKYyMeHTi, HAOAHOMY BaHKy.

Signature Verification
Mepesipka nionucy

Correspondence received by the Bank via fax, mail, email or messenger, excluding
MIFT requests, are signature verified based on the information contained in the
Customer’s authority document or similar document provided to the Bank.

3a BuHATKOM 3anutiB MIFT, kopecnoHOeHyis, 0TpUMaHA BaHKoM ¢hakcom, NowTor,
eJIeKTPOHHOK NOWTO abo MeceHO#epoM, hepeBipsSETbCS Ha nidcTasi iHghopmayi,
W0 MicTuTbCs B HAOAHOMY baHKy 00KYMeHTi npo noBHoBaxeHHs KnieHTa abo
QaHAI0riYHOMY OOKYMEHTI.

Secure PDF Encrypted emails are delivered to a regular mailbox as PDF documents that are

3axuweHull 00KyMeHT y opened by entering a private password. Both the message and body and any

¢hopmari PDF attached files are encrypted. A private password can be set up upon receipt of the
first secure email received.
3awugppoBaHi enekTPoHHI auCTuU B hopmati PDF 00cTaBASOTLCS HA 3BUYALHY
NOWITOBY CKPUHBbKY y BUr/isioi 00KyMeHTIB y (hopmati PDF, siki BIOKpUBQIOTLCS WIISIXOM
BBedeHHs ocobucToro naposis. LLughpyroTbcs sk noBiOoMIeHHS, TAK [ Tisio ucTa, d
Takox 6y0b-siki npukpinneHi galiu. OcobucTull Naposib MOXHA BCTAHOBUTU NiC/1s
OTPUMAHHSI Nepuloro 3axuujeHoro eJleKTPOHHOro JIUCTd.

MTLS Mandatory Transport Layer Security (MTLS) creates what would be a secure, private

MTLS email connection between the Bank and the Customer. Emails transmitted using

this channel are sent over the internet though encrypted TLS tunnel created by
the connection.

060B’a3koBuULll 3axUCT Ha piBHI TpaHcnopTyBaHHS (Mandatory Transport Layer
Security, MTLS) cTBOpIO€E TAK 3BAHe 3axuuieHe, NPUBATHE 3’ €OHAHHS e/TeKTPOHHOI
nowTu mMix 6aHKOM i KJIEHTOM. ENIeKTPOHHI IUCTU, WO nepeddroTbCs YUM KAHAIOM,
HadcunarTbcs Yepes IHTepHeT uepes 3awugpoBaruli TLS-TyHesb, cTBOpeHul nid yac
3’€0HAHHS.

Phone Authentication Methods

MeTto0u Teneq)oHHOT aBTeHTUhikayii

PIN
PIN-k00

Customers contacting the Bank via phone are prompted to enter a PIN to validate
authorized access.

KnieHTam, ski 38’a3yt0Tbcs 3 BaHkoM no TenegoHy, nponoHyeTbcs BBecTu PIN-k00
07151 ni0TBEpPO#EHHS ABTOPU30BAHOr0 AOCTyny.

¢hnLHa1aD nEOLa
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Phone Authentication Methods

Metodu teneghoHHoi aBTeHTUikayii

Verification Questions Customers contacting the Bank via phone are prompted by the Bank’s service
BepudikayiliHi nuTaHHs representatives to provide correct verbal responses to verification questions in order

to validate authorized access.

KnieHTam baHky, siki 3BepTaroTbCs N0 TesedoHy, npedCTABHUKU NO poboTi 3
K/iEHTAMU NPONOHYIOTb HAOATU KOPEKTHI yCHI BIONOBIOi Ha BepuhikayiliHi NUTAHHS 3
MeToto ni0TBepdMeHHsI ABTOPU30BAHOIro 00CTyNy.

The availability of Authentication Methods described above varies based on local markets.

JocTynHicTb onucaHux Bulje MeTodiB aBTeHTUiKayil 3a1exuTb Bi0 MiCyeBUX PUHKIB.

3. Customer Responsibilities
0O6oB’a3ku Knienta

31

3.2

3.3

Identifying Authorized Users: Customer is responsible for identifying: (i) all individuals acting on the
authenticate the Customer’s Account(s) on behalf of the Customer at an entity level for all Services and
connectivity channels, and (ii) each person acting on behalf of the Customer being duly authorized by the
Customer to act on the Customer’s Account.

I0eHTUikayis ABTOpu3oBaHUX KOPUCTYBaYiB: KnieHT Hece BIOnoBiOaibHICTb 3a iDeHTudikayiro: (i) ycix
¢hisuyHux ocib, siki 0itoTb BIO iMeHi KnieHTa Ha piBHI topuduyHoi ocobu 0515 Bcix [Tocayr Ta KaHANIB 3B°3KY,
Ta (ii) KoxHy ocoby, ska Oie Bi0 iMeHi KnieHTa, Ha1eHUM YUHOM ynoBHoBaxeHy KnieHTom diaTu 3 AkayHToM
KnienTa.

Customer is responsible for assigning and monitoring any transaction limits assigned to the Customer and/
orits users and ensuring that these limits (a) do not exceed the limits as required by the Customer’s internal
policies and other authority and constitutive documents such as Customer’s Board of Director resolutions,
Bank Mandates, Power Of Attorney, or equivalent document, and (b) are properly reflected on all connectivity
channels and user entitlements.

KnieHT Hece BiONoBIAA/IbHICTb 3Q BCTAHOB/IEHHS TA MOHITOPUHT 6YO0b-SIKUX NTIMITIB HQ TPAH3AKUY(i, NpU3HAYEHUX
KnieHTy Ta/abo tioro KopucTyBa4yam, a TAKOX 3a 3abezneyeHHsl Toro, wob yi nimitu (a) He nepeBuwyBaiu
NiMITiB, nepedbavyeHUX BHYTPIWHIMU NOMITUKAMU TA [HWUMU NOBHOBAEHHSIMU TA YCTAHOBYUMU OOKYMEHTaMU
KnieHTa, Takumu sik piwweHHs Padu dupekTopiB KnieHTa, 6aHKIBCbKi 0opydeHHs, 00BipeHOCTi abo eKBiBAIEHTHI
dokymeHTU, Ta (b) 6ynu HanexHUM YUHOM BIOOBPaMeHi Ha BCIX KAHAIAX NIOK/TYEHHS TA NPABAX
KopucTyBauiB.

Certain jurisdictions may require individuals (and their corresponding Credentials) to be identified by the
Bank in accordance with applicable AML legislation requirements before granting access to perform certain
functions. Please contact your Customer Service Representative or visit the CitiDirect website for further
information.

Jesiki opucoukyii MoxtyTb Bumararu, wob baHk ideHTughikysas ¢hizudHux ocib (ta ixHi BionoBidOHi O6ikoBI
0aHi) BionoBiOHO 00 BUMOI YUHHOI0 3AKOHOOABCTBA y chepi npoTudii BIOMUBAHHIO KOWTIB, nepwl Hix HadasaTu
docTyn 00 BUKOHAHHS NeBHUX (hyHKYil. [ns oTpumaHHs 000aTkoBoi iHghopmayii, 6yOb n1acka, 3BePHITLCSA 00
CBOro npedcTaBHUKA no poborTi 3 knieHTamu abo siosidalite sebcalr CitiDirect.
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3.4 Safeguarding of Authentication Methods
3axuct MeTodiB aBTeHTUiKayii
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The Customer is responsible for safeguarding the Authentication Methods and Credentials with the highest
standard of care and diligence, and ensuring that access to and distribution of the Credentials are limited only
to persons that have been authorized by the Customer.

DLHIIL,

Communications sent by a third party: Where the Customer is using a Credential to identify and authenticate

their Communications as originating from them as a legal entity, the Customer is responsible for exercising

full control over the use of such Credentials when sending Communications to the Bank, including where such
Communications are sent by applications and/or systems that are managed by a third party on behalf of the
Customer. In all circumstances the Bank will (a) deem any Communication it receives through an electronic
connectivity channel, that has been received by the Bank in compliance with these Security Procedures duly
authenticated as originating from the Customer, as a Communication instructed by the Customer and (b) may act
upon any Communication that it receives on behalf of the Customer in compliance with these Security Procedures.

KnieHT Hece BiOnoBidaibHICTb 3a 3axucT MeTodiB aBTeHTughikayii Ta O6aikoBuUX AAHUX 3 HAUBUWUM piBHEM
06epexHOCTI Ta CTAPAHHOCTI, A TAKOM 3d 3a6e3neyeHHs Toro, wob doctyn do ObnikoBuUX OAHUX Td iX
p03noBco0#eHHS 06MexyBaBcs auue ocobamu, sxi 6ynu ynoBHoBaxeHi KnieHToMm.

lNoBi0omMeHHs, Hadic/1aHi TPeTbOor CTOPOHO: SKW o KaieHT BukopucToBye O6nikoBi 0aHi 015 ideHTuikayii
Ta aBTeHTUikayii cBoix [oBidoMieHb K TAKUX, W0 NOX00SITb BiO HbOIro K pUdUYHOi ocobu, KnieHT

Hece BiONOBIOA/IbHICTb 3a 30ilicCHEHHS NOBHOIO0 KOHTPOJIH 3d BUKOPUCTAHHAM Takux O6/1ikoBUX 0aHUX npu
HadcunarHi MosidoMneHb bAaHKY, B TOMY Yyuci, skujo Taxi [ToBi0OMAeHHS HAOCUNAOTHCS 3a AONOMOIoH
dodartkie Ta/abo cuctem, SKi ynpaBasOTLCS TPeTbOK 0c06010 Bid iMeHi KnieHTa. 3a 6ydb-skux 06CcTaBUH
baHk (a) 6yde BBamaru 6ydb-ske [10BIOOM/IEHHS, OTPUMAHE HUM Yepe3 e/leKTPOHHUU KaHA/1 3B’3KY, sKe
6ys10 oTpumaHo baHkom BiOnosiOHO Ao yux Mpoyedyp 6e3neku, Ha/eHHUM YUHOM 3dCBi0YeHe K TakKe, Wo
noxodutb Bi0 KnieHTa, sik [ToBidomneHHs 3a dopyyeHHsM KnieHTa, Ta (b) moxce disTu Ha nidcTaBi 6y0b-sKOro
lNoBi0oMIeHHS, OTPUMAHOro HUM Bi0 iMeHi KnieHTa, BiOnoBiOHo do yux Mpouyedyp 6e3neku.

4. DataIntegrity and Secured Communications
UinicHicTp 0aHux Ta 3axuuwieHi KOMyHikayii

41 The Customer will be transmitting data to and otherwise exchanging Communications with the Bank,
utilizing the internet, mail, email and/or fax which the Customer understands are not (i) necessarily secure
communications and delivery systems, and (ii) under the Bank’s control. The Customer further understands
that if Customer’s users are entitled to access Open Banking and/or similar third-party platforms outside of
the Citi systems, Customer data could be transmitted over such third-party platforms which are not under
the Bank’s control.
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1HIMNXDE DL XNHDQE GLIIHII]]

suonRedIUNWWo)
painoag pue Ajugau eleq

KnieHT nepedasatume daHi 00 baHky Ta B iHWUl cnoci6 06MiHIOBATUMETbCS NOBIOOM/IEHHSMU 3 HUM,
BUKOPUCTOBYIOYU IHTepHeT, NOWTY, 30KkpeMd efleKTPOHHY NoWTYy, i/abo ¢akc, aki, Ha Oymky KnieHTa, (i) He €
rapaHToBaHo 6esneyHuUMU cCUCTeMaMu 3B°93Ky Ta docTaBsieHHS, (ii) He nepebyBaroTb nid KOHTPOIEM BaHKY.
KnieHT Takox po3yMie, Wo SKu,0 KopucTyBadi KaieHTa MaroTb npaBo docTyny 00 Bidkputoro 6aHKiHry Ta/4u
nodibHux CTOPOHHIX nnatgopm no3a cuctemamu Citi, 0aHi KnieHTa MoxyTb nepedaBarucs Yepe3s TaKi CTOPOHHI
nnarghopmu, ki He nepebyBaOTb N0 KOHTPOEM BAHKY.

4.2 The Bank, utilizes industry leading encryption methods (as determined by the Bank), which help to ensure
that information is kept confidential and that it is not changed during electronic transit.

BaHK BUKOPUCTOBYE NPOBIOHI B rasysi MeToou wugpyBaHHS (3a BUSHAYeHHAM BaHKy), aki donomMararoTb
3abe3neyutu KOHpiOeHYilHICTb iHhopmayii Ta I He3MIHHICTb nid Yac eseKTPOHHOro nepedaBaHHS.
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4.3 Ifthe Customer suspects or becomes aware of a technical failure or any improper or potentially fraudulent
access to or use of the Bank’s Services or connectivity channels or Authentication Methods by any person
(whether an authorized person or not), the Customer shall promptly notify the Bank of such occurrence. In
the event of improper or potentially fraudulent access or use by an authorized person, the Customer should
take immediate actions to terminate such authorized person’s access to and use of the Bank’s Services or
connectivity channels.
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1HaIMNXDE DL XNHDQE 9LIIHII]]

suonResIuUNWWo)
paJnoag pue Ajgau eleq

SAKkwo KnieHT nido3proe abo 0i3HAETLCS NPo TexHiyHull 36ili abo 6y0b-sKull HeHaeHUl YU NOTeHYiliHO
waxpaticbkuli docTyn abo BukopuctaHHs locayr baHky abo KaHasiB 3B’93Ky yu MeTodiB aBTeHTugikayii 6ydb-
sIKOH 0c060t0 (He3a1exHo Bid TOro, Yu € BOHA YNOBHOBAMEHOK 0C0600 Yu Hi), KnieHT 30608’a3aHuli HeratiHo
nogidomuTu baHk npo Taky nodito. Y BUNadKy HeHanexHoro abo noTeHyiliHo waxpalicbkoro 0ocTyny abo
BUKOPUCTAHHSI YNOBHOBAMEHO 0C060t0, KNIEHT noBUHEH HeraliHo BUTU 3ax00iB 019 npunuHeHHs 0ocTyny Ta
BUKOPUCTAHHS TAKOK YNOBHOBAXEHOK 0c060t0 [Tocnyr abo KaHaiB 3B°93Ky bAHKY.

4.4 Ifthe Customer utilizes file formatting or encryption software (whether provided by the Bank or a third party) to
support the formatting and recognition of the Customer’s data and instructions and acts upon Communications
with the Bank, the Customer will use such software solely for the purpose for which it has been installed.

SKkwo KnieHT BUKOPUCTOBYE NporpamMHe 3abe3neyeHHs 01 hopMaTyBaHHS alinis abo wugpyBaHHs (HadaHe
BbaHkom abo TpeTbor 0cob0r0) 0715 NIOTPUMKU (hOPMATYBAHHS TA PO3NI3HABAHHS 0AHUX TA IHCTPYKUil KnieHTa,
a Takox 918 30ilicHeHHs KoMyHikayil 3 BaHkoMm, KnieHT 3060B’43yETbCS BUKOPUCTOBYBATU TAKE NPOrpaMHe
3a6e3neyeHHs BUKJTIOYHO 3 TiEl0 MeTOr, 07151 IKOI BOHO 6Yy/10 BCTAHOBJIEHe.

4.5 The Customer accepts that the Bank may suspend or deny users’ access to Services requiring the use of
Credentials (i) in case of suspicion of unauthorized or fraudulent use of the Credentials and/or (ii) to safeguard
the Services or Credentials.

KnieHT norodxyeTbcs 3 TUM, W0 baHk MAe npaBo npusynuHUTU abo BiIOMOBUTU KOPUCTYBa4yam y 0ocTyni
do lMocayr, wo BUMArarTh BUKOpUCTaHHs O6nikoBux daHux (i) y pasi nido3pu B HeCaHKYiOHOBAHOMY abo
waxpaticbkkoMy BUKopucTaHHi ObnikoBux daHux Ta/a6o (ii) 3 meToto 3abe3neyeHHs besneku Mocayr abo
O6nikoBuXx 0aHUX.

For applications accessible in CitiDirect and CitiConnect (with the exception of Personal Certificates discussed
below), the Bank requires the Customer to establish a “Security Manager” function. Security Managers are
responsible for:

Mng dodatkis, docTynHux y CitiDirect Ta CitiConnect (3a BUHATKOM [lepCcoHaIbHUX cepTughikarTis, npo Akxi deTbcs
Hux4e), baHk Bumarae, w06 KnieHT cTBopuB (hyHKUito «MeHedxep 3 6e3neku». MeHedwepu 3 6e3neku HecyTb
BIONOBIOA/IbHICTbL 3A HACTYNHE:

51  Establishing and maintaining the access and entitlements of users (including Security Managers themselves)
including activities such as: (a) creating, deleting or modifying user Profiles (including Security Manager Profiles)
and entitlement rights (Note that user name must align with supporting identification documents); (b) building
access profiles that define the functions and data available to individual users; (c) enabling and disabling user log-on
credentials; and (d) assigning transaction limits (Note these limits are not monitored or validated by the Bank and
Customer should monitor these limits to ensure they are in compliance with the Customer’s internal policies and
requirements, including but not limited to, those established by the Customer’s Board of Directors or equivalent);

BCTaHOBIEHHS Ta hidTPUMAHHA 00CTYNny Td NPAB KOPUCTYBaYiB (BK/ItoUarouu camux MeHedxepis 3 6e3nexu),
BKJIIOYAOYU TAKI BUOU OiiSIbHOCTI, AK (a) CTBOpPeHHS, BudaaeHHs abo 3MiHy npoginie KopucTyBayis
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(Brmoyaroyu npohini MeHeOmepiB 3 6esneku) Ta npas 00CTyny (3BEPHITb yBary, Wo iM’a KopucTyBa4ya NOBUHHO
BiOnoBidaTu nioTBepdMyo4YUM 00KYMEHTAM, Wo NocBidYyrTh 0coby); (b) cTBOpeHHSs npoghinis docTyny, ki
BU3HQYQAITb (hyHKYIT Ta OaHi, 00CTYNHI OKpeMuM KopucTyBayam; (C) BBIMKHEHHSI Ta BUMKHEHHSI 06/1iKoBUX
daHux 0719 BxoOy B cUCTeMy KOpUCTyBa4is; Ta (d) BCTAHOB/IeHHS NIMITIB Ha onepauii (3BepHiTb yBary, wo yi
JIIMITU HEe KOHTPOJIIOIOTLCS TA He Ni0TBepOXyoTbCs BaHkoMm, i KnieHT noBUHEH KOHTPOJIOBATU Ui 1iMiTu, wob
nepeKoHATUCS, W0 BOHU BiONOBIOQOTb BHYTPIWHIM NOAITUKAM Ta BUMoram KiieHTa, BKaYQro4U, aie He
06Mexy4UCh, BCTAHOBeHUMU Padoto dupekTopiB KnieHTa abo ekBiBaIeHTHUMU OOKYMEHTaMUu);

5.2 Creating and modifying entries in Customer maintained libraries (such as preformatted payments and
beneficiary libraries) and authorizing other users to do the same;

CTBOprOBATU TA 3MIHIOBATU 3anucu B b6ibnioTekax, wjo nidTpumyoTbcs KnieHTom (Hanpukaad, nonepedHbo
BidghopmaToBaHi nnarexi Ta 6i6ioTeKku 00epxyBayiB), a TAKOX HAOABATU (HWUM KOPUCTYBa4yam
NOBHOBAMEHHS pobuTu Te came;

5.3 Modifying payment authorization flows;

Modughikayis noTokiB aBTopu3ayii nnarexis;

5.4 Allocating dynamic password credentials or other system access credentials or passwords to the Customer’s
users;

HadaHHs kopucTyBa4yam KnieHTa 06ikoBux 0aHuUX OUHAMIYHOro naposs abo iHwux 061iKoBuUX OQHUX YU
naponis doctyny 0o cuctemu;

5.5 Notifying the Bank, if there is any reason to suspect that security has been compromised; and

lMoBidomneHHs BaHKy, kw0 € nidcTasu nido3proBaTtu, wjo besneka byna nopyuweHa; Ta

5.6 Managing and procuring digital certificates and authorizing other users to do the same.

YnpasniHHS Ta npudbaHHS yugpoBuX cepTuikaTiB Ta HAOAHHS NOBHOBAXEHb IHUWUM KOPUCTYBa4Yam pobutu
Te came.

Please note: Security Manager roles and responsibilities may vary or not be applicable in certain markets due

to regulatory requirements and/or operational capabilities. In such markets, the Bank may require additional
documentation and other information from the Customer to perform Security Manager functions on behalf of the
Customer.

3BepHiTb yBary: ®yHKyii Ta 060B’93ku MeHedxepa 3 6e3neku MOXyTb BiOPI3HATUCS ab0 He 3aCTOCOBYBATUCS HA
neBHUX PUHKAX Yepe3 perynsaTopHi Bumoru ta/abo onepauyiliHi MoxiuBocTi. Ha Takux puHkax baHk Moxe Bumarartu
BIi0 KnieHTa 000aTkoBYy 00KYMEHTAUi0 Ta iHWY iHghopmayiro 015 BUKOHAHHS (hyHKUill MeHedxepa 3 6e3neku Bi0
iMeHi KnieHTa.

6. Use of CitiDirect and CitiConnect by Security Managers
BukopuctaHHa MeHeOxepamu 3 6e3neku CitiDirect Ta CitiConnect

The Bank requires two (2) separate individuals to input and authorize instructions; therefore, a minimum of two
Security Managers are required. Any two Security Managers, acting in concert, are able to give instructions and/
or confirmations through the connectivity channels in relation to any Security Manager function or in connection
with facilitating communications. Any such communications, when authorized by two Security Managers,

will be accepted and acted on by the Bank and deemed to be given by the Customer. The Bank recommends

the designation of at least three Security Managers to ensure adequate backup. The Customer shall designate
Customer’s Security Managers on the TTS Channels Onboarding Form. A Security Manager of the Customer may
also act as the Security Manager for a third party entity (for instance, an affiliate of the Customer) and exercise
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all rights relating thereto (including the appointment of users for that third party entity’s Account(s)), without any
further designation, if that third party entity executes a Universal Access Authority form (or such other form of
authorization acceptable to the Bank) granting the Customer access to its account(s). This only applies in relation
to Account(s) covered under the relevant authorization.

s1ageuepy A31undag
£q399UU0DNIID PUB 1.1QIND O3S

baHk BuMarae, ujob BBeOeHHsI Ta ABTOpU3ayis iHCTpyKyili 30ilicHoBanucs 2 (0BomMa) okpeMumu (hisuyHUMuU ocobamu;
oTxe, HeobxiOHO MaTu woHalimeHwe 0Box MeHedxepis 3 6e3nexu. bydb-ski 0Ba MeHedxepu 3 6e3neku, ditoyu
CNi/IbHO, MOXCYTb HAOABATU IHCTPYKUii Ta/abo ni0TBepO#eHHs Yepe3 KAHA/IU 3B’3KY CTOCOBHO b6yOb-sKoi hyHKYiT
MeHeOuepa 3 6e3nexku abo y 3B’a3Ky i3 3ab6e3neyeHHIM KOMyHikauill. byOb-sKi Taki NnOBI0OM/IeHHS], CAHKUIOHOBAHI
0Boma MeHedxepamu 3 6e3neku, npuliMaroTbCs TA BUKOHYIOTbCS BAHKOM | BBAMAIOTHCS TAKUMU, WO HAOAHI KnieHToM.
baHk pekomeHOYEe NpUsHa4UTU WoHalimeHwe Tpbox MeHedwepis 3 6eaneku 07151 3a6e3neveHHs HaJIeHHOI 3aMiHU.
KnieHt npusHauyae MeHedxepiB 3 6e3neku B @opmi BCTaHOBNEHHs docTyny 0o kaHaniB TTS. MeHedxep 3 6e3neku
KnieHTa moxce Takox 0isTu sk MeHedxep 3 6e3neku TpeTbol cTopoHU (Hanpuknad, aginitiosaHoi ocobu KnieHTa)

Ta 30ilicHBATU BCi NOB’A3AHI 3 YuM npasa (BK/I0YAYU NPU3HAYEHHS KopucTyBaYis 015 PaxyHky(iB) yiel TpeTbol
CTOpPOHU) 6e3 6yO0b-siKoro 000ATKOBOIr0 NPU3HAYEHHS], IKUO UsI TPEeTs CTOPOHA 0GhopMITOE (hopMy YHIBEpCaIbHOro
003B0s1y Ha docTyn (abo iHwy npuliHATHY 015 baHky ¢hopmy do3Bony), wjo Hadae KieHTy docTyn 0o ii PaxyHky(is). Lle
CTOCYETbCS uule TuX PaxyHKIiB, HQ SKi NOWUPHETbCS BiONOBIOHUL 03B,

192UU0D1319 DL }9241Q131) NHAUEAQ €
nwndax@aHap sHHDLINdOXNg

7. Use of CitiDirect by Security Officers (For Personal Certificates only)
BukopucTtaHHs CitiDirect cniBpobiTHukamu caywbu 6esneku (nuwe ons
nepcoHasIbHUX cepTudpikarin)

The Bank requires two (2) separate individuals to manage digital certificates attributed to individuals (“Personal
Certificates”). Therefore, two Security Officers are required to assign and remove Personal Certificates to users,
for the purpose of authenticating and authorizing Communications on the connectivity channels. The Bank
recommends the designation of at least three Security Officers to ensure adequate backup. Any Communications
authorized by Personal Certificates will be accepted and acted on by the Bank and deemed to be given by

the Customer.
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BaHk Bumarae, wjob ynpasiHHS 4ugpoBUMU CepTUpIKaTamu, Wo Haaexars (hisuyHuM ocobam («flepcoHasibHi
cepTughikatu»), 30ilicHoBanu 2 (0Bi) okpemi ocobu. Takum YuHoM, OBA CniBPObITHUKU C/Iy#6U 6e3neKu NOBUHHI
npusHa4yaru Ta BIOKIUKATU NepCOHAJIbHI cepTuikaTu 0719 KOPUCTYBAYAM 3 MeTOK aBTeHTugikayii Ta asTopusayil
KomyHikayili Ha kaHanax 38’93Ky. baHk pekomeHAye Npu3HA4YaTU WoHaliMeHwe TPbOoX CNiBPOBITHUKIB CayHbu
6e3neku 019 3a6e3neveHHs] HAJIEIHOro pe3epBHOro KONitoBaHHS. bydb-ski [10BiOOMIeHHS, ABTOPU30BAHI
lNepcoHanbHUMU cepTughikaTamu, npuliMaroTbCs TA BUKOHYHOTbCS BaHKOM [ BBaMaTbCS TAKUMU, W0 HAOAHI
KnieHToM.
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