Cltl Treasury and Trade Solutions

Security Procedures
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1. Introduction

&N

These “Security Procedures”, as referenced in the Communications section of the Master Account and Service
Terms (“MAST”) (or other applicable account terms and conditions), are designed to authenticate the Customer’s
log-on to the Bank’s connectivity channels and to verify the origination of Communications between Bank and
Customer in connection with the following Services or connectivity channels (the availability of which may vary
across local markets).
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« CitiConnect®
CitiConnect®

«  Society for Worldwide Interbank Financial Telecommunication (“SWIFT”)
Society for Worldwide Interbank Financial Telecommunication (“SWIFT”)

e Manual Initiated Funds Transfer (“MIFT”)
ATLERRS

o Interactive Voice Response (“IVR”)

BEFEEMRE

«  Email/Fax/Mail/Messenger/Phone with the Bank
AATEEETFHMA/EE

e Otherlocal electronic connectivity channels
EithiZHMEFELEE

These Security Procedures are to be read together with the MAST and may be updated and advised to the
Customer from time-to-time by electronic or other means, including but not limited to posting updates to the
Security Procedures on CitiDirect. Unless otherwise provided by law, Customer’s continued use of any of the
above noted Services or connectivity channels after being advised of updated Security Procedures shall constitute
Customer’s acceptance of such updated Security Procedures. These Security Procedures cover the following:
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A. Authentication Methods

5
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B. Customer Responsibilities 5
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C. Datalntegrity and Secured Communications

BERNTBERZZER

D. Security Manager and Related Functions

LTRSS RAAREEE

2. Authentication Methods
R At

The Security Procedures include certain secure authentication methods (“Authentication Methods”) which

are used to uniquely identify and verify the authority of the Customer and/or any of its users authorized by

the Customer typically through one or a combination of mechanisms such as user ID/password pairs, digital
certificates, biometrics, security tokens (deployed via hardware or software), seal/signature verification, and/or
devices associated with the Authentication Methods (collectively, the “Credentials”). Authentication Methods and
associated Credentials allow the Bank to verify the origin of Communications received by the Bank.

FiEFEEELELZ2EEAN (TH "BEL. )  ARARHHLRBERR /SNEHEAEREZER BEEERERE
RIS ) ZIBAE  BAURE YR - Z2RS (security tokens) ({RIBEIBIPESEEREIE])  REVHE S HHIETER
B UUTEHE "BREM.) - BEAAREE ZBEEN B ATHERE R ATE L 2 BAKR -

More information regarding Authentication Methods for access to Services and/or connectivity channels may

be accessed on the CitiDirect Login Help website. Customer may at any time select an available Authentication

Method. During implementation of Services or connectivity channels, Bank may set-up a default Authentication
Method, which Customer may change at any time to another available Authentication Method.

MEBERBEZEERR B2 ECitiDirectBEAEIEME » A1k https://portal.citidirect.com/portalservices/forms/
LoginHelp.pser. EER A ERHEEMERZBEA L  ENTEBESETRERBEEEEZEER  SREBERZR
BN EEAUERENAS—ENEAZEEAR -

The following Authentication Methods are available to access the services and/or connectivity channels:
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CitiDirect Authentication Methods

CitiDirect Eg:8 AT
Biometrics Adigital authentication method that utilizes a user’s unique physical traits, (such as a
ey Bl fingerprint and facial recognition), built-in biometric technology on the user’s mobile

device, and cryptographic techniques to gain access to CitiDirect. Physical trait data
is not transferred to the Bank when the user selects this authentication method.
ERFEREZENESFEETRBENA I - AU EEBIH) - (F RS B ARERITEIR
B RS T B R BB R AT FEECitiDirect: £ F BN EFHSAZREEEANT
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CitiDirect Authentication Methods

CitiDirect B&:& A {

Mobile Token

(non-application based)

TENETS
(FEREERER)

Adigital non-application based mobile authentication method (e.g. Mobile Token
(App-less)) that leverages cryptographic keys and biometric authentication (such
as fingerprint and facial recognition) to link a user’s mobile device to their CitiDirect
account via the user’s mobile browser. Physical trait data is not transferred to the
Bank when the user selects this authentication method. This method facilitates
multi-factor authentication by verifying the user’s identity with their registered
mobile device.

ARREEBRAEANHITHRERIACHEL (BINAFER App HITEIZS) -
ERANEZZBERAEYERETRINAI (P10 IESRRE )  SBITERE
RURIE LR 1TENREIE L CitiDirect IR3R - EAERMENIER A EREMSHNE
FHEXARIRT - bR N N EBEAEZEMTHEREETEOHED UERSEER
BRsE (MFA) °

Challenge Response Token

REREEE

Either (i) a mobile application based soft token (e.g. MobilePASS) or (ii) a physical
token (e.g. SafeWord Card, Vasco), which in each case is used to generate a dynamic
password after authenticating with a PIN (e.g. 4-digit PIN). When accessing
CitiDirect, the system generates a challenge and a response passcode is generated
by the utilized token and entered into the system. This authentication method, when
combined with a secure password results in multifactor authentication.

() UFHERELRAER 2R (BlaMobilePASS) 8§ (ii) BESEREZHS (40
SafeWord ~Vasco) ; iR LT —1ER - AT EUE A RIS (PIN) E1TERER - U165
1S LAE £ — BN AR ZR S - IREMCitiDirectly » RFISELE—(E 5B - MATEARRE
IEE—ERIRER BREREHBARRSRT -

One-Time Password Token

—RMEBREZE2AE

Either (i) a mobile application based soft token (e.g. MobilePASS); or (ii) a physical
token (e.g. SafeWord Card, Vasco) that is used to generate a dynamic password after
authenticating with a PIN (e.g. 4-digit PIN). This dynamic password is entered into
the system to gain access.

B () UFHERREX SRR 2 ESENREZE (HUMobilePASS) T, (i) B i&ENREZTE
(5140 SafeWord—E ~ Vasco) ; iR LitE—1&EH2 » LA EELA S BIAS (PIN) ETERE
% (IBIS R ES — BT - A ZBRESNS LIS E R -

Secure Password
BZEREE

A user enters his or her secure password to access the system. A secure password
typically limits a user’s capabilities on the system, for example, by only permitting
that certain information be viewed by the user. This authentication method, when
combined with a challenge response token results in multifactor authentication.

RAFMAERRZRM  UISRARERE 22RBEERFIBRRARAZIEE £
FrligiR & EAERBEARBEE -

SMS One-Time Code
SMS—RIEZ15

A dynamic password delivered to users via SMS, after which the user enters the
dynamic password and a secure password to gain access to the system.
HREEBFRSEMNEELERER ARMAZESEZBR—ARTE2ER  UEER
HIERAE-

Voice One-Time Code
Voice— R 42555

A dynamic password delivered to users via an automated voice call, after which the user
enters the dynamic password and a secure password to gain access to the system.
BREDIBEEEHETERAEEMEEER ARMAZESERBR—AZTE2EN L
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to corporate legal entities (“Corporate Seals”) or individuals (“Personal Certificates”).
The Customer is responsible for properly verifying the identity of all users of Personal
Certificates acting on behalf of the Customer in accordance with local law.
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CitiDirect Authentication Methods 2,.
CitiDirect B8 8
Digital Certificates Adigital certificate is an electronic identification issued by an approved certificate g.
H(RE authority for authentication and authorization. Digital certificates may be attributed =z
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The Bank and the Customer are required to use digital certificates provided by
authorized persons, to ensure all Communications exchanged via a public Internet
connection or an otherwise unsecure Internet connection are fully encrypted and
protected.

PR EREE 2 8RR - (R — SR 2 REBIE B AIZE - URE IR A AT
RAEE ERIPIN » BERTLARIdenTrust » SWIFT (3SKey) 5i 2 52 8] 2 Efth i FERRTIZ3S -
(ERBDEAKBEATDEAN BEEEESREMAEIARBENERE ZEANEE
LUBSTE kiR -

TR EE SN AREEABRE ZEEUBFRMEEB A RARY AL ZNERET
HOIE AR ST R RN B R 7 -

CitiConnect for Files Authentication Methods

CitiConnect for Files B z& A,

Digital Certificates See description above.
TR N e . s
BiE= §0_E R - 2% CitiDirect Z BB -
IP Address Whitelist When Certain Internet communications received by the Bank, for example, via a Virtual
Using CitiConnect Private Network (VPN), may also rely on the parties exchanging information

{EFACitiConnectfIPI & using pre-agreed Internet Protocol (IP) addresses. The Bank will only accept
communications originating from the Customer’s designated IP address, and

vice versa; and the Bank will only transmit Communications to the Customer’s
designated IP address, and vice versa. Used in conjunction with Digital Certificate
method above.

FEMERS I NEBVPN FEEHUFRIZEEZIPUERREN MMTREEZ
BERREIPMEREZER AMTEAENENEREERMEENIPME RZTT
2R e IPIER Ll 7 BASEFEECER -

CitiConnect API Authentication Methods

CitiConnect APl Eg:8 A

Digital Certificates See description above.

R N . . s .
B8 W0 LAt » 552 & CitiConnect for FilesZ E#FE A 2t
IP Address Whitelist When See description above.

Using CitiConnect H0LERRI  SER 2 Citi . o s9x
N it » 552 CitiConnect for FilesZ BB A = -
fEFCitiConnect® P & i T

CitiConnect for SWIFT Authentication Methods

CitiConnect for SWIFTER:8 A=

Digital Certificates See description above. Can be used in conjunction with SWIFT Authentication
HOLRE method below.

90 ARt > 552 & CitiConnect for FilesZ Biza A = o FIEASWIFTERZE AL EC & 1EH -
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CitiConnect for SWIFT Authentication Methods

CitiConnect for SWIFTER:8 A=

SWIFT Authentication
SWIFT Biz&

Communications sent between the Bank and the Customer via the SWIFT network,
including, but not limited to, account information, payment orders, and instructions
to amend or cancel such orders, will be authenticated using procedures defined

in SWIFT’s Contractual Documentation (as amended or supplemented from time

to time) which includes without limitation its General Terms and Conditions and

FIN Service Description or as set forth in other terms and conditions that may be
established by SWIFT. The Bank is not obliged to do anything other than what is
contained in the SWIFT procedures to establish the sender and authenticity of these
Communications.

The Bank is not responsible for any errors or delays in the SWIFT system. The
Customer is responsible for providing communications to the Bank in the format and
type required and specified by SWIFT.

Transmissions and Communications sent or received via SWIFT facilities are subject
to SWIFT rules and regulations in effect, including membership rules. The Customer

is responsible for being familiar with and conforming to SWIFT messaging standards.

ATEHBESBSWIFTZER  BSERRIRIRFER (IRIET  BREARIES
FEEE SWIFTERAI XA iR iE 2 B8z P A8 ) (A2 RRESWIFTRTE R Z &5 - B1SHE
FHECLEH 7T ) 5 R BRA U BIFERRISHE IR R - FINIRFSERAE - SUSWIFTA]
ERTE 2R BRI RARM - DT RBERFPUTEMRIREL[SWIFTEL I HRAYTE
PR LABRRE 35X B R dH ©

RITHSWIFTRFPEASERNIEEIITEE - BERATARME Z 8 AUSWIFT
AR MAZ B RBERRRZ

{FEBSWIFTRE B KR BNEZSWIFTZIRERE BS2E8RE -BEEEE
AR TSWIFTHE IS o
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SWIFT Authentication Method

SWIFTEEAS

SWIFT Authentication
(Direct Connection for
SWIFT Eias

(B ERE SWIFTIER)

Communications sent between the Bank and the Customer via the SWIFT network,
including, but not limited to, account information, payment orders, and instructions
to amend or cancel such orders, will be authenticated using procedures defined

in SWIFT’s Contractual Documentation (as amended or supplemented from time

to time) which includes without limitation its General Terms and Conditions and

FIN Service Description or as set forth in other terms and conditions that may be
established by SWIFT. The Bank is not obliged to do anything other than what is
contained in the SWIFT procedures to establish the sender and authenticity of these
Communications.

The Bank is not responsible for any errors or delays in the SWIFT system. The
Customer is responsible for providing communications to the Bank in the format and
type required and specified by SWIFT.

Transmissions and Communications sent or received via SWIFT facilities are subject
to SWIFT rules and regulations in effect, including membership rules. The Customer
is responsible for being familiar with and conforming to SWIFT messaging standards.

FTEHBEZEBSWIFTZEHR  BRERRIKIRFER (IRIET  ERENRIES -
FEEE SWIFTEZAI XX R iR 2 B e i e A ) (A2 AR ESWIFTRTE R Z &5 - B1SHE
FHELR LM 7T ) ; RN B IR ERRISE EIRRRAFM - FINARFSHRAR - SLSWIFTH]
BERTE ZIEMEMIFA RGN - NMTREERFIUTEARRE R SWIFTRE S FRIRE
FRLABRRE 3R E R B -

FITHSWIFTRFHPEAEREEIITEE - BZ O ATATRME 2 @8 AUSWIFT
FriREERMIAZ B RBRERZ

(FEBSWIFTRHE B R ENESSWIFTZIRERE B 28R -BEEEE
TSRS SWIFTHIE S o

Digital/Electronic Signature Authentication Methods for Electronic Document Submission

M /EFEE MEEA 2R

Digital Signature
HImE

Atype of electronic signature that leverages digital certificates to validate the
authenticity and integrity of a signature, message, software or digital document.

ERMISENERRE AR YR EFXMHNEEE B REFREN—&-

Electronic Signature
TTHE

An electronic symbol attached to a contract or other record, unique to and used by a
person with an intent to sign. Electronic signatures can be established in the form of
words, letters, numerals, symbols, click of a button on a website, upload of facsimile

or scan of a physical signature, signing on a touchscreen, or agreeing to any terms and
conditions by electronic means. Created under the sole control of the person usingit, itis
logically attached to or associated with a data message, capable of identifying the person
who consents to the data message and certifying the person’s consent. Such Electronic
Signature would be submitted to the Bank through the Bank’s electronic channels and in
compliance with the associated Authentication Methods described above.

AR XHNEF S SESEEEREEBEESE 8 -EFRE5AUXNFE 7
‘R MBEEE LR BRSREZEHNIRNE RNBIEER LRI RS
SEMEGERKIBEZEF AN - WRERARAEBEEE B EENLIEEEHE
FhEa - I BRI AR AT FI BB E  WERREEET R - L EF RS R BB R TLZEF
BEEEHREAT R Ll 7R EES L -
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Manual Initiated Funds Transfer (MIFT) Authentication Method

ATHERRS MIFT) BEA

MIFT Authentication
ATIERR Z5E

Manually Initiated Funds Transfer (MIFT), including amendments, recalls, or
cancelations of previous manual instructions, may be made by fax or letter or upload to
CitiDirect. Not all forms are supported in all countries. Initiators are persons designated
by the Customer who are authorized to initiate transactions in accordance with
restrictions, if any, are identified by the Customer. Confirmers are person designated
by the Customer that Bank may call back, at its discretion, for confirmation of manually
initiated instructions for funds transfers.

In certain countries, mobile telephone numbers are not accepted as call back numbers.
Further details are provided in the applicable Country Cash Management User Guide,
Global Manual Transaction Authorization or Universal Nomination Form. MIFT is to be used
by the Customer as a contingency method to communicating instructions to the Bank.

ATiERR5  BEE A EHSATE T  FTLUEE - (S al 24E M CitiDirectEiX
B BIIFFERERERE L2 5 - MEIABABEEMEIK REZR AR T
AHERGIERZAS - BREREEMEIRZEEEEAS AMTALEREREZ A
SRR A TR Z ERIET - AR EER  FHBEAFRRIERS EZMEIEE
SERZREERERFM EHRATIRZRESUASREX - ALRSETARES
BEMR AREEIET AT

ERERER FHRIEBE AL E2ME I EERER RS ERERAFM -2
KAIRZRESVASRE - A\IRBIETARBESAR  ARESmERTANT-

Mail, Fax, Email and Messenger Authentication Methods

5t BE  EFEANEMRE REAL

Seal Image Verification

INEEGRE

Correspondence received by the Bank via fax, mail, email or messenger, excluding MIFT
requests, are verified and collated with due care based on the seal image contained in
the Customer’s authority document or similar document provided to the Bank.

FMTEWZEE 4 SFHANBRAREZER MIAIRSER BEEZE
HERAAT Z RS S iR 2 XU £ 2 ENE AT RE 1R 2 Lh ¥ B -

Signature Verification

R

Correspondence received by the Bank via fax, mail email or messenger, excluding
MIFT requests, are signature verified based on the information contained in the
Customer’s authority document or similar document provided to the Bank.

AMTERWZEE S EFEHRNBAREZERN MEAIRSET BREESE
HRERAAT Z RS e R 2 U 2 SRR EITRER 2 L ¥ BaE -

Secure PDF Encrypted emails are delivered to a regular mailbox as PDF documents that are

PDF fiNz% opened by entering a private password. Both the message body and any attached
files are encrypted. A private password can be set up upon receipt of the first secure
email received.
SEPDFIERZMEBEFEMHEEE—RETEMR  FRABAZBE L IRR - SFEM
AN AR EZE TN - EARBAIRE—RREIMNZBEFE I EETRE -

MTLS Mandatory Transport Layer Security (MTLS) creates what would be a secure, private

RE [t EEELT R & email connection between the Bank and the Customer. Emails transmitted using this

BE channel are sent over the Internet through an encrypted TLS tunnel created by the

connection.

BHEEREZEENREMIL)EAMTRBEEEZ 22 IENEFEMHESE
& B UER 2 EF EE R I 2 E S A R A RS L TEIE -
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Phone Authentication Methods

ErEBmELL
PIN Customers contacting the Bank via phone are prompted to enter a PIN to validate
PIN authorized access.
BERUEEREATE  BHEEKEAPINGGUEESD -
Verification Questions Customers contacting the Bank via phone are prompted by the Bank’s service
Z2iRE representatives to provide correct verbal responses to verification questions in order
to validate authorized access.
BEUEFEHEATR AT 2EFEE R ERKEEOELEMEURESD -

The availability of Authentication Methods described above varies based on local markets.

BEAAIKARHEMEMER -

3. Customer Responsibilities

BENABHEESR

31

3.2

3.3

3.4

Identifying Authorized Users: Customer is responsible for identifying: (i) all individuals acting on the Account(s)
on behalf of the Customer at an entity level for all Services and connectivity channels, and (ii) each person acting
on behalf of the Customer being duly authorized by the Customer to act on the Customer’s Account.

ARIRERNERE  EEEE SN (N RBEZHBIRMEREREEEE LERKRFZERER (i) L RE
EEARFRAAEAE S ST BRI E SRR

Customer is responsible for assigning and monitoring any transaction limits assigned to the Customer and/
orits users and ensuring that these limits (a) do not exceed the limits as required by the Customer’s internal
policies and other authority and constitutive documents such as Customer’s Board of Director resolutions,
Bank Mandates, Power Of Attorney, or equivalent document, and (b) are properly reflected on all connectivity
channels and user entitlements.

BERaESNENEESABREN/AEERBNMERZME]  IHEFELERE (a) MBS Z AR
KEMZERAMNYE MEFERE RITRES  RESREMBRM A ZRE (b) ERRMEMEESE
EHIERERER-

Certain jurisdictions may require individuals (and their corresponding Credentials) to be identified by the Bank in
accordance with applicable AML legislation requirements before granting access to perform certain functions.
Please contact your Customer Service Representative or visit the CitiDirect website for further information.

BRI AIREIRE - IREIR FITER D IRE ZBEMRAT - BRI B (REAHEZ BEBEM) W/ ARREREBERZR
AR E - IR ITATEIEA RSN CitiDirect F& (website) L EENE ZEH

Safeguarding of Authentication Methods
e ek WA T

The Customer is responsible for safeguarding the Authentication Methods and Credentials with the highest
standard of care and diligence, and ensuring that access to and distribution of the Credentials are limited only to
persons that have been authorized by the Customer.

Communications sent by a third party: Where the Customer is using a Credential to identify and authenticate
their Communications as originating from them as a legal entity, the Customer is responsible for exercising
full control over the use of such Credentials when sending Communications to the Bank, including where such
Communications are sent by applications and/or systems that are managed by a third party on behalf of the
Customer. In all circumstances the Bank will (a) deem any Communication it receives through an electronic
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connectivity channel, that has been received by the Bank in compliance with these Security Procedures duly
authenticated as originating from the Customer, as a Communication instructed by the Customer and (b) may act

upon any Communication that it receives on behalf of the Customer in compliance with these Security Procedures.

BERITHERED IR BREENRNSRBAO0ME  TRERER  HEREBENNERERNESCREZAS

FxHBEZEN MREZEAREENREHNRELZZEREL BN ABESEEERERTHSER

F 2 EETREEAZER . EalAS=rNRBEEEZEBRAREIN/RAREXER - £EABRT,

ATIIRE (a) HEBEEFEREERNECEBEER 2EFREBRAREBENER RABESERNBE R
(b) AIMREBAZ ZE » IBHIEI BRI REUTE)

4. DataIntegrity and Secured Communications

BHNRBERZZER

41

4.2

4.3

4.4

4.5

The Customer will be transmitting data to and otherwise exchanging Communications with the Bank, utilizing the
internet, mail, email and/or fax which the Customer understands are not (i) necessarily secure communications
and delivery systems, and (i) under the Bank’s control. The Customer further understands that if Customer’s users
are entitled to access Open Banking and/or similar third-party platforms outside of the Citi systems, Customer
data could be transmitted over such third-party platforms which are not under the Bank’s control.

ERAEERER B4 EFHM BEREMOARBREADANTEXER  EREE: (F) BRREEXAKIL
A—BRE B (2) FEATEE -BREEER  EERNERE Z#RAIREERITUIME BFRBIRITRIEL
F=NFE ABEFENGERZATREENFE =L TEEH

The Bank, utilizes industry leading encryption methods (as determined by the Bank), which help to ensure
that information is kept confidential and that it is not changed during electronic transit.

AMTERBEERONZL X (RATREZERA) - HMTEREAERFERAE BENNEHEEIS82E-

If the Customer suspects or becomes aware of a technical failure or any improper or potentially fraudulent
access to or use of the Bank’s Services or connectivity channels or Authentication Methods by any person
(whether an authorized person or not), the Customer shall promptly notify the Bank of such occurrence. In
the event of improper or potentially fraudulent access or use by an authorized person, the Customer should
take immediate actions to terminate such authorized person’s access to and use of the Bank’s Services or
connectivity channels.

MBEFRENARRERMEE  ERAA (FREE/RIZEAN) TEFINEEARNTIRS BEEER B
I BREIZAEATERIL—ER - NESEKREAAEFINNER  BEEERITE - BIRZATIRRER
ATRBREEE B ZER -

If the Customer utilizes file formatting or encryption software (whether provided by the Bank or a third party) to
support the formatting and recognition of the Customer’s data and instructions and acts upon Communications
with the Bank, the Customer will use such software solely for the purpose for which it has been installed.

EREERERBIMERNZNE (BRAEBATHE=ZSMER) - LiBIBIUE I EESEN RS Wik
ATRBRITER BEERZFREZENERREREBN -

The Customer accepts that the Bank may suspend or deny users’ access to Services requiring the use of
Credentials (i) in case of suspicion of unauthorized or fraudulent use of the Credentials and/or (ii) to safeguard
the Services or Credentials.

BERZANTUERFERRPLNEEERAEFNRE2ERARIBENZRE 1 (1) BROURERRED ZARE
BEMRERA/ (i) BRIERERREEAZE0 -
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For applications accessible in CitiDirect and CitiConnect (with the exception of Personal Certificates discussed
below), the Bank requires the Customer to establish a “Security Manager” function. Security Managers are
responsible for:

BIEREAEIAIRCitiDirect R CitiConnectfE A(T A FT M ZBABREMRIN  AMTEERBEERU L2 EEEIERMRE -
ZEEEEEZHENT:

51 Establishing and maintaining the access and entitlements of users (including Security Managers themselves)
including activities such as: (a) creating, deleting or modifying user Profiles (including Security Manager Profiles)
and entitlement rights (Note that user name must align with supporting identification documents); (b) building
access profiles that define the functions and data available to individual users; (c) enabling and disabling user
log-on credentials; and (d) assigning transaction limits (Note these limits are not monitored or validated by the
Bank and Customer should monitor these limits to ensure they are in compliance with the Customer’s internal
policies and requirements, including but not limited to, those established by the Customer’s Board of Directors or
equivalent);Customer’s Board of Directors or equivalent);

BUNEEEAE (BERERERERR) ERERKEEERN  SEUTTE: @) EL MIRsENEREERE
SRERELEZENREEEN FIs BERBLARSING D BIAXH—H) ; (o) BIERERER It
AERENERGEAREAE ZIERABNER o MAREREREEARREN; and (d) PERZRE (F

B BYREAZANTERNRS BREERSLRE  LEREMAGSESHNAIFEENER SEERRRERE
BEFTRUZRES-

5.2 Creating and modifying entries in Customer maintained libraries (such as preformatted payments and
beneficiary libraries) and authorizing other users to do the same;

REZHEZENE (PINMFAERFBAIZARRZRABRE) BIRWIENZIRE - IREEMERE TR A RIRIE
EeIER -

5.3 Modifying payment authorization flows;

(BT FRIRIERAE -

5.4 Allocating dynamic password credentials or other system access credentials or passwords to the Customer’s
users;

HERERBREENNE MM AR ERREENNZRORECET ZERE -

5.5 Notifying the Bank, if there is any reason to suspect that security has been compromised; and

FEEEEARREAERERERER BEMAT

5.6 Managing and procuring digital certificates and authorizing other users to do the same.

EEENGHIIERRE  WIREM ARITHRRE -

Please note: Security Manager roles and responsibilities may vary or not be applicable in certain markets due

to regulatory requirements and/or operational capabilities. In such markets, the Bank may require additional
documentation and other information from the Customer to perform Security Manager functions on behalf of the
Customer.

AR ARSMERZ EXN/HEERRAR Z2ERECENACHBEIENERREETRNEMEE - £is
BREmHEH AMTAUREEEREZRHAMENER MMRBEZTPITR2EREEZ I -
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6. Use of CitiDirect and CitiConnect by Security Managers
ZRIEEEIBFEACItiDirect &CitiConnect
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The Bank requires two (2) separate individuals to input and authorize instructions; therefore, a minimum of two
Security Managers are required. Any two Security Managers, acting in concert, are able to give instructions and/
or confirmations through the connectivity channels in relation to any Security Manager function orin connection
with facilitating communications. Any such communications, when authorized by two Security Managers,

will be accepted and acted on by the Bank and deemed to be given by the Customer. The Bank recommends

the designation of at least three Security Managers to ensure adequate backup. The Customer shall designate
Customer’s Security Managers on the TTS Channels Onboarding Form. A Security Manager of the Customer may
also act as the Security Manager for a third party entity (for instance, an affiliate of the Customer) and exercise
all rights relating thereto (including the appointment of users for that third party entity’s Account(s)), without any
further designation, if that third party entity executes a Universal Access Authority form (or such other form of
authorization acceptable to the Bank) granting the Customer access to its account(s). This only applies in relation
to Account(s) covered under the relevant authorization.
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7. Use of CitiDirect by Security Officers (For Personal Certificates only)
Z2EEAB(EMCitiDirect (EEAREAIRE)

The Bank requires two (2) separate individuals to manage digital certificates attributed to individuals (“Personal
Certificates”). Therefore, two Security Officers are required to assign and removal Personal Certificates to users,
for the purpose of authenticating and authorizing Communications on the connectivity channels. The Bank
recommends the designation of at least three Security Officers to ensure adequate backup. Any Communications
authorized by Personal Certificates will be accepted and acted on by the Bank and deemed to be given by the
Customer.
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