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Security Procedures
Bezpecnostné postupy

Iptrod uction
Uvod

These “Security Procedures”, as referenced in the Communications section of the Master Account and Service
Terms (“MAST”) (or other applicable account terms and conditions), are designed to authenticate the Customer’s
log-on to the Bank’s connectivity channels and to verify the origination of Communications between Bank and
Customer in connection with the following Services or connectivity channels (the availability of which may vary
across local markets).

Tieto “Bezpecnostné postupy” ako su oznacdené v élanku “Komunikécia” v Rdmcovych podmienkach vedenia Uétov
a poskytovania Sluzieb (dalej len “MAST”) (alebo v inych prislusnych obchodnych podmienkach), st vytvorené za
ucelom autentifikacie prihlasovania Klienta do komunikacnych kanalov Banky a tiezZ za u¢elom overenia pévodu
Komunikdcie medzi Bankou a Klientom v spojeni s nasledovnymi Sluzbami alebo komunikacnymi kandlmi
(dostupnost ktorych sa méze lisit v zavislosti na jednotlivych miestnych trhoch).

CitiDirect® (including WorldLink®)
CitiDirect® (vratane WorldLink®)

CitiConnect®
CitiConnect®

Society for Worldwide Interbank Financial Telecommunication (“SWIFT”)
Society for Worldwide Interbank Financial Telecommunication (dalej len “SWIFT”)

Manual Initiated Funds Transfer (“MIFT”)
Manudlne iniciované prevody periaznych prostriedkov (dalejlen “MIFT”)

Interactive Voice Response (“IVR”)
Interaktivna hlasova odozva/Interactive Voice Response (“IVR”)

Email/Fax/Mail/Messenger/Phone with the Bank
Email/Fax/Posta/Kuriér/Telefén s Bankou

Other local electronic connectivity channels
Iné miestne elektronické komunikacné kanaly

These Security Procedures are to be read together with the MAST and may be updated and advised to the
Customer from time-to-time by electronic or other means, including but not limited to posting updates to the
Security Procedures on CitiDirect. Unless otherwise provided by law, Customer’s continued use of any of the
above noted Services or connectivity channels after being advised of updated Security Procedures shall constitute
Customer’s acceptance of such updated Security Procedures. These Security Procedures cover the following:
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Security Procedures / Bezpeénostné postupy

Tieto Bezpecnostné postupy budu vykladané spolu s MAST a méZu byt z Easu na cas aktualizované a oznamené
Klientovi elektronickymi prostriedkami alebo inym spésobom, vratane najma zverejnenim aktualizovanych
Bezpecnostnych postupov v CitiDirect. Ak prislusné pravne predpisy nestanovuju inak, pokracujtce pouZivanie
ktorejkolvek z vyssie uvedenych SluZieb alebo akéhokolvek komunikacného kanalu zo strany Klienta po upozorneni
o aktualizacii Bezpeénostnych postupov, bude znamenat prijatie tychto aktualizovanych Bezpecnostnych postupov
zo strany Klienta. Tieto Bezpecnostné postupy pokryvaju nasledovné oblasti:

A. Authentication Methods
Autentifikacné metody

B. Customer Responsibilities
Zodpovednost Klienta

C. Datalntegrity and Secured Communications
Integrita Udajov a Zabezpecena Komunikacia

D. Security Manager and Related Functions
Systémovy Administrator a Suvisiace Funkcie

Authentication Methods
Autentifikacné metddy

The Security Procedures include certain secure authentication methods (“Authentication Methods”) which

are used to uniquely identify and verify the authority of the Customer and/or any of its users authorized by

the Customer typically through one or a combination of mechanisms such as user ID/password pairs, digital
certificates, biometrics, security tokens (deployed via hardware or software), seal/signature verification, and/or
devices associated with the Authentication Methods (collectively, the “Credentials”). Authentication Methods and
associated Credentials allow the Bank to verify the origin of Communications received by the Bank.

Bezpecénostné postupy zahrriaju uréité bezpeéné autentifikaéné metddy (dalej len “Autentifikacné metédy”), ktoré
sa pouzivaju na jednoznaénu identifikdciu a overenie opravnenia Klienta a/alebo ktoréhokolvek z jeho pouZivatelov,
poverenych Klientom a to zvycajne pomocou jedného alebo kombinacie viacerych mechanizmov, ako su dvojica
pouZzivatelského ID / hesla, digitédlne certifikaty, biometria, bezpecénostné tokeny (vytvorené prostrednictvom
hardvéru alebo softvéru), overenie pecate/podpisu a/alebo zariadenia spojené s Autentifikaénymi metédami
(spoloéne dalej ako ,Identifikaéné udaje”). Autentifikaéné metddy a suvisiace Identifikaéné tdaje umoZriuju Banke
overit pévod Komunikacie prijatej Bankou.

More information regarding Authentication Methods for access to Services and/or connectivity channels may
be accessed on the CitiDirect Login Help website. Customer may at any time select an available Authentication
Method. During implementation of Services or connectivity channels, Bank may set-up a default Authentication
Method, which Customer may change at any time to another available Authentication Method.

Dalsie informdcie, tykajtce sa Autentifikaénych metéd pre pristup k Sluzbam a/alebo komunikaénym kanélom s
dostupné na webovej stranke CitiDirect Login Help website. Klient si méZe kedykolvek zvolit ktorukolvek dostupnu
Autentifikacnu metddu. Pocas implementacie SluZieb alebo komunikaénych kanalov mézZe Banka nastavit
predvolenu Autentifika¢nti metddu, ktord méze Klient kedykolvek zmenit na ind dostupnu Autentifikacntd metddu.

The following Authentication Methods are available to access the services and/or connectivity channels:

Na pristup k sluzbdam a/alebo komunikaénym kanalom st k dispozicii nasledujice Autentifikacné metddy:
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Security Procedures / Bezpeénostné postupy

CitiDirect Authentication Methods

CitiDirect Autentifikacné metédy

Biometrics
Biometria

Adigital authentication method that utilizes a user’s unique physical traits, (such as a
fingerprint and facial recognition), built-in biometric technology on the user’s mobile
device, and cryptographic techniques to gain access to CitiDirect. Physical trait data is
not transferred to the Bank when the user selects this authentication method.

Metdda digitalneho overovania, ktora vyuZiva jedinecné fyzické vliastnosti pouZivatela
(napriklad odtlac¢ok prsta a rozpoznavanie tvare), zabudovanu biometricku technolégiu
v mobilnom zariadeni pouZivatela a kryptografické techniky na ziskanie pristupu

k CitiDirect. Ak si pouZivatel’zvoli tuto metddu autentifikacie, udaje o fyzickych
vlastnostiach sa do Banky neprenasaju.

Mobile Token
(non-application based)
Mobilny token
(nezalozeny na aplikécii)

Adigital non-application based mobile authentication method (e.g. Mobile Token
(App-less)) that leverages cryptographic keys and biometric authentication (such

as fingerprint and facial recognition) to link a user’s mobile device to their CitiDirect
account via the user’s mobile browser. Physical trait data is not transferred to the Bank
when the user selects this authentication method. This method facilitates multi-factor
authentication by verifying the user’s identity with their registered mobile device.

Digitalna, na aplikacii nezaloZzena metéda mobilnej autentifikacie (napr. Mobile
Token — bez aplikécie), ktora vyuZiva kryptografické klti¢e a biometricku autentifikaciu
(ako je odtladok prsta a rozpozndvanie tvare) na prepojenie mobilného zariadenia
pouzivatela s jeho uctom CitiDirect prostrednictvom mobilného prehliadaca
pouZivatela. Privybere tejto metddy autentifikacie sa udaje o fyzickych znakoch
neprenasaju do Banky. Tato metéda umoZzriuje viacfaktorovu autentifikaciu overenim
identity pouZivatela jeho registrovanym mobilnym zariadenim.

Challenge Response Token
Token Vyzva na odpoved’

Either (i) a mobile application based soft token (e.g. MobilePASS) or (ii) a physical token
(e.g. SafeWord Card, Vasco), which in each case is used to generate a dynamic password
after authenticating with a PIN (e.g. 4-digit PIN). When accessing CitiDirect, the system
generates a challenge and a response passcode is generated by the utilized token and
entered into the system. This authentication method, when combined with a secure
password results in multifactor authentication.

Bud'(i) softvérovy token zalozeny na mobilnych aplikacidch (napriklad MobilePASS)
alebo (i) fyzicky token (napr. SafeWord Card, Vasco), ktory sa v kazdom pripade pouZije
na vytvorenie dynamického hesla po autentifikacii pomocou PIN-u (napr. 4-miestneho
pin-u). Pri pristupe k sluzbe CitiDirect systém vygeneruje vyzvu a pristupovy kdéd je
generovany pouZzitym tokenom, ktory je nasledne zadany do systému. Vysledkom tejto
metddy overenia v kombindcii so zabezpecenym heslom je viacfaktorové overenie.

One-Time Password Token
Token Jednorazové heslo

Either (i) a mobile application based soft token (e.g. MobilePASS); or (ii) a physical
token (e.g. SafeWord Card, Vasco) that is used to generate a dynamic password after
authenticating with a PIN (e.g. 4-digit PIN). This dynamic password is entered into the
system to gain access.

Bud'(i) softvérovy token zaloZeny na mobilnych aplikaciach (napriklad MobilePASS)
alebo (ii) fyzicky token (napr. SafeWord Card, Vasco), ktory sa v kaZzdom pripade pouZije
na vytvorenie dynamického hesla po autentifikacii pomocou PIN-u (napr. 4-miestneho
pin-u). Toto dynamické heslo je vloZené do systému za ti¢elom ziskania pristupu.
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Security Procedures / Bezpeénostné postupy

CitiDirect Authentication Methods

CitiDirect Autentifikacné metédy

Secure Password
Bezpecné Heslo

A user enters his or her secure password to access the system. A secure password
typically limits a user’s capabilities on the system, for example, by only permitting that
certain information be viewed by the user. This authentication method, when combined
with a challenge response token results in multifactor authentication.

Uzivatel'’zada svoje bezpecnostné heslo na pristup k systému. Bezpecénostné
heslo zvycajne obmedzuje moznosti pouzivatela v systéme, napriklad Ze je mozné
len zobrazovat urcité informdcie. Tato autentifikacna metdda spolu s overenim
prostrednictvom Token — Vyzva na odpoved predstavuje viacfaktorové overenie.

SMS One-Time Code
SMS Jednorazovy Kéd

A dynamic password delivered to users via SMS, after which the user enters the
dynamic password and a secure password to gain access to the system.

Dynamické heslo je dorucené pouzZivatelovi prostrednictvom SMS, po ktorom pouZivatel’
zada dynamickeé heslo a zabezpecené heslo na ziskanie pristupu do systému.

Voice One-Time Code
Hlasovy Jednorazovy Kéd

A dynamic password delivered to users via an automated voice call, after which the user
enters the dynamic password and a secure password to gain access to the system.

Dynamické heslo je dorucené uZivatelovi prostrednictvom automatizovaného
telefonického hovoru, po ktorom uZivatel’zada dynamickeé heslo a zabezpecené heslo na
ziskanie pristupu do systému.

Digital Certificates
Digitalne Certifikaty

Adigital certificate is an electronic identification issued by an approved certificate
authority for authentication and authorization. Digital certificates may be attributed
to corporate legal entities (“Corporate Seals”) or individuals (“Personal Certificates”).
The Customer is responsible for properly verifying the identity of all users of Personal
Certificates acting on behalf of the Customer in accordance with local law.

The Bank and the Customer are required to use digital certificates provided by
authorized persons, to ensure all Communications exchanged via a public Internet
connection or an otherwise unsecure Internet connection are fully encrypted and
protected.

Digitalny certifikat je elektronickou identifikaciou a je vydany schvalenou
certifikacnou autoritou, ktory sa pouZiva na overenie a autorizaciu. Digitalne
certifikaty mézu byt priradené k pravnickym osobam (dalej len ,,Elektronicka peéat™)
alebo fyzickym osobam (dalej len ,,Osobny certifikat®). Klient je zodpovedny za riadne
overenie totoZnosti vsetkych pouzivatelov Osobnych certifikatov, konajucich v mene
Klienta v sulade s miestnymi pravnymi predpismi.

Banka a Klient su povinni pouZivat digitalne certifikaty poskytované opravnenymi
osobami, aby zabezpedili iplné Sifrovanie a ochranu vsetkej Komunikécie vymierianej
prostrednictvom verejného Internetového pripojenia alebo inak nezabezpeceného
Internetového pripojenia.

CitiConnect for Files Authentication Methods

CitiConnect for Files Autentifikacné metddy

Digital Certificates
Digitalne Certifikaty

See description above.

Vid'popis vyssie.
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Security Procedures / Bezpeénostné postupy

CitiConnect for Files Authentication Methods

CitiConnect for Files Autentifikacné metddy

IP Address Whitelist When
Using CitiConnect

Zoznam povolenych IP Adries
(whitelist) pri pouzivani
CitiConnect

Certain Internet communications received by the Bank, for example, via a Virtual Private
Network (VPN), may also rely on the parties exchanging information using pre-agreed
Internet Protocol (IP) addresses. The Bank will only accept communications originating
from the Customer’s designated IP address, and vice versa; and the Bank will only
transmit Communications to the Customer’s designated IP address, and vice versa.
Used in conjunction with Digital Certificate method above.

Urcita Internetovad komunikdcia prijata Bankou, napriklad prostrednictvom virtudlnej
stikromnej siete (VPN), sa tiez mdZe spoliehat na to, Ze si strany vymieriaju informacie
pomocou vopred dohodnutych adries internetového protokolu (IP). Banka bude
akceptovat len Komunikdciu pochddzajicu z urcenej IP adresy Klienta a naopak; a
Banka bude prenasat Komunikaciu len na ur¢enu IP adresu Klienta a naopak. MézZe byt
pouZité v spojeni so metddou Digitalnych Certifikatov uvedenou vyssie.

CitiConnect API Authentication Methods

CitiConnect API Autentifikacné metody

Digital Certificates
Digitalne Certifikaty

See description above.

Vid'popis vyssie.

IP Address Whitelist When
Using CitiConnect

Zoznam povolenych IP Adries
(whitelist) pri pouzivani
CitiConnect

See description above.

Vid'popis vyssie.

CitiConnect for SWIFT Authentication Methods

CitiConnect for SWIFT Autentifikacné metody

Digital Certificates
Digitalne Certifikaty

See description above. Can be used in conjunction with SWIFT Authentication
method below.

Vid'popis vyssie. M6Ze byt pouzité v spojeni so SWIFT Autentifikacnou metddou
uvedenou nizsie.
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Security Procedures / Bezpeénostné postupy

CitiConnect for SWIFT Authentication Methods

CitiConnect for SWIFT Autentifikacné metody

SWIFT Authentication
SWIFT Autentifikacia

Communications sent between the Bank and the Customer via the SWIFT network,
including, but not limited to, account information, payment orders, and instructions

to amend or cancel such orders, will be authenticated using procedures defined in
SWIFT’s Contractual Documentation (as amended or supplemented from time to time)
which includes without limitation its General Terms and Conditions and FIN Service
Description or as set forth in other terms and conditions that may be established by
SWIFT. The Bank is not obliged to do anything other than what is contained in the
SWIFT procedures to establish the sender and authenticity of these Communications.

The Bank is not responsible for any errors or delays in the SWIFT system. The Customer
is responsible for providing communications to the Bank in the format and type
required and specified by SWIFT.

Transmissions and Communications sent or received via SWIFT facilities are subject
to SWIFT rules and regulations in effect, including membership rules. The Customer is
responsible for being familiar with and conforming to SWIFT messaging standards.

Komunikdcia, odosland medzi Bankou a Klientom prostrednictvom siete SWIFT, vratane
najmd udajov o ucte, platobnych prikazov a pokynov na zmenu alebo zrusenie takychto
prikazov bude overena s pouZitim postupov, definovanych v zmluvnej dokumentacii
tykajucej sa SWIFT-u (ktord sa méze z Gasu na éas menit a dopliniat) a ktord zahrria
najmé jej Vseobecné Obchodné Podmienky a Popis Sluzby FIN, alebo ktoré su uvedené
vdalsich obchodnych podmienkach, ktoré méze SWIFT vydat. Banka nie je povinna
urobit ni¢ iné ako to, ¢o je obsiahnuté v postupoch SWIFT na to, aby sa zistil odosielatel'a
autenticita takejto Komunikacie.

Banka nezodpovedd za Ziadne chyby alebo oneskorenia v systéme SWIFT. Klient
zodpoveda za zasielanie komunikacie Banke vo formate a type poZadovanom a
specifikovanom zo strany SWIFT-u.

Prenosy a Komunikacie odosielané alebo prijimané prostrednictvom zariadeni SWIFT
podliehaju platnym pravidldm a predpisom SWIFT, vratane pravidiel lenstva. Klient
Jje zodpovedny za oboznamenie sa s podmienkami pre zasielanie sprav SWIFT a za ich
dodrziavanie.
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SWIFT Authentication Method 22

SWIFT Autentifikaéné metédy ;; g

SWIFT Authentication Communications sent between the Bank and the Customer via the SWIFT network, o gl

(Direct Connection for including, but not limited to, account information, payment orders, and instructions g‘ =

Financial Institutions) to amend or cancel such orders, will be authenticated using procedures defined in o o

SWIFT Autentifikacia SWIFT’s Contractual Documentation (as amended or supplemented from time to time) 8_‘ 3'

(Priamy pristup pre Finanéné | which includes without limitation its General Terms and Conditions and FIN Service <&
institticie) Description or as set forth in other terms and conditions that may be established by

SWIFT. The Bank is not obliged to do anything other than what is contained in the
SWIFT procedures to establish the sender and authenticity of these Communications.

The Bank is not responsible for any errors or delays in the SWIFT system. The Customer
is responsible for providing communications to the Bank in the format and type
required and specified by SWIFT.

Transmissions and Communications sent or received via SWIFT facilities are subject
to SWIFT rules and regulations in effect, including membership rules. The Customer is
responsible for being familiar with and conforming to SWIFT messaging standards.

Komunikacia, odoslana medzi Bankou a Klientom prostrednictvom siete SWIFT, vratane
najmd udajov o ucte, platobnych prikazov a pokynov na zmenu alebo zrusenie takychto
prikazov bude overena s pouZitim postupov, definovanych v zmluvnej dokumentacii
tykajticej sa SWIFT-u (ktord sa mozZe z ¢asu na éas menit a dopliriat) a ktord zahrria
najmd jej VSeobecné Obchodné Podmienky a Popis Sluzby FIN, alebo ktoré su uvedené
vdalsich obchodnych podmienkach, ktoré méze SWIFT vydat. Banka nie je povinna
urobit ni¢ iné ako to, ¢o je obsiahnuté v postupoch SWIFT na to, aby sa zistil odosielatel’a
autenticita takejto Komunikacie.

Banka nezodpovedd za Ziadne chyby alebo oneskorenia v systéme SWIFT. Klient
zodpoveda za zasielanie komunikdcie Banke vo formate a type poZadovanom a
Specifikovanom zo strany SWIFT-u.

Prenosy a Komunikacie odosielané alebo prijimané prostrednictvom zariadeni SWIFT
podliehaju platnym pravidldm a predpisom SWIFT vratane pravidiel ¢lenstva. Klient
je zodpovedny za oboznamenie sa s podmienkami pre zasielanie sprav SWIFT a za ich
dodrziavanie.

Digital/Electronic Signature Authentication Methods for Electronic Document Submission

Digitalny/Electronicky Podpis Autentifikaéné metédy pre doruéovanie elektronickych dokumentov

Digital Signature Atype of electronic signature that leverages digital certificates to validate the
Digitdlny Podpis authenticity and integrity of a signature, message, software or digital document.

Druh elektronického podpisu, ktory pomocou digitalnych certifikatov overuje pravost a
integritu podpisu, spravy, softvéru alebo digitalneho dokumentu.
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words, letters, numerals, symbols, click of a button on a website, upload of facsimile
or scan of a physical signature, signing on a touchscreen, or agreeing to any terms and
conditions by electronic means. Created under the sole control of the person using it,
itis logically attached to or associated with a data message, capable of identifying the
person who consents to the data message and certifying the person’s consent. Such
Electronic Signature would be submitted to the Bank through the Bank’s electronic
channels and in compliance with the associated Authentication Methods described
above.
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Digital/Electronic Signature Authentication Methods for Electronic Document Submission = 3
Digitalny/Electronicky Podpis Autentifikaéné metédy pre doruéovanie elektronickych dokumentov ;;-" ,8.
Electronic Signature An electronic symbol attached to a contract or other record, unique to and used by a g gl
Electronicky Podpis person with an intent to sign. Electronic signatures can be established in the form of g‘ =
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Elektronicky symbol pripojeny k zmluve alebo inému zaznamu, jedineény a pouZivany
osobou s umyslom podpisat. Elektronické podpisy mézZu byt zavedené vo forme slov,
pismen, Cislic, symbolov, kliknutia na tlac¢idlo na webovej stranke, nacitania faxu
alebo skenovania fyzického podpisu, podpisu na dotykovej obrazovke alebo sthlasu

s akymikolvek obchodnymi podmienkami elektronickymi prostriedkami. Vytvoreny
pod vylucnou kontrolou osoby, ktora ho pouZziva, je logicky pripojeny alebo spojeny s
ddtovou spravou a je spdsobily identifikovat osobu, ktora s datovou spravou suhlasi a
potvrdzuje jej stihlas. Takyto Elektronicky Podpis by sa Banke zasielal prostrednictvom
elektronickych kanalov Banky a v sulade s prislusnymi Autentifikacnymi metéddami
uvedenymivyssie.

Manual Initiated Funds Transfer (MIFT) Authentication Method

Manuadlne iniciovany prevod perfiaZnych prostriedkov (MIFT) Autentifikaéné metédy

MIFT Authentication Manually Initiated Funds Transfer (MIFT), including amendments, recalls, or

MIFT Autentifikacia cancelations of previous manual instructions, may be made by fax or letter or upload to
CitiDirect. Not all forms are supported in all countries. Initiators are persons designated
by the Customer who are authorized to initiate transactions in accordance with
restrictions, if any, are identified by the Customer. Confirmers are person designated
by the Customer that Bank may call back, at its discretion, for confirmation of manually
initiated instructions for funds transfers.

In certain countries, mobile telephone numbers are not accepted as call back numbers.
Further details are provided in the applicable Country Cash Management User Guide,
Global Manual Transaction Authorization or Universal Nomination Form. MIFT is to be
used by the Customer as a contingency method to communicating instructions to the
Bank.

Manuélne iniciované prevody periaznych prostriedkov (MIFT), vratane dodatkov,
odvolani alebo zruseni predchadzajucich manuélnych pokynov je mozné vykonat
faxom alebo listom alebo nahrat do CitiDirect. Nie vSetky formy st podporované vo
vsetkych krajindch. Iniciatormi su osoby uréené Klientom, ktoré st opravnené iniciovat
transakcie v sulade s obmedzeniami, ak su stanovené a ktoré su identifikované
Klientom. Potvrdzovatelia st osoby uréené Klientom, ktorym méZe Banka podia
vlastného uvaZenia zavolat spat za u¢elom potvrdenia manudlne iniciovanych prevodov
finanénych prostriedkov.

V niektorych krajinach nie su ¢isla mobilnych telefénov akceptované ako Cisla za tcelom
spatného volania. Dalsie podrobnosti néjdete v prislusnej Pouzivatelskej prirucke Cash
Management pre danu krajinu, vo formulari Global Manual Transaction Authorization
alebo formulari Universal Nomination Form. MIFT ma byt Klientom pouzivany ako
metdda na zasielanie pokynov Banke v pripade vynimocnych udalosti.
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Mail, Fax, Email and Messenger Authentication Methods

Posta, Fax, Email a Messenger Autentifikacné metddy

Seal Image Verification
Overenie Odtlacku Pecate

Correspondence received by the Bank via fax, mail, email or messenger, excluding MIFT
requests, are verified and collated with due care based on the seal image contained in
the Customer’s authority document or similar document provided to the Bank.

Korespondencia prijata bankou prostrednictvom faxu, postou, e-mailom alebo
kuriérom, s vynimkou poZiadaviek MIFT, sa overuje a porovnava s naleZitou
starostlivostou na zaklade odtlacku pecate, ktoré sa nachadza v poverovacom
dokumente Klienta alebo podobnom dokumente poskytnutom Banke.

Signature Verification
Overenie Podpisu

Correspondence received by the Bank via fax, mail, email or messenger, excluding MIFT
requests, are signature verified based on the information contained in the Customer’s
authority document or similar document provided to the Bank.

Korespondencia prijata bankou prostrednictvom faxu, postou, e-mailu alebo kuriérom,
s vynimkou Ziadosti MIFT, je overovana prostrednictvom overenia podpisu na zaklade
informdacii uvedenych v poverovacom dokumente Klienta alebo v podobnom dokumente
poskytnutom Banke.

Secure PDF
Zabezpecené PDF

Encrypted emails are delivered to a regular mailbox as PDF documents that are opened
by entering a private password. Both the message body and any attached files are
encrypted. A private password can be set up upon receipt of the first secure email
received.

Sifrované e-maily sa doruéuju do beZnej postovej schranky ako dokument vo formate
PDF, ktory sa otvori zadanim sukromného hesla, pricom telo spravy, ako aj vsetky
pripojené subory su Sifrované. Po prijati prvého zabezpeceného e-mailu sa méze
nastavit sukromné heslo.

MTLS
MTLS

Mandatory Transport Layer Security (MTLS) creates what would be a secure, private
email connection between the Bank and the Customer. Emails transmitted using this
channel are sent over the Internet through an encrypted TLS tunnel created by the
connection.

Mandatory Transport Layer Security (MTLS) vytvara zabezpecené a sikromné e-mailové
spojenie medzi Bankou a Klientom. E-mail odoslany pomocou tohto kanala sa posiela
Internetom cez Sifrovany TLS tunel vytvoreny pripojenim.

Phone Authentication Methods
Telefén Autentifikacné metody

PIN
PIN

Customers contacting the Bank via phone are prompted to enter a PIN to validate
authorized access.

Klienti, ktori kontaktuju Banku telefonicky, su vyzvani na zadanie kédu PIN na overenie
autorizovaného pristupu.

Verification Questions
Overovacie Otazky

Customers contacting the Bank via phone are prompted by the Bank’s service
representatives to provide correct verbal responses to verification questions in order to
validate authorized access.

Klienti, ktori kontaktuju Banku telefonicky, su vyzvani zastupcami jednotlivych sluZieb
Banky, aby poskytli spravne slovné odpovede na overovacie otazky s cielom overenia
autorizovaného pristupu.

The availability of Authentication Methods described above varies based on local markets.
Dostupnost Autentifikacnych metdd uvedenych vyssie mézZe byt rézna na jednotlivych miestnych trhoch.

>>
3
gm
22
N0
<

o
23
3=
m(b
ﬂﬂ
o=
g8
‘<U)




Security Procedures / Bezpeénostné postupy 10

3. Customer Responsibilities
Zodpovednost Klienta

31 Identifying Authorized Users: Customer is responsible for identifying: (i) all individuals acting on the Account(s)
on behalf of the Customer at an entity level for all Services and connectivity channels, and (ii) each person acting
on behalf of the Customer being duly authorized by the Customer to act on the Customer’s Account.
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Identifikdcia Opravnenych PouZivatelov: Klient je zodpovedny za identifikaciu: (i) véetkych oséb konajticich s
Uétami v mene Klienta na trovni jeho subjektu pre vietky Sluzby a komunikaéné kandly a (ii) kaZdej osoby konajticej
v mene Klienta, ktora bola riadne opravnena Klientom nakladat's Ué&tom Klienta.

3.2 Customeris responsible for assigning and monitoring any transaction limits assigned to the Customer and/
orits users and ensuring that these limits (a) do not exceed the limits as required by the Customer’s internal
policies and other authority and constitutive documents such as Customer’s Board of Director resolutions,
Bank Mandates, Power Of Attorney, or equivalent document, and (b) are properly reflected on all connectivity
channels and user entitlements.

Klient je zodpovedny za stanovenie a sledovanie akychkolvek transakénych limitov pridelenych Klientovi a/
alebo jeho pouZivatelom a za zabezpecenie toho, aby tieto limity (a) neprekrodili limity poZadované internymi
predpismi Klienta a inymi splnomocriovacimi a konstitutivnymi dokumentmi, ako st rozhodnutia Predstavenstva
Klienta, Bankové poverenia, Plnomocenstva alebo ekvivalentny dokument a (b) sa naleZite odraZaju vo vsetkych
komunikacnych kandloch a opravneniach pouzivatelov.

3.3 Certainjurisdictions may require individuals (and their corresponding Credentials) to be identified by the Bank in
accordance with applicable AML legislation requirements before granting access to perform certain functions.
Please contact your Customer Service Representative or visit the CitiDirect website for further information.

Niektoré jurisdikcie méZu vyZadovat, aby boli jednotlivci (a ich zodpovedajlce tdaje) identifikovani Bankou v stlade
s pozZiadavkami platnych pravnych predpisov v oblasti boja proti legalizacii prijmov z trestnej ¢innosti a to predtym,
ako im bude poskytnuty pristup k pouZivaniu urcitych funkcii. Pre dalSie informdcie prosim kontaktujte zastupcu
sluzieb klientom alebo navstivte webovu stranku CitiDirect website.

3.4 Safeguarding of Authentication Methods
Bezpecnost Autentifikacnych metdd

The Customer is responsible for safeguarding the Authentication Methods and Credentials with the highest
standard of care and diligence, and ensuring that access to and distribution of the Credentials are limited only
to persons that have been authorized by the Customer.

Communications sent by a third party: Where the Customer is using a Credential to identify and authenticate

their Communications as originating from them as a legal entity, the Customer is responsible for exercising

full control over the use of such Credentials when sending Communications to the Bank, including where such
Communications are sent by applications and/or systems that are managed by a third party on behalf of the
Customer. In all circumstances the Bank will (a) deem any Communication it receives through an electronic
connectivity channel, that has been received by the Bank in compliance with these Security Procedures duly
authenticated as originating from the Customer, as a Communication instructed by the Customer and (b) may act
upon any Communication that it receives on behalf of the Customer in compliance with these Security Procedures.

Klient je zodpovedny za zabezpecenie Autentifikacnych metdd a Identifikacnych udajov s najvyssou urovriou
starostlivosti a za zabezpecenie toho, aby pristup k Identifikacnym tdajom a ich odosielanie bolo obmedzené iba
na osoby, ktoré boli na to Klientom opravnené.
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Komunikacia zasielana tretimi stranami: Ak Klient pouZiva Identifikacné udaje na identifikaciu a autentifikaciu
svojej Komunikdacie, ktoré pochadzaju od neho ako pravnickej osoby, je zodpovedny za zabezpecenie Uplnej
kontroly nad pouzivanim tychto Identifikacnych udajov pri zasielani Komunikacie do Banky a to aj v pripade,
ked’je tdato Komunikacia zasielana prostrednictvom aplikécii a/alebo systémov, ktoré su spravované tretou
stranou v mene Klienta. Za kazdych okolnosti bude Banka (a) povaZovat akukolvek Komunikaciu, ktora obdrzi
prostrednictvom elektronickych komunikac¢nych kandlov, za taku, ktora bola prijata Bankou v stlade s tymito
Bezpecnostnymi postupmi, naleZite overenu ako pochadzajucu od Klienta, a ako Komunikaciu instruovanu zo
strany Klienta a (b) opravnena konat na zéklade akejkolvek Komunikacie, ktord prijme v mene Klienta v stlade s
tymito Bezpecnostnymi postupmi.
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4. DataIntegrity and Secured Communications
Integrita udajov a Zabezpecena Komunikacia

41 The Customer will be transmitting data to and otherwise exchanging Communications with the Bank,
utilizing the internet, mail, email and/or fax which the Customer understands are not (i) necessarily secure
communications and delivery systems, and (ii) under the Bank’s control. The Customer further understands
that if Customer’s users are entitled to access Open Banking and/or similar third-party platforms outside of
the Citi systems, Customer data could be transmitted over such third-party platforms which are not under
the Bank’s control.
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Zakaznik bude prenasat udaje a inak si vymienat komunikaciu s Bankou prostrednictvom internetu, poSty,
e-mailu a/alebo faxu, pri¢om Zékaznik chépe, Ze tieto kanély (i) nie st nevyhnutne bezpeéné komunikaéné
a doruéovacie systémy a (ii) nie st pod kontrolou Banky. Zékaznik dalej chape, Ze ak maju pouZivatelia
Zakaznika opravnenie pristupovat k Open Banking a/alebo podobnym platformam tretich stran mimo
systémov Citi, udaje Zakaznika mézZu byt prendsané cez takéto platformy tretich stran, ktoré nie su pod
kontrolou Banky.

4.2 The Bank, utilizes industry leading encryption methods (as determined by the Bank), which help to ensure
that information is kept confidential and that it is not changed during electronic transit.

Banka vyuZiva $pi¢kové spbsoby Sifrovania (stanovené Bankou), ktoré pomahaju zabezpedit, aby boli
informacie zachované ako déverné a aby pocas elektronického prenosu neboli pozmenené.

4.3 Ifthe Customer suspects or becomes aware of a technical failure or any improper or potentially fraudulent
access to or use of the Bank’s Services or connectivity channels or Authentication Methods by any person
(whether an authorized person or not), the Customer shall promptly notify the Bank of such occurrence. In
the event of improper or potentially fraudulent access or use by an authorized person, the Customer should
take immediate actions to terminate such authorized person’s access to and use of the Bank’s Services or
connectivity channels.

Ak ma Klient podozrenie alebo sa dozvie o technickej poruche alebo akomkolvek nesprdvnom alebo
potencialne neopravnenom pristupe k Sluzbam Banky ku komunika¢nym kanalom alebo Autentifikacnym
metddam, alebo ich neopravnenému pouZzitiu akoukolvek osobou (¢i uz oprdvnenou osobou alebo nie),

tak takuto skuto¢nost okamzZite oznami Banke. V pripade nespravneho alebo potencialne neopravneného
pristupu alebo pouZitia oprdvnenou osobou by mal Klient okamzite podniknut kroky na ukoncéenie pristupu
takej opravnenej osoby k sluzbam Banky alebo komunikacnym kandlom a k ich vyuZivaniu.

4.4 Ifthe Customer utilizes file formatting or encryption software (whether provided by the Bank or a third party) to
support the formatting and recognition of the Customer’s data and instructions and acts upon Communications
with the Bank, the Customer will use such software solely for the purpose for which it has been installed.

Ak Klient vyuZiva formatovanie stborov, $ifrovaci softvér (¢i uz poskytnuty Bankou alebo tretfou stranou) na
podporu formdtovania a rozpoznavania tdajov a pokynov Klienta a vykondva Komunikaciu s Bankou, potom
Klient bude pouzivat tento softvér vyluéne len na ten ucel, pre ktory bol instalovany.
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4.5 The Customer accepts that the Bank may suspend or deny users’ access to Services requiring the use of
Credentials (i) in case of suspicion of unauthorized or fraudulent use of the Credentials and/or (ii) to safeguard
the Services or Credentials.
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Klient suhlasi s tym, Ze Banka mdZe pozastavit pristup uZivatelov k Sluzbam, ktoré vyZaduju pouZivanie
Identifikaénych udajov (i) v pripade podozrenia z neopravneného alebo podvodného pouZivania
Identifikaénych udajov a/alebo (ii) v zaujme ochrany SluZieb alebo Identifika¢nych tdajov.

BUaQadza

For applications accessible in CitiDirect and CitiConnect (with the exception of Personal Certificates discussed below),
the Bank requires the Customer to establish a “Security Manager” function. Security Managers are responsible for:

Pri aplikdciach dostupnych v CitiDirect a v CitiConnect (s vynimkou niZsie uvedenych osobnych certifikatov) Banka
vyZaduje, aby Zakaznik zriadil funkciu ,,Bezpecnostného manazéra®. Bezpecnostni manaZéri zodpovedaju za:

51  Establishing and maintaining the access and entitlements of users (including Security Managers themselves)
including activities such as: (a) creating, deleting or modifying user Profiles (including Security Manager Profiles)
and entitlement rights (Note that user name must align with supporting identification documents); (b) building
access profiles that define the functions and data available to individual users; (c) enabling and disabling user log-on
credentials; and (d) assigning transaction limits (Note these limits are not monitored or validated by the Bank and
Customer should monitor these limits to ensure they are in compliance with the Customer’s internal policies and
requirements, including but not limited to, those established by the Customer’s Board of Directors or equivalent);

Stanovenie a spréva pristupov a opravneni (vratane samotnych Systémovych administratorov) vratane aktivit
zahriajlcich: (a) vytvdranie, odstrariovanie alebo zmena pouzivatelskych Profilov (vratane Profilov Systémovych
Administratorov) a pristupovych opravneni (zoberte prosim na vedomie, Ze meno pouZivatela musi byt'v stlade

s identifika¢nymi dokumentmi), (b) vytvaranie pristupovych profilov, ktoré definuju funkcie a tidaje dostupné

pre réznych pouzivatelov, (c) spristupnenie a zrugenie prihlasovacich udajov pouZivatelov, a (d) stanovovanie
transakénych limitov (zoberte prosim na vedomie, Ze Banka tieto limity nesleduje ani neoveruje a Klient by mal tieto
limity monitorovat, aby zabezpedil sulad s vnutornymi predpismi a poZiadavkami Klienta vratane, najmda tych, ktoré
su prijaté predstavenstvom Klienta alebo inym prislusnym organom);

5.2 Creating and modifying entries in Customer maintained libraries (such as preformatted payments and beneficiary
libraries) and authorizing other users to do the same;

Vlytvdranie a Uprava zdznamov v knizniciach Klienta (ako su predformdtované platby a kniZnice prijemcov
platieb) a udelovanie rovnakého oprdvnenia ostatnym pouZivatelom;

5.3 Modifying payment authorization flows;

Uprava tokov opravneni na vykondvanie platieb;

5.4 Allocating dynamic password credentials or other system access credentials or passwords to the Customer’s users;

Pridelovanie udajov dynamického hesla alebo inych udajov alebo hesiel pre pristup k systému pre
pouzivatelov;

5.5 Notifying the Bank, if there is any reason to suspect that security has been compromised; and

Oznamovanie Banke, ak existuje nejaky dévod na podozrenie, Ze doslo k ohrozeniu bezpecnosti; a

5.6 Managing and procuring digital certificates and authorizing other users to do the same.

Spravovanie a obstaravanie digitalnych certifikatov a opravriovanie inych pouZivatelov, aby tak robili.
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Please note: Security Manager roles and responsibilities may vary or not be applicable in certain markets due

to regulatory requirements and/or operational capabilities. In such markets, the Bank may require additional
documentation and other information from the Customer to perform Security Manager functions on behalf of the
Customer.

Na vedomie: Funkcie a zodpovednosti Systémovych administratorov sa mézu lisit alebo nemusia byt uplatnitelné
na uréitych trhoch z dévodu regulaénych poziadaviek a/alebo prevadzkovych schopnosti. Na takychto trhoch méze
Banka vyZadovat od Klienta dodato¢nu dokumentdciu a dalsie informdcie na vykonavanie funkcii Systémovych
administrdtorov v mene Klienta.

6. Use of CitiDirect and CitiConnect by Security Managers
Pouzivanie CitiDirect a CitiConnect Bezpecnostnymi manazérmi

The Bank requires two (2) separate individuals to input and authorize instructions; therefore, a minimum of two
Security Managers are required. Any two Security Managers, acting in concert, are able to give instructions and/
or confirmations through the connectivity channels in relation to any Security Manager function or in connection
with facilitating communications. Any such communications, when authorized by two Security Managers,

will be accepted and acted on by the Bank and deemed to be given by the Customer. The Bank recommends

the designation of at least three Security Managers to ensure adequate backup. The Customer shall designate
Customer’s Security Managers on the TTS Channels Onboarding Form. A Security Manager of the Customer may
also act as the Security Manager for a third party entity (for instance, an affiliate of the Customer) and exercise
all rights relating thereto (including the appointment of users for that third party entity’s Account(s)), without any
further designation, if that third party entity executes a Universal Access Authority form (or such other form of
authorization acceptable to the Bank) granting the Customer access to its account(s). This only applies in relation
to Account(s) covered under the relevant authorization.
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Banka vyZaduje na zaddvanie a autorizaciu inStrukcii dve (2) samostatné osoby; vzhladom na to sa vyZaduju
minimalne dvaja Systémovi administratori. Ktorykolvek dvaja Systémovi administrdtori, konajuci v zhode, su
opravneni zadat pokyny a/alebo potvrdenia prostrednictvom komunikaénych kanalov v suvislosti s akoukolvek
funkciou Systémového administratora alebo v suvislosti s ulah¢enim komunikacie. Akakolvek takdato Komunikacia,
ak bude schvédlena dvoma Systémovymi administratormi, bude akceptovana a vykonand zo strany Banky a bude
povaZovana za Komunikéciu odoslanu Klientom. Banka odporuca ustanovenie najmenej troch Systémovych
administratorov, aby bola zabezpecena pripadna zaloha. Klient ustanovi svojich Systémovych administratorov

na prislusnom formulari TTS na pristup ku komunikaénym kanalom (TTS Channels Onboarding Form). Systémovy
administrator Klienta mézZe byt zaroveri aj Systémovym administratorom pre subjekt tretej strany (napriklad dcérska
spoloénost Klienta) a vykondvat vietky s tym stvisiace prdva (vratane uréenia pouzivatelov Uétov tejto tretej strany)
bez akéhokolvek dalsieho menovania, ak tento subjekt tretej strany vyplni formular pristupu Universal Access
Authority form (alebo inti formu splnomocnenia akceptovatelného pre Banku), ktorym udeli Klientovi pristup na
tieto jeho Uéty. Toto plati to len v stvislosti s Uétami, na ktoré sa vztahuje prislusné splnomocnenie.
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7. Use of CitiDirect by Security Officers (For Personal Certificates only)
Pouzivanie CitiDirect bezpeénostnymi pracovnikmi (len pre osobné certifikaty)

alueAIznNogd

The Bank requires two (2) separate individuals to manage digital certificates attributed to individuals (“Personal
Certificates”). Therefore, two Security Officers are required to assign and remove Personal Certificates to users,
for the purpose of authenticating and authorizing Communications on the connectivity channels. The Bank
recommends the designation of at least three Security Officers to ensure adequate backup. Any Communications
authorized by Personal Certificates will be accepted and acted on by the Bank and deemed to be given by the
Customer.
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Banka vyZaduje na spravu digitalnych certifikatov priradenych k fyzickym osobam (dalej len “Osobné certifikaty”)
dve (2) samostatné osoby. Vzhladom na to je potrebné, aby dvaja Systémovy uZivatelia na Gcéely autentifikdcie a
autorizacie Komunikdcie na komunikaénych kanaloch pridelovali a odoberali pouZivatelom Osobné certifikaty.
Banka odportca ustanovenie najmenej troch Systémovych uZivatelov, aby bola zabezpeéena pripadna zaloha.
Akakolvek Komunikacia, ak bude autorizovana Osobnymi certifikatmi, bude akceptovana a vykonana zo strany
Banky a bude povaZovana za Komunikéciu odoslanu Klientom.
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