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Security Procedures
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Introduction
M2

These “Security Procedures”, as referenced in the Communications section of the Master Account and Service
Terms (“MAST”) (or other applicable account terms and conditions), are designed to authenticate the Customer’s
log-on to the Bank’s connectivity channels and to verify the origination of Communications between Bank and
Customer in connection with the following Services or connectivity channels (the availability of which may vary
across local markets).
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«  CitiDirect® (including WorldLink®)
M|E|CHO|HIE® (WorldLink® &)

o CitiConnect®
ME[FHLIE®

«  Society for Worldwide Interbank Financial Telecommunication (“SWIFT”)
A2t S HH(“SWIFT”)

e Manual Initiated Funds Transfer (“MIFT”)
27|0|H| (“MIFT”)

« Interactive Voice Response (“IVR”)
XS SEAAH(“IVR”)

«  Email/Fax/Mail/Messenger/Phone with the Bank
SOl ofof| Y /A /S /M| MK /2t

«  Otherlocal electronic connectivity channels
7|EF SAX| HX} HZE xHE

These Security Procedures are to be read together with the MAST and may be updated and advised to the
Customer from time-to-time by electronic or other means, including but not limited to posting updates to the
Security Procedures on CitiDirect. Unless otherwise provided by law, Customer’s continued use of any of the
above noted Services or connectivity channels after being advised of updated Security Procedures shall constitute
Customer’s acceptance of such updated Security Procedures. These Security Procedures cover the following:
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A. Authentication Methods
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B. Customer Responsibilities
20| K4l

C. Datalntegrity and Secured Communications
ClojH £2d 3 2ot S

D. Security Manager and Related Functions
Hot #a|xt U 2#H AR J|s

Authentication Methods z
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The Security Procedures include certain secure authentication methods (“Authentication Methods”) which §
are used to uniquely identify and verify the authority of the Customer and/or any of its users authorized by g-
the Customer typically through one or a combination of mechanisms such as user ID/password pairs, digital S
certificates, biometrics, security tokens (deployed via hardware or software), seal/signature verification, and/or %
devices associated with the Authentication Methods (collectively, the “Credentials”). Authentication Methods and ;:"
associated Credentials allow the Bank to verify the origin of Communications received by the Bank. o
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More information regarding Authentication Methods for access to Services and/or connectivity channels may
be accessed on the CitiDirect Login Help website. Customer may at any time select an available Authentication
Method. During implementation of Services or connectivity channels, Bank may set-up a default Authentication
Method, which Customer may change at any time to another available Authentication Method.
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The following Authentication Methods are available to access the services and/or connectivity channels:
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CitiDirect Authentication Methods

CitiDirect 215 44|

Biometrics
MHQIS

Adigital authentication method that utilizes a user’s unique physical traits, (such as a
fingerprint and facial recognition), built-in biometric technology on the user’s mobile
device, and cryptographic techniques to gain access to CitiDirect. Physical trait data
is not transferred to the Bank when the user selects this authentication method.
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YAS HESHE B2, MAH EF OojH = Sl = HEE X pi5LICh

Mobile Token (non-
application based)
DHY EZ

(4 7|2t ofH)

Adigital non-application based mobile authentication method (e.g. Mobile Token
(App-less)) that leverages cryptographic keys and biometric authentication (such
as fingerprint and facial recognition) to link a user’s mobile device to their CitiDirect
account via the user’s mobile browser. Physical trait data is not transferred to the
Bank when the user selects this authentication method. This method facilitates
multi-factor authentication by verifying the user’s identity with their registered
mobile device.
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Challenge Response Token

o
Mo gg 2

Either (i) a mobile application based soft token (e.g. MobilePASS) or (i) a physical
token (e.g. SafeWord Card, Vasco), which in each case is used to generate a dynamic
password after authenticating with a PIN (e.g. 4-digit PIN). When accessing
CitiDirect, the system generates a challenge and a response passcode is generated
by the utilized token and entered into the system. This authentication method, when
combined with a secure password results in multifactor authentication.
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One-Time Password Token
U2 H|YHS EZ

Either (i) a mobile application based soft token (e.g. MobilePASS); or (ii) a physical
token (e.g. SafeWord Card, Vasco) that is used to generate a dynamic password after
authenticating with a PIN (e.g. 4-digit PIN). This dynamic password is entered into
the system to gain access.
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Secure Password
HotmjAQE

A user enters his or her secure password to access the system. A secure password
typically limits a user’s capabilities on the system, for example, by only permitting
that certain information be viewed by the user. This authentication method, when
combined with a challenge response token results in multifactor authentication.
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CitiDirect Authentication Methods

CitiDirect 215 44|

SMS One-Time Code
SMS 3|8 RE

A dynamic password delivered to users via SMS, after which the user enters the
dynamic password and a secure password to gain access to the system.

SMSE S8l ArEXI0f|A| S WAQEIH MEELICH ALKz AlA™ H&S 2l6l sliE
S5 A9IE Y Hot IAQIES lipiLICL

Voice One-Time Code
=4 Y38 I

Adynamic password delivered to users via an automated voice call, after which the user
enters the dynamic password and a secure password to gain access to the system.

s SHNSE Sl ALEXI0IA & AR =T HEELICE AFEXtE AAH HEE 25l
S S IjASISQ} HOHIIAQIES QlfphCt,

Digital Certificates
CIXE IEM

Adigital certificate is an electronic identification issued by an approved certificate
authority for authentication and authorization. Digital certificates may be attributed
to corporate legal entities (“Corporate Seals”) or individuals (“Personal Certificates”).
The Customer is responsible for properly verifying the identity of all users of Personal
Certificates acting on behalf of the Customer in accordance with local law.

The Bank and the Customer are required to use digital certificates provided by
authorized persons, to ensure all Communications exchanged via a public Internet
connection or an otherwise unsecure Internet connection are fully encrypted and
protected.
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CitiConnect for Files Authentication Methods

CitiConnect It Q1= HiAl

Digital Certificates
CIXIE QIEM

See description above.

7| 28 g=

IP Address Whitelist When
Using CitiConnect
CitiConnect O|8A| IP =&
30|EB|AE

Certain Internet communications received by the Bank, for example, via a Virtual
Private Network (VPN), may also rely on the parties exchanging information

using pre-agreed Internet Protocol (IP) addresses. The Bank will only accept
communications originating from the Customer’s designated IP address, and

vice versa; and the Bank will only transmit Communications to the Customer’s
designated IP address, and vice versa. Used in conjunction with Digital Certificate
method above.

Virtual Private Network(VPN) S2 Sdll 20| +dst= EH QIEul HEE= AFHO|
SOIE IP FAE 0|85t0 HEE Wetshs YAKIEA Z2{UESLICEH g3 nZiol X|F
IP FA0AM UEE= HEE TS HO|H, Birle] A= OFETIX|QJLICE E3h dl2
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CitiConnect APl Authentication Methods

CitiConnect AP| Q1= BiAl

Digital Certificates
CIXIE Q1B

See description above.

7| 28 g=x

IP Address Whitelist When
Using CitiConnect
CitiConnect O|8A| IP =&

3lo|EE|AE

See description above.

7| 28 =

CitiConnect for SWIFT Authentication Methods

CitiConnect SWIFT QIZ bl

Digital Certificates
CIX[E 2IEM

See description above. Can be used in conjunction with SWIFT Authentication
method below.

47| 2T HZE.517| SWIFT 215 &A1t 8| 018 JHsELIC

SWIFT Authentication
SWIFT 215

Communications sent between the Bank and the Customer via the SWIFT network,
including, but not limited to, account information, payment orders, and instructions
to amend or cancel such orders, will be authenticated using procedures defined

in SWIFT’s Contractual Documentation (as amended or supplemented from time

to time) which includes without limitation its General Terms and Conditions and

FIN Service Description or as set forth in other terms and conditions that may be
established by SWIFT. The Bank is not obliged to do anything other than what is
contained in the SWIFT procedures to establish the sender and authenticity of these
Communications.

The Bank is not responsible for any errors or delays in the SWIFT system. The
Customer is responsible for providing communications to the Bank in the format and
type required and specified by SWIFT.

Transmissions and Communications sent or received via SWIFT facilities are subject
to SWIFT rules and regulations in effect, including membership rules. The Customer

is responsible for being familiar with and conforming to SWIFT messaging standards.

SWIFTHEQIE Sof Zaint 174 7tof| MEE = HE(O: AZEE, XF T2, T2 34
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SWIFT Authentication Method
SWIFT 215 14

SWIFT Authentication
(Direct Connection for

Financial Institutions)
SWIFT 215

(B87/2 = Ha)

Communications sent between the Bank and the Customer via the SWIFT network,
including, but not limited to, account information, payment orders, and instructions
to amend or cancel such orders, will be authenticated using procedures defined

in SWIFT’s Contractual Documentation (as amended or supplemented from time

to time) which includes without limitation its General Terms and Conditions and

FIN Service Description or as set forth in other terms and conditions that may be
established by SWIFT. The Bank is not obliged to do anything other than what is
contained in the SWIFT procedures to establish the sender and authenticity of these
Communications.

The Bank is not responsible for any errors or delays in the SWIFT system. The
Customer is responsible for providing communications to the Bank in the format and
type required and specified by SWIFT.

Transmissions and Communications sent or received via SWIFT facilities are subject
to SWIFT rules and regulations in effect, including membership rules. The Customer
is responsible for being familiar with and conforming to SWIFT messaging standards.
SWIFTHIEQIZE Solf Gint 02 7tol| &&= RO AZEE, Xlg &8, F= Fa
e T XA S)= SWIFT 2| ALEA (Y8 AP, FIN AMH|A AN HH S2 ZsH=
ZMO|H, M2 7, HetE)ol| =0 UAHLE EE= SWIFT 7t ~2iet 7|EF oF2Hol| M
HAISID U= HAHE 0|8510] S LI Zrle wh&ol 3 Saint 11l 7t ME &=
Hio| TILI0JHE $rs|7| s SWIFT HAtofl EHE! ASS H|2l3t 1 of 2 of3ye
ORIt eA&LICE
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Digital/Electronic Signature Authentication Methods for Electronic Document Submission

HxL 2M ®IE 2t X2/ HAL MY 21T YA

Digital Signature
CIXE M8

Atype of electronic signature that leverages digital certificates to validate the
authenticity and integrity of a signature, message, software or digital document.
ME, HAIX], AZEQO = CIXE 2M T2t FEY AE 2 2ol CIXE ABME
0|8%t= MAF MEO| AT,
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Digital/Electronic Signature Authentication Methods for Electronic Document Submission

HAL 2M ®IE 2t O X" /X

Electronic Signature
XL M

N oI5 )

An electronic symbol attached to a contract or other record, unique to and used by a
person with an intent to sign. Electronic signatures can be established in the form of
words, letters, numerals, symbols, click of a button on a website, upload of facsimile
or scan of a physical signature, signing on a touchscreen, or agreeing to any terms and
conditions by electronic means. Created under the sole control of the person usingit,
itis logically attached to or associated with a data message, capable of identifying the
person who consents to the data message and certifying the person’s consent. Such
Electronic Signature would be submitted to the Bank through the Bank’s electronic
channels and in compliance with the associated Authentication Methods described
above.

N2 stnxt st Xt 0|8 ots Hel IR0l X H=O|H, ok Ei J|Et 7| =0
MEEILICL MR MYS EHol, XL 27}, A2, WAO|E o) BE 22, HA ¥2E
47| MY A E{XIATRI A0| AT S MAHUAIS Sof oEo] SOIE #Aoz
DFSOIE & UELICH AF| ARt EIH BHEA| == MA ME2 H0[E HAIX|o]
Sot= Ao| MRS ol 4= U, 0|23t SQE IBE 4= U= HIOIE HIA|X|QF 20|
UALE M| o213t HA|X|of| HEEL|CH MXF MEE2 (0l M HHSH= 2 215 Ao
waf, 22|30 gelol Mxt xS Soff @l o ’MEEL/Ch

Manual Initiated Funds Transfer (MIFT) Authentication Method

7| o|H| (MIFT: Manually Initiated Funds Transfer) QIS 44l

MIFT Authentication
7| O|H| 2IF

Manually Initiated Funds Transfer (MIFT), including amendments, recalls, or
cancelations of previous manual instructions, may be made by fax or letter or upload to
CitiDirect. Not all forms are supported in all countries. Initiators are persons designated
by the Customer who are authorized to initiate transactions in accordance with
restrictions, if any, are identified by the Customer. Confirmers are person designated
by the Customer that Bank may call back, at its discretion, for confirmation of manually
initiated instructions for funds transfers.

In certain countries, mobile telephone numbers are not accepted as call back
numbers. Further details are provided in the applicable Country Cash Management
User Guide, Global Manual Transaction Authorization or Universal Nomination Form.
MIFT is to be used by the Customer as a contingency method to communicating
instructions to the Bank.

7| O[H|(O™ 7| OH| XIA| £, 3], F|A XY= WA = 2 Z2 CitiDirect £ SdH
O|RO{FLIC 2= ¥A0| ZE Z710IIM X|IE|Xl= &LICH HeHIHAIR = -l oA
HeHE FHAIY = U= HEHo| L0, 12H0| X|F, =helst XHJL|Ch. =HelXt= S0l xZkoi|
ek 27| O|X| Az 7HA| XIA| Zols 2lsh Sk & =~ UTF 20| X[k KHL|C.

U 27}0| FL, FUHE WSS 2 HS 2 51ZOHX| LALICE HOE AMS LIS S
Country Cash Management User Guide, Global Manual Transaction Authorization
EE = Universal Nomination Form Of|Af 2holgh & QUEL|CE 47| o[ 2l atel Haj
X|A| 2tS 2lot & A| CHXHO 2 0|8 & 4= QUELICH
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the Customer’s authority document or similar document provided to the Bank.
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Mail, Fax, Email and Messenger Authentication Methods 2..
om, WA Ol X HAK Q15 WA 2
Seal Image Verification Correspondence received by the Bank via fax, mail, email or messenger, excluding MIFT g.
LE ol o|o|x| HE requests, are verified and collated with due care based on the seal image contained in =
2
>
o
o
)

Signature Verification Correspondence received by the Bank via fax, mail email or messenger, excluding
ME AT MIFT requests, are signature verified based on the information contained in the
Customer’s authority document or similar document provided to the Bank.

MIFT @& Fe[stn, Zao| WA M oMY = HAMNE Sl +Hot=s HEE
nzio| et ZM = Tl of MAIE 0|2 SAFSH A &0 ZotEl HEE HIECE MY
AS Lt

Secure PDF Encrypted emails are delivered to a regular mailbox as PDF documents that are
HotPDF opened by entering a private password. Both the message body and any attached
files are encrypted. A private password can be set up upon receipt of the first secure
email received.
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MTLS Mandatory Transport Layer Security (MTLS) creates what would be a secure, private
MTLS email connection between the Bank and the Customer. Emails transmitted using this
channel are sent over the Internet through an encrypted TLS tunnel created by the

connection.

MTLS (Mandatory Transport Layer Security)= S&ist 120 7t Hot O|HY S &
&= A= HES THELICL O] AHE 2 MEE O|H Y2 HEAO| ThE L= oHEl TLS HE S Sdlf
QIE{HIO 2 M&EIL|CE

Phone Authentication Methods
M3t oI5 4

PIN Customers contacting the Bank via phone are prompted to enter a PIN to validate
PIN authorized access.

Mo E Solf dol| HehS Fote IM2 WL HE S S 2I6 PIN 2 &sHof gfL|Ct.
Verification Questions Customers contacting the Bank via phone are prompted by the Bank’s service
2B EE representatives to provide correct verbal responses to verification questions in order

to validate authorized access.
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The availability of Authentication Methods described above varies based on local markets.
7| HAIE QB WAI2 ¢iX| O3l B2 40|51 0|82 4 UASLICE
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3. Customer Responsibilities
124o| el

31 Identifying Authorized Users: Customer is responsible for identifying: (i) all individuals acting on the Account(s)
on behalf of the Customer at an entity level for all Services and connectivity channels, and (ii) each person acting
on behalf of the Customer being duly authorized by the Customer to act on the Customer’s Account.
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3.2 Customeris responsible for assigning and monitoring any transaction limits assigned to the Customer and/
orits users and ensuring that these limits (a) do not exceed the limits as required by the Customer’s internal
policies and other authority and constitutive documents such as Customer’s Board of Director resolutions,
Bank Mandates, Power Of Attorney, or equivalent document, and (b) are properly reflected on all connectivity
channels and user entitlements.

2 07 Sl/EE MEXS0A el ot
L

2 S YHstD, HNE DE o) TS DLIEISD, 0l2{2 el STt (a)
2 3% U IR H3, 2a 24 () 229
S

O|AtE] 22| At 28 XIH, YT 52 0lof &Ssts EM)0ilA

3.3 Certainjurisdictions may require individuals (and their corresponding Credentials) to be identified by the Bank in
accordance with applicable AML legislation requirements before granting access to perform certain functions.
Please contact your Customer Service Representative or visit the CitiDirect website for further information.

8 710l = 7322 o] Sof Het st HE)oAH £ 7|5 +™S 2ot H& HEHS Fo{5h7| ofTof| F™HOo|
2 XSMEYX] 7ol w2t 0| S2| MRS 2RISR F8Y + ASLICHL 2Ot XtM|st LHE S =helstziH CitiDirect
HAIO|EE YE AL, 07 MH|A EEXL0|A 22/517| HEELICE

3.4 Safeguarding of Authentication Methods
olF WA B

The Customer is responsible for safeguarding the Authentication Methods and Credentials with the highest
standard of care and diligence, and ensuring that access to and distribution of the Credentials are limited only to
persons that have been authorized by the Customer.

Communications sent by a third party: Where the Customer is using a Credential to identify and authenticate

their Communications as originating from them as a legal entity, the Customer is responsible for exercising

full control over the use of such Credentials when sending Communications to the Bank, including where such
Communications are sent by applications and/or systems that are managed by a third party on behalf of the
Customer. In all circumstances the Bank will (a) deem any Communication it receives through an electronic
connectivity channel, that has been received by the Bank in compliance with these Security Procedures duly
authenticated as originating from the Customer, as a Communication instructed by the Customer and (b) may act
upon any Communication that it receives on behalf of the Customer in compliance with these Security Procedures.

B2 Ot =2 $F2| Folot YAehS Cisl 21T YAat Hot 2ot YEE Eokn, Hot 2ot 2 H& S =t

Z4o| Sleh Xtofl CHa A2t O|RO{X| =5 & HJ0| AELICE

M 3xp7E T&et S41: n7o| Hot Aot YHE 0|85H0] HM3Xte| 4 FEIt HRALZRE L& E A= 24l 1Fs At
St 2R, 02 S HEE SYo = WSS w(uMS CHASIe HM3XETt 2t2|5Hs OHE2(AH|01M 2|1/ = A|A-S
Soff 2ot #ot R HEE nf Zet), 2ot Aot HEof theh et SHHS At MYo| ASLICH ZE F20 AN
HH2 (i) TXt HE MPS SOl dHo| Pst= S FEIL 2 Bt HALE E4610 P10, DO 2HE USE
WO Z QBE[H, ol2{et S HEIH ol X[Alof 23t HEQI Ao = ZhESHA| E[H, (i) = 2ot Aty w2t 1S
CHilsto] g&lio] s=Feot RE S FHO| tioh =X FE 4= ASLICH
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4. Data Integrity and Secured Communications
Ho|e] £24d % 2ot S

41 The Customer will be transmitting data to and otherwise exchanging Communications with the Bank,
utilizing the internet, mail, email and/or fax which the Customer understands are not (i) necessarily secure
communications and delivery systems, and (ii) under the Bank’s control. The Customer further understands
that if Customer’s users are entitled to access Open Banking and/or similar third-party platforms outside of
the Citi systems, Customer data could be transmitted over such third-party platforms which are not under
the Bank’s control.
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4.2 The Bank, utilizes industry leading encryption methods (as determined by the Bank), which help to ensure
that information is kept confidential and that it is not changed during electronic transit.
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4.3 Ifthe Customer suspects or becomes aware of a technical failure or any improper or potentially fraudulent
access to or use of the Bank’s Services or connectivity channels or Authentication Methods by any person
(whether an authorized person or not), the Customer shall promptly notify the Bank of such occurrence. In
the event of improper or potentially fraudulent access or use by an authorized person, the Customer should
take immediate actions to terminate such authorized person’s access to and use of the Bank’s Services or
connectivity channels.
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4.4 Ifthe Customer utilizes file formatting or encryption software (whether provided by the Bank or a third
party) to support the formatting and recognition of the Customer’s data and instructions and acts upon
Communications with the Bank, the Customer will use such software solely for the purpose for which it has
been installed.
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4.5 The Customer accepts that the Bank may suspend or deny users’ access to Services requiring the use of
Credentials (i) in case of suspicion of unauthorized or fraudulent use of the Credentials and/or (ii) to safeguard
the Services or Credentials.

DML (i) Hot Mt ME I} A1 HIX| ot MEHE Ei= A| WIS QI3 O|REICIT O ME|E AL U/EE (ji) AH|A
=2 Hot At HEE HSs}| 93t 2oz 2340| Hot Mt ME 0|20] LRt M| A0 CHEH A2 MaS S6
T Y 4SS $8YLIL



Security Procedures / 29 Bx}

1

For applications accessible in CitiDirect (with the exception of Personal Certificates discussed below), the Bank
requires the Customer to establish a “Security Manager” function. Security Managers are responsible for:
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Xge A2 7ot E°* ZE|Atel BHeE MY2 chaat ZaLich

51 Establishing and maintaining the access and entitlements of users (including Security Managers themselves)
including activities such as: (a) creating, deleting or modifying user Profiles (including Security Manager Profiles)
and entitlement rights (Note that user name must align with supporting identification documents); (b) building
access profiles that define the functions and data available to individual users; (c) enabling and disabling user
log-on credentials; and (d) assigning transaction limits (Note these limits are not monitored or validated by the
Bank and Customer should monitor these limits to ensure they are in compliance with the Customer’s internal
policies and requirements, including but not limited to, those established by the Customer’s Board of Directors or
equivalent);Customer’s Board of Directors or equivalent);
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5.2 Creating and modifying entries in Customer maintained libraries (such as preformatted payments and
beneficiary libraries) and authorizing other users to do the same;
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5.3 Modifying payment authorization flows;
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5.4 Allocating dynamic password credentials or other system access credentials or passwords to the Customer’s
users;
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5.5 Notifying the Bank, if there is any reason to suspect that security has been compromised; and
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5.6 Managing and procuring digital certificates and authorizing other users to do the same.
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Please note: Security Manager roles and responsibilities may vary or not be applicable in certain markets due

to regulatory requirements and/or operational capabilities. In such markets, the Bank may require additional
documentation and other information from the Customer to perform Security Manager functions on behalf of the
Customer.
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6. Use of CitiDirect and CitiConnect by Security Managers
Hot 2t2|xte] CitiDirect 2t CitiConnect 0|2

The Bank requires two (2) separate individuals to input and authorize instructions; therefore, a minimum of two
Security Managers are required. Any two Security Managers, acting in concert, are able to give instructions and/
or confirmations through the connectivity channels in relation to any Security Manager function or in connection
with facilitating communications. Any such communications, when authorized by two Security Managers,

will be accepted and acted on by the Bank and deemed to be given by the Customer. The Bank recommends

the designation of at least three Security Managers to ensure adequate backup. The Customer shall designate
Customer’s Security Managers on the TTS Channels Onboarding Form. A Security Manager of the Customer may
also act as the Security Manager for a third party entity (for instance, an affiliate of the Customer) and exercise
all rights relating thereto (including the appointment of users for that third party entity’s Account(s)), without any
further designation, if that third party entity executes a Universal Access Authority form (or such other form of
authorization acceptable to the Bank) granting the Customer access to its account(s). This only applies in relation
to Account(s) covered under the relevant authorization.
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7. Use of CitiDirect by Security Officers (For Personal Certificates only)
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The Bank requires two (2) separate individuals to manage digital certificates attributed to individuals (“Personal R
Certificates”). Therefore, two Security Officers are required to assign and removal Personal Certificates to users, i'%gg%
for the purpose of authenticating and authorizing Communications on the connectivity channels. The Bank EE" g 8
recommends the designation of at least three Security Officers to ensure adequate backup. Any Communications gg% 5,"%
authorized by Personal Certificates will be accepted and acted on by the Bank and deemed to be given by the ﬁé—/%
Customer. 2
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