Cltl Treasury and Trade Solutions

Security Procedures
[Tpouedypbl bezonacHocTu

Kayincisaik pacimaepi
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These “Security Procedures”, as referenced in the Communications section of the Master Account and Service
Terms (“MAST”) (or other applicable account terms and conditions), are designed to authenticate the Customer’s
log-on to the Bank’s connectivity channels and to verify the origination of Communications between Bank and
Customer in connection with the following Services or connectivity channels (the availability of which may vary
across local markets).

Hactoswue Mpoyedypbl 6e30nacHOCTU, KAK yCcTaHoBIeHo B Pazdene “CoobweHus” O6wux ycnoBuli BedeHus
Cuera u okasaHus Ycenyr (“Obujue ycrnosus”) (unu 0pyrux npuMeHUMbIX yC/10BUll 06CYHUBAHUS CYETOB),
paspaboTaHbl 07151 no0TBEpPHAeHUS NOOJIUHHOCTU perucTpayuu KaueHTa B KaHaaax cBs3u baHka u nodTeepiodeHus
npoucxoxodeHuss CoobweHuli mexdy baHkom u KnueHToM B OTHOWeEHUU c1edyrowux Ycayr unu KaHaaoBs cBs3u
(00CTYyNHOCTb KOTOPbIX MOM¥ET OT/IU4ATLCS B 3ABUCUMOCTU OT YCI0BUU MECTHbIX PbIHKOB).

Ocbl Kayincizaik pacimaepi, LUoT xyprisy xxeHe Kbi3MeT KepceTy Typasibl XaJinbl WapTTapabiH, («XXannbl
WwapTTap») (HeMece WoOTTapFa KbI3MeT KOpCeTYAiH e3re KonaaHblaTbiH TananTapbiHa) «Xabapnamanap»
TapayblHOa KenTipinreHgemn, kenece KolameTTtep Hemece b6ainaHblC KaHangapbiHa KaTbiCTbl KNMeHTTi BaHKTIH,
6annaHbiC KaHangapbliHOa TipKeNreHiH pacTay YLiH xxaHe baHk neH KnueHT apacbiHaarbl Xabapnamanapabiy,
WbIKKAH XepiH pacTay ywiH (onapablH KOMXKeTIMAINIri XXeprinikTi HapblkTapaarbl TalanTapfa 6alinaHbICTbl
e3repyi MyMKiH) a3ipfieHreH.

«  CitiDirect® (including WorldLink®)
CitiDirect® ((Bknrouasa WorldLink®)
CitiDirect® (WorldLink® kockaHpa)

« CitiConnect®
CitiConnect®
CitiConnect®

«  Society for Worldwide Interbank Financial Telecommunication (“SWIFT”)
0Ob6uwecTBo BCeMUPHbIX MeXBAHKOBCKUX (hUHAHCOBbIX kaHaaoB (“SWIFT”)
bykin anempik 6aHk apanbiK Kapxbl KaHangapbl KoFambl (“SWIFT”)

« Manual Initiated Funds Transfer (“MIFT”)
lnarexHas UHCTPyKYus Ha bymaxHom Hocutene (“MIFT”)
Karas TacbiMangaylbl HbiCaHbIHOaFbl TefieM Hyckaynbifbl (“MIFT”)

« Interactive Voice Response (“IVR”)
UHTepakTuBHbIl peyeBoli oteeT (“IVR”)
MHTepakTMBTIK aybi3wa xayan (“IVR”)
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«  Email/Fax/Mail/Messenger/Phone with the Bank
AnekTpoHHas nouTa/hakc/nouta/mecceHorep/TenedoH ¢ baHkom
AnekTpoHAbl nowTa/hakc/nowTta/mMecceHpxxep/baHkneH TenegoH

«  Otherlocal electronic connectivity channels
Jpyrue mecTHble 3/1eKTPOHHbIE KAHAJIbI CBSA3U
Backa xeprinikTi 6annaHbic KaHangapbl
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These Security Procedures are to be read together with the MAST and may be updated and advised to the
Customer from time-to-time by electronic or other means, including but not limited to posting updates to the
Security Procedures on CitiDirect. Unless otherwise provided by law, Customer’s continued use of any of the
above noted Services or connectivity channels after being advised of updated Security Procedures shall constitute
Customer’s acceptance of such updated Security Procedures. These Security Procedures cover the following:

Hacroswue Mpouyedypbl 6e3onacHoCTU 00/IHHbI YUTATHCS COBMECTHO ¢ O6WUMU yCAOBUSIMU U MOTYT BPeMs OT
BpeMeHU nepecMaTpuBaTbcs U AoBoOUTbCS 00 cBedeHUs KueHTd ¢ NOMOWbIo 3/IeKTPOHHbIX CPeACTB CBA3U WU
UHbIM 06pA30M, BK/1HOYAS, HO He orpaHu4uBasick nybnukayuel o6HoBaeHHbIx [pouedyp 6e3onacHocTu Ha CitiDirect.
Ecnu uHoe He npedycMOTpeHO 3aKOHO0AATe/IbCTBOM, UCNO/Ib30BAHUE KIUeHTOM 10600 u3 BblulenepeyucieHHbIX
Yenyr unu KaHasnoB CBS3U NOC/e TOro, Kak oH 6ydeT npouH@popMUupoBaH o nepecMoTpe u 06HoseHuu lMpouyedyp
6esonacHocTu, 6ydeT cyuTATHCS NPUHATUEM TAKUX hepecMoTpeHHbIx [Tpoyedyp 6e3onacHocTu. HacTosujue
lpoyedypbi 6e30nacHOCTU NOKPBLIBAIOT credyrouiee:

Ocbl Kayincisgik pacimpepi XXannol WwapTTapMeH 6ipre okbiaybl TUIC XXOHE YaKbIT yaKblTbIMEH KanTa
KapacTblpblilybl MyMKiH xaHe KNineHTKe 31eKTpoHAabl 6alinaHbic Kypanaapbl apKbiibl HeMece 6acka
TocinaepMeH, COHbIH iWwiHae, bipak WwekTenmen xaHapTtoinFaH Kayincisgik pacimpepiH CitiDirect xxyheciHae
Kapusanay apKbisibl )KeTKisinegi. ©3reci 3aHHamMaMeH ke3sgenmereH 6onca, KnneHTNeH Kes KesreH xofapbiga
aTanfaH KbiaMeTTepai HeMece barnaHbic KaHangapbiH on Kayincisgik paciMaepiHin KanTa KapacTbipybl
JKOHE XaHapTblNybl XXeHiHOe xabapnaHablpbliFaHHAH KeliH KoJ1AaHybl COHAaM KanTa KapacTblpbliiFaH XXaHe
yaHapTbinFaH Kayincisgik pacimaepin kabbingay 6onbin caHanagbl. Ocbl Kayincisgik pacimaepi MblHanapabl
KaMTuabl:
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A. Authentication Methods
Cnocobbl ayTeHTUUKAYUU
TynHycKanaHabIpy agicTepi

B. Customer Responsibilities
OTBeTcTBEHHOCTb KnueHTa
KnneHTTIH, xayankepwiniri

C. Datalntegrity and Secured Communications
LlesiocTHOCTb OQHHbIX U 3aWULWLeHHAS CBS3b
LepekTepain 6yTiHAiri >)koHe KopFanfaH 6annaHbic

D. Security Manager and Related Functions
AOMuHucTpaTop 6e3onacHOCTU U COOTBETCTBYOWUE (hyHKYUU
Kayincisgik akimwici xxaHe calikec hyHKLManap

Authentication Methods
Cnocobbl ayTeHTUUKayuU
TynHyckanaHpgbipy aaictepi

The Security Procedures include certain secure authentication methods (“Authentication Methods”) which

are used to uniquely identify and verify the authority of the Customer and/or any of its users authorized by

the Customer typically through one or a combination of mechanisms such as user ID/password pairs, digital
certificates, biometrics, security tokens (deployed via hardware or software), seal/signature verification, and/or
devices associated with the Authentication Methods (collectively, the “Credentials”). Authentication Methods and
associated Credentials allow the Bank to verify the origin of Communications received by the Bank.
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Mpouedypbl 6e30nACHOCTU BKIOYAIOT B cebs onpedesieHHble cnocobbl ayTeHTughukayu (“Cnocobbi
ayTeHTUgukayuu”), KoTopble UCno/b3yTCS 019 00CTOoBepHOU udeHTUuKayUU U npoBepKu nosiHoMo4ull KnueHTa
u/unu moboro u3 ero nosb3oBaresieli, ynoJIHOMOYeHHbIX K/IUEHTOM, KaK NpaBusio, C NOMOWbH TAKUX MEeXAHU3MOB,
KQaK: Napa yHUKA/IbHOro UGeHTUUKATopa NoJIb30BATE/1S/Naposib, UugppoBbie cepTughuKaThl, GUOMETPUKA, TOKEHbI
6e3onacHocTu (npumeHsieMbie C NOMOWbIO ANNAPATHOIO WU NPOrpaMMHOro obecneyeHus), NpoBepKa NOOIUHHOCTU
neyartu/nodnucu, u/unu npucnocobneHus, cBg3aHHble co Cnocobamu ayTeHTuUgukayuu (CoBMecTHo “[JaHHbIe
asTopu3sayuu 0715 Bxoda B cucteMy”). Cnocobbl ayTeHTUGhUKAyUU U COOTBETCTCBYoWue JaHHble aBTopusayuu 015
BXx00a B cucTeMy no3BoJiS0T baHKy npoBepuTb npoucxoxodeHue CoobweHul, nosyyeHHbIx bBaAHKOM.
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Kayincisgik pacimgepi 6enrini 6ip TynHyckanaHgbipy agictepiH («TynHyKcanaHgbipy aficTepi») KaMTuabl, onap
a4eTTe nanpanaHywblHbIH 6iperen cakecTeHaipyLwi xybbl/Kynus ces, caHabl cepTudukaTTap, b6uomeTpuka,
Kayincisgik TokeHaepi, (@annapaTTbik HeMec ebarpapiaManblk KaMTaMachi3 eTy apKbliibl KONAaHbINATbIH),
MeppaiH/KonTaHbaHbIH AYPbICTbIFbIH TEKCEPY, XoHe/HeMece TynHyCKanaHablpy aaictepiMeH 6annaHbICThbI
Kypangap (bipre «XXynere Kipy yLWiH aBTOp/IacTbipy AEPEKTEPi») CUAKTbl MEXaHU3MAEPI apKbisibl KNNEHTTIH,
YKoHe/HeMece OHbIH Ke3 KeJireH nananaHyLlWbICbliHbIH, OKINEeTTIKTEPIH AypbIC TYNHYCKANaHAbIPY XXaHe TeKcepy
YWiH KongaHblnagbl. TYNHYCKanaHabIpy apicTepi MeH calkec XKyiere Kipy yWwiH aBTopnacTblpy AepekTepi
BaHKKe Kenin TycKeH xabapnamanappblH WbIKKAH XepiH TeKkcepyre MyMKiHAiK 6epegi.

More information regarding Authentication Methods for access to Services and/or connectivity channels may
be accessed on the CitiDirect Login Help website. Customer may at any time select an available Authentication
Method. During implementation of Services or connectivity channels, Bank may set-up a default Authentication
Method, which Customer may change at any time to another available Authentication Method.

Bbonee nodpobHas uHhopmayus kacartesnbHo Cnocobos ayTeHTUpukayuu 015 docTyna K Yeayram u/unu

kaHanam ces3u docTynHa Ha calite CitiDirect Login Help. KnueHT moxeT B 1to60e Bpems BoibpaTb 00CTyNHbIU
Cnocob ayTeHTuhukayuu. Bo Bpems npumeHeHus Ycayr uiu KaHaaoB cBA3u bank moxert yctaHoButb Cnocob
ayTeHTUhuKaAyUU NO YMOYAHUK, KOTOPbIU KnueHT MoxeT udMeHuTsb B 1toboe Bpems Ha 0pyrol 0ocTynHbili Cnocob
ayTeHTUguKayuu.

KbiameTTepre xaHe/HeMece baiinaHblC KaHangapbiHa KomkeTiMainikke apHanfan TynHycKanaHabipy agicTepi
Typanbl TonbiFbipak aknapart CitiDirect Login Help canTbiHpa 6ap.KnvMeHT Kes KenreH yakbiTTa KOJKeTiMA
TynHyckanaHablpy aficiH TaHAan anagbl. KbiaMeTTep HeMece 6annaHbiC KaHangapbiH KongaHy 6apbicbiHaa
BaHk yHci3 Kenicim 6oMblHWA TynHYCKanaHablpy a4iciH opHaTa anaabl, KnMeHT OHbl Ke3 KefreH yakbiTTa 6acka
KomkeTiMai TynHycKkanaHablpy aaaciHe e3repTyre KyKbibl.

The following Authentication Methods are available to access the services and/or connectivity channels:
Cnedyroujue Cnocobel ayTeHTUukayuu 0ocTynHbl 0715 00CTYNnaA K YCayram u/uiu KaHaaam cBs3u:

KbI3amMeTTepre xaHe/HeMece H6alinaHbIC KaHangapbiHa KOJKETIMAINIKKE apHanfaH keneci TynHycKanaHabipy
apicTepi bap:
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CitiDirect Authentication Methods

Cnocobbl ayTeHTughukayuu CitiDirect
CitiDirect TynHyckanaHabIpy apgictepi

Biometrics
Bbuometpuka
BuomeTpuka

Adigital authentication method that utilizes a user’s unique physical traits, (such as a
fingerprint and facial recognition), built-in biometric technology on the user’s mobile
device, and cryptographic techniques to gain access to CitiDirect. Physical trait datais
not transferred to the Bank when the user selects this authentication method.

Lugppopoli cnocob ayTeHTUUKaUUU, KOTOPbIU UCNO/b3YeT YHUKA/IbHbIE (hu3udeckue
XApaKTepUCTUKU No/Ib30BaTe s (TaKUe KaK 0TNe4YaToK NA/IbYa U pacno3HOBAHUE

nuya), buUoMeTPUYECKYH TeXHOI0rU, BCTPOEHHYH B MOBUIbHOe npucnocobrieHue
nosib30BATEsIS U KpUNTOrpaghuyeckue TexHuyeckue ocHaujeHus 07151 nonyyeHus 0octyna
k CitiDirect . [lJaHHble 0 (hu3uHeCKUX XapaKTepuCTUKax He nepedaroTcs barky npu
Bbi6ope AAHHOro cnocoba ayTeHTupuKayuu KueHToMm.

CitiDirect -ke KomxeTimMAinikke ne 605y ywWiH NanganaHyLwbiHbIH 6iperei husnkanbik
cvnaTTamManapblH (CaycakTbliH, i3i XXaHe 6eT-anneTiH TaHy), NanaanaHyLbIHbIH, yasibl
KYPbIJIFbICbIHA eHTi3iNnreH 6oMeTpuKanblK TEXHOMOMUSIHbI, }KOHEKPUNTOrpatmabiK,
TeXHUKanbIK XabablKTaynap apKbl/ibl iCKe KOCbINATbIH TYMHYCKanaHabIpyOblH,
caHpbl apici. KnueHT TYNHyCKanaHabIpyAbIH OCbl 9AICIH TaH4aFaH Xarpanaa
thusmkanbik cunattamanap Typanbl gepektep baHkke 6epinmengi.

Mobile Token
(non-application based)
MobunbHbIl TOKeH b6e3
npusioxeHus

Mobunbpai TokeH
(konpaHbara
HerisgenMereH)

Adigital non-application based mobile authentication method (e.g. Mobile Token
(App-less)) that leverages cryptographic keys and biometric authentication (such

as fingerprint and facial recognition) to link a user’s mobile device to their CitiDirect
account via the user’s mobile browser. Physical trait data is not transferred to the Bank
when the user selects this authentication method. This method facilitates multi-factor
authentication by verifying the user’s identity with their registered mobile device.

LughpoBoli MeTod MobusibHOU ayTeHTUGhuKkayuu He TpebyeT UCNOb30BAHUS
npusoxeHusi (MobunbHell TokeH (6e3 npusnoxeHus)). CBS3b MOBUILHOIO ycTpolcTBa
nosib3oBaresisi ¢ ero y4yetTHol 3anuchto CitiDirect ocyujecTsnisiercsi yepe3 MObU/IbHBI
6paysep nosb30BaTesIs C UCNO/Ib30BAHUEM KpUNTorpaguyeckux Kaw4ed u
6uometpuyeckol ayTeHTUhukayuu (pacno3HaBaHue 0TNeYyaTKoB NabyeB U

auya). buomeTpuyeckue OaHHbIe N0b30BATENS ((huduyeckue XapaKTepuCcTUKU) He
nepedarorcs B baHk npu Boibope 0aHHOro metoda ayTeHTugukayuu. 3Tot MeTod
obecnequBaeT MHOFOQAKTOPHYIO AyTEHTUPBUKAYUK NyTeM NPoBepKU IUYHOCTU
Nnosb30BaATeENIs C NOMOWbIO ero 3aperucTpupoBaHHOro MobUIbHOIO yCTpolicTaa.

ManganaHywbiHbIH MO6UbAI KYPbINFLICBIH NainaanaHyLWwbIHbIH MObunbai 6paysepi
apkpinbl CitiDirect akkayHTbIHa 6ainaHbICTbIPY YLWiH KpunTorpaduanblk KinTTep

MeH BroMeTpuUabiK ay TeHTUMKaLMSHbI (Mblcasbl, caycak isi xaHe 6eT-anneTTi
TaHy) nanganaHaTbliH KongaHbaHbl (Mbicanbl, Mobunbai TokeH (KkongaHbachis))
KaXkeT eTnenTiH undpnbik Mobunbai ayTeHTUbMKaLma agici. ManpganaHyuibl

OCbl ayTeHTUUKALMSA 9AiCiH TaHoaFaHaa, (hM3nKasbIK epeKLenik Typasbl
nepektep baHkke xibepinMenai. byn agic TipkenreH Mobunbai KypbliFbl apKbibl
nanganaHyLblHbIH, XXeKe 6acblH pacTay apKblibl Ken hakTopsibl ay TEHTUMKALMUSIHDI
XeHinperepa,.
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CitiDirect Authentication Methods

Cnocobbl ayTeHTughukayuu CitiDirect
CitiDirect TynHyckanaHabIpy apgictepi

Challenge Response Token
ToKeH: MexaHu3M Bbl30B-
oTeer

ToKeH: WakKbIpTy-XKayan
MexaHu3Mmi

Either (i) a mobile application based soft token (e.g. MobilePASS) or (ii) a physical token
(e.g. SafeWord Card, Vasco), which in each case is used to generate a dynamic password
after authenticating with a PIN (e.g. 4-digit PIN). When accessing CitiDirect, the system
generates a challenge and a response passcode is generated by the utilized token and
entered into the system. This authentication method, when combined with a secure
password results in multifactor authentication.

J1u6o (i) MObUNbHBIG NPOrPAMMHBIU TOKEH HA OCHOBE MOBUTbHOIO NPUJIOHEHUS

(k npumepy, MobilePASS) unu (ii) ¢pusuyeckuli TokeH (k npumepy, SafeWord

Card, Vasco), koTopbili B Ka#A0OM cayyae ucnosb3yercs 01 reHepupoBaHUS
OuHaMu4ecKoro naposisi nocje ayTeHTuguKkayuu ¢ NOMowbto 4-3Ha4HOro NUH-
koda. Mpu doctyne k CitiDirect cuctema reHepupyeT BbI30B, @ OTBETHbIU KOO-
naposb reHepupyeTcsi C NOMOWbIO NPUMEHUMOI0 TOKEHA U BBOOUTCS B CUCTEMY.
JaHHbIl cnocob ayTeHTUguUKayuu B coYeTaHuu ¢ 6e3onacHbiM naposieM npusoouT K
MHOroghakTopHOU ayTeHTUguKayuu.

Hemece (i) yainbl KocbiMLwa HerisiHaeri yanbl 6aFmapnamanbik TOKEH

(Mbicanbl, MobilePASS) HeMmece (i) ap xxaFpanpa 4-tTaHb6anbl NMH-KOL apKbibl
TYMNHYCKanaHAbIpbliFAHHAH KeNiH AMHAMUKANbIK KYNUSACe3Ai reHepauusnay yLi
KonaaHblnaTbiH nsnkanbik TokeH (Mbicanbl, SafeWord Card, Vasco. ). CitiDirect

—re KoMmKeTiMAiNik KesiHae Xyne WakblpTyabl reHepauusnanapl, an xayanthbl
KYMNUACe3-Koa, KoNAaHblNaTbiH TOKEH apKbi/ibl FeHepaLmsaiaHblm, Xyhere eHrisineg,.
TynHycKanaHpblpyabiH, 6yn apici kayincis kynuscesbeH bipre konaaHbinatbliH 60nca,
KendaKTopsibl TYNMHYCKanaHablpyFa aKeneai.

One-Time Password Token
TokeH: 00HOPA30BbIU NAPOb
TokeH: 6ip peTTiK Kynusices

Either (i) a mobile application based soft token (e.g. MobilePASS); or (ii) a physical
token (e.g. SafeWord Card, Vasco) that is used to generate a dynamic password after
authenticating with a PIN (e.g. 4-digit PIN). This dynamic password is entered into the
system to gain access.

Jlubo (i) Mo6usIbHBIG NPOrPAMMHBIL TOKEeH Ha 0CHOBe MOBU/ILHOIO npusioxeHus (k
npumepy, MobilePASS) unu (ii) gpusuueckuli TokeH (k npumepy, SafeWord Card, Vasco),
KOTOpbIll B KA#OOM C/Ty4ae Ucnosib3yeTcs 0715 reHepupoBaHUS AUHAMUYECKOro naposs
nocsie ayTeHTUGUKayuU ¢ NOMOWbto 4-3HAYHOro NUH-k00a. aHHbIi OuHamuyeckull
naposib BBOOUTCS B cucTeMy 07151 hoJsly4eHus 0ocTyna.

Hemece (i) yanbl KocbiMLUIa HeriziHAeri yanbl 6araapnaManblk TOKEH

(Mbicanbl, MobilePASS) HeMece (i) ap xaFpaiiga 4-TaHb6anbl NMH-KO4 apKbiibl
TYMNHYCKanaHablpbl/IFAHHAH KeMNiH AMHAMUKabIK KYNUACce3ai reHepauusnay yuwi
KONAaHblnaTbiH dinsnkanbik TokeH (Mbicanbl, SafeWord Card, Vasco. ) CitiDirect -ee
KOMKETIMAINIK KesiHae XYyle WaKbIpTYAbl reHepauusanangbl, aa xxayanTtbl Kynuaces-
KOZ, KOSiAaHblIaTbIH TOKEH apKblibl KyMere eHrisinegi.
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CitiDirect Authentication Methods

Cnocobbl ayTeHTughukayuu CitiDirect
CitiDirect TynHyckanaHabIpy apgictepi

Secure Password
BesonacHelli naposb
Kayincis kynusces

A user enters his or her secure password to access the system. A secure password
typically limits a user’s capabilities on the system, for example, by only permitting that
certain information be viewed by the user. This authentication method, when combined
with a challenge response token results in multifactor authentication.

Monb3oBaresb BBOOUT cBOU 6e30NnacHbIl naposib 0718 nosy4eHus doctynd B
cuctemy. bezonacHeill naposb, KAK NPAaBUJIO, OrpaHUYUBAET NOJIb30BATE/IbCKUE
BO3MOMHOCTU B CUCTEME, K npuMepy, N03BOJISISI NPOCMOTP NOJIb30BATE/IEM TOJIbKO
onpedeseHHol uHgpopmayuu. [JaHHbil cnocob ayTeHTUUKAYUU B COYETAHUU C
TOKEHOM MexaHU3Ma BbI30B-0TBET NpUBOOUT K MHOrO(haKTOpHOU ayTeHTupukayuu.

Xynere komkeTiMainikke ne 6oy ywiH nanganaHyLbl 63iHiH KYNUSCe3iH eHrisegi.
Kayincis kynusices sageTTe nanganaHyLblHbIH, XXYye[eri MyMKIHOIKTEPiH WwekTengi,
Mbicasibl, NakganaHylublFa Tek KaHa 6enrini 6ip aknapaTTbl Kepyre MyMKHIgiK
6epegi. onb3oBaTesib BBOAMT CBOW 6e30nacHbli Naponb A5 NoAyYeHUs 4ocTyna B
cucteMy. TynHyCcKanaHablpyabiH 6yn agici TokeHMeH bBipre KonpaHblnatbiH 6osca,
KenakTop/bl TYNMHYCKanaHablIpyFa akeneai.

SMS One-Time Code
O0HopasoBbil K00 no SMS
SMS 6oWibIHWa bip peTTik
Koo,

A dynamic password delivered to users via SMS, after which the user enters the
dynamic password and a secure password to gain access to the system.

HduHamuyeckull naposib oTnpaBasgeTcss noab3oBartesio Yepes SMS, nocse yero
nosib3oBartesib BBOOUT QuHamMuyeckull naposib u 3aujuuieHHbIl naposib ons
nosiydyeHus Oocryna K cucteme.

JOMHaMuKanblK Kynuaces nanganaHyubiFa SMS apKblibl XXongaHanbl, 00aH KeniH
nanpganaHyLbl Xynere KOMKeTIMANKKe ne 605y yLWiH AMHAMUKAIbIK KYNUsaces MeH
KOpFasiFaH Kynusacesni eHrisesi.

Voice One-Time Code
TonocoBsoti 00Hopa30BkIl
Kkod

Bip peTTik maybICTbl KOZ,

A dynamic password delivered to users via an automated voice call, after which the user
enters the dynamic password and a secure password to gain access to the system.

HduHamuyeckull naposib npeaOCTQBﬂﬂeTCﬂ noJsib3oBaresilo ¢ NnoOMoWw,bro
aBTOMATUYECKOIro roJ1oCOBOro Bbi30BA, NOCJ/Ie Yero N0J/ib30BaTe b BBOOUT
JuHamuyeckull naposib u 3aWUWeHHbI naposib ons nosiydyeHus Bocryna K cucrteme.

OunHaMuKanbIK Kynvsces nanpanaHyLblFa aBTOMaTTbl TYPAETi [AYbICTbIK LWAKbIPTY
apKbinbl YCbiHbINAAbI, OAAH KeNiH NanpanaHyLbl XXynere KomkeTiMainkke ne 6ony
YLWiH AMHaMUKANbIK KYNUSCO3 MEH KOpFasiFaH Kynusicessi eHrisesi.

-
<
=]
I
<
(2]
P
[
2
Q
I
h=]
oS
T
<
[}
B
(2]
-
[0}
=

2
o
Q
S
>
Q
S
o
I
=
s
s
s
X
Q
ES
S
IS

>
(=
~
=3
o
S
=
8
=
o
=
=
)
(=3
>
<3
o
(7]




Security Procedures / lMpoyedypsi 6e3onacHoctu / Kayincispik pacimpepi

CitiDirect Authentication Methods

Cnocobbl ayTeHTughukayuu CitiDirect
CitiDirect TynHyckanaHabIpy apgictepi

Digital Certificates
Lugpposbie cepTughukatsi
CaHpbIK cepTumkaTtap

Adigital certificate is an electronic identification issued by an approved certificate
authority for authentication and authorization. Digital certificates may be attributed
to corporate legal entities (“Corporate Seals”) or individuals (“Personal Certificates”).
The Customer is responsible for properly verifying the identity of all users of Personal
Certificates acting on behalf of the Customer in accordance with local law.

The Bank and the Customer are required to use digital certificates provided by
authorized persons, to ensure all Communications exchanged via a public Internet
connection or an otherwise unsecure Internet connection are fully encrypted and
protected.

LughpoBoli cepTughuxkat npedctasaseT coboli 31eKTPOHHYI UOeHTU(BUKAYU,
BbIOQHHYIO OPraHoM cepTughukayuu 015 ayTeHTUPUKaAyuUU U aBTopusayuu.
Llucppoable CepTud)LlKCITbI MOryT npunucbiBaTbCA KOpnopaTtuBHbIM fOpuauLIeCKUM
nuyam (“KopnopatusHas neqats”) nubo ¢pusuveckum auyam (“lfepcoHanbHbil
cepTugukar”). KnueHT HeceT 0TBETCTBEHHOCTb 3a NPABUJIbLHOE NOOTBEpHOeHue
nu4Hoctell Bcex nosib3oBatesnell [lepcoHanbHbIx cepTughukartos, 0elCTBYOWUX OT
uMeHu KnueHTa B COOTBETCTBUU C MECTHbIM 3AKOHO0ATeIbCTBOM.

BaHk u KnueHT 0653aHbl UCNO/Ib30BATb YUGDPOBbIE CepTUGUKATDI,
npedocTasaeHHble ynoaHOMOoYeHHbIMU Tuyamu 015 obecneyeHus NOHOIo
wiughpoBaHua u 3aujutbi Bcex CoobuieHuli, 06MeH KOTOPbIX NPOUCXOOUT C NOMOUW|bIO
ny6/1uYHOro UHTEPHeT coedUHeHUs UIU UHOro Opyroro He6e3onacHoro UHTepHeT
coeduHeHus.

CaHpablK cepTudmKaT cepTuukaTTay opraHbiMeH TYNHYCKaNaHAbIpy XaHe
aBTOpNaHAbIpy YLWiH 6epinreH anekTpoHAbl cankecTeHAipy 6onbin Tabbinagbl.
CaHpblK cepTuKaTTap KOPNopaTUBTIK 3aHabl TyNFanapfa («kKopnopatmeTik

Mep») HeMece Xeke TynFanapra («epbec cepTudukar») 6epinyi MyMkiH.

KnueHT xeprinikTi 3aHHamara calikec KNMeHTTiH aTbiHaH apekeT eTeTiH [depbec
cepTudmkaTTapabl 6apnbik nanpganaHywbinapnbiH, xeke 6acbiH Aypbic KyanaHabipy
YLiH XayanTbl 6onagbl.

BaHk xxaHe KnvueHT onapMeH anmacy KenuwinikTi uHTepHeT 6ainaHbicy HemMece
6acka Kayincis emec nHTepHeT 6alnaHbICy apKblyibl XKY3ere acblpbliaTbiH
6apnbik Xabapnamanapgpl ToNbIK WNpPIey }KaHe KopFayblH KaMTamMachI3 eTy
YLWiH yaKineTTi TyNFanapMeH YCbIHbIJIFaH CaHAbIK cepTudunKaTTapabl KongaHyra
MiHOEeTTI.

CitiConnect for Files Authentication Methods / Cnoco6sl ayteHTughuxkayuu CitiConnect ons ®alisios /

darnapfa apHanfaH CitiConnect TynHyckanaHgbipy agictepi

Digital Certificates
Luepposbie cepTughuKkatbl
CaHpblK cepTuumkaTTap

See description above.
CMoTpeTh onucaHue Bbille.

XKofapblgasbl cunaTTamMaHbl KapaHbis.
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Security Procedures / lMpoyedypsi 6e3onacHoctu / Kayincispik pacimpepi

CitiConnect for Files Authentication Methods / Cnoco6si ayteHTughuxkayuu CitiConnect ons dalisios /

®dannapfa apHanfaH CitiConnect TynHycKanaHgblpy agictepi

IP Address Whitelist When
Using CitiConnect
3aHeceHue IP-adpeca

B 6esibIli cnucok npu
CitiConnect

CitiConnect »arpanbiHpa
IP-MeKeH>anabl aK, Tisimre
eHrisy

Certain Internet communications received by the Bank, for example, via a Virtual Private
Network (VPN), may also rely on the parties exchanging information using pre-agreed
Internet Protocol (IP) addresses. The Bank will only accept communications originating
from the Customer’s designated IP address, and vice versa; and the Bank will only
transmit Communications to the Customer’s designated IP address, and vice versa.
Used in conjunction with Digital Certificate method above.

HekoTopble coobujeHusi, nosly4eHHble bAHKOM C NOMOWbI UHTEPHETA, K npumepy,
no cpedcteam Virtual Private Network (VPN), MoryT Takxe nepedoBaTbCsl
CTOPOHAMU UCNOJIb3Ys 3apaHee CornacoBaHHbIl IP-adpec. baHk 6ydeT npuHUMaTh
TOJIbKO CO06WeHus, ucxodsujue u3 ykasaHHoro IP-adpeca KnueHta, u Hao6opor,
a Takxe baHk 6ydeT HanpaB/aTb COObUWeHUS TOJIbKO HA yKa3aHHbIU IP-adpec
KnuenTa, u Haobopot. [JaHHbIl cnocob ucnosib3yeTcss COBMeCTHO ¢ LiugppoBbim
CepTugpUKAToOM, yKa3aHHbIM Bbille.

BaHKKe MHTepHeT apKbinbl, Mbicansbl Virtual Private Network (VPN) apKbinbl Kenin
TYCKeH Kelnbip xabapnamanap coHpan-aK TapanTapMeH anablH ana KesicinreH
IP-MeKeHXaliabl KongaHa oTbIpbIn }KonOaHbU1ybl MyMKiH. BaHK KNMEHTTIH,
atanfaH IP-MeH>aliblHaH kenreH xabapnamanappbl FaHa KabbinganTbliH 6onaapl,
caHbIMeH KaTap, baHk xabapnamanapgbl KnneHTTiH atanraH IP-mekeHkalbiHa
FaHa onganTbiH 6onafbl, XXoHe KepiciHwe. byn apic xxofapbipa atanfaH CaHabIK,
cepTudmkatneH bipre kongaHbiIaabl.

CitiConnect APl Authentication Methods / Cnoco6 ayreHTuguxkayuu CitiConnect API [

CitiConnect API TynHycKanaHablpy agici

Digital Certificates
Lugpposbie cepTughukatsi
CaHpbIK cepTumkattap

See description above.
CmoTpeTb onucaHue Boiwle.

Xorapblaafbl cunaTTaMaHbl KapaHpl3.

IP Address Whitelist When
Using CitiConnect
3aHeceHue IP-adpeca

B 6esibili cnucok npu
CitiConnect

CitiConnect >kxaroanbiHoa
IP-MeKeH>anabl aK, Tisimre
eHrisy

See description above.
CMoTpeTh onucaHue Bbille.

XKoFapblgarbl cunaTtTaMaHbl KapaHbis.

CitiConnect for SWIFT Authentication Methods / Cnoco6 aytenTugukayuu CitiConnect dns SWIFT [

SWIFT-ke apHanfaH CitiConnect TynHyckananabipy agici

Digital Certificates
HucppoBbie cepTughukatsl
CaHppIK cepTucmkaTTap

See description above. Can be used in conjunction with SWIFT Authentication
method below.

CmoTpeTsb onucaHue Boiwe. [JaHHbIU cnocob MOMeT Ucno/1b30BATHCS COBMECTHO CO
cnocobom AyteHTughukayus yepe3 SWIFT, yka3aHHbIM HuM#e.

Xofapblgafbl cunaTTamaHbl KapaHbl3. byn agic TemeHae kepceTinreH SWIFT
apkblnbl TynHycKanaHablpy aficiMeH bipre KongaHbllybl MYMKIH.
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Security Procedures / lMpoyedypsi 6e3onacHoctu / Kayincispik pacimpepi

CitiConnect for SWIFT Authentication Methods / Cnoco6 ayteHTugpuxkayuu CitiConnect 0na SWIFT [

SWIFT-ke apHanfaH CitiConnect TynHyckanaHabIpy agici

SWIFT Authentication
AyTeHTUguKayus yepes
SWIFT

SWIFT apkblinbl
TynHyckanaHpbipy

Communications sent between the Bank and the Customer via the SWIFT network,
including, but not limited to, account information, payment orders, and instructions

to amend or cancel such orders, will be authenticated using procedures defined in
SWIFT’s Contractual Documentation (as amended or supplemented from time to time)
which includes without limitation its General Terms and Conditions and FIN Service
Description or as set forth in other terms and conditions that may be established by
SWIFT. The Bank is not obliged to do anything other than what is contained in the
SWIFT procedures to establish the sender and authenticity of these Communications.

The Bank is not responsible for any errors or delays in the SWIFT system. The Customer
is responsible for providing communications to the Bank in the format and type
required and specified by SWIFT.

Transmissions and Communications sent or received via SWIFT facilities are subject
to SWIFT rules and regulations in effect, including membership rules. The Customer is
responsible for being familiar with and conforming to SWIFT messaging standards.

CoobuweHus, otnpassieMbie Mexdy baHkom u KnueHTtom yepes cetb SWIFT, Bktouas,
HO He OrpaHUYUBAsCh, UHhopmayuel 0 cyeTe, NJIATEHHbIX NOPYYEHUSIX U UHCTPYKYUU
Nno U3MeHeHUIo Uu OTMeHe TaKuX hopy4eHul, 6y0yT ayTeHTUDUUUPOBAHbI UCNO/b3YS
npouyedypsi, onpedesieHHble B [loroBope Ha obcnyxusaHue SWIFT (c yueTom
usmeHeHull u 0onosiHeHull, BHOCUMbIX BpeMs OT BpeMeHU,), KoTopblll Bko4aeT 6e3
orpaHuyerust Obujue nosoxeHus u onucaxue ycayru FIN uiau kak npedycMOTpeHo B
J1106bIX OpYyrux ycnoBusix, KOTopble MoryT 6biTb ycTaHosaeHbl SWIFT. baHk He 06513aH
npednpuHuMaTs kakue-1ubo OelicTBUSI KpOMe Tex, KOTopbie codepuarcs B npoyedypax
SWIFT 0ns ycTaHoBAeHUs oTnpasutess u nodauHHoctu CoobujeHudl.

baHk He HeceT 0TBETCTBEHHOCTU 3a Kakue-1ubo owubku uiu sadepiku B cucteme
SWIFT. KnueHT HeceT 0TBeTCTBEHHOCTb 3a npedocTas/ieHue baHKy coobujeHull B TAKOM
¢ghopmate u B Takom Bude, KoTopbie TpebyrTcs u onpedesneHbl SWIFT.

Mepedayua daHHbIx u CoobujeHull, 0TnpaBeHHbIX 1U6O NOYYEHHbIX C NOMOW|bIO
coopyxeHull u obopydosarusi SWIFT nodnadaroT nod delicTue 0elCTByOWUX NPABUS
u uHcTpykuuli SWIFT, Bkrouas npaBuia YieHCcTBa. KnueHT HeceT 0TBETCTBEHHOCTb 3a
03HAKOMJIeHUe U cooTBeTCTBUE CTaHAapTam nepedayu coobuweHull SWIFT.

SWIFT apkbinbl BaHk neH KnneHT apacbiHa xongaHaTbiH Xxabapnamanap, COHbIH,
iwiHae, 6ipak WeKTenMen, WOT Typasibl aKnapart, TesieM TancbipManap MeH
COHAav TancbipManapabl e3repTy HEMecCe KYLLUiH ot Typanbl aknapat SWIFT
KbI3MeT kepceTy LapTbiHaa (yaKbIT yaKblITbIMEH EHTi3iNeTiH e3repTynep MeH
TONbIKTbIPYNapAbl eCKepe oTbipbin) 6enrineHreH pacimaepai KongaHa oTbipbin
TYMNHYCKanaHablpbinatblH 6onaabl, atanfan LapT wekTeycis XXannbl epexxenepmi
»aHe FIN KbI3aMeTTepiHiH cunaTTamacbiH Hemece SWIFT-neH opHaTbINaTbiH Ke3
KenreH 6acka wapTTapna kesgenreHaepni kamtuabl. baHk Xabapnamanapapl
YKONAayLWbIHbI XX9HE OHbIH TYMHYCKasbIFblH Tekcepy ywiH SWIFT pacimaepiHae
KepceTinreHHeH 6acka KaHaam ga 6acka wapanap KongaHyra MiHOeTTi eMec.

BaHk SWIFT xyieciHae opblH anfaH KaHpan na Katenep HeMece KelwikTipynep
YLWiH xayanTbl eMec. KnneHT baHkke xabapnamnap ycbiHy ywiH SWIFT-neH Tanan
eTinreH >xaHe 6enrineHreH HolcaHAa XXaHe TypAe XayanKepLuifikke TapTbinagpl.

SWIFT KypbInfblnapbl MeH xabablKTapbl apKbl/bl XXOnaaHFaH HeMece
kabbingaHraH Xabapnamanapbl )XeHENTY MYLLENiK Typasbl epexenepai KockaHaa,
SWIFT apekeTTi epexenep MeH HyckaynblkTap 6olbIHWa Xy3ere acbipanagbl.
KnueHT SWIFT xabapnamnapgbl XXeHenTy CTaHAAPTTapbIMEH TaHbICY XaHe
COMKECTIri yLWiH )xayanTbl 6onagbl.
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Security Procedures / lMpoyedypsi 6e3onacHoctu / Kayincispik pacimpepi
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SWIFT Authentication Method / Cnocob6o ayteHTugukayuu SWIFT [

SWIFT TynHycKanaHAablpy apgici

SWIFT Authentication
(Direct Connection for
Financial Institutions)
AyTeHTugukayus yepes
SWIFT (psimoe coeduHeHue
0151 huHacoBbIX
UHCTUTYTOB)

SWIFT apKbinbl
TynHyckanaHabipy (Kap»kbl
WMHCTUTYTTapblHa apHasiFaH
Tikenem Kocy)

Communications sent between the Bank and the Customer via the SWIFT network,
including, but not limited to, account information, payment orders, and instructions

to amend or cancel such orders, will be authenticated using procedures defined in
SWIFT’s Contractual Documentation (as amended or supplemented from time to time)
which includes without limitation its General Terms and Conditions and FIN Service
Description or as set forth in other terms and conditions that may be established by
SWIFT. The Bank is not obliged to do anything other than what is contained in the
SWIFT procedures to establish the sender and authenticity of these Communications.

The Bank is not responsible for any errors or delays in the SWIFT system. The Customer
is responsible for providing communications to the Bank in the format and type
required and specified by SWIFT.

Transmissions and Communications sent or received via SWIFT facilities are subject
to SWIFT rules and regulations in effect, including membership rules. The Customer is
responsible for being familiar with and conforming to SWIFT messaging standards.

CoobuweHus, oTnpasisieMbie Mexdy baHkom u KnueHTtom yepes cetb SWIFT, Bktouas,
HO He OrpaHUYUBASCh, UHhopmayuel 0 cyeTe, NJIATEHHbIX NOPYYEHUSIX U UHCTPYKYUU
Nno U3MeHeHUIo Uu OTMeHe TaKuX hopy4eHul, 6y0yT ayTeHTUDUUUPOBAHbI UCNO/b3YS
npouyedypsi, onpedesieHHble B [JoroBope Ha obcnyxusaHue SWIFT (c yueTom
usmeHeHull u 0onosiHeHull, BHOCUMbIX BpeMs OT BpeMeHU,), KoTopblll Bko4aeT 6e3
orpaHuyerust Obujue nosoxeHus u onucaHue ycayru FIN uiau kak npedycMOTpeHo B
J1106bIX OpYyrux ycnoBusix, KOTopble MoryT 6biTb ycTaHosseHbl SWIFT. baHk He 06513aH
npednpuHuMaTb kakue-1ubo OelicTBUSI KpOMe Tex, KOTopbie codepmarcs B npoyedypax
SWIFT 0ns ycTaHoBAeHUs oTnpasutesis u nodauHHoctu CoobujeHudl.

baHk He HeceT 0TBETCTBEHHOCTU 3a KakKue-1ubo owubku uiu 3adepiku B cucteme
SWIFT. KnueHT HeceT 0TBeTCTBEHHOCTb 3a npedocTassieHue baHKy coobueHull B TAKOM
¢ghopmarte u B Takom Bude, KoTopbie TpebyrTcs u onpedesneHbl SWIFT.

Mepedayua daHHbIx u CoobujeHull, 0TnpaBeHHbIX 1U6O NOYYEHHbIX C NOMOW|bIO
coopyxeHull u obopydosarusi SWIFT nodnadaroT nod delicTBue 0elCTByrOWUX NPABUST
u uHcTpykuuli SWIFT, Bkrouas npaBuia YieHCcTBad. KnueHT HeceT 0TBETCTBEHHOCTb 3a
03HAKOMJIEHUe U cooTBeTCTBUE CTaHAapTam nepedayu coobuweHull SWIFT.

SWIFT apkpbinbl BaHk neH KnneHT apacbiHAa XonaaHaTbliH xabapnamanap, CoOHbIH,
iwiHae, 6ipak WeKTenMen, WoT Typasibl aKnapart, TesieM TancbipManap MeH
COHAal TancbipManapabl e3repTy HEMeCe KYLLUiH ot Typanbl aknapat SWIFT
KbI3MeT kepceTy LLapTbiHaa (yakbIT yaKbITbIMEH EHTI3iNETiH 83repTynep MeH
TONbIKTbIPYNapAbl eCKepe oTbipbin) 6enrineHreH pacimaepai KonaaHa oTbipbin
TYMNHYCKanaHAablpbinatelH 6onaabl, atanraH LapT wekTeycis Xannbl epexxenepmi
*aHe FIN KbIaMeTTepiHiH cunaTtTamacbliH Hemece SWIFT-neH opHaTbINaTbiH Ke3
KenreH 6acka WwapTTapaa kesgenreHaepai kamtuapbl. baHk Xabapnamanappbl
YKONAayLWbIHbI XX9HE OHbIH TYMHYCKasbIFblH Tekcepy ywiH SWIFT pacimaepiHae
KepceTinreHHeH 6acka KaHaam ga 6acka wapanap KongaHyra MiHOeTTi eMec.

BaHk SWIFT »yneciHae opblH anfaH KaHAan fa Katenep HeMece KewiKTipynep
YLWiH >kayanTbl emMec. KnneHT baHkke xabapnamnap ycbiHy ywiH SWIFT-neH Tanan
eTinreH xxaHe benrineHreH HbiCaH[a XXaHe TYPAe XKayanKeplinikke TapTblnagbl.

SWIFT Kypbifblnapbl MeH xabablKTapbl apKbisibl XXONAaHFaH HeMece
kabbingaHraH Xabapnamanapbl )XeHENTY MYLLENiK Typasibl epexenepai KockaHaa,
SWIFT apekeTTi epexenep MeH HyckaynbikTap 6olbIHLWA Xy3ere acbipanagbl.
KnueHT SWIFT xabapnamnapfbl XXeHenTy cTaHAapPTTapblMeH TaHbICY XaHe
COMKEeCTIri yLWiH )ayanTbl 6onagbl.
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Security Procedures / lMpoyedypsi 6e3onacHoctu / Kayincispik pacimpepi

1

Digital/Electronic Signature Authentication Methods for Electronic Document Submission

Cnocob6 ayTeHTughukayuu 015 nodayu 3J1eKTPOHHOro 0okymMeHTa Llughposasi/InekTpoHHas Modnuck
CaHpblK/3neKkTpoHabl KonTaH6a 3N1eKTPOHAbI KYXXaTbiH YCbIHYFa apHaiFaH TyMHYCKanaHablpy afici

Digital Signature
Lugposas nodnucb
CaHpbIK KonTaHba

Atype of electronic signature that leverages digital certificates to validate the
authenticity and integrity of a signature, message, software or digital document.

Bud aniekTpoHHOU nodnucu, npumMeHsowul yugpposbie cepTuguKkats! 015
nodteep#deHuUss N0OJIUHHOCTU U Ye/I0OCTHOCTU nodnucu, coobweHus, nporpamMMHOro
obecneyeHus unu yugpoBoro 00KyMeHTd.

KonTtaHbaHblIH, xabapnamaHblH, 6aFgapnaManblk KaMTaMachi3 eTYLiH KoHe
CaHAbIK KYXKaTTbIH AYPbICTbIFbI MeH BYTiHAIrH pacTayFa apHanfaH caHOblK,
cepTudUKaTTapAbl KOSIAaHaTbIH 9NeKTPOHAbI KONTaH6aHbIH, Typi.

Electronic Signature
3n1eKTPoHHAs nodnuck
dneKTpoHAbI KonTaHba

An electronic symbol attached to a contract or other record, unique to and used by a
person with anintent to sign. Electronic signatures can be established in the form of
words, letters, numerals, symbols, click of a button on a website, upload of facsimile
or scan of a physical signature, signing on a touchscreen, or agreeing to any terms and
conditions by electronic means. Created under the sole control of the person using it,
itis logically attached to or associated with a data message, capable of identifying the
person who consents to the data message and certifying the person’s consent. Such
Electronic Signature would be submitted to the Bank through the Bank’s electronic
channels and in compliance with the associated Authentication Methods described
above.

3neKTPOHHbIU cuMBOJI, npunaraemsill kK 00roBopy uau uHol 3anucu, npucywud
JUyy U ucnosb3yemsil UM € yesbio NoONUCAHUS. D/IeKTPOHHbIe nodnucu MoryT 6biTh
YCTAHOBJIEHbI B (hopMe C/10B, 6YKB, YUGhp, CUMBOJIOB, WETYKA KHONKU HA UHTEepHeT-
calite, 3arpy3sKu (hakcumusie uau CKaHUPOBAHHOU Konuu ¢ghu3udeckol noonucu,
noonucu Ha ceHCoOpHOM ducnsiee 1UBO corauieHus 31eKTPOHHbIM CnOCOBOM ¢
nosoxeHusMu u ycaosusimu. Co30aHHas 07151 eUHOIUYHOIO KOHTPOS TULOM,
UCNOB3YIOWUM YUGhPOBYIO NOONUCH, YUhpoBas NOONUCH JI0rU4YecKU NPUIaraeTcs
K Wau cBsA3aHa ¢ coobujeHuem 0aHHbIX, CNOCO6HbIX UOEHTUGUYUPOBATL JUYO,
cornawaroujeecs ¢ coobwjeHuem daHHbIX U nodTBepxdaroujee coraacue auya.
JarHas dnekTpoHHas nodnuck 6ydeT nodaHa baHky Yepes 31eKTPOHHbIE KaHAbI
baHka u oTBeyaet cooTBeTcTByOWUM Cnocobam ayTeHTUpUKAyUU, YKA3AHHbIM
BblULe.

Tynfara TUECiNi HEMeCe 01 KOJT KO YLUIH KONAaHbINaThiH, lWapTKa HeMece backa
»ka3bara Koca bepineTiH anekTpoHAbl TaHba. AnekTpoHabl KonTaHbanap cesnep,
apinTep, caHaap HbiCaHbIHAA, UHTEPHET caiTTa 6aTbipMaHbl WepTY, hakcuMunie
JKYKTey HeMece »KeKe TYJIFaHblH, KOJIblH, CEHCOpJibl gucnnenneri kontaHb6aHbl
CKaHepiey apKblJibl HEMeCe epeskeniepMeH HeMece TaslanTapMeH 3N1eKTPOHAbI
HblCaHAa KeJlicy apKbliibl OpHATbU1Yybl MyMKiH. CaHabIK KonTaH6aHbl KoNgaHbaTbiH
TynFameH gepbec 6akbinay yLWiH KypblIFaH CaHObIK KoNTaHba oepekTepai
xabapnan oTbIpFaH XaHe TYJIFAHbIH, KeNiCYiH pacTanTbiH XxabapiaMameH
KeniceTiH TynFaHbl ConKecTeHaipyre KabineTTi aepekTepre Koca bepineai Hemece
OHbIMeH b6annaHbicTbl 60bin Tabblnaabl. Byn AnekTpoHabl KonTaHba baHkke
BaHK KaHanAapbl apKblJibl YCbIHbINATBIH 60M1aabl XXaHe XoFapblha KepceTinreH
TynHycKanaHabIpyablH, dAiCcTEPiHe Calkec Kenep,.
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EEE

sS85
Manual Initiated Funds Transfer (MIFT) Authentication Method 3 3 %
Cnocob ayteHTughukayuu laatexHas UHCTPYKYUs Ha 6ymaxHom HocuTtese (MIFT) 38 g
Karas TacbiManpaybllTaFbl TesieM HyKcaMacbl TynHyckanaHugbipy agici (MIFT) é g §-
MIFT Authentication Manually Initiated Funds Transfer (MIFT), including amendments, recalls, or % s §
AyTeHTuuKkayus yepes cancelations of previous manual instructions, may be made by fax or letter or upload to E. g ;:"
MIFT CitiDirect. Not all forms are supported in all countries. Initiators are persons designated JE2
MIFT TynHyckanaHabipy by the Customer who are authorized to initiate transactions in accordance with .=

restrictions, if any, are identified by the Customer. Confirmers are person designated
by the Customer that Bank may call back, at its discretion, for confirmation of manually
initiated instructions for funds transfers.

In certain countries, mobile telephone numbers are not accepted as call back numbers.
Further details are provided in the applicable Country Cash Management User Guide,
Global Manual Transaction Authorization or Universal Nomination Form. MIFT is to be
used by the Customer as a contingency method to communicating instructions to the
Bank.

MnarexHas UHCTpyKuus Ha 6ymaxHom Hocutene (MIFT), Bkioyas usMeHeHus,
OT3bIBbI U/IU OTMEeHbI hPeObIOyWUX NIATEeHHbIX UHCTPYKUYUU, MOXeT 6bITb
ocywecTs/ieHa (hakcoMm uau nucbMom unu 3arpyskol Ha CitiDirect. He Bce ¢hopmbi
nod0epxUBATCS BO BCeX CTPAHAX. MHUYUATOPAMU AB/SKOTCS IUYd, HA3HAYEHHbIe
KnueHToM u ynosiHoMoYeHHble Ha UHUUUUPOBAHUe c0esloK B COOTBETCTBUU

C OrpaHU4YeHUsIMU, yCTAHOBIeHHbIMU K/1UeHTOM, ec/iu TAKOBble UMerTCS.
ModTBepxdarowuMu 1uyaAMU SBSIOTCS UUA, HAa3HAYeHHble KITUeHTOM, KOTOPbIM
baHK no cob6CcTBEHHOMY YCMOTPEHUIO MOXeT nepe3BoHUThL 015 nodTBepHdeHus
naaTemHbIX UHCTPYKyul Ha 6yMamHoOM HocuTere.

B HeKoTopbIX CTPAHAX MOGUJIbHbIE TeslehOHHbIe HOMepPa He BOCNPUHUMAIOTCS
Kak HomMepa 06paTHOro Bbi308d. [JonosHUTe /IbHble cBedeHuUs npedocTassieHbl B
cooTseTcTBYylouwem [10/1b30BATeIbCKOM PYKOBOOCTBE NO CTPAHAM NO yNnpaB/ieHus
HanuyHbIMU cpedcTBamu, [mobanbHol aBTopusayuu NIATeXHoU TPAH3aKYUU
unu dopMe yHUBEPCANBHOr0 HOMUHUPOBAHUS. MIFT nodsiexuT ucno/ib30BaHUK
KnueHToM B KayecTBe upe3BbiyaliHoro MeToda nepedayu UHCTPYyKyul baHky.

Kafas TacbiMangayLwblaafbl TefieM Hyckamynblk (MIFT), COHbIH, ilWiHaEe anabiHFbl
TeneM HycKaynblKTapObl 63repTy, Kepi KanTapy HeMece KYLLiH Xotonap takc
HeMece xaT apkbiibl HeMece CitiDirect —re »yKTey apKbifibl XKy3€ere acbipbliagbl.
HbicaHpapabiH, kenbipeyi 6apnblk engepae kongaHolimManabl. bactamalbl peTiHge
KnueHTneH opHatbinFaH, 6ap 6onraH xarganaa, wekteynepre caikec KnueHtneH
MaMinenepgi 6actama eTyre TaFanblHOANFaH XaHe yaKingipinren Tynfanap 6onbin
Tabblnaapl. Pactaywbl TynFanap peTtiHae onapfa baHk e3iHiH Kapaybl 60olibiHLWA
KaFas TacbiManaayblWTaFbl TONEM HYCKAYNbIKTApAbl pacTay YLiH KanTa KoHblpay
wana anatbiH KnueHTneH TaranbiHpganFaH TynFanap 6onbin Tabbinagpl.

Kewnbip enpeppe ycanol Tenedonpap kepi 6annaHbicka apHanfaH Hemipnep peTiHae
KapacTblpbinagbl. KocbiMwa ManiMeTTep enpgep 6oMbiHILIA KONMa-KoN aKLWaHbl
6ackapy, Tenem TpaH3aKLUACbIH FaflaMAblK aBTOpPAaHAbIPY HEMECe ap XaKThbl
HOMMHauManay HbicaHbl 6oMblHLWA caikec Manpganany eHiHgeri 6aclwblNbiKTa
yCbIHbINFaH. JononHutenbHble. MIFT BaHKke HYCKaynbiKTap TabblicTayablH TOTEHLEe
apici peTiHae KnveHTneH KongaHyblHa XaTagbl.
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Mail, Fax, Email and Messenger Authentication Methods

Cnocob6 ayteHTughuxkayuu lMucemo, Pakc, I1eKTPOHHAs noYTa u MecceHoxep
Xat, ®akc, AneKTPOHAbI NoWTa XXaHe MecceHpykep TYMHYCKaNnaHAbIpy aaici

Seal Image Verification
ModTeepideHue
uszobpaxeHus neyatu
MepgiH 6eiHeciH pactay

Correspondence received by the Bank via fax, mail, email or messenger, excluding MIFT
requests, are verified and collated with due care based on the seal image contained in
the Customer’s authority document or similar document provided to the Bank.

KoppecnoHOeHyus, nony4eHHass BaHkoM ¢ noMowbto (hakca, NoYTbl, 3/1eKTPOHHOU
noYThl U/IU MecCeHO#epa, 3a UckanYeHuem sanpocos MIFT, ¢ Hadnexawell
OCMOTPUTE/IbHOCTHIO NOOTBepHAaeTCs U CBepsieTCsl HA OCHOBE U306paieHus
nevaru, codepxaujerocsi B 00KyMeHTe 0 NosIHoMoYusix KaueHTa uiu noxomem
0oKyMeHTe, npedoCcTaB/IeHHOM baHkKy.

BaHk MIFT cypaHbIicTapbIH KOocnaFaHAa, thakc, nowTa, 3/1eKTPOoHAbI NowTa Hemece
MecceHaXXep apKblibl afiFaH xaT-xabap TuicTi abalnbikneH pactanbin, KNMeHTTiH,
eKineTTiKTepi Typasbl KyxxaTTa HeMece baHKKe yCbIHbIIFaH YyKcac KykaTTa
KepceTinreH meppiH 6enHeciMeH canbiCTbipblNaabl.

Signature Verification
ModTBepideHue noonucu
KonTtaHb6aHbl pacTtay

Correspondence received by the Bank via fax, mail, email or messenger, excluding MIFT
requests, are signature verified based on the information contained in the Customer’s
authority document or similar document provided to the Bank.

KoppecnoHOeHyus, nonyyeHHas BaHkom ¢ nomowbto ghakca, NoYThl, 31eKTPOHHOU
noyYThl UU MecceHOM#epd, 3d UCKtoYeHueM 3anpocos MIFT, nodTeepxdaeTcs
noonuckr Ha 0CHoBe UHopmMayuu, codepraujelics B 00KyMeHTe 0 NOSTHOMOYUSIX
KnueHTa unu noxoxem 00KyMeHTe, npedoCTaB/IeHHOM BaHKy.

baHk MIFT cypaHbICcTapblH KOocnaraHa, hakc, nowTa, 3N1eKTPOHAbI MOLWTa HEMece
MecceHIXep apKblfibl anfaH xaT-xabap KNneHTTiH eKiNeTTiKTepi Typasbl KyXXaTTa
HeMece baHKKe yCbIHbISIFaH YKcac KyXXaTTa KaMTbl/IFaH aKnapaTt HerisiHge
kKontaHb6ameH pactanagpi.

Secure PDF
3awuweHHbIl napoiem
¢haiin PDF

KynuscesbeH KopFanraH
PDF chainnbl

Encrypted emails are delivered to a regular mailbox as PDF documents that are opened
by entering a private password. Both the message body and any attached files are
encrypted. A private password can be set up upon receipt of the first secure email
received.

3awugpoBaHHbIe 3/1eKTPOHHbIe NUCbMA 00CTABASHOTCS B 06bI4YHbIU NOYTOBbIU SUWUK
B Bude 0okyMeHTa B (hopmaTe PDF, KOTOpbIl OTKPbIBAETCS C NOMOWbHO JTUYHOIO
napons. Camo coobujeHue, u BCce npuxkpensieHHble (halisibl 3auUppoBbIBAIOTCS.
JluyHbIl naposib MOXHO HACTPOUTL NOC/IE NOJTy4eHUs hepBoro coobujeHus no
3auuUjeHHOU 3/1eKTPOHHOU nouTe.

LLndpneHreH aneKTPOHAbI XaTTap XeKe Kynusice3 apKblibl allblnatbiH PDF
HbICaHbIHAAFbI KY>KaT TYPiHAE KoAiMri nowTa aliriHe XeTKisineni. XabapnamaHbliH,
e3i aHe 6apnbik Koca bepinreH thavnpap wudpnexepi. XXeke Kynuscesai
KOpFanfaH a/1eKTPOHAbI nowwTa apKbiibl 6ipiHWi xabapnamaHbl anFaHHHaH KeniH
6anTayfa 6onaapbl.
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Mail, Fax, Email and Messenger Authentication Methods

Cnocob6 ayteHTughukayuu lMucemo, Pakc, I1eKTPOHHASI noYTa u MecceHoxep
Xat, ®akc, AneKTPOHAbI NowWwTa XXaHe MecceHpykep TYMHYCKaNaHAbIpy aaici

MTLS
MTLS
MTLS

Mandatory Transport Layer Security (MTLS) creates what would be a secure, private
email connection between the Bank and the Customer. Emails transmitted using this
channel are sent over the Internet through an encrypted TLS tunnel created by the
connection.

MpoTtokon Mandatory Transport Layer Security (MTLS) (MpoTokoa 3aujuThl
TPAHCNOPTHOIO YPOBHS) co30aeT 6e30nacHoe YacTHoe CoeduHeHuUe No 3/1eKTPOHHOU
noute mexdy baHkom u KnueHToM. 371eKTPOHHbIE NUCbMA, OTNPABJIEHHbIE C
ucnosib30BaHuUeM 3Toro KaHasad, oTNPABJISIIOTCAC NOMOWbIO UHTepHeTa Yepes
3awugppoBaHHbIl KaHan TLS, co30aHHbIl coeduHeHueM.

Mandatory Transport Layer Security (MTLS) xattamachbl (Kenik geHremningeri kopray
xaTTamacbl) BaHk neH KnveHT apacbiHAa 3NeKTPOHAbI NOLWTa apKbl/ibl Kayinci3
MeHLUiK 6ainaHbICTbl opHaTaabl. Byn KaHanAbl KonaaHa oTbipbIn XKON4aHFaH
3NEeKTPOHAbI XaTTap 6arnaHbiCneH opHaTbUIFaH WudpneHreH TLS kaHan apKbibl
MHTepHeT 6olblHLWA XongaHagbl.

Phone Authentication Methods / Cnoco6 ayTeHTuguxayuu TenegoH [

TenedoH TyNHYCKanaHabIpy afici

PIN
PIN ko0
PIN kop,

Customers contacting the Bank via phone are prompted to enter a PIN to validate
authorized access.

KnueHTbl, cB3biBArOUjUECS € BaHKoM ¢ noMowbto TesiehoHa 0o1HbI BBecTU PIN-
K00 4T06bI NOOTBEPOUTL ABTOPU30BAHHbI OOCTyN.

BaHkneH TenedoH apKbinbl 6ainaHbICbin OTbIPFaH KNMEHTTEP aBTOPNAHAbIPbIIFaH
KOMmKeTiMAinikTi pactay ywiH PIN-kopg, eHrisyre Tuic.

Verification Questions
ModTBepudaroujue BONPOChHI
PacTtay cypakTtapbl

Customers contacting the Bank via phone are prompted by the Bank’s service
representatives to provide correct verbal responses to verification questions in order to
validate authorized access.

KnueHTbl, cBA3biBarowuecs ¢ baHKoM ¢ NoMowbio TeneghoHa A0/IHHbLI NPEOOCTABUTE
npedctasurtensm baHka BepbasibHble 0TBETbI HA N00TBep#daroujue Bonpoch YTobbl
nodTBepOuUTb ABTOPU30BAHHBIU doCTyN.

BaHkneH TenetoH apKbiibl 6anaHbICbIn OTbIPFaH KIMEHTTEP aBTOPIaHAbIPbIIFaH
KOMMKETIMAINIKTI pacTay ywiH baHKTiH ekingepiHe pacTay cypakTapbiHa aybiswa
»ayanTap yCblHybl THiC. KnneHTbI, cBa3biBatowmecs c baHkoM c nomoupto
TenedoHa fOMKHbI NPefoCTaBUTbL NpeacTaBuTensm baHka BepbanbHble 0TBEThI HA
noaTBepKaatoLLme Bonpockl YTo6bl NOATBEPAUTD aBTOPU30BaHHbIA JOCTYN.

The availability of Authentication Methods described above varies based on local markets.

JoctynHocTs Cnocob0B ayTeHTUUKAYUU, ONUCAHHAS BblUie BAPbUPYETCS B 3ABUCUMOCTU OT MECTHbIX PbIHKOB.

Xorfapblga cmnattanFaH TynHyCKanaHAabIpy a4iCTepiHiH KOMKEeTIMAINIr xeprinikTi HapblikTapFa 6ainaHbICTbl 83repyi

MYMKIH.
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3. Customer Responsibilities
OTBeTcTBeHHOCTb KnueHTa
KnueHTTiH, >kayankepuiniri

341

3.2

3.3

Identifying Authorized Users: Customer is responsible for identifying: (i) all individuals acting on the Account(s)
on behalf of the Customer at an entity level for all Services and connectivity channels, and (ii) each person acting
on behalf of the Customer being duly authorized by the Customer to act on the Customer’s Account.
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Onpedenutb ynoJIHOMOYEHHbIX hoJib30BaTesell: KiueHT HeceT 0TBeTCTBEHHOCTb 3a onpedesnieHue: (i) Bcex
¢husuveckux nuy, delicTByrowux no Cuety(-am) ot umeHu KiueHTa Ha ypoBHe opraHu3ayuu B 0OTHOWeHUU
Bcex Ycnyr u kaHanos cBs3u, u (ii) kaxdoe nuyo, delicTByroujee oT umeHu KnueHta Hadnexauwum o6pasom
ynosiHomMo4eHHo KnueHTom delicTBoBaTh No CueTy KnueHra.

YakineTTi nargananywbinapabl ankbiHpay: KnueHT (i) 6apnbik KbiameTTep xaHe 6aiiaHblC KaHanaapbiHa
KaTbICTbl yMbIM fieHreninae KnneHTTiH atbiHaH LLoT(Tap) 60MbiHLWA sapeKeT eTeTiH 6aprbIK KeKe Ty/Fanapabl,
»aHe (ii) KnmeHTTiH aTbiHaH apekeT eTeTiH apbip Tynra KnueHtneH KnueHTTiH LWoTbl 60lbIHWA apeKeT eTyre
TUICTI TYpAE yaKingipinreHiH ankbiHAay YLWiH xayanTbl 6onagpl.

Customer is responsible for assigning and monitoring any transaction limits assigned to the Customer and/
orits users and ensuring that these limits (a) do not exceed the limits as required by the Customer’s internal
policies and other authority and constitutive documents such as Customer’s Board of Director resolutions,
Bank Mandates, Power Of Attorney, or equivalent document, and (b) are properly reflected on all connectivity
channels and user entitlements.

KnueHT HeceT 0TBeTCTBEHHOCTb 3 YCTAHOBJIEHUE U MOHUTOPUHT JI06bIX TPAH3AKYUOHHbIX TUMUTOB
yCTAHOBIeHHbIX K/IUeHTy u/uiu ero nosb30BarenssM U obecneyuBaeT To, YTO ITU IUMUTBI (a) He 6ydyT
npeBbIWATb IUMUTBI, YCTAHOBJIEHHbIe BHYTPEHHUMU NOAUTUKAMU KaueHTa u Opyrumu 0oKyMeHTamu o
NOJIHOMOYUSIX U yupeduTesibHbIMU OOKYMEHTAMU, TAKUMU Kak peweHus CoseTa dupekTopoB KnueHTa, MaHdar
baka, JosepeHHoCcTU 1u60 paBHoueHHbIM dokymeHToM, u (b) NpaBuIbHO OTPAXEHbl BO BCEX KAHAIAX CBA3U U
doKyMeHTax, Kacarwuxcs npas nosib3osaresned.

KnueHT KnneHTKe xaHe/HeMece OHbIH, NaraanaHyLwbliapbiHa OPHATBINFAH Ke3 KeJlreH TPaH3aKUUsbIK,
NMMUTTEPAI OpHATY YLWiH XayanTbl 6onaapl xxaHe atanFaH IMMUTTEp (@) KNneHTTIH, ilKi cascaTTapbiMeH

YKOHe eKineTTikTep Typanbl 6acka KyxaTTapMeH aHe KnneHTTiH AupekTopnapbl KeHeCiHiH, bBaHk MaHpaThl,
CeHimxaTTap HeMece yKcac KyxaTTap CUSAKTbI KypblITan KyxaTTapbiMeH 6enrineHreH itMMnTTepaeH
acnanTbliHbIH, xaHe (b) 6apnbik kKaHangap MeH nanganaHyLlbiHbiH KYKbIKTapbliHa KaTbICTbl KyXaTTapaa aypbIic
KepceTinyiH kamMTaMachI3 eTefi.

Certain jurisdictions may require individuals (and their corresponding Credentials) to be identified by the Bank in
accordance with applicable AML legislation requirements before granting access to perform certain functions.
Please contact your Customer Service Representative or visit the CitiDirect website for further information.

HekoTopbie topucduKkyuu MoryT notpeboBatb baHk UdeHTUGUYUPOBATL husuyeckux auy (U ux
cooTBeTCcTByWue JaHHble apTopu3ayuu 0,18 Bxoda B cuctemy) 0o npedocTtassieHust baHkom docTynd K
BbINOJIHEHUIO HEKOTOPbIX (PyHKYUL B COOTBETCTBUU C NPUMEHUMbIMU TPeb6OBAHUSMU 3AKOHOOATeIbCTBA
0 npoTuBoOelicTBUU OTMbIBAHUK deHer. MoxanylicTa, cBsxuTecs ¢ Bawum MpedcTaButenem Cymbbi
noddepxku 1ubo nocetute UHTepHeT-cTpaHuyy CitiDirect 0ns donosHUTebHOU UHhopMayuu.

Kenbip topucamnkumnanap baHKTeH akLaHbl XblfbiCTayFa KapcbiblK 6inaipy Typanbl KongaHbICTaFbl
3aHHaMaHbIH TananTapbiHa carikec BaHkneH kenbip pyHKLMANapAbl OpbIHAAYFa KOMKETIMAINIKTI YCbIHFaHFa
[eliH XeKe TyNFanapabl CovkecTeHaipyiH (kaHe onapablH THicTi Xyiere Kipy yLWwiH aBTopaacTbipy
JepeKTepiH) Tanan eTyi MyMKiH. KocbiMLa aknapaT KaxkeT 6onfFaH xxafnanaa Cisaid Kongay KbisMeTiHi3aiH,
eKinimeH 6avinaHbicybiHbi3abl Hemece CitiDirect UHTepHeT-NapakLuacbiHa KipyiHi3ai eTiHeMis.
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3.4 Safeguarding of Authentication Methods
CoxpaHHocTb CnocoboB ayTeHTUuKkayuu
TynHycKanaHgbIpy aAiCcTepiHiH caKkTanybl

The Customer is responsible for safeguarding the Authentication Methods and Credentials with the highest
standard of care and diligence, and ensuring that access to and distribution of the Credentials are limited only
to persons that have been authorized by the Customer.
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Communications sent by a third party: Where the Customer is using a Credential to identify and authenticate

their Communications as originating from them as a legal entity, the Customer is responsible for exercising

full control over the use of such Credentials when sending Communications to the Bank, including where such
Communications are sent by applications and/or systems that are managed by a third party on behalf of the
Customer. In all circumstances the Bank will (a) deem any Communication it receives through an electronic
connectivity channel, that has been received by the Bank in compliance with these Security Procedures duly
authenticated as originating from the Customer, as a Communication instructed by the Customer and (b) may act
upon any Communication that it receives on behalf of the Customer in compliance with these Security Procedures.

KnueHT HeceT 0TBeTCTBEHHOCTb 3A COXPAHHOCTb Cnoco60oB ayTeHTuguKayuu u [JaHHbix agTopusayuu 01s
BX00d B CUCTEMY C BbICOKOU CTeneHbto 3a60T/IUBOCTU U OCMOTPUTE/IbHOCTU U FAPAHTUPYET TO, 4TO AOCTYN K
JaHHbIM aBTopusayuu 015 BXodd B CUCTeMY U UX pacnpocTpaHeHue 6y0yT orpaHu4eHbl TOJbKO KPYrom Uy,
YNOJIHOMOYEHHbIX KnueHToM.

CoobuweHusi otnpasnsieMbie TpeTbell cTopoHol: Tam, rde KnueHT ucnosb3yer [lJaHHble asTopusayuu 0ns
Bx00da B cucteMy 0415 udeHTUhuKayuu u aytTeHTugpuxkayuu ceoux CoobujeHul, npoucxodsujux oT Hero Kak
topuduyveckoro auya, KaueHT HeceT 0TBeTCTBEHHOCTb 30 NOJIHbIU KOHTPOJ/Ib HAO UCNO0J/Ib30BAHUEM TAKUX
HaHHbix aBTopu3ayuu 0719 Bxodda B cucteMy npu otnpasieHuu CoobuweHuli baHKy, BKaYaAsa cutyayuu,

B koTOpbix CoobuUeHUs OTNPAB/ISIKOTCS NyTeM 3AsBKU U/U/IU CUCTeMAMU, KOTOPble ynpaB/soTcs TpeTbell
CcTOPOHOU oT umeHu KnueHTa. Bo Bcex ciy4asax baHk (a) 6ydeT npe3toMupoBaTsk, 4To /1tobbie CoobujeHus,
noJiyyeHHble UM NocpedCTBOM 3/1IeKTPOHHbIX KAHA/I0B CBS3U B COOTBETCTBUU C 0aHHbIMU [Tpouyedypamu
6e30nacHOCTU U QO/THHBIM 06pA30M AYTeHTUPUYUPOBAHHBIMU KAK NPOUCX00SWuUMU OT K/iueHTa, SBnsTCs
CoobuweHusmu, nopyveHHbiMu KnueHntom u (b) moxeT delicTBOBATL HA OCHOBAHUU 1l060ro CoobuweHus,
noJsiy4eHHOro uM oT uMeHu KnueHTd B COOTBETCTBUU C HacToswumu lMpoyedypamu 6e3onacHocCTU.

KnuneHT xKoFapbl AeHrenperi KaMKopbIKMNeH KaHe abannbikneH TynHycKanaHablpy agicTepi MeH Xyiere Kipy
YLWiH aBTOpPNacTbIpy AePeKTEPiHIH cakTanybl yLWiH xayanTbl 60naabl xxaHe Xyiere Kipy ywiH aBTopnacTbipy
OepeKTepiHe KOMKeTIMAINIK )XaHe onapAabl TapaTy KyKbiFbl KNMeHTNEeH yaKingipinreH TynFanapMeH FaHa
LweKTeneTiHiHe Keningik 6epegi.

YWiHwWi TapanTapMeH }onaaHbinaTbiH xabapnamanap: KNneHT e3iHeH 3aHabl Ty/1Fa peTiHAe XOo4aHbINaTbiH
o3iHiH, XabapnamanapbiHblH TYMHYCKaNaHObIPY XaHe ConKecTeHAaipy ywWwiH XKyiere Kipy yLWiH aBTopnacTbipy
LepeKTepiH KonaaHbiNaTbiH )epnepae KnueHT Xabapnamanap KNMeHTTiH aTblHaH YWiHWIi TynFanapmeH
6ackapblnaTbiH TancblpbiC 6epy xoHe/HeMece yenepMeH oNAaHbINaTbIH XKaFpannapabl KOCKaHaa,
BbaHkke CaltkecTeHpipy Xabapnamanapnpbl xonpay KesiHge coHpgan Xynere Kipy ywWiH aBTopnacTbipy
LepeKTepai KonaaHyblH TosblFbIMeH 6akpblnaybl YWiH XayanTbl 6onaabl. bapnbik xarpannapaa baHk (a) esi
ocbl Kayincisgik pacimaepiHe calikec aneKTpoHabl 6alinaHbiC KaHangapbl apKbibl afiFaH oHe KNnneHTTeH
Kenin TYCKeH peTiHae TUICTi Typae TYNHYCKanaHOblpblsiFaH kea kenreH Xabapnamanap KnveHTneH anbliHFaH
Xabapnamanap 60sbin TabblaTbiHbIH NPe3yMunananTbiH 6onaabl, xaHe (b) e3i KNMeHTTiH aTbiHaH OCbl
Kayincisgik pacimpepiHe cokec anfaH Kes KenreH Xabapnama HerisiHae apekeT eTe anafbl.
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4. Data Integrity and Secured Communications
LiesiocTHOCTb OQHHbIX U 3aWUW,eHHASs CBSI3b
DepekTeppik 6yTiHAiri )koHe KopFanfaH 6annaHbIc
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41 The Customer will be transmitting data to and otherwise exchanging Communications with the Bank, utilizing the
internet, mail, email and/or fax which the Customer understands are not (i) necessarily secure communications
and delivery systems, and (ii) under the Bank’s control. The Customer further understands that if Customer’s users
are entitled to access Open Banking and/or similar third-party platforms outside of the Citi systems, Customer
data could be transmitted over such third-party platforms which are not under the Bank’s control.

9Hex LITHILAQ MiTdarxadaly

KnueHT 6ydeT nepedaBaTtb OaHHbIe B BaHK u uHbiM 06pa3om 06MeHUBATHLCS CO06WeHUSIMU C HUM, UCNO/Ib3yS
VIHTepHeT, noyTy, B YACTHOCTU 3/1eKTPOHHYIO NOYTY, U/uiu ¢hakc, KoTopble, N0 MHeHuto KaueHTa, (i) He
SIBAISIOTCS FAPAHTUPOBAHHO 6€30NACHBIMU cUCTeMaMU CBS3U U docTaBkU, (i) He Hax00sTCsi Nno0 KOHTpoieM
baHka. KnueHT Tak#e 0CoO3HaeT, YTo ecsiu nosib3oBarenu KaueHta umeroT npaso 0octyna Kk OTKpbITOMY
6aHKUHTY u/unu no0obHbIM CTOPOHHUM naaTgopmam BHe cuctem Citi, daHHble KnueHTa MoryT nepedaBarbcsi
yepes Takue CTOPOHHUE NIATHOPMbI, KOTOPbie He HaX00STCS nod KOHTPosieM baHka.

KnueHT BaHKNeH MHTePHET, NoLTa, 3NEKTPOHAbIK NOLWWTAa XaHe/HeMece haKc apKblibl aepekTepai 6epin,
xabap anmMacappl. byn pette KnueHT Kenecinepgi TyciHeg,: (i) 6yn 6annaHbIC XKaHe KeTKi3y xKynenepi MiHoeTTi
TypAe Kayincis 6onmaybl MyMKiH »aHe (ii) onap BaHkTiH 6akblnaybiHaa 6onmangbl. KnMeHT COHbIMEH KaTap
erep KnueHTTiH nanganaHywsoinapsi Citi xyrenepiHeH Toic Open Banking >koHe/HeMece ocCblFaH yKcac yLiHLWi
Tapan nnatcopManapbiHa Kipyre pykcaTbl 6onca, KnueHTTiH gepekTepi baHKTiH 6akbinaybiHAa eMec ocblHAan
yWiHWi Tapan nnatgopmanapbl apKpinbl 6epinyi MyMKiH eKeHiH TyciHegi.

4.2 The Bank, utilizes industry leading encryption methods (as determined by the Bank), which help to ensure
that information is kept confidential and that it is not changed during electronic transit.

BaHk ucnonb3yet nepedoBble, NPUHSITbIE B OTPACAU, MeTOObI wugpoBaHusi (onpedesiseMbiX CAMOCTOSITE/IbHO
baHKoM), KoTopbie NoMOrarT obecneyuTb KOHGHUIEHUUATbHOCTb UH(OPMAYUU U HEBO3MOXHOCTb U3MEHeHUs
O0aHHbIX BO BpeMs Ux hepedayu.

BaHK aknapaTTbiH, KYNWSbIbIFbIH )XoHe onapabl TabbicTay 6apbiCbiHOA AEPEKTEPAIH 63repMenTiHAIriH
KaMTaMachbI3 eTyre MyMKiHAiK 6epeTiH angafbl, canaga KongaHbliaTbiH wWudpney agictepiH (baHkneH
eKe 6enrineHeTiH) KonpaHaabl.

4.3 Ifthe Customer suspects or becomes aware of a technical failure or any improper or potentially fraudulent
access to or use of the Bank’s Services or connectivity channels or Authentication Methods by any person
(whether an authorized person or not), the Customer shall promptly notify the Bank of such occurrence. In
the event of improper or potentially fraudulent access or use by an authorized person, the Customer should
take immediate actions to terminate such authorized person’s access to and use of the Bank’s Services or
connectivity channels.

Ecnu KnueHT nodo3peBaeT usiu eMy CTAHOBUTCS U3BECTHO O TexHU4yeckom cboe uu HeCaHKUUOHUPOBAHHOM
docTyne, usiu HeHadnexaujem ucnosib3oBaHuu Yenyr banka, kaHanoB nodksaryeHus uau Cnocobos
ayTeHTUguKkauuu 106bIM ULOM (He3aBUCUMO OT TOro, AB/ISETCS J1U OHO YNOJITHOMOYEHHbIM JTULOM UJU HET),
KnueHT donixeH HeaamediuTesibHO yBedoMuTb baHk 06 3ToM. B ciyyae, ecsiu ynosHoMoYeHHoe nuyo KnueHta
noJsiyyus10 HeHadexawum o6pa3om AocTyn UaU BOCNO/Ib30BAJIOCh YCAYraMu UU KAHAIAMU CBsA3U, To KnueHT
dosieH He3amMeOo1uTe/IbHO NPUHSTL Mepbl 0718 npexkpaujeHus 00CTynd TAKOIro ynojHOMOYEHHOro uya K
Yenyram u kaHanam cBs3u baHKa u ux ucnosib30BAHULO.

Erep KnneHT BaHKTiH KbiI3MeTTepiH, KOCYy apHanapblH HEMece TYNHYCKanaHablpy aficTepiH kes-
KenreH Tynfa (0N yaKineTTi TyNFa eKeHiHe HeMece YaKineTTi TyJIFa eMecTiriHe KapamacTaH) TUiCTi
TypAe nanpanaHbaFaHbl HEMece pyKcaT eTiIMereH KoXKeTiMAIri HeMece TeXHUKanbIK Kigipici Typanbl
KYLiKTeHCce HeMece ofaH Manim 6onca, oHpa KnueHT 6yn Typansl BaHkke gepey xabapnaysl Tuic.Erep,
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KNnMeHTTIH, yaKineTTi TyNFachl KbiaMeTTepre Hemece b6annaHbIiC apHanapbliHa KOJXKETIMAIKTI HeMece
nanganaHygbl TUICTi eMec TypAe iCKe KON4aHFaH Xafganga ocblHAaM TYFaHblH BaHKTiH KbiI3aMeTTepiHe
YXoHe 6arnaHbiC apHanapblHA KOMMKETIMAIMH XXaHe nanganaHyblH TOKTATY YWiH KNneHT gepey TuicTi
Wwapanapabl Kabblngaybl TUIC.
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4.4 Ifthe Customer utilizes file formatting or encryption software (whether provided by the Bank or a third party) to
support the formatting and recognition of the Customer’s data and instructions and acts upon Communications
with the Bank, the Customer will use such software solely for the purpose for which it has been installed.

9Hex LITHILAQ MiTdarxadaly

Ecnu KnueHT ucnosb3yeT nporpammHoe obecneyeHue 07151 (hopMaTupoBaHus ¢haliios unu wugposaHus (HeaaBucuMo
0T TOro, hPedoCTaBIEHO /iU OHO BAHKOM U/IU TPETLUM 1ULOM) 0719 N0OdepHKU (hopMATUPOBAHUS U PACNO3HABAHUS
OAHHBIX U UHCTPYKYul KnueHTa u delicTByeT B oTHoweHuu CoobuieHuli c baHkoM, To KnueHT 6y0eT ucnosib308aThb
TaKoe nporpamMmMHoe obecneyeHue UCKIYUTesIbHO 0515 Tex uesnel, 07151 KOTOPbIX OHO bbI/10 YCTAHOBIEHO.

Erep KnneHTTiH fepekTepi MeH HyCKaybIKTapbiH (hopMaTTay XaHe anbipbin TaHYAbl KONaay ywiH KnueHT
tharinpapabl hopmaTTayFa XaHe Wudpneyre apHanFaH baFaapnamanblk KaMTaMacbi3gaHablpyabl (OHbl BaHk
HeMece YLWiHLWLIi TyNFa yCbIHFaHbIHA KapaMacTaH) nainpanaHca xxaHe baHkneH apaparbl xabapnamanapra
KaTbICTbl 9peKeT eTce, oHAa KnueHT ocbiHaan baFpapnamanbik KaMTamMacbisgaHabipyabl on 6enrineHreH
MakcaTTapbl YLWiH FaHa nanpanaHaTtbiH 6onagbl.

4.5 The Customer accepts that the Bank may suspend or deny users’ access to Services requiring the use of
Credentials (i) in case of suspicion of unauthorized or fraudulent use of the Credentials and/or (ii) to safeguard
the Services or Credentials.

KnueHT cornawiaercs ¢ TeM, 4To baHk MOXeT NpuoCTaHoBUTbL AOCTyn nosb3oBarenell K YCayram, KoTopbie
TpebytoT ucnonb3oBaHus JaHHbix asTopusayuu 015 Bxoda B cuctemy 0715 nosydeHusi doctyna k cucteme (i) B
cay4ae no003peHuUsi B HECAHKYUOHUPOBAHHOM UJIU MOWEHHUYECKOM UCNO0/1b30BAHUU [JaHHbIX aBTopusayuu 015
Bxo0a B cuctemy u/unu (ii) dns Toro, 4Tobbl 3aWUTUTL Yeayru unu JJaHHble asTopusayuu 015 BXxo0d B CUCTEMY.

(i) XXywnere Kipy ywWwiH aBTOpPNacTbipy AepeKTepiH pyKcaT eTinMereH nanganaHyra Hemece aflaskTbiKkka
KaTbICTbl KYAIK TyblHOAFaH afFgana xaHe/Hemece (ii) KbiameTTepai xxoHe/HeMece Xyliere Kipy ywiH
aBTOpPACTbIPY AePEKTEPiH KOpPFay YLWiH Xyrere KomkeTiMAiK any ywiH XXynere Kipy ywWiH aBTopnacTbipy
hepeKTepiH nanpgananyabl Tanan eteTiH KbiameTTepre ManpananywblnapablH KOMXKeTIMAIrH BaHk
yaKkbITla ToKTaTa anajbl gereHMeH KnueHT kenicep,.

For applications accessible in CitiDirect and CitiConnect (with the exception of Personal Certificates discussed below),
the Bank requires the Customer to establish a “Security Manager” function. Security Managers are responsible for:

[nsa npunoxerudi, 0octynHeix B CitiDirect u CitiConnect (3a ucknroyeHueM [1epCoHAIbHbIX CePTUGUKATOB, YNOMSHYThbIX
Hue), baHk Tpebyet, yTobbl KnueHT Ha3Ha4yuwa (pyHKyu «MeHedmepa no 6e3onacHocTu». MeHedxepbl no 6e3onacHocTu
HecyT OTBEeTCTBEHHOCTb 3a:

CitiDirect >xoHe CitiConnect-Te Ko/mkeTiMai kongaHb6anap ywiH (TeMeHAae anTbINaTbIH XXeKe KyaNikTepaeH
6acka) baHk KnuenTTeH “Kayincispik MmeHepxepi” dyHKLMACbIH OpHATyAbl Tanan eteni. Kayincisaik
MeHedXepnepi MblHanap ywiH xayanTbl:

5.1 Establishing and maintaining the access and entitlements of users (including Security Managers themselves)
including activities such as: (a) creating, deleting or modifying user Profiles (including Security Manager Profiles)
and entitlement rights (Note that user name must align with supporting identification documents); (b) building
access profiles that define the functions and data available to individual users; (c) enabling and disabling user log-on
credentials; and (d) assigning transaction limits (Note these limits are not monitored or validated by the Bank and
Customer should monitor these limits to ensure they are in compliance with the Customer’s internal policies and
requirements, including but not limited to, those established by the Customer’s Board of Directors or equivalent);
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5.2

5.3

54

5.5

5.6

MpedocTasneHue u Tekyuwast noddepxka 0oCTyna u npas nosib3oBaresell (Bko4as camux AOMUHUCTPATOPOB
6e30nacHocTu), B TOM yucsie ciedyrouwjue (hyHKkyuu Kak: (a) cozoaHue, yoaneHue wiu usmeHerue lNpoghuneli
nosb3oBaresns (B Tom yucse lMpogusel AOMUHUCTPATopos 6e30nacHOCTu) U HadesieHue nosiHoMovusmMu (obparure
BHUMQHUE, YTO UMS NOJIb30BATe 11 00/IHHO coBNAdath ¢ yoocToBepsouwumu dokymeHTamu); (b) cozdarue npoghunel
docTyna, KoTopble onpedesnsroT (hyHKUUU U OaHHbIe, A0CTYNHble UHOUBUOYQ/IbHBIM NOJIb30BATENSIM; (C) NOOK/IFoYeHUe
U OTKJIrOYeHUe yYeTHbIX OaHHbIX BX00a; U (d) onpedesieHue TPAH3AKUUOHHbIX IUMUTOB (06paTuTe BHUMAHUE, YTO
OQHHbIE IUMUTbI HE KOHTPOJIUPYHOTCS Wil yTBEpHOatoTcs baHkoM u KaueHT 00/1eH KOHTPOIUPOBATb OAHHbIE
JIUMUTBI 051 obecneyeHusi COOTBETCTBUS C BHYTPEHHUMU NOAUTUKAMU U TpeboBaHuUsMU KnueHTa, BK0YAs], HO

He orpaHu4uBasich, TAKUMU GOKYMeHTamu, npuHsiTbimu CoBeToM OupexkTopoB KiueHTa 1ubo paBHOUEeHHbIMU
OJoKyMeHTamu;

KomkeTimMAinikTi >koHe naiganaHywbiiapablH, (COHbIH ilWiHae Kayincisaik sKiMwinepaiH e3aepiHiH) KyKbIKTapblH
YCbIHY YXoHe aFbiMOafbl KOJIAay KepCeTY, COHbIH, iliHAe MbiHagan dyHKumusnap: (a) ManganaHywbiHbIH,
npodunbaepiH (CoHbIH, iWwiHae Kayincisaik skimMwinepiHiH npodunbepiH) opHaTy, X0 HEMECe 83repTy KaHe
eKineTTikTep TabbicTay (NanganaHyLbIHbIH, aTbl XXeKe 6acblH KyanaHablpaTbiH KyXKaTTapaarbiMeH Gipaei 6onybl
Tuic ekeHairiHe Hasap aygapbiHbI3); (b) )Xeke naiganaHyLblapFa KomKeTiMai 60/1bin TabblnaTbiH yHKUMSNAp
MeH fepekTepai 6enrinenTtin KomkeTiMainik npodunbaepiH opHaTty; (C) Kipy ecenke any fepeKTepiH Kocy KaHe
KOH0; >KaHe (d) TpaH3aKuMANbIK IMMUTTEPLi opHaTy (6yn nuMuTTEp BaHKneH 6akblnaHbin, 6eKiTiNMenTiHiHe
oHe KnueHT 6yn numutTepni KNnneHTTIH, ilWKi cascaTTapbl MEH TananTapblHa, COHbIH, iWiHAe, 6ipak KnMeHTTiH,
Ou1peKTopnap KeHeciMeH KabblngaHFaH KyXkaTapbIMeH HEMeCe YKCac Ky>KaTTapbIMeH LUEKTeNMeNn,
COMKECTIriH KaMTaMachbI3 eTy yLWiH 6akbinayFa TUiCTi eKeHiHe Ha3ap aygapblHbi3);

Creating and modifying entries in Customer maintained libraries (such as preformatted payments and beneficiary
libraries) and authorizing other users to do the same;

Co30aHue u usmeHeHue 3anuceli B noddepxusaemMbix KnueHTom 6ubnuotekax OaHHbIX (TAKUX KAK WA6/I0HbI
naarexceli u 6ubnuoTeka beHehuyuapoB), a TakHe npedocTassieHue paspeuieHull Opyrum nosib30BaresaM 0eaTb To
e camoe;

KnueHT Konpay KkepceTeTiH AepeKTep KiTanxaHacblHAarbl xxasynapabl (tenemaep wabnoHpapbl xaHe
6eHeuLmapnap KiTanxaHacbl CUSKTbI) OpHATY XaHe e3repTy, coHAan-aK backa nanganaHylblnapfa atanfaH
opeKeTTepai Xy3ere acblpyfa pykcart bepy;

Modifying payment authorization flows;

V3meHeHue nociedoBaTesbHOCTU aBTopusayuu (0dobpeHus) nnatexel;

Tenempepai TYNHyCKanaHabIpyablH (MakynnaynblH) peTTinirid esrepTy;

Allocating dynamic password credentials or other system access credentials or passwords to the Customer’s users;

lMpucBoeHue duHamu4eckoro udeHTUukaTopa unu haposnel doctTyna K cucteme 0515 nosnb3osartesnell KnueHra;

KnueHTTiH NaganaHyLwbliapbiHa AMHAMUKANbIK COMKECTEHAIPriWTI HEMece XyMere KOMKeTIMAINIK YLWiH
KYNusicesaepai YCbIHy;

Notifying the Bank, if there is any reason to suspect that security has been compromised; and

YBedomuTtb BaHK, ec/u ecTb /1106bie 0CHOBAHUS n0603peBaTb, 410 6€30NACHOCTL bbiNa HapyweHa, u

Kayincispik 6yniHreHi >keHiHae Ke3 KeNreH KyMaH TyblHAaFaH xarfaanga baHkTi xabappap eTy; xaHe

Managing and procuring digital certificates and authorizing other users to do the same.

YnpasreHue u nosiy4yeHue yugpoBbix cepTuhukaTos u nepedady Opyrum nosb30BATEISIM NOJIHOMOYUL 07151
BbINOJIHEHUSI Tex #e delicTBudl.

Umndpnbik cepTudukaTTapabl 6ackapy xaHe caTbin any xaHe 6acka napganaHylwbliapFa Aa conan icteyre
pykcaT 6epy.
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Please note: Security Manager roles and responsibilities may vary or not be applicable in certain markets due to regulatory
requirements and/or operational capabilities. In such markets, the Bank may require additional documentation and other
information from the Customer to perform Security Manager functions on behalf of the Customer.

Moxanylicta, obparute BHUMaHue: @yHKyUU U 0653aHHOCTU AOMUHUCTPATOPA 6€30NaCHOCTU MOTYT BapbUPOBATLCS
wnu 6bITb He NPUMEHUMbI HQ TePPUTOPUU HEKOTOPbIX PbIHKOB BBUGY perynsiTopHbix TpeboBaHull u/uiu onepayuoHHbIX
BO3MOMHOCTel. Ha Takux pbIHKax BaHk MoxeT noTpe6oBaTs AONONHUTE/bHYH O0KYMEHTAYUI U UHYI0 UHhOPpMAyUIo OT
KnueHTta 0515 ocyujecTsiaeHuss AOMUHUCTPATOPOM 6@30nNaCHOCTU CBOUX (hyHKUUL OT uMeHU KnueHTa.

Hasap aypapyblHbi3abl 6TiHEMI3: Kayinci3fik akiMwinepiHii yHKumManapbl peTTeyLwi Tanantapfa xaHe/HemMece
onepauuanbik MyMKiHAikTepre 6annaHbicTbl ap Typni 6onybl MyMKiH HeMece kenbip HapbiKTap aymarblHAa
KonAaaHblniManTbiH 6onybl MyMkiH. CoHpan HapbikTapaa Kayincisgik akMmuwiciMeH KNMeHTTiH aTbiHaH 63
hyHKUMANapbIH opbiHAAY YWiH BaHk KNMeHTTeH KoCbIMLLA KyXKaTTap MeH e3re aknapaTTbl Tanan eTyi MyMKiH.

6. Use of CitiDirect and CitiConnect by Security Managers
Ucnonb3osaHue CitiDirect u CitiConnect MeHedxepamu no 6e3onacHocTu
Kayincispik MeHepxepnepiHiH, CitiDirect >kxaHe CitiDirect-Ti naipananybl

11-109.1Q11D SHEX 102.1Q1HD

The Bank requires two (2) separate individuals to input and authorize instructions; therefore, a minimum of two
Security Managers are required. Any two Security Managers, acting in concert, are able to give instructions and/
or confirmations through the connectivity channels in relation to any Security Manager function or in connection
with facilitating communications. Any such communications, when authorized by two Security Managers,

will be accepted and acted on by the Bank and deemed to be given by the Customer. The Bank recommends

the designation of at least three Security Managers to ensure adequate backup. The Customer shall designate
Customer’s Security Managers on the TTS Channels Onboarding Form. A Security Manager of the Customer may
also act as the Security Manager for a third party entity (for instance, an affiliate of the Customer) and exercise
all rights relating thereto (including the appointment of users for that third party entity’s Account(s)), without any
further designation, if that third party entity executes a Universal Access Authority form (or such other form of
authorization acceptable to the Bank) granting the Customer access to its account(s). This only applies in relation
to Account(s) covered under the relevant authorization.
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BbaHky Heobxodumo 0Ba (2) uenoBeka 0715 BBOOA U ABTOPU3AUUU UHCTPYKYUU; nosToMy TpebyeTcs, KAK MUHUMYM,
0Ba AdMuHucTpatopa 6ezonacHocTu. Jllobbie 0Ba AOMuHUcTpaTopa 6esonacHocTu, 0elicTBYS COr/IACOBAHHO, MOTYT
0aBaTb UHCTPYKYUU U / unu nodTBeprOeHUs Yepe3 KaHAJIbl CBSI3U B OTHOWeHUU /10600 (hyHKyuu AOMUHUCTpATopa
6esonacHocTu unu 0ns codelicTBus o6meHy uHgopmauyuedl. Jlobsie Takue CoobuweHus, ec/iu OHU aBTOPU30BAHbI
0BymMs AOMUHUcCTparopamu 6e3onacHocTu, 6ydyT NPUHUMATLCS U UCNOIHATLCS BAHKOM U CHUTATLCS nopyYeHUsMu
KnueHta. baHk pekoMeHAyeT HA3HAYUTb He MeHee Tpex AOMUHUCTpATopos 6e3onacHocTu 0151 obecneveHus
B3aUMO3aMeHsseMoCTU. KaueHT HasHavyaeT cBoux AOMUHUCTPATOPOB 6e30nacHOCTU, ucnosb3ys dopmy Ha
nooksnrouerHue k Kananam TTS. AOMuHucTpaTop 6esonacHocTu KaueHTa Takxe MoxeT 0elicCTBOBATL B KA4ecTBe
AOMUHUcTpaTopa 6e3onacHoCcTu 07151 KOMNAHUU-TpeTbUX AUy (Hanpumep, aghhunupoBaHHOro npednpusitus
KnueHTa) u ocywecTs/siTb BCe CBS3AHHbIE C 3TUM npaBd (BK/IHOYAS HA3HAYEeHUe hosib3osaTenell 015 Cueta(-oB)
Takol KOMNAHUU-TpeTbero auya), 6e3 Kakoro-1ub6o 0oNoIHUTEIbHOr0 HA3HAYEHUS, ec/lu TaKAsi KOMNAHUS-

TpeTbe 1uyo nodnuwet hopMy PaspeweHus Ha npedocTaBieHue yHUBepcabHoro doctyna (uiu o6y opyryro
¢hopmy asTopusayuu doctyna, npuemaemyio 015 baHka), npedoctasnss KnueHty docTyn K ero cyety(-am). 31o
npumeHsieTcs ToJIbKO B OTHowleHuU CyeTa(-oB), Ha KOTOPble PACNPOCTPAHSETCS B COOTBETCTBYOWee pa3pelleHue.

BbaHKKe HycKaynbIKTapAblH eHri3in, aBTopnaHabipy yuiH eKi (2) agam KakeT; COHObIKTaH KeMiHae eKi
Kayincisaik akiMmuwici kaxxeT 6onagbl. KenicinreH Typae apekeT eTe oTbIpbin, Ke3 KenreH eki Kayincisgik
aKiMuwici Kayincisgik aKiMLWicCiHiH Ke3 kenreH yHKLUMACbIHA KaTbICTbl HEMeCe aKnapaT afiMacyfa KemMek
KepceTy yuWiH 6ainaHbiC KaHanaapbl apKblibl HYCKAYNbIKTAp XXaHe/HeMece pacTaysap ycbiHa anagsbl. Kes
KenreH coHpan Xabapnamanap, erep onap eki Kayincisgik akimwicimeH aBTopnaHgblpbinfFaH 6onca, baHkneH
KabbingaHbin, opbiHAanaTbiH 6o5caabl xxaHe KNuMeHTTiH TancbipMach! 60nbin caHanagbl. baHk e3apa
aniMacyblH KaMTaMacbl3 eTy MakcaTblHAa KeMiHae yw Kayincisaik akimuwiciH TaranbiHoayFa keHec bepepi.
KnnenT TTS KaHanpgapbliHa KocbllyFa apHanfaH HblcaHabl KongaHa oTbipbin 63iHiH, Kayincisgik aKimMwinepin
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TafalbiHoanabl. YWiHWi TynFa-komnaHua KnneHTKe e3iHiH, woTbiHa(TapbiHa) KOMXKEeTIMAINIK YCbIHA OTbIpbIN

Op XaKTbl KOMKETIMAINIKTI YyCbIHYFa pyKcaT HbiCaHblHA (HeMece baHK ywiH Konainbl 605bin TabblnaTbiH,
KOJIXKETIMAINIKTI aBTOpnaHabIpyabliH Ke3 KeNreH 6acka HbicaHblHa) KON KOoATbIH 6onca, KnueHTTiH Kayincisaik
aKiMLici KaHOaM oa KoCbIMLLA TaFalblHAaybIHCbI3 COHOAN-aK YWiHLWIi TynFanap-komnanuanap (Mbicanbl,
KnueHTTiH addhmnmumpnenreH kacinopHbl) ywiH Kayincisgik skimMuwici peTiHae sapeKkeT eTe afiafbl XXoHe COHbIMEH
6annaHbICTbl 6aprblK KYKbIKTapabl (COHbIH ilWiHAE COHAaM YWiHWIi TyNFa-KoMnaHUsaHbIH LLoTTbiHa(TapbiHa)
nampanaHylwblnapabl TaFanbiHOayAbl) XYy3ere acbipa anaabl. byn calikec pykcaT KaTbicTbl LLIoTKa(Tapra)
KonpaHblnagbl.
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7. Use of CitiDirect by Security Officers (For Personal Certificates only)
Ucnonb3osaHue CitiDirect CoTpydHukamu no 6e3onacHocTu (Tos1bKo 05151
lMepcoHasnbHbIX cepTughuKkaTon)
CitiDirect-Ti Kayincisgik KbiIaMeTKepnepiHiH, nanpanaHybl (TeK XXeKe KyanikTep YyLliH)
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The Bank requires two (2) separate individuals to manage digital certificates attributed to individuals (“Personal
Certificates”). Therefore, two Security Officers are required to assign and remove Personal Certificates to users,
for the purpose of authenticating and authorizing Communications on the connectivity channels. The Bank
recommends the designation of at least three Security Officers to ensure adequate backup. Any Communications
authorized by Personal Certificates will be accepted and acted on by the Bank and deemed to be given by the
Customer.
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BaHky Heobxodumo 0Ba (2) oTOesIbHbIX YesioBeKa 0/18 ynpaB/ieHUst NePCOHAIbHbIMU CEPTUGUKATAMU, KOTOPbIe
npunucsiBatoTcs ¢puduveckum nuyam (“MepcoHanbHelie ceptTugukarsl”). Tem cameim, 0Ba Oguyepa 6eonacHocTu
00/IHHbI NPUCBAUBATH NOJIb30BATENSM U TUWATbL UX [TepcoHaIbHbIX cepTughuKkaToB 0415 yesel ayTeHTUukayuu

u asTopusayuu CoobujeHuli no kaHanam cBs3u. baHk pekoMeHAyeT HA3HA4YUTb He MeHee Tpex Oguyepos
6e3onacHocTu 0719 obecheyeHus B3aumosameHsemocTu. Jlobsie CoobuweHus, ec/iu OHU ABTOPU30BAHbI
MepcoHanbHbIMU cepTughukaTamu, 6ydyT NPUHUMATLCS U UCNOJTHATLCS BAHKOM U cHUTATHCS nopydyeHuUsamu KaueHTa.

BaHKKe XeKe Ty/iFaniapfa YCbiHbINaTbIH aepbec cepTudukatTapabl («Oepbec cepTudmnkatTap») 6ackapy ywiH
eKi (2) benek apam kKaxxeT. CoHbIMeH, eKi kayincisaik oduuepi 6aiinaHbic KaHangapbl apKblfibl XX0N4aHbINATbIH
Xabapnamanapgabl TYNHYCKaNnaHObIpy }XoHe aBTOpJIaHAbIPY MakKcaTTapsbl YIWiH nanganaHywbinapra Oepbec
cepTudmKaTTapbIH YCbIHbIM, ONlapAbl XXokFa THicTi 6onagbl. bBaHK e3apa anMacyblH KaMTaMachI3 eTy
MaKcaTblHAa KeMiHge yw Kayincisaik ouuepiH TaranbiHpayFa keHec 6epegi. Kes kenreH Xabapnamanap, erep
onap Hepbec cepTumkaTTapMeH aBopiaHgbipbliFaH 6onca, baHkneH KabbingaHbin, opbiHAANaTbIH 60nagbl
>koHe KNneHTTiH TancelpMach! peTiHge caHanatbiH 6onagpbl.
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