Cltl Treasury and Trade Solutions

Security Procedures
ZERERF

1.

Introduction

E1E

These “Security Procedures”, as referenced in the Communications section of the Master Account and Service
Terms (“MAST”) (or other applicable account terms and conditions), are designed to authenticate the Customer’s
log-on to the Bank’s connectivity channels and to verify the origination of Communications between Bank and
Customer in connection with the following Services or connectivity channels (the availability of which may vary
across local markets).

MEFSRITZENTILAMKAFIARS EMY (‘P FIBRS Y (SREMERINMF ZAFRM) BEITERS Frit,
UTFRZ2EFSTRETREAFERBITNEEREUARSUTRSHEZEERE (TR GRS HZmE) XM
RITEEPZERENIRER,
«  CitiDirect® (including WorldLink®)

CitiDirect® MR X 4 (B3 WorldLink®)

« CitiConnect®
CitiConnect®

. Society for Worldwide Interbank Financial Telecommunication (“SWIFT”)

HERRITR EREBENDS ("SWIFT”)

o Manual Initiated Funds Transfer (“MIFT”)
AIESEIK (“MIFT”)

» Interactive Voice Response (“IVR”)
RENEENE (“IVR”)

«  Email/Fax/Mail/Messenger/Phone with the Bank
FMERITE R TR/ (EE /M /(E1E/BIE

«  Otherlocal electronic connectivity channels

Htt A FERRE

These Security Procedures are to be read together with the MAST and may be updated and advised to the
Customer from time-to-time by electronic or other means, including but not limited to posting updates to the
Security Procedures on CitiDirect. Unless otherwise provided by law, Customer’s continued use of any of the
above noted Services or connectivity channels after being advised of updated Security Procedures shall constitute
Customer’s acceptance of such updated Security Procedures. These Security Procedures cover the following;:
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FLZE2RFNERFHRSEMN—ERR. AR2EFAEREIEFRAMANRNERFENLEF, BFEER
PRF7CitiDirect MIRR K LA BN L 2RRFHNER, RIFERESHENE, ERERIIEHRR2EFBHGE, 10
HSoE A EMERARSHERRE, WRTEFEEZRFEFTNRZ2EF. FR2EFEEUTAS:

A. Authentication Methods
INEAT
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B. Customer Responsibilities

BEREE

C. Datalntegrity and Secured Communications

HiE=EENR 2B

D. Security Manager and Related Functions

T2 ZEMBXNR

2. Authentication Methods
INES

The Security Procedures include certain secure authentication methods (“Authentication Methods”) which

are used to uniquely identify and verify the authority of the Customer and/or any of its users authorized by

the Customer typically through one or a combination of mechanisms such as user ID/password pairs, digital
certificates, biometrics, security tokens (deployed via hardware or software), seal/signature verification, and/or
devices associated with the Authentication Methods (collectively, the “Credentials”). Authentication Methods and
associated Credentials allow the Bank to verify the origin of Communications received by the Bank.

AZ2EFEEFENZSINEASR ( ANEARX” ), ZEAMEAUEBTEWASID /ZBY, MFIER. £YHFT &2

SHE (BEBEERRGEE)  E/EFRWIE, f/FSNELAKRKNRES — MRS MASHRIESE (55 “BH”
) RIRBIF IR P/ ERREEMAFRRIR, B XEANES AR EZH, |17 LG E BRI,

SpPoY31a|\ uoiresnuayIny

More information regarding Authentication Methods for access to Services and/or connectivity channels may
be accessed on the CitiDirect Login Help website. Customer may at any time select an available Authentication
Method. During implementation of Services or connectivity channels, Bank may set-up a default Authentication
Method, which Customer may change at any time to another available Authentication Method.

WA ERCitiDirect WIR AR ER ML T BB L 5B RIRSH/RERREMANESNEXIER . FRALARER
ERE-MEAMINELSR. FRERSVERREN, RITFRE—FBINIANELN, ERAURBNENES—FER
HINIER T,

The following Authentication Methods are available to access the services and/or connectivity channels:

UTMAER AR TFihE LRERSH/EERE:

CitiDirect Authentication Methods

CitiDirect INIER T

Biometrics Adigital authentication method that utilizes a user’s unique physical traits, (such as a
AEYDAFIE fingerprint and facial recognition), built-in biometric technology on the user’s mobile
device, and cryptographic techniques to gain access to CitiDirect. Physical trait data
is not transferred to the Bank when the user selects this authentication method.

—MEHFHINEA T, EFIFHRPREFRYIRSFE (BIanEsENmERR ) . BPB;L
B LEAEREYNR AR AR INE R ARIBECitiDirect. HAFERIGAMES IR, ¥
FHEEASRBERT,
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CitiDirect Authentication Methods

CitiDirect INIER

Mobile Token
(non-application based)
B

(ERzFREY)

A digital non-application based mobile authentication method (e.g. Mobile Token
(App-less)) that leverages cryptographic keys and biometric authentication (such
as fingerprint and facial recognition) to link a user’s mobile device to their CitiDirect
account via the user’s mobile browser. Physical trait data is not transferred to the
Bank when the user selects this authentication method. This method facilitates
multi-factor authentication by verifying the user’s identity with their registered
mobile device.

—WE?%@%E@HEM%&%&?—%EET (FIa0, R AERELHE) , BEMEZZHAS
EYFEALE (NELANE SRS ) , fEERFBHN R G EBIRE S CitiDirect ik

PEE, éiFﬁFiiﬁﬁJttiMEE‘tE‘L Eﬂi%%&iﬂ%ﬂiAﬂ%Efﬂﬁﬁo ZANESNAR
EEMBBIMZEHTESHRIE, ATEMBRRIAE,

Challenge Response Token

BN E LR

Either (i) a mobile application based soft token (e.g. MobilePASS) or (ii) a physical
token (e.g. SafeWord Card, Vasco), which in each case is used to generate a dynamic
password after authenticating with a PIN (e.g. 4-digit PIN). When accessing
CitiDirect, the system generates a challenge and a response passcode is generated
by the utilized token and entered into the system. This authentication method, when
combined with a secure password results in multifactor authentication.

(nE?ﬁ@ﬁ%&ﬁ&?vﬁWMM%M@Mﬁﬁmmmﬁvﬁmmmawwm
. Vasco) , BFEFEREFIAE (FIINAEHFIANE) 2 BERNTSBRE. Hih
CitiDirect if, RFALER—MAEE, FEBIMERNSHERNEBHBAIRS
A IZINER B E L2 BB E AWM S ERIAL,

One-Time Password Token

—RETENE

Either (i) a mobile application based soft token (e.g. MobilePASS); or (ii) a physical
token (e.g. SafeWord Card, Vasco) that is used to generate a dynamic password after
authenticating with a PIN (e.g. 4-digit PIN). This dynamic password is entered into
the system to gain access.

(i) HFRHNAREFHISE (FliMobilePASS) 8§ (ii) ¥1IESHER (FlalSafeWord
&, Vasco) , BFEEBHFINE (FIAHMFINE) ZFERNSHE, BES®
BEANRRUIAEHRR,

Secure Password

TEER

A user enters his or her secure password to access the system. A secure password
typically limits a user’s capabilities on the system, for example, by only permitting
that certain information be viewed by the user. This authentication method, when
combined with a challenge response token results in multifactor authentication.

BRANBESSMANEZEZBIHRE AL, KEBBRERERPERSHERINEE,
Blgn, APRNANEEERER. WAMES NG S10ENE A S EZIAIE,

SMS One-Time Code
EE—REZRE

A dynamic password delivered to users via SMS, after which the user enters the
dynamic password and a secure password to gain access to the system.

BEEELELEAPNDNSENR, KERPMANTSERINZ2EBULERASR,

Voice One-Time Code
BE—RMEERE

A dynamic password delivered to users via an automated voice call, after which the user
enters the dynamic password and a secure password to gain access to the system.

BEENEEFULREAFRNDSESE, LERFMASNTSERNZEEBAAER
gRO
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CitiDirect Authentication Methods

CitiDirect INIER

Digital Certificates

S ERTE)

Adigital certificate is an electronic identification issued by an approved certificate
authority for authentication and authorization. Digital certificates may be attributed
to corporate legal entities (“Corporate Seals”) or individuals (“Personal Certificates”).
The Customer is responsible for properly verifying the identity of all users of Personal
Certificates acting on behalf of the Customer in accordance with local law.

The Bank and the Customer are required to use digital certificates provided by
authorized persons, to ensure all Communications exchanged via a public Internet
connection or an otherwise unsecure Internet connection are fully encrypted and
protected.

HAEBE—MEMERINENAMA, BFNERENOEFSMIER, BFIERS
BT AREASS (“REME” ) DA (“DPALER” ) . EPESERES AR ER
BB REPTENNAELAPNS 5.
RITHNEF D AERENAZRNEFIES, DBRAEETAHFHEHM AR 2MEERE
A& RN E N E ZEHRF.

CitiConnect for Files Authentication Methods

CitiConnect for Files INIES T,

Digital Certificates

HFIEH

See description above.

B2E L Lk

IP Address Whitelist When
Using CitiConnect
{EFCitiConnethd
Iiihild=F4=]

Certain Internet communications received by the Bank, for example, via a Virtual
Private Network (VPN), may also rely on the parties exchanging information

using pre-agreed Internet Protocol (IP) addresses. The Bank will only accept
communications originating from the Customer’s designated IP address, and

vice versa; and the Bank will only transmit Communications to the Customer’s
designated IP address, and vice versa. Used in conjunction with Digital Certificate
method above.

RUERTRIEOFEERMBER (FIIEE EHERME (VPN) FRER) IR KE T
ERERERA—MERYENERM DU (1Pt RHTEERM, RITRIEZR
BEFEE IPHILARNER, RZIM; RITRSEEFEERIPIIHEXER,
RZIFR ZINEL N & LR FIER HEER.

CitiConnect API Authentication Methods

CitiConnect APITAIESE T

Digital Certificates
HFIER

Seedescription above.

BEEL L
IP Address Whitelist When See description above.
Using CitiConnect EHEN R

{EFACitiConnethT A9
kil =E4=2]
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CitiConnect for SWIFT Authentication Methods

CitiConnect for SWIFT iAIER T

Digital Certificates
IS

See description above. Can be used in conjunction with SWIFT Authentication
method below.

BESEL LR, IS TIRSWIFT INES B SE .

SWIFT Authentication
SWIFTIAIE

Communications sent between the Bank and the Customer via the SWIFT network,
including, but not limited to, account information, payment orders, and instructions
to amend or cancel such orders, will be authenticated using procedures defined

in SWIFT’s Contractual Documentation (as amended or supplemented from time

to time) which includes without limitation its General Terms and Conditions and

FIN Service Description or as set forth in other terms and conditions that may be
established by SWIFT. The Bank is not obliged to do anything other than what is
contained in the SWIFT procedures to establish the sender and authenticity of these
Communications.

The Bankis not responsible for any errors or delays in the SWIFT system. The
Customer is responsible for providing communications to the Bank in the format and
type required and specified by SWIFT.

Transmissions and Communications sent or received via SWIFT facilities are subject
to SWIFT rules and regulations in effect, including membership rules. The Customer

is responsible for being familiar with and conforming to SWIFT messaging standards.

RITMEFZEBEIHERERITESRIEBES (SWIFT) MEERAET (BFEARR
F: kA ER. TES. URITIESHEBHTEGE) , BIFBSWIFTSEXE (BEER
R ITRMEIT S04 3T ) T N MR R R (TIAE, IZE XA BIEEREF—AR SR
&, FINBRS 18R, sy EthHSWIFT A MBS RS, R ESWIFTIZFRAIERIN, |17
TR EEhEIMERE SRR T IZ S BN & E ANFIE ST,
ISWIFTRFGBUE IR TR, RITIEAEBRXEE. FN, ZSPERFRIEE
SWIFTERFNIEEMR X LB ERITLIEET.

BESWIFTIREA X ZRNERNBIIMETERHSWIFTRIUAME, 8FsR
FHEIN, BPESREREHETSWIFTIRXERITE,
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SWIFT Authentication Method
SWIFTIAER T
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SWIFT Authentication Communications sent between the Bank and the Customer via the SWIFT network,
(Direct Connection for including, but not limited to, account information, payment orders, and instructions
Financial Institutions) to amend or cancel such orders, will be authenticated using procedures defined
SWIFTIAIE in SWIFT’s Contractual Documentation (as amended or supplemented from time
(ERMVWERE) to time) which includes without limitation its General Terms and Conditions and

FIN Service Description or as set forth in other terms and conditions that may be
established by SWIFT. The Bank is not obliged to do anything other than what is
contained in the SWIFT procedures to establish the sender and authenticity of these
Communications.

The Bank is not responsible for any errors or delays in the SWIFT system. The
Customer is responsible for providing communications to the Bank in the format and
type required and specified by SWIFT.

Transmissions and Communications sent or received via SWIFT facilities are subject
to SWIFT rules and regulations in effect, including membership rules. The Customer
is responsible for being familiar with and conforming to SWIFT messaging standards.

RITHERZEETFKENRITEREENS (SWIFT) MAEHAENR (2EFERR
F: MAER. ZIES URHIESRMENEENH) , BIRESWIFTEREME (BFEEAR
RIHATROEIT 4N 7R ) T TR RRE Rt A TIAE. ZEXHBIEERRF—RFEMRMF
f, FINBRSSHER, SREAERSWIFT R MEFRMHANFM. IR ESWIFTIZFRIZERIL, RIT
TR EMMESIMETER B E ZFBARNLEANESL A,

MSWIFTRZRVMEAIHIRWEIR, RITENEEBEXTE. BN, FPFHRIZE
SWIFTERHE MR LA LB ERITREENR,

BN, ERERERBHETSWIFTIRXERTE,

Digital/Electronic Signature Authentication Methods for Electronic Document Submission

BF/BFHER EATRFIERZANELGR

Digital Signature Atype of electronic signature that leverages digital certificates to validate the
HFER authenticity and integrity of a signature, message, software or digital document.
— iR A EAERRBIEE S, HE, R XN ESS T EENEFES,
Electronic Signature An electronic symbol attached to a contract or other record, unique to and used by a
BFEE person with an intent to sign. Electronic signatures can be established in the form of

words, letters, numerals, symbols, click of a button on a website, upload of facsimile
or scan of a physical signature, signing on a touchscreen, or agreeing to any terms and
conditions by electronic means. Created under the sole control of the person usingit,
itis logically attached to or associated with a data message, capable of identifying the
person who consents to the data message and certifying the person’s consent. Such
Electronic Signature would be submitted to the Bank through the Bank’s electronic
channels and in compliance with the associated Authentication Methods described
above.

BFERE—MESESEAEME LNEFHS, HEFARNE, ABEEENAE
. BFEFULNXT, 78, 87, FS5. fEMNOEH, LEEENAESFEE. &
ER FE2RURFRARREAZRRNR4FLE, BFESNtZREERA
Rz H TR, HEERHEREDE-FEEER, TUATRIREHFER
HAFMEHER. WXEFEZEETRITHEFREAEULANELTRZER
1To
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Manual Initiated Funds Transfer (MIFT) Authentication Method

AIZEEWINESR
MIFT Authentication
AT HERMAINES X

Manually Initiated Funds Transfer (MIFT), including amendments, recalls, or
cancelations of previous manual instructions, may be made by fax or letter or upload to
CitiDirect. Not all forms are supported in all countries. Initiators are persons designated
by the Customer who are authorized to initiate transactions in accordance with
restrictions, if any, are identified by the Customer. Confirmers are person designated
by the Customer that Bank may call back, at its discretion, for confirmation of manually
initiated instructions for funds transfers.

In certain countries, mobile telephone numbers are not accepted as call back
numbers. Further details are provided in the applicable Country Cash Management
User Guide, Global Manual Transaction Authorization or Universal Nomination Form.
MIFT is to be used by the Customer as a contingency method to communicating
instructions to the Bank.

ATHERN, BiEFEN BESEUEZRNATES, JUEEER, FHLEE
CitiDirect MIRAFARLE ., BTERAZFHHFAEMED, KRENEFEENASR,
I IERIRIEEFHIENRE (W8) KER5. WAAREFREENAR, RITTEITR
ELRIEEIA A UIAAE R SR KA TIES,

EREBSTEERP, NMeSBHRIESEIENRILSE, FEBE2EERERNNEEE
FAFM. 2KA TSR E Universal Nomination Form, AT HR&SEMKEZA R
TREESHNRAE,

Mail, Fax, Email and Messenger Authentication Methods

BpfF, fF 5, BFERFFMEE IMEA R

Seal Image Verification

ENE301E

Correspondence received by the Bank via fax, mail, email or messenger, excluding MIFT
requests, are verified and collated with due care based on the seal image contained in
the Customer’s authority document or similar document provided to the Bank.

RITEEEE, B, BEFEMHEEIREINER (AT "%E%E’J%Z‘?B?’;’I BIRIES
PR R TR B S R A S AT B A RS T R R T R,

Signature Verification

BT IHNE

Correspondence received by the Bank via fax, mail email or messenger, excluding
MIFT requests, are signature verified based on the information contained in the
Customer’s authority document or similar document provided to the Bank.

RITEIEE. B, BFEMMEEEREIRNER (A TRZERKEERIRI) , BRES
PRESRITIFNA S EM R UXAPRESHERHTERRIE,

Secure PDF
ZLPDF

Encrypted emails are delivered to a regular mailbox as PDF documents that are
opened by entering a private password. Both the message body and any attached
files are encrypted. A private password can be set up upon receipt of the first secure
email received.

INZREF B E N POF G R EE AN, BEMAETBRBITH, B EXRE
ERMHEIEINE, EREIE—HZEBFEMME, ATIRELTRERD

MTLS
s AR RN

Mandatory Transport Layer Security (MTLS) creates what would be a secure, private
email connection between the Bank and the Customer. Emails transmitted using this
channel are sent over the Internet through an encrypted TLS tunnel created by the
connection.

s EEREDIN (MTLS) ERITHIEFAZEET - TN RENTBEFHMHER. £R
It RE R X EF A —ME T EREZMNETLSEEEE BN AE
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Phone Authentication Methods
HiE IMNESFR

PIN Customers contacting the Bank via phone are prompted to enter a PIN to validate
215 authorized access.

BEPBEBEIERRETH, BiEREBE I A—BZBRIERRNR,
Verification Questions Customers contacting the Bank via phone are prompted by the Bank’s service
FIIE|a) R representatives to provide correct verbal responses to verification questions in order

to validate authorized access.

HEFBETRIERARITH, RITRSARBRREN R ERHERNOLESL
BAEI AR

The availability of Authentication Methods described above varies based on local markets.

PA B BOINIE A RS BT AR S it imm &

3. Customer Responsibilities

EF

31

3.2

3.3

3.4

BA%

Identifying Authorized Users: Customer is responsible for identifying: (i) all individuals acting on the Account(s)
on behalf of the Customer at an entity level for all Services and connectivity channels, and (ii) each person acting
on behalf of the Customer being duly authorized by the Customer to act on the Customer’s Account.

RBRWNAR  ZRAFIRG: () M TFAERSTIERRETAAEEAREANKFAITENRE DA
M (i) 8—MREFAEABRNAREKERHNERKATENA.

Customer is responsible for assigning and monitoring any transaction limits assigned to the Customer and/
orits users and ensuring that these limits (a) do not exceed the limits as required by the Customer’s internal
policies and other authority and constitutive documents such as Customer’s Board of Director resolutions,
Bank Mandates, Power Of Attorney, or equivalent document, and (b) are properly reflected on all connectivity
channels and user entitlements.

EPAEDENREDRAZAN/SEBPNRZRE, FHARXLER (a) MESERARAEBER, BN
MARME (FINERRNEFIRIY, RITERED. BNZES, REAFH) NERLIR; (b) BIEWRNERE
ERRENMAPNRL.

Certain jurisdictions may require individuals (and their corresponding Credentials) to be identified by the Bank in
accordance with applicable AML legislation requirements before granting access to perform certain functions.
Please contact your Customer Service Representative or visit the CitiDirect website for further information.

REREERRABERRITEDTAB T HENRIARERLEINE 2/, SRIAE (REBNOZER) FEERN
RIFLERER, MTELZER, BRALNEFRSARIBNIECitiDirect Wik,

Safeguarding of Authentication Methods

INES AR

The Customer is responsible for safeguarding the Authentication Methods and Credentials with the highest
standard of care and diligence, and ensuring that access to and distribution of the Credentials are limited only to
persons that have been authorized by the Customer.

Communications sent by a third party: Where the Customer is using a Credential to identify and authenticate
their Communications as originating from them as a legal entity, the Customer is responsible for exercising
full control over the use of such Credentials when sending Communications to the Bank, including where such
Communications are sent by applications and/or systems that are managed by a third party on behalf of the
Customer. In all circumstances the Bank will (a) deem any Communication it receives through an electronic
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connectivity channel, that has been received by the Bank in compliance with these Security Procedures duly
authenticated as originating from the Customer, as a Communication instructed by the Customer and (b) may act

upon any Communication that it receives on behalf of the Customer in compliance with these Security Procedures.

ERERAURSEMERRZEFRIPEINMESINEZN, FHANZHOHENILNBRFEAOERA,

F=HRENBER: SFPERAZAIRAAFAINMEEEREASALZ LRERR, EREREERRITLAEBRRTER

PAREATERTENELEN, BFIZSENEACREAEENAN/NARNE=LLEN. AEMBERT, |17

= (a) BEEFEERRBRINN. EARTREZEEFEENEIRE FERIERNNZFAEROER; K
(b) kR ZEEFAREANTIREIMERATERE,

4. DataIntegrity and Secured Communications

FiETEMENZ 2EN

41

4.2

4.3

4.4

4.5

The Customer will be transmitting data to and otherwise exchanging Communications with the Bank,
utilizing the internet, mail, email and/or fax which the Customer understands are not (i) necessarily secure
communications and delivery systems, and (ii) under the Bank’s control. The Customer further understands
that if Customer’s users are entitled to access Open Banking and/or similar third-party platforms outside of
the Citi systems, Customer data could be transmitted over such third-party platforms which are not under
the Bank’s control.

EREBEEREERRW, B4, BFEMER/ SR ENA X ERITERMIERSRITRBIN, ERTEZELT
(1) IR—ENZZNBHRAERRS; (2) ORAERTHEFEEN. ERE—SHNE, EERPERNEAFKER
TR/HEERAGINBROEUE=STE, WEFEETERTZSAZRTENNE=SFaRTEH,

The Bank, utilizes industry leading encryption methods (as determined by the Bank), which help to ensure
that information is kept confidential and that it is not changed during electronic transit.

RITRATULSENMEZEL L (BELXARTHE), HEDTHFEERFRE, BNRLERERFEREREHRR
BwEX.

If the Customer suspects or becomes aware of a technical failure or any improper or potentially fraudulent
access to or use of the Bank’s Services or connectivity channels or Authentication Methods by any person
(whether an authorized person or not), the Customer shall promptly notify the Bank of such occurrence. In
the event of improper or potentially fraudulent access or use by an authorized person, the Customer should
take immediate actions to terminate such authorized person’s access to and use of the Bank’s Services or
connectivity channels.

MREAMERZIRBIEAME, HFREE, BIREEAIA (BIE2BEAENAR) WRITIRS, ERREHIAMELT
FEASSEERIFEONENERN, ERNKBART. WRENATEERASNEERIFRIDERER, FF
RI3ZBIRENATH), L2 1IEZIRNA R EHEARITIRSWERRE,

If the Customer utilizes file formatting or encryption software (whether provided by the Bank or a third
party) to support the formatting and recognition of the Customer’s data and instructions and acts upon
Communications with the Bank, the Customer will use such software solely for the purpose for which it has
been installed.

MREFERAXH BT MNBRG (RIEHRTRE=ZSREM) USHEAHENELSHBICSIRG, URSHR
TTBREFTREETE], MEFARMNERRIZRE BB ERIZ R,

The Customer accepts that the Bank may suspend or deny users’ access to Services requiring the use of
Credentials (i) in case of suspicion of unauthorized or fraudulent use of the Credentials and/or (ii) to safeguard
the Services or Credentials.

DTAMERT, EPEZRITIRSPLENIELAFRFTEEBBANEDORS: (1) MEEREENEVEE 1A
B, #/2 (2) hRERSHZHNZ 2,

suojesIuUNWWo?)
painodag pue Augsiulereq
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For applications accessible in CitiDirect and CitiConnect (with the exception of Personal Certificates discussed
below), the Bank requires the Customer to establish a “Security Manager” function. Security Managers are
responsible for:

Xt FCitiDirect IR RAF CitiConnect A B BIRIN AR BRIA T AR PAIEBRIBE RSN, IRITEREFIRIL “RERE”
BRee, L BEWUTRIERSR:

51  Establishing and maintaining the access and entitlements of users (including Security Managers themselves)
including activities such as: (a) creating, deleting or modifying user Profiles (including Security Manager Profiles)
and entitlement rights (Note that user name must align with supporting identification documents); (b) building
access profiles that define the functions and data available to individual users; (c) enabling and disabling user log-on
credentials; and (d) assigning transaction limits (Note these limits are not monitored or validated by the Bank and
Customer should monitor these limits to ensure they are in compliance with the Customer’s internal policies and
requirements, including but not limited to, those established by the Customer’s Board of Directors or equivalent);

BEVH4HIrER (BERLKLEBAE) HEFIRE, BEUTED: (a) tIE. MR BRREXS (BiELZ2E
BEEXMH) FIRR (FFE, BPEURSIERSHRIEG—) (b) BINpREENHE, XA BFEERRINEE
MBURE (c) ERNMERAREREHE W) PREXZRE (FFE, WFREMZE, RITASFULENZE. RS
BETHENZERS, MRPIEFTEERPHIRSBRNER, FERRFEFEESLRASENEFHIENASBRNE
K);

5.2 Creating and modifying entries in Customer maintained libraries (such as preformatted payments and
beneficiary libraries) and authorizing other users to do the same;

EEPLEFREFRMENEE (FINFRENRMNZREANE) , FENEMBPRTHERERE

5.3 Modifying payment authorization flows;

T TIRIRIE;

5.4 Allocating dynamic password credentials or other system access credentials or passwords to the Customer’s
users;

B SRBRANAEMRR L N ZHAABBOLREZFHAER;

5.5 Notifying the Bank, if there is any reason to suspect that security has been compromised; and
MREEMEERRKAZERIIRE, BHRT; UK

5.6 Managing and procuring digital certificates and authorizing other users to do the same.
EEMREMAIELH R EMARRTEREERE.

Please note: Security Manager roles and responsibilities may vary or not be applicable in certain markets due
to regulatory requirements and/or operational capabilities. In such markets, the Bank may require additional
documentation and other information from the Customer to perform Security Manager functions on behalf of
the Customer.

BIR: Z2EENARNRAETEREARESMHIHRNREERN/NZEERNMBRAELATER. EiX
Fhipd, RITAERZFAREFINMIXEMEMERUAEFETREEERNR.
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1

6.

Use of CitiDirect and CitiConnect by Security Managers
ZRLEZIEMCitiDirect MIRRZMCitiConnectdIEMA

The Bank requires two (2) separate individuals to input and authorize instructions; therefore, a minimum of two
Security Managers are required. Any two Security Managers, acting in concert, are able to give instructions and/
or confirmations through the connectivity channels in relation to any Security Manager function orin connection
with facilitating communications. Any such communications, when authorized by two Security Managers,

will be accepted and acted on by the Bank and deemed to be given by the Customer. The Bank recommends

the designation of at least three Security Managers to ensure adequate backup. The Customer shall designate
Customer’s Security Managers on the TTS Channels Onboarding Form. A Security Manager of the Customer may
also act as the Security Manager for a third party entity (for instance, an affiliate of the Customer) and exercise
all rights relating thereto (including the appointment of users for that third party entity’s Account(s)), without any
further designation, if that third party entity executes a Universal Access Authority form (or such other form of
authorization acceptable to the Bank) granting the Customer access to its account(s). This only applies in relation
to Account(s) covered under the relevant authorization.

RITRERBARBNOAARBANERNIES; Alt, 2DFEM (2) BRELE, ORI LZELENEITHN, 7T LB
5EMR2EENIRERXNDIETEXNERRELERRESH/HRERBIN FNZEFRBEREEE FNOER, R
THESHERSTE ZEBRANABREFER. RITENEMEE=ER2LBURRACNEEA R BEFRNEME
AL REFREFIEXRLIEERZ2AE, EFNR2EBETH—PHE, LT UBEE=S A (FlUEFRXE
M) NZERIE, FTESZEXNAERA (BENE=AEFNKARFINES) , AIREZE=AEFEETERT
ZRinEEMARRIOEIKIHENRNS (HRITEZOEMPNENS) . SR THEXENTRENMS,

Use of CitiDirect by Security Officers (For Personal Certificates only)
ZZ2IEEMCitiDirect MRRANER (XRPAIES)

The Bank requires two (2) separate individuals to manage digital certificates attributed to individuals (“Personal
Certificates”). Therefore, two Security Officers are required to assign and removal Personal Certificates to users,
for the purpose of authenticating and authorizing Communications on the connectivity channels. The Bank
recommends the designation of at least three Security Officers to ensure adequate backup. Any Communications
authorized by Personal Certificates will be accepted and acted on by the Bank and deemed to be given by the
Customer.

RITFERBTEANAZRERLRE PARNHAES ( “PAES” ) . B, BER (2) BREFEMAADENEE
PAILES, MENMERERE R ERNET. RITENEEELP=BR2TENHRRERENEEAA. FEARETAILES
BERRER, |RITIIRZHERTE, ZFBERNNBEZFRER.
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