
Digital Security: Protecting Your Assets 

Transaction Monitoring 

Working together to secure  digital transactions Tremendous growth of online interactions and digital data 

Channel Protection Data Privacy 

Focus on partnering end-to-end, bringing together 
technology and best practices 

$200+ Billion 
Estimated amount 

stolen from companies 
and individuals, double 
the amount in 2010.3 

$3 Trillion 
Estimated cyber attack 

fallout cost to global 
economy by 2020.2 

Data Privacy Channel Protection 

Transaction Monitoring  

We are only as strong as the 
weakest link! 

Security goes beyond technology 
to processes and procedures 

Citi Client 

We are leveraging innovation and strong best practices for existing 
solutions to balance risk and add value.  

Citi Client 

Technology Process Technology Process 

• Strong log-in 
credentials for 
authentication  

• Robust 
encryption tools 
to help secure 
data exchanged 
between clients 
and Citi  

• Abnormal login 
behavior 
detection  

• Intelligence on 
best practices 
to prevent 
Social 
Engineering 

• Regular 
security health 
checks on 
channels (e.g. 
vulnerability 
assessment)  

• Global policies 
and processes 

• Update browser 
and Java 
regularly 

• Use anti-virus  
and other 
detection tools 

• Use a pop-up 
blocker for 
doubtful sites 

• Use automatic 
business device 
updates 

• Never share 
SafeWord 
Cards and keep 
PINs (Personal 
Identification 
Numbers) 
secret 

• Password-
protect all 
devices  
(e.g. computers, 
tablets, mobile) 

Our Transaction Monitoring capabilities help enable Citi and our clients 
to mitigate transaction level risks. 

Data Privacy is a key focus area with flexible controls that meet 
applicable data privacy guidelines around. 

Global internet devices 

Global digital data (in exabytes)  

4x1 

in 10 yrs 

44x1 
in 10 yrs 

The increase in Digital Banking enhances the need for 
Cyber Security Digital Security is our Business 

Cyber Threat 

Citi Client 

Technology Process Technology Process 

• Solutions 
enabling clients 
to easily identify 
payment 
outliers and  
help mitigate 
potential risks  

• Leveraging  
big data to 
enhance 
security  

• Intelligence and 
industry trends 
monitoring 

• Fraud and 
suspicious 
activities review 

• Robust Security 
Incident 
Management 

 

• Applications 
for user and 
entitlement 
reviews 

• Tools 
monitoring 
approved users 
for file delivery 
and processing 

• Utilize 
maker/checker 
compliance for 
each 
transaction 
authorization 

• Regular review  
of transaction 
reports and 
dashboards  

• Never leave an 
active session 
unattended 

Citi Client 

Technology Process Technology Process 

• Stringent 
protection of 
information with 
a variety of 
systems helping 
to ensure client 
data is accurate 
and reliable 

• Accessible  
data and fully 
backed-up at 
different sites 

• Regular client 
training and 
awareness 
sessions 

• Strict 
information 
security 
approach in 
compliance with 
applicable local 
data protection 
regulations 

• Robust controls 
for modification 
of payee 
information and 
beneficiary 
bank account 
details  

• Controls for 
sharing and 
modification of 
files and 
messages 

• Set appropriate 
levels of 
approvals 

• Limit access to 
sensitive and 
confidential 
data within your 
organization 

• Avoid storing 
sensitive data 
on device  

Source: 1. World Economic Forum and SWIFT; 2. McKinsey; 3. The Guardian Report  
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IRS Circular 230 Disclosure:  Citigroup Inc. and its affiliates do not provide tax or legal advice.  Any discussion of tax matters in these materials (i) is not intended or written to be used, and cannot be used or relied upon, by you for the purpose of avoiding any tax penalties and (ii) may have been written in connection with the "promotion or marketing" of any transaction contemplated hereby ("Transaction").  
Accordingly, you should seek advice based on your particular circumstances from an independent tax advisor.
In any instance where distribution of this communication is subject to the rules of the US Commodity Futures Trading Commission (“CFTC”), this communication constitutes an invitation to consider entering into a derivatives transaction under U.S. CFTC Regulations §§ 1.71 and 23.605, where applicable, but is not a binding offer to buy/sell any financial instrument.
Any terms set forth herein are intended for discussion purposes only and are subject to the final terms as set forth in separate definitive written agreements.  This presentation is not a commitment to lend, syndicate a financing, underwrite or purchase securities, or commit capital nor does it obligate us to enter into such a commitment, nor are we acting as a fiduciary to you. By accepting this presentation, subject to applicable law or 
regulation, you agree to keep confidential the information contained herein and the existence of and proposed terms for any Transaction.
Prior to entering into any Transaction, you should determine, without reliance upon us or our affiliates, the economic risks and merits (and independently determine that you are able to assume these risks) as well as the legal, tax and accounting characterizations and consequences of any such Transaction.  In this regard, by accepting this presentation, you acknowledge that (a) we are not in the business of providing (and you are not 
relying on us for) legal, tax or accounting advice, (b) there may be legal, tax or accounting risks associated with any Transaction, (c) you should receive (and rely on) separate and qualified legal, tax and accounting advice and (d) you should apprise senior management in your organization as to such legal, tax and accounting advice (and any risks associated with any Transaction) and our disclaimer as to these matters.  By acceptance 
of these materials, you and we hereby agree that from the commencement of discussions with respect to any Transaction, and notwithstanding any other provision in this presentation, we hereby confirm that no participant in any Transaction shall be limited from disclosing the U.S. tax treatment or U.S. tax structure of such Transaction.  
We are required to obtain, verify and record certain information that identifies each entity that enters into a formal business relationship with us.  We will ask for your complete name, street address, and taxpayer ID number.  We may also request corporate formation documents, or other forms of identification, to verify information provided.
Any prices or levels contained herein are preliminary and indicative only and do not represent bids or offers.  These indications are provided solely for your information and consideration, are subject to change at any time without notice and are not intended as a solicitation with respect to the purchase or sale of any instrument.  The information contained in this presentation may include results of analyses from a quantitative model 
which represent potential future events that may or may not be realized, and is not a complete analysis of every material fact representing any product.  Any estimates included herein constitute our judgment as of the date hereof and are subject to change without any notice.  We and/or our affiliates may make a market in these instruments for our customers and for our own account. Accordingly, we may have a position in any such 
instrument at any time.
Although this material may contain publicly available information about Citi corporate bond research, fixed income strategy or economic and market analysis, Citi policy (i) prohibits employees from offering, directly or indirectly, a favorable or negative research opinion or offering to change an opinion as consideration or inducement for the receipt of business or for compensation; and (ii) prohibits analysts from being compensated for 
specific recommendations or views contained in research reports. So as to reduce the potential for conflicts of interest, as well as to reduce any appearance of conflicts of interest, Citi has enacted policies and procedures designed to limit communications between its investment banking and research personnel to specifically prescribed circumstances.
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