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Welcome to CitiDirect BE®M

CitiDirect BESM, the powerful transaction and information delivery application from Citigroup,
centralizes your corporate banking functions to give authorized users around the world access to
accounts and information in a web-based environment.

Designed to help you streamline processes, CitiDirect® offers a high level of internal and external
security measures that protect the integrity of your data throughout each transaction.

The Activation Process

The activation process starts when services of Citibank are sold, and ends when your organization
is fully implemented and able to use the CitiDirect BE application. The following steps, coordinated
by Citi, are included in the activation process.

1. The input of your organization’s information (completion of the Client Definition form).
2. Activation of accounts (if necessary).

3. Linking your accounts to the CitiDirect application.

4. Creation of initial Security Manager Profile.

Using This Guide

This guide will assist you in understanding the events that will take place during activation, the
approximate order in which they will occur and your role as a Security Manager. Once the initial
activation is completed, this guide can be used as a reference tool for the CitiDirect application,
user maintenance and to assist in audit activities.

This guide also provides you with the information needed for many of the basic setup and
administrative functions within the CitiDirect application. It includes the procedures for setting
and maintaining CitiDirect configuration parameters, enacting security measures and populating
libraries.

Note: Some regional and country-level products/services may require advanced setup techniques
that go beyond the scope of this guide. For assistance with advanced security management
techniques, contact your local Implementation Manager.

Security Manager Role Overview

As a new (or migrating) Security Manager for CitiDirect (henceforth CitiDirect will imply CitiDirect
BE in this document), it is important that you understand the processes for enabling users within
your organization to access and make transactions with CitiDirect.

To protect your company's information and to comply with legal and regulatory guidelines,
CitiDirect is delivered with a predefined setting that all administrative and transaction-processing
functions require authorization. This central principle of security management is called maker-
checker. CitiDirect requires that each client identify and set up three Security Managers (two are
primary security managers and one backup) for their organization during the Client Definition
phase of activation.

Note: Security Managers are not required to be located at a single site, but they must have access
to CitiDirect.
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Advanced Planning

The security infrastructure and functionality built into CitiDirect BE are designed to meet strict
global banking compliance standards and integrate with your own corporate information security
standards and workflows.

To successfully implement CitiDirect, you must understand the unique needs and operational
flows of your organization. The quality of the information you gather in this planning stage will
directly impact the effectiveness and pace of your activation.

Working with your CitiDirect Implementation Manager, you need to gather key information before
initiating and executing on-site activation of CitiDirect. Sample questions you should answer prior
to activation are:

Analyze the Structure of Your Organization

1. Is your organization centralized? Is it managed as a single entity, with one Client Definition
for all users, all regions, all countries, etc.?

2. Isyour organization decentralized? For example, is it managed regionally, with various
treasury centers or shared service centers in different locations?

3. Isyour organization managed with a combination of the above? For example, regional
definitions but the treasury department links to all definitions.

4. Are there remote Security Managers? What is their role?

5. Do you have initiators of transactions in one location and authorizers in another location?
Analyze Your Operational Structure and Workflow

1. Who are your users?

From what location will they be accessing CitiDirect?

What are their roles? (Data input, authorizing, final approval, etc.)

What are their transaction inputs and authorization amount limits?

At what times of the day, week and month do they need access to CitiDirect?

o vos W

To which products, accounts, actions, functions, currencies and reports/inquiries do they
need access?

7. From which products, actions, functions, accounts, currencies and reports/inquiries should
they be restricted?

8. Who requires reporting access only?
9. Any special rules, requirements and privileges?

10. Are there individuals within your organization who have specific or unigue privileges that
need to be accommodated in the workflow?

1. How does your organization manage its treasury and accounting operations? For example,
are there levels of authorization required on wire payments, checks, etc.?

12. Do you have different authorization levels based on free-format versus preformatted
(predefined, saved) transactions?

13. Are there specific file formats used for batch processing that require setup?
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Roles and Responsibilities

The three key roles in the activation process and their associated high-level responsibilities are
listed below. Familiarizing yourself with these roles and responsibilities will help you to understand
each of the process steps to manage the expectations within your organization.

Citi
1. Completes Client Definition forms that establish your organization as a client and provides

subscription to the product and applications to be used.

2. Records pertinent to Security Manager information provided on the Client Definition forms.
Security Managers named in this process receive the information required to set up CitiDirect
locally.

3. Assigns the CitiDirect services your organization needs via Solution Packaging.
4. Links your organization with the appropriate accounts and financial products.
5. Delivers standardized default access profiles and flow controls.

Security Manager/Project Coordinator

1. Receives the appropriate setup documentation and security credentials.

2. Registers at www.citidirect.com.

w

Installs CitiDirect BE locally. Participates in Security Manager training coordinated by the local
Implementation Manager.

Reviews the Citi-defined settings for the products/services their organization uses.

Defines client preferences and other organization specific information.*

4
5

6. Reviews flow controls for CitiDirect services.*

7. Reviews libraries and performs maintenance as necessary.

8. Creates users, user groups and user group associations.

9. Creates access profiles to set of define entitlements.

10. Assigns user entitlements to link access profiles to users.

1. Communicates and assists end users with installation and access.
12. Performs regular audit and security maintenance.

CitiDirect® End Users

1. Receives CitiDirect security credentials.

Completes CitiDirect installation.

Self-trains with the CitiDirect Basics guide and other materials provided by Citi.

Sets personal preferences using the My Preferences feature.

oor W

Begins working in CitiDirect.

*CitiDirect BE is delivered with standardized (Default) client preferences and flow controls. It is the responsibility of
the Security Manager to review these settings with their Citibank Implementation Manager to determine that the
coverage provided by these default settings is adequate.
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Onsite Activation Steps

Transitioning to CitiDirect BE requires that several critical steps be completed. As Security Manager, you will
perform the tasks listed below:

Task ‘ Description

Set Client Client Preferences are key settings for the input forms used within CitiDirect® Online Banking.
Preferences These settings affect how every user at your organization will experience CitiDirect.

As Security Manager, you will use the Client Preferences service class to maintain and modify
preference settings for transaction prefix ID, auto save frequency and base currency for
payments, etc. CitiDirect is delivered with preferences predefined; however, preferences are
customizable to fit your business and operational needs.

Add Records to | There are three types of libraries supported on the CitiDirect BE application: Citi-maintained,
Libraries Shared (both Citi and the Client share the information and maintenance) and Client-defined.

As a Security Manager, the creation and standardization of libraries early in the activation
process allows you to organize your end users' access later in the process. Libraries are
associated with specific products. Ask your Citi implementation Manager which libraries you
will need to set up first.

Define Flow Flow Maintenance allows you to control the flow of your organization's processes within CitiDirect
Maintenance Online Banking. Flow Maintenance enables you to quickly and efficiently specify the workflow that
transactions, service requests and libraries must follow before Citi can process them.

Predefined CitiDirect flow controls are delivered with each service class, but can be customized
to meet your organization’s needs. If you do not customize your flow control criteria, CitiDirect-
defined controls for the service class will remain in effect.

User The self-service module in CitiDirect portal will allow you to create user, creating user groups
Maintenance and associating user to user groups. You will be able to provide subscription to CitiDirect for
your users.

Access Profile enables you to define and control access to groupings activities within the
CitiDirect application. The choice of services available for you to group into an access profile is
derived from the solution packages assigned to your organization by Citi.

After being grouped by role, activity or product, access profiles are assigned to individual
user profiles via user entitlements. If a new CitiDirect service or solution is enabled for your
organization, the simple task of adding that service to an access profile will enable all users
assigned that access profile the ability to use the new service.

Link User The User Entitlements service class enables you to assign access profiles by linking them to
Entitlements individual user profiles. In most cases, the access profile and user profile are created prior to
this step.
Notes:

1. The events listed above are not necessarily sequential. Some events can occur concurrently.
2. A series of sub-steps support each of the activities listed.
3. Detailed procedural steps to accomplish these tasks are provided in this guide.

4. After completing the initial setup in the sequence above, you may need to repeat an activity step (for example,
create a new user, add a new access profile, etc.) independent of the setup process detailed here.
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Client Linkage

CitiDirect BE provides the facility for companies to link with their subsidiaries via the Client
Linkage feature within CitiDirect. Client Linkage supports a centralized system administration
model and remote authorization access for clients with decentralized operations. Client linkage
can be utilized to support your Contingency of Business Plan (access to another site/definition if
local users experience system access issues or emergencies).

The Client Linkage functionality requires advanced security management methods not detailed in
this guide. If your organization makes use of this functionality, please contact Citi for assistance
with setup.

CitiDirect Default Settings

CitiDirect BE is delivered with default client preferences, flow controls and basic Security Manager
Access Profiles in place. You are responsible for reviewing these CitiDirect-defined settings with
your Implementation Manager to determine that the coverage is adequate.

Service classes and their CitiDirect-defined settings are displayed within Flow Maintenance.
Notes:
1. These defaults do not require changes for CitiDirect BE to function.

2.  With each new release of CitiDirect BE, you should review the default settings of any new
product or service. Details of these service upgrades can be found in Release News, which is
published with each new CitiDirect release and posted on www.citidirect.com.

10
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Category ‘ Service Class

Flow Maintenance Client Preferences

Access Profile

Export Profile

Flow Maintenance

Automated File and Report Delivery
Libraries

User Profiles

User Entitlements

Payments

Release Communications

Citi periodically updates CitiDirect BE features and functionality in the form of a new release.
New releases often feature global legal and regulatory changes, upgrades and enhancements to
existing products and services, and the introduction of new products, services and functionality.
In conjunction with each new release, Citibank provides Release Summary and a Release News,
which provides the details for the enhancements. These are posted on www.citidirect.com in the
Customer Support section.

Release Summary

The Release Summary is a high-level list of service upgrades and changes planned in an upcoming
release. It is posted on portal.www.citidirect.com several weeks prior to a release so that you can
initiate any preparation required for your organization.

Release News

Release News contains detailed descriptions of the changes and enhancements within the new
release and provides steps for procedures as needed. It is posted on www.citidirect.com closer to
the release date.

Broadcast Messages

Broadcast Messages are used to communicate important information directly to you from Citi.
They appear immediately after you sign onto CitiDirect. These messages often inform you of
platform or system changes.

Maintaining CitiDirect Security

Local security management and maintenance of CitiDirect Security is an ongoing process. Below
are details regarding security components, user authentication and a list of best practices for
Security Managers and all CitiDirect end users.
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CitiDirect Security Components

CitiDirect BE security consists of the components described below:

1. Encryption: Data encryption protects data from being viewed by people who are not
authorized users. CitiDirect uses Secure Sockets Layer (SSL) Version 3, a protocol designed to
provide privacy between a web server and client, using 128-bit encryption enabled by digital
certificates.

2. User Entitlement and Authorization: As a Security Manager, you are responsible for
assigning user access profiles to the users in your organization. Each time authenticated
users sign onto CitiDirect, the application references this profile to control their authorized
level of access and functions.

3. User Authentication: CitiDirect employs five methods for accessing the application: a
SafeWord™ Platinum card or Secured Password. A SafeWord card is a credit-card-sized device
that generates a dynamic password each time a user signs onto CitiDirect. CitiDirect validates
this password to ensure that the user is authenticated. Dynamic passwords greatly reduce
the risk of an unauthorized party gaining access to CitiDirect by guessing or obtaining a
password. If the user is accessing CitiDirect for view-only purposes (reports, inquiries and the
View tab in payments modules only), he or she can sign on with a CitiDirect Secured Password
(a static ID). Other login methods are being illustrated under Login Guidelines in Getting
Started with CitiDirect.

4. Machine Tagging provides an extra layer of security for Secured Password access by
registering a user’'s computer details to establish a baseline profile. Future logins are
compared against the profile for assessment of extraordinary activity that may require
additional review. The CitiDirect server uses heuristic analysis to determine if the user’s logon
pattern or profile is consistent with prior usage patterns, and returns a risk score based on
the security algorithm. If the score exceeds a set threshold, users are prompted to answer
three secret questions prior to being granted access to CitiDirect. These questions and
answers were previously established between the user and CitiDirect upon initial setup of a
Secured Password-based user ID.

SafeWord™ Platinum Card Authentication: The SafeWord card is a Citi-supplied physical hardware
device that is used in conjunction with a prompt that appears on the CitiDirect challenge/response
screen each time a user signs onto CitiDirect. In order to use the SafeWord card, the cardholder
must enter the proper Personal Identification Number (PIN) into the card. After the proper PIN is
entered, the cardholder enters the challenge that appears on the CitiDirect sign-on screen. The
SafeWord card generates a dynamic password and the user enters this dynamic password into
the response field on the CitiDirect challenge/response screen. Upon successful sign-on, the user
will have access to the functions included in his or her assigned access profile. Once an employee
is set up as a SafeWord card user, Security Managers are responsible for the explanation of

initial sign on, rules and relevant support. In some instances, the Security Manager may also be
responsible for the central distribution of credentials to users within their organization.

Secured Password Authentication Method: The Secured Password authentication method is
available to users who have view-only access to CitiDirect functions.

Note: Secure credentials such as SafeWord cards, user IDs and secured passwords must be
protected from loss or inadvertent disclosure to unauthorized users. The client is legally
responsible for any financial loss occurring as a result of transactions made with lost, stolen or
otherwise misused security credentials.

12
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Best Practices for Security Managers

Security Managers are responsible for security services and supporting documentation. They
must implement a secure process to authenticate requests to add, change, modify or delete users
from CitiDirect. Designated Security Managers should maintain the practices listed below:

1. Run and review an audit report of user activity daily, or as designated by your own internal
audit/control procedures.

2. Ensure that a process is in place to review users who have been disabled from CitiDirect,
and that you follow up on any suspicious disablement, such as the same person becoming
disabled from CitiDirect on a regular basis. If users become disabled on a recurring basis, you
must follow up to make sure they are aware of this, and review their sign-on procedures to
ensure that they are entering the correct information.

3. If you identify unusual activity, such as persistent unsuccessful sign-on attempts from the
same source, report this to your supervisor for review. If necessary, report this activity to
your Citi representative for follow-up.

4. Ensure a process is in place to identify and immediately remove all users who change jobs or
leave the organization. This should include a process to obtain their SafeWord card prior to
their leaving and immediately deleting any current SafeWord card IDs or Secured Password
IDs and related passwords.

5. Ensure a process is in place to collect and dispose of SafeWord cards no longer in use.

6. Itis recommended that Security Managers only perform transactions that do not conflict with
their security administration function. However, as responsibilities differ from organization to
organization, you should follow your specific corporate standards.

7. Perform a quarterly (or as designated by your own internal audit procedures) review of all
users on CitiDirect by running the Inactive User inquiry. Obtain supervisory approval and
confirmation that they are all still authorized and that their entitlements are still current.
This should include an entitlement review to prevent conflicting entitlements and the
circumvention of the segregation of duties.

8. Maintain all approved user documentation for audit and review purposes.

9. Never transfer or internally reissue SafeWord cards between users. This ensures an accurate
audit trail for transactions and other platform activities.

10. It is recommended that any changes to flow maintenance be done after end-of-day
processing is completed. All changes should be validated before the next process date.

1. Have a backup or continuity of business process in place that ensures backup to cover a
person on vacation. Security Managers who will be out of the office should not give their
cards to their designated backup. Each backup must have a unique SafeWord card.

13
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Best Practice for All CitiDirect Users

Below are the best security practices that all CitiDirect BE users should follow in order to maintain
security at all times. We recommend that this information be provided to all CitiDirect users in
your organization. This list should be used as discussion points when introducing CitiDirect to
your staff.

SafeWord™ Platinum Card Security

1. You are responsible for all activities performed using your SafeWord card and Personal
Identification Number (PIN).

2. Upon receipt of your SafeWord card, make sure that your PIN mailer arrived unopened. If you
receive an opened PIN mailer, report this to your Security Manager immediately.

3. Once you have successfully accessed CitiDirect, personalize your PIN (set your own).

4. Never write down your PIN.

5. Never store your PIN with your card.

6. Never give your PIN to anyone else for any reason.

7. Keep your SafeWord card with you at all times or leave it in a secured location.

8. Never give your SafeWord card to anybody else to use.

Secured Password Security

1. You are responsible for all activities performed with your User ID and Secured Password.

2. Upon receipt of your static ID and Secured Password, ensure that they have been received
in an uncompromised manner. If you receive your Secured Password from a single source, it
is likely that the originating source is aware of your password. You should immediately sign
onto CitiDirect and change the password to something only you know (see the next bullet
regarding initial sign-on).

3. The first time you sign on with a Secured Password, CitiDirect automatically displays the Change
Password dialogue box. The application will always force the user to change their Secured
Password at initial sign-on. If it does not, immediately report it to your Security Manager.

4. Choose a Secured Password that cannot be easily guessed. Passwords must consist of letters
and numbers.

5. Never write down your Secured Password.
6. Do not share your Secured Password with anyone.

7. If you believe that your Secured Password has become known to anyone else, change
it immediately. If necessary, report the circumstances of this to your supervisor or
Security Manager.

8. CitiDirect will force you to change your Secured Password every 30 days.
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Getting Started with CitiDirect

The CitiDirect BE employs secure login processes to ensure that data is safe and accessible only
to authorized users.

In order to log in, along with your User ID, you also need a Secure Password or a SafeWord Card
that generates dynamic passwords or a Digital Certificate. Only an authenticated combination of
your User ID and Secure Password or the password generated by the SafeWord Card or a valid
Digital Certificate will allow you to log into the CitiDirect BE.

System Requirements

The minimum software requirements to run CitiDirect BE on your Personal Computer (PC) are
listed below:

Windows® Operating Systems:

CitiDirect BE is certified to operate on the Microsoft Operating Systems listed below excluding
versions indicated:

1. Windows® XP Excluding: Arabic OS
2.  Windows® Vista Excluding: Arabic OS
3. Windows® 7 Excluding: Arabic OS
Apple® Mac Operating Systems:
1. Version 10.5 and higher
Internet Browsers:
1. Microsoft Internet Explorer (IE)

IE 7.0 with Windows XP

IE 7.0 with Windows Vista

IE 8.0 with Windows XP

IE 8.0 with Windows Vista

2.

3

4

5

6. |E 8.0 with Windows 7
7. IE 9.0 with Windows Vista

8. IE 9.0 with Windows 7

9. Safari version 4.0.1 and higher

10. Firefox 10 ESR

Note: pop-up blocker must be disabled.

Mobile Browsers:

CitiDirect BE Mobile (m.citidirect.com) currently supports native Mobile browsers for the major
smart phones (iPhones, BlackBerry, Androids, Nokia, etc.) as well as most of Mobile browsers such
as Opera Mini.

DISCLAIMER: Customer will use CitiDirect BE in accordance with the system specifications
provided by Citibank. Customer acknowledges that Citibank has no responsibility for Customer's
use of CitiDirect BE with a system that does not comply with such specifications.

15
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Browser Security Settings

Users need to ensure their browser security settings are set properly so CitiDirect BE portal
services will run properly.

These settings can be found and set in your browser as follows:

IE browser versions — from the |E Browser Tools menu go to Internet Options and select the
Security tab.

Listed below are the Security Settings that must be enabled.

1. Enable - Initialize and script ActiveX controls not marked as safe
2. Enable = Run ActiveX controls and plug-ins

3. Enable — Active Scripting

4. Enable — Allow Programmatic clipboard access

If you have an Internet Zone set below “High,” these security settings will be set properly for
CitiDirect BE.

If you have an Internet Zone set as “High,"” these security settings will need to be enabled under
"“Custom Settings.”

Firefox browser versions — from Firefox Browser “Tools" menu go to Options and select the
“Content” tab, ensure the setting “Enable JavaScript” is checked.

All other security settings are enabled in Firefox and do not require any user actions.
Login Guidelines

Go to the CitiDirect website at portal.citidirect.com. A screen will appear as below whereas in
Login Method, you need to choose the login method applicable for you. Contact your CitiDirect
Implementation Manager to know about your login method.

.ﬂi\.
User Login |Eﬂg|ﬁr vI
Login Method

Select Login Method =
Che 56 i
Safeword

Secure Password

Digital Certificate
Wulti-facter

ey %
" announcements &2

Disclaimer- ' ou are authorized to use this system for approved business purposes only. Uss for any other purpose is prohibited. Al iransactional records, reports. emails. software and otner dats
genaraied by or resding upon this System are the propary of the company and may be used by the company for any purpese. Autherized and urauthorized activities may be monkerad

Ciigreup. com Privacy Terms of Use 16

=~ Copyright & 2012 Citgroup
citi
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Using Challenge Response

Once you have received a SafeWord card and Personal Identification Number (PIN), you can login
in CitiDirect BE using challenge response.

1. Go to the CitiDirect website at portal.citidirect.com.

2. A screen will appear as below whereas in Login Method, Challenge Response is to be chosen
from the dropdown list:

citi

User Login IEngILaI' v|

Login Method

Select Login Method =
B =

C
Safeword

Secure Password
Digital Certificate
RMulti-factor

M Announcements & =

Disclamer: ¥ ou are authorized to use this system for approved business purposes only. Use for any other purpose is prohibited. All iransactional records, repors, emails, software and other data
penaralzd by or resading upen thig system are the propeny of the company and may be used by the company for any purpose. Autherized and unauthorized activities may be monkored

Copyright ® 2012 Citigroup

citi

3. Inthe user ID field, enter the unique user ID provided within the welcome message e-mail
(delivered upon initial setup within CitiDirect BE application). Below is an illustration of the
login process.
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User Lagin

Lean st

LogniD

From: olal et o Senb. ThuS20/a11

T
=
Subiect Important User formation

citi

Velcame 10 CriDirects BE. your gatenay 1 the world of Giobal Transaction Senvices (GE) produzts and senvices

Please rewiaw the information displayed below. If any of the infornatigpf incomeat, please comacs your Customer Suppan Represemtative.

JOHNDOE
63 Gresnwich 31, 25 Floor

sk i e antur nd b gt e

wy
10028
UNITED STHTES

To aeeess the CiiDred® BE use the (pfung nkc
hits iipnrialuA3 cigiect com

5 BEyou will need the following infonmation

regarding logging ara the CitiDirect® BE, please rafar to the olloving fink
. g e bl

Plaasa sava a copy of {his email for your recards
“THIS EAIL WAS SENT USITIG AN A.TOMATED EMAL SYSTEM PLEASE DO HOT REPLY TO THIS EMAIL: DTHERAISE ¥DUR MESSAGE WILL HET REACH YOUR INTENDED
REGIPENTS.

o

Pl e iranactionsery oo cfigrons com

£2012 Cllbunk M A A rights resirved ¥ snd A i e mar of Cilgrow o,

T B

4,
"ON" button, and then enter you unique PIN.

5. When the screen in the SafeWord Card will prompt for the “Host?" enter 9.

To generate the required password, you must turn on your SafeWord Card by pressing the

18
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6. The challenge displayed on the BE login page is to be entered to generate eight character
password.

7. Enter the password response provided by the SafeWord card to proceed to the BE portal
home page.

Please enter the Responss from your Safeword Card,

Challerse:;

E 6335 6041

Flirs iy

ShipBTO0 Teezpore’ st be artered EXACTLY 82 E appesrs on

wour Safevwird Cand

8. If you check "Remember my Login ID on this computer,” you can choose your Login ID from
the list in order to log on in the future.

9. If you forget your user ID and cannot locate welcome e-mail, your security manager or anyone
with admin view can go and retrieve your ID. Also it is to be remembered that the serial number
of the SafeWord Card located at the back of the physical card will be your user ID.

Using a Secure Password

After you have received your User ID and Secure Password from the “Important User Information”
e-mail notification, please follow these steps to log in:

1. Select Secure Password as your Authentication Mode.

2. If your Login ID does not appear in the Login ID field, click the dropdown and select New User,
then type your User ID in the User ID field.

3. If your Login ID appears already in the Login ID field, go to the step below. (Note: Your Login
ID is auto populated in the Login ID field if you previously selected “Remember my Login ID
on this computer” during your previous login.)

4. Enter your User ID and Secure Password in the appropriate space provided.

5. Click Login.
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Log in with a SafeWord Card — Host 2
A SafeWord™ card and Personal Identification Number (PIN) is required to log into CitiDirect BE.
1. Select SafeWord as your Authentication Mode.

2. If your Login ID does not appear in the Login ID field, click the dropdown and select new user,
then type your User ID in the User ID field.

3. If your Login ID appears already in the Login ID field, go to the step below (Note: Your Login
ID is auto populated in the Login ID field if you previously selected “Remember my Login ID
on this computer” during your previous login.

4. Press ON to activate your SafeWord card.

5. At the ENTR PIN prompt, enter your four-digit PIN.
6. At the HOST? Prompt, enter the number “2."

7. Enter your User ID and generated dynamic password in the appropriate space provided. (See
Using a SafeWord Card to generate a dynamic password for more instructions.)

8. Click Login.

Log in with Multi-factor Authentication — Host 9 & User ID

Before getting started, you will need the following:

1. Your existing SafeWord card

2. SafeWord card PIN

3. Temporary Password e-mail you received from CitiDirect BE

Please use these steps to log in:

1. Navigate to: https://portal.citidirect.com.

2. Select your country, then hit Go. This will bring you to the CitiDirect BE User Login screen.

3. Select Multi-factor from the dropdown in the Login Method field. The Login ID and User ID
fields will appear.

4. Select New User in the Login ID field. In the User ID field, input the serial number located on
the back of your SafeWord Card. Press the Login or Continue button.

Note: If you would like to store your login information locally, click the checkmark box next to
Remember my Login ID on this Computer.

5. The Challenge Response fields appear.

6. You must now input a dynamic password generated by using your SafeWord card’'s numeric
keys and your PIN.
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a. Activate your SafeWord Card and enter your four-digit PIN at the Enter PIN prompt.
b. At the host? Prompt, enter the number “9.”

c. At the CHALLENGE? prompt, enter the CitiDirect BE Challenge which appears in the
Challenge Field on your computer screen.

7. Inthe Response field on your computer screen, enter the response displayed on the SafeWord
Card. Ensure that your cursor appears in the Response field before entering.

8. A Password field will appear. Enter your Password and click Login. For first-time users, you will
be prompted to change your temporary password. After your password is saved, you will be
prompted to set Security Questions and Answers. These Security Questions and Answers will
be used to allow you to change your password in the future. After your Security Questions are
saved, you will be granted access to CitiDirect BE.

Note:

If you did not receive a password for Multi-factor login via e-mail, follow the below process to
acquire your temporary password.

After completing steps 1- 8, a password field will appear along with a message: “Don’t know your
password? Click here to reset your password.” Click on the indicated link to acquire a temporary
password.

You will be prompted to input your e-mail address twice, and then click on Reset Password. You
will be sent an e-mail with your temporary password. Upon receipt, log in using the Multi-factor
process. The first time you log in, you will be prompted to change your temporary e-mail and set
up security questions.

Using a Digital Certificate

You can log on with a digital certificate only after you have downloaded a valid portal logon
certificate into your Citi authorized Smartcard/USB Token. If you do not know which certificate is
your logon certificate, contact your Customer Support Representative.

1. Select digital certificate as your authentication mode.
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User Login English x|

Login Method

Iﬁecurg Paszword ;I

| Select Login tethod

| Challenge Rezponze
Safeword I e
| Secure Pazsword

Digital Cerificate
' bdulti—factar

W Remeamber my Login ID on this computer

Liogin

2. You will be prompted with a window displaying a list of digital certificates on your device.

Choose a digital certificate F 2=

— Identificakion

The Weh site wou wank fo view requests
! identification. Please choose a certificate,

Marme | [ssuer

pte_Test.Usersafe ate Citibank SHFE Ca
pte_Test.Usersafe ake Citibank SAFE Ca
pte_Tesk, sersafe ake Citibank SAFE

Mare Info.. | Wiew Certificate. ., |

84 I Cancel |

3. Select the appropriate logon certificate and click OK.

Note: To verify that you are using the correct certificate click on View Certificate details. The
details tab of the dialogue box will contain the certificate serial number.
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Gereral Details |Certi|5icatjnrr;F'at|?r-I
Shiaw; I«::F'!II} LI
Field | yalus -

E Version

E Issuer

E Yalid from
[=]valid to
E Subiject
il

al nurnber
'] Signature algorithm

V3

Oa01l41 44000001 1953 caSa sl 0000
shalR5A
pke Citibank SAFE A, Citibank,
Tuesday, April 15, 2008 4:33:00 PM
Friday, april 15; 2011 ;3300 PM

pte_ , A010968000001 1?
s

9

= 01 41 44 00 00 01 19 53 ca G2 21 00 00 Oc

—

Certificate Serial Number

J;diE.ngé'r_tiEs...| Copy toFile... I

4. The certificate will be verified and you will be prompted with a window to enter your PIN.

5. Enter PIN and click OK.
SafeWord Card Tips

Using a SafeWord Card to generate a dynamic password

When you received your SafeWord card, you also received a unigue PIN and your host number.
You will need that information to generate a dynamic password that is required to log in. Please

follow these steps:
1. Switch on your SafeWord Card.
At the prompt, enter your unique PIN.

2
3.  Now enter your host number.
4

A password is generated — key in this password in the password field on the CitiDirect BE

login screen.

Please note that for some users the displayed dynamic password will contain a hyphen (-). The

hyphen should not be entered as part of the password.
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New SafeWord card

Citigroup SafeWord Administrators will issue new card and PIN mailer for the users created
on CitiDirect BE within a period of ten U.S. business days after receipt of “Important User
Information” e-mail notification.

Existing SafeWord card

Citigroup SafeWord Administrators will enable access to existing SafeWord card for the users
created on CitiDirect BE within a period of three U.S. business days after receipt of “Important
User Information” e-mail notification. If you have not received your SafeWord card and PIN mailer
or you encounter any problems accessing the CitiDirect BE, please contact your Implementer or
Customer Support Representative.

Secure Password Tools and Policies
Secure Password Tools

1. Forgotten Secure Password — If you have forgotten your password — click here. You will
receive a temporary secure password through “Important User Information” e-mail
notification.

2. Change Secure Password - If you know your password and want to change it — click here.
Password Policies
Expiration

1. Once the password has expired, the user will be forced to change their password before
continuing. A warning will appear for the last five days before a password is about to expire.

2. Once the password expires, the user will be forced to change their password before
continuing.

3. Password expires if not changed within 180 days.

Locking

1. Access to CitiDirect BE will be disabled after six successive incorrect passwords.
Composition

1. The minimum password length is 6 characters.

2. The maximum password length is 15 characters.

3.  The maximum repeating character length is two.

4. Password should have at least one alphabet and one number.

Restrictions

1. The minimum number of days before a password can be reused is 90.

2. The minimum number of passwords before reuse is six.
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Assistance

In case you encounter any of the following problems please contact your CitiDirect BE Customer
Support Representative:

+ Unable to generate dynamic password
+ Lost your SafeWord™ Card

» Forgot your PIN

» Forgotten User ID

» User locked

+ Unable tologin

Customer Security Tips
1. Do not reveal the One Time Password (OTP) generated by the security card to anyone.

2. Ensure that anti-virus, anti-spyware and firewall software is deployed on the customer’s
personal computers, especially when the personal computers are linked via broadband
connections, digital subscriber lines or cable modems.

3. Update the anti-virus and firewall products with security patches or newer versions on a
reqular basis.

4. Remove file and printer sharing in customer’s computers, especially when those computers
have Internet access via cable modems, broadband connections or similar setups.

5. Make reqular backup of critical data.

6. Log off the online session and turn off the computer when not in use.

7. Do not install software or run programs of unknown origin.

8. Delete junk or chain e-mails.

9. Do not open e-mail attachments from strangers.

10. Do not disclose personal, financial or credit card information to unknown websites.
1. Do not use a computer or a device that cannot be trusted.

Note for Security Manager

The user with Admin Access View will need to go into Admin -> Users -> View All Users. When the
users are displayed, double click on the desired user.

] i PRI —— i

ALl + Vigw Al LIS rS

Chent Subscripion
Ul UPGRADE DEMO 2 2 Products. 13 Sendces

View All Users - Fri
& rmers

CreatsaFrom  To Fitst Hame Lastame Workliow Status s o

T N |m [ | Select [#] [serec [T

Fiered By - First Home

View All Users [ 1-1001 00
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Once the user details are displayed, the user ID that is needed to log in can be found under the

User Alias section.

Self Service + Client Administration Service » View All Users
“Client Subscription
UIUPGRADE DEMD 2 2 Products, 13 Services

View All Users = View Details

View All Users

a Print

Workflow Status: Processed Status: Active

General Information

User Alias: EmployeeID: First Hame: Last Name:
User 1234 User 1 User

Building Floor/Room: Street Adcress 1 Street Address 2 Street Address 3:

28 KYZ Street

State/ProvincaTerritory: City: Zip/Postal Code: Time Zone:!

DE jersey city 1234 Eastern Time (/S & Canad
al

Email: User Manager

usert@citi.com

Citilirect Information

Middle Hame:

Country
us

Telephone:

Initials:

SOR User Account Type: User 1D
Omnibus Account User 51040100
CitiDirect Time Zone: User Allow Access To Days:  User Allow Access To Time:  Days of Week:
Eastern Time (U8 & Canad 11/29/2012 to 11/29/2025 12:00 Al 1o 11:59 FM SUN MON TUEWED THU,
a) FRI.SAT
| ¢ EEa Gl |
[  Credential Type Credential ID
[ | safeword ID Dummy

Registration, Check My PC and Installation

This section describes the three-step process starting with Registration at www.citidirect.com. You

must be registered to run Check My PC and install CitiDirect.
Register at www.citidirect.com by following the steps below.

1. Go to www.citidirect.com.

2. Click the Registration link on the CitiDirect menu as shown below.
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Language Preference:
En ghs h

= CitiDirect News

= Solutions & Services
= FAQs

= Contacts

= Other Links

= Client Academy

= Transaction Services
= Mew Functionality -
[Trade Advisor Mobile

= Site Map

= Registration

= Already Registered

Citigroup.com

citi

CitiDirect"Online Banking

[ Home | About CitiDirect | Getting Started | Customer Support | Trade Advisor | Payment Advisor

S CitiDirect”® Online Banking

Comeel | - e

sﬂ"_"il -H_

W - 3

Welcome to CitiDirect® Online Banking, Citibank's Web-based banking platform_
CitiDirect puts all your corporate banking functions in one security-protected place,
giving you around the globe, centralized access to your account information in real

time right from your computer or mobile device.

CitiDirect News

® Citi Launches Mew Trade Functionality On CitiDirect BE Mobile Trade
Transaction Status Available on Trade Advisor - Mohbile

# E-mail Fraud on the Rise What you should know about fraudulent e-mails
and how to protect yourself,

Wiew All...

Solutions & Services

An ever-expanding suite of solutions and services designed for today's global
ECONomy.

Collections | Liquidity | Netting | Trade ) Insurance Letters of Credit )
* Collections Initiation and Reporting Availability List of countries where this

service is available.

View All...

Copyright ® 2002 - 2012 Citigroup Inc:

Terms of Use  Privecy

Note: To register and run Check My PC in a language other than English, choose a language from

the Language Preference field on the www.citidirect.com home page.
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[ home g

Language Preference:
Englizh

= CitiDirect News

= Solutions & Services
= FAQs

= Contacts

= Other Links

= Client Academy

= Transaction Services
s New Functionality -

[Home | About CitiDirect | Getting Started | Customer Support | Trade Advisor | Payment Advisor

Registration
* Required Field.
* First Name: “ Last Nama:
“ Company: “ Telephone:
= E-mail: Entering wour e-mail allows us to contact you dirscthy with important

information related to your use of CitiDir=ct® Online Benking: Thiz e-
mail address will not be shared with anyone outzide Ctibank.

e from any computer:

Terms of Use  Frivacy

www.citidirect.com home page.

Click the Getting Started tab.

Trade Advisor Mobile
www.citidirect.com Content Personalization Settings
= Site Map B 5
+ Registration Display Content for These Countries:
s Already Registzred ALL -~ Select the countries: for which you want to view information. ¥ou
Abu Dhabi = may gelect up ‘o five. For muttiple selections, press and hold CTRL
Afghanistan | key and click the countries.
Ajman |
“ Display Content for These Services:
ALL -~ Select the Citiirect Services for which you want tovizw information.
Fayments and Reporting Information on services you have not selected will be supprezzed
WarldLink where applicable to streamling your experience.
Insurance Letters of Credit el
- . Please create a unigue Personal identification (10} that you will sasily
Create Personal ID: remember 2¢ you can access thiz Web
| | Perzonal I cannot be less than 8 characters - at least alpha
character and 1 numeric.
“ Confirm Personal ID:
| Please re-ente” your Personal ID.
Please be aware that\Web site pages may be written to your ternpaorary Internet file cache anyour
workstation and are accessible offling from that location. Ifthe information is sensitive or considered
confidential, please cean out your temporary Internet cache.
Note: Javascript and cookies must be enabled for this Wzb site ta run..
Already Registered
Citigroup-eom
3. Allfields are required to register. Click the Submit button. You are returned to the
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CitiDirect’Online Banking

citl
About CitiDirect | Getting Started | Customer Support | Trade Advisor | Payment Advisor

PEETFEELEWY CitiDirect® Online Banking - Getting Started

Language Preference: .
| Engiish v]

+ Check My PC Check My PC Contacts I

= System Requirements Run Check My PC ta see if your PC meets the minimum software requirements  [Here is where you can

» Technology to run CitiDirect ffind your

= Security Features Customer Service

= FAQs : - - — - : Representative

= Contacts |® Check My PC with Sun Java Software. Click this link for information en for receiving help with
running CitiDirect on Sun Microsystems'™ Java Software (JRE). |products, service ar

= Site Map |* Test Secure Sockets Laver Testyour Internet Connection for SSL Protocal. {technical inguiries.

= Registration

= Already Registered '
System Requirements

Hardware and Software required to run CitiDirect.

5- Administrator Rights Required for uzdates orinstalls of any third party
components needed to run CitiDired® Cnline Banking on XP, Vista, and
Windows 7 systems.

i- Cookies Sefting Internet Explorer to Allow for Cookies on Your PC

|s Jaya Seripts Setting Internet Explorer for Java Scripts

= Proxy Server Setting Internet Explorer for a Proxy Server {if your system has

| one)

i- Secure Sockets Laver Protocol (221 Internet Explorer Settings for 330

| Protocol

View All..

5. Click the Check My PC link.

CitiDirect” Online Banking

citl
About CitiDirect | Getfing Started | Customer Support | Trade Advisor | Payment Advisor

BEEIEEELEWY CitiDirect® Online Banking - Getting Started

Language Preference: m
[Engisn v

= Check My PC Check My PC Contacts

¢ System Requirements Run Check My PC to see if your PC mests the minimum software requirements  [Here is where you can

¢ Technology to run CitiDirect ffind vaur

* Security Features Customer Senice

1 FAQs | Representative

s Contacts |® Check My PC with Sun .Java Software. Click this link for infermation en- for receiving help with
running CitiDirect on Sun Microsystems'™ Java Software (JRE). iproducts. SErvice or

= Site Map | * Test Secure Sockets Laver Testyour Internst Connection for 351 Pratocol. itechnicm inguiries.

= Registration
= Already Registered

6. Click the Check My PC with Sun Java Software button to determine if your computer meets
the minimum requirements to run CitiDirect.
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citr
About CitiDirect | Getting Started | Customer Support | Trade Advisor | Payment Advisor

et St Welcome to Check My PC
A quick and easy program, Check My PC will
Language Preference: determine whether your PC meets the minimum
Englrsh sofiware requirements to run CitiDirect® Online

n.-. Banking. Upon completion of the program, you can
| view a detailed report containing your PC's Check My
SHERNPC PC results.

= System Requirements

= Technology
» Security Features Get ready to install CitiDirect by: contacts [N
:E’:‘)ﬁfﬁms - Revie_.-\_Niljg the syfstem rec_]uirem_ents an_d Internet Explorer settings required [Here is where you can
for CitiDirect Online Banking. Click the link atright to go to System find your
_ Requirements. Customer Service
= Site Map ; — : Representative
+ Registration ® Running Check My FC to determine if your PC meets the requirements torun | s nE L
: CitiDirect. This program will also check to make sure your machine meets for receiving help with
+ Already Registered : it o : = :
our recommended level of connectivity and throughput. products, service or

{tschnical inquiries.
Mote: You must be registered at this Wehb site to run Check My PC. If you are not,
please click the Registration link on the left navigation karto complete the

registration process. Related Links

* System
Requirements
* CitiDirect Security

= [|fyour PC is ready for CitiDirect, you can install the CitiDirect software directly
from this site.

= |fitis not ready, you will be provided with details on the components cnoyour
FPC that need to be adjusted orinstalled in order to run CitiDirect.

Check My PC with Sun Java Software

Citigroup. 1 .
Itgroue. com Terms of Use - Frivacy
o Copyright @ 2002 - 2012 Citigreu Ine

7. You will see the Details from Check My PC.
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citi

Banking

m Ahout CitiDirect T Getiing Started | Learning Center | Customer Support | Notifications | Trade Advisor | Paymment Advisor

Getting Started

= Security Features

Marnz

e

Lanousae reterence: | Check My PC - Ready For CitiDirect Online Banking

[Engi= -] Your Personal Computer (PC) has met the software requirements to run
CitiDirect® Online Banking. You can now install the CitiDirect software.

= Check My PC : . e ’ :
b —— Before installing CitiDirect Online Banking, you may want to take these steps:
= Technology & iewthe results ofthe Check My PC program far details.

Ensure that you have yvour security credentials, which are required to sign-on

Rurn Jate: 15-Jan-2013
Run Time: 15:51:18 EST

Software: Pass

@ Internet Explorer:
@ Cookies:

Sun® Java™ software (Virtual
Machine):

@ Operating System:

@ Access Permissions:

@ SSL Status:

Connectivity and Throughput: Pass

@ Neormal Download:

@ Secure Download (File):

@ Secure Download {(Burst):

@ Processing and Throughput:
@ Source IP Status:

=FAQs y
« Contacts to CitiDirect. If you do not have security credentials, please contact =our
CitiDirect Security Manager.

 Sita M HNote: You do not need security credentials to install CitiDirect, but will need
EdRap i iy them to sign-on.

= Update Registration

* Add A Service Details from Check My PC:

= Log-out

7o
Enabled

JavaPlugin.160_29

Windows XP en-us
Pass
Enabled

6 ms (68020 ms recommended)
2 ms (82000 s recommended)
1 ms (5407 ms recomrmended)
1 ms (37010 ms recommended)
Single (Single recommended)

Frequently Asked Questions N

Far rore detailed information, review oLr list of Frequently Asked Questions.

= Wiy can'tl see my new CitiDirect®
account on the Payments screen?

# Do | need a dedicated Weh sener
fouse AFRD?

= CitiDirect BE Mobile - Trade Adwisor

® CitiDirect Event Motification FAGS

Eequently Asked Questions
= Does CitiDirect® Online Bankirg

= Gecurity Update for CifiDirect™
Cnline Banking

contain real-time information?
® Wity is CiliDirect® running slowly?

= What are the system reguirerments
o run the AFRD Utility?

= *| clicked Payments on the
Mavigation Bar and the Summary

* Howe do | properly add a link to m
Eavorites list for the CitiDirect® Web

Farm did not appear. Why?
» Pop-up Blockers Affecting Your

site?
& Howw do | generate a response fiotn

CitiDirect Access

= Do have {0 keeo back up files for
Irport?

® How can | obtain a personal digital

mmy Safewiord™ card?

. is GiliDirect®
Cnline Banking availahle?

s | am unahle to connect to

cerificate tn use with APRD?

= Dol need a'eb server S50
cerificate and a personal digital
cerificate to use AFRD?

= What is the purnose ofthe
Astomated File and Repaott Delivery

CitiDirect® Online Banking What
should | da?

* Internet Explarer Cannat Download
Diocurment Errar

* What hanpens if] leave CHiDired®
Online Banking inactive for 3 period

LAFRDY) Utility?

ortime?

Wigw Al

Citigroup.com

citi

Wiew Printable Format Install CitiDirect...

Tewns of Use  Privacy

Copyight @ 2003 - 2013 Citigroup Ine

Note: If your system does not meet the requirements, the Required Software page appears.
You will need to have the necessary changes made to your computer so that it meets the

requirements.

8. Click the Install CitiDirect button.

31



Security Manager Guide | Getting Started with CitiDirect

Cl

CitiDirect  Online Banking

citr
[ Home T About Cribirect [ Getiing Started | | earning Center [ Customer Support
Install the CitiDirect” Online Banking Software

% Before you begin the installation of CitiDirect® Online Banking, please select
one of the options below and click Continue._

:Sydﬂmmmds il -

« Technology = H E Herg £ Whang you can

+ Security Features “ Salect one aption: find wour L
Lustomer Serige

«FAGs =
+Contacls neLall CriiDirect direcity rom the Web site. : :
 Ingtall fram the CitiDirect Installation CD-ROM, for receiving help with
» Sl produgts, service or
Map y fechnical inquiries.
« Lipndate Registration
= Ak A Service
* Liofg-out
| Continue... T Back ]
Lhounucen Iaims ot Vis Ervacy
it Copyright ®2003 - 2013 Chtigroup lne. |

|

9. Select the Install CitiDirect directly from the Web site option.

Note: If you received a CD-ROM for CitiDirect installation, select the Install from the CitiDirect
installation CD-ROM option, and click the “Continue...” button. On-screen instructions will guide
you through the installation.

10. Click the “Continue..."” button.

1. If you agree to the terms on the CitiDirect BE — Download Export Terms page and want to
continue your installation, click the Proceed with Download button.
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Language Freference:

= Check My PC

= System Requirements
« Technology

= Security Features

* FAQs

= Contacts

= Site Map

= Update Registration
= fdd A Service

= Log-out

Citigroup.con

citi

CitiDirect Online Banking

[ Home [ About CitiDirect [ Getting Started | Learning Center | Customer Support | Notifications | Trade Advisor | Payment Acvisor |
R CitiDirect” Online Banking - Download Export Terms

The CitiDirect® Online Banking software vou are about to download is subjectto U8, export controls.
By downloading this sofhware you (i) agree that vou will adhere to the conditions set forth below, and (i) are
rmaking the following representations andwarranties:

a. understand that sofbware is subject to export controls under the Export Administration
Regulations (EAR) administered oy the LS. Department of Commerce;

h. arerotlocated in an prohihited destination country under the EAR ar LS. sanctions regulalions
(currantly Cuba, Iran, Irag, Libya, Morth Korea, Sudan and Syris);

c. are rota Denied Party, Specially Designated Mational, or other person or entity prohibited from
receiing exports §re-exports by LS. laws;

d. will rot export, re-export, or transfer the software to any prohibiled destination entity or individual
without the necessary export licerses) or authorization(s) from the U.5. Government;

e. understand that countries other tban the LS. may restrict the import or use of strong encryption
prodlcts, and agree thatyou shall be solely responsible for compliance with any such import or
use restrictions and shall indemrify and hold us harmless with respect to any wiolations of such
restretions; and

. do not know of any additional facts that are inconsistent with the foregoing.

You also agrze that it is vour respansibility to refer to the Export Administration Regulations of the United
States and comply with the most current version of same.

If you do not agree to the foregoing, pleasz click the button labeled "Refuse Download" helow and the
software will not he downloaded onto you- system.

Ifvou agree ta the foregoing, please click he hutton laheled "Proceed with Download" helow and thz
software will he downloaded onto your system.

Proceed with Download Refuse Dovinload

Terms of Use  Privacy

Copyright @ 2003 - 2013 Citigroup Inc.

Note: If you click the Refuse Download button, you will be returned to the home page and your
website registration will remain intact. To install at another time, sign onto www.citidirect.com
using the Personal ID you created during registration and go to the Getting Started tab to run

Check My PC.

12. When the software download is complete, the CitiDirect BE — Software Installation Complete

page appears.
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CI tl =Privacy = Citigroup.com
iDir

CitiDirect"Online Banking

CitiDirect® Online Banking - Software Installation Complete

NOTE: Periodically, Citibank will automatically download needed software
updates to your PC, when you sign-on to CitiDirect® Online Banking.

To Access CitiDirect Online Banking:
= Ensure that you have your security credentials, which are required to sign-on to CitiDirect. If you do

not have security credentials, please contact your CiiDirect Security Manager.
Note: You do not need security credentials to install ZitiDirect, but will need them to sign-on.

= You can add CitiDirect® Online Banking to your Favorites list for a convenient way to sign-on later.

Citigroup .. x
e e Termis of Use  Privacy
clf-i Copyright ® 2003 - 2012 Citigroup Inc.

Note: Click the CitiDirect BE link and add the CitiDirect Sign-on page to your browser’s bookmarks
for a convenient way to sign on later.

13. Restart your browser. You can now proceed to the next section of this guide for step-by-step
instructions on initial sign-on to CitiDirect Online Banking.
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General Navigation

The CitiDirect Welcome Screen

The Welcome to CitiDirect BE screen is the first screen that appears each time you sign onto
CitiDirect. This page is the Portal Home Page for CitiDirect BE. You will be able to access various
features within the Portal page from here and also you can access the Applet page by clicking on
CitiDirect Services.

Below are some of the primary components of the Portal and Applet pages.

Note: The above diagram is indicative in nature. Users may be able to see many other features
based on their entitlement in both Applet and Portal.

Portal Page

Self Service

Portal /

e My Transactions &
CitiDirect BE Services

Applet /,—_ Inquiries &

N Searches
\ Reports

You will be able to access various features of CitiDirect from this page. The Client Administration
Service through which the client, user setups can be done is accessible from this page. For
accessing the services within CitiDirect, you need to click on the CitiDirect Services in the same
blue panel which will open the Applet page in the popup window.

[ cﬁ"iv Welcoms Cinlireerd BE Ul UPGRADE DEMO 2

- Callwec Sereces Fadl Barmin

Help

You can see the help hyperlink on the right-hand corner of the screen. Clicking on that will open a
separate window that will provide information on various features of the home page.
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My Settings

If you click on My Settings on the top right-hand side of the home page, a new page will open as
below. You can set the e-mail address, date format, amount format and default language in that.
Clicking on submit will save and set the format for you. You can later click to set it back to default.
If clicked on Cancel, you will lose all unsaved data and you will be reverted to the home page.
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Home » My Settings

Global

m Heset lo Uetault

Setting for Global
Email Address

Date Format:

Amount Format

English (N3 Thousand

Default Language

English (United Statd |

K3

Citigroup.com

cti

Privacy  Terms of Use

Copyrigh: © 2012 Citigraup

Applet Page

You will be able to see many of the services in a top blue panel in the Applet window based on

your entitlement.

’i Wy Tranzacions & Senices
Home

A CIBDirect Online Barking | Oniine Help | Uy Preferences | Inbex | SuppertViebsiie | Close
C| I UIUPGRIDE DEID 2 Privacy Statement
TR W |Search Cabiect Meny 4

=

inguiries & Searches  Reports  Tools SPreferences  Useradministration

& Favarite Reports

Welcome to Citilinect Online Banking For Ul UPGRADE DEMO 2

Meed Assistance? Firstime using CitDirect? The CitiDiract Suppon Websits contains
raining Fequontly i il ot indarmistian
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Components of the Applet Page screen are described below.
Inbox

When you click the Inbox link in the upper-right corner of your CitiDirect Applet page, you have
access to the tabs listed below.

1. To Do lists items in your workflow queue require action before Citi can process them. The
source of each item is included, along with any associated comments, its priority and status.

2. News lists messages from Citi and other information sources. The screen is divided into
summary and detail sections.

3. Status lists all of your current and open CitiDirect items and their related status. The items on
this tab are listed for informational viewing purposes only.

CitiDirect Support Website

Click the CitiDirect Support Website link to go to the CitiDirect Support Website. The website
offers information and news about CitiDirect, customer support and a learning center. The
Learning Center contains user guides and quick reference materials organized by product/service
for distribution within your organization.

Note: You can go directly to www.citidirect.com without signing onto the CitiDirect platform
to download instructional guides and quick reference cards for end users. Contact your local
Implementation Manager for more information and the access code.

Company Name/Client ID

Located in the upper middle portion of the screen is your Company Name or Client Definition
name. After clicking any service class on the menu, place your cursor over the Company Name to
reveal your CitiDirect Client ID.

Close Button
Log out and close your CitiDirect BE session by following the steps below:

1. Click the Close button on the right-hand side corner of the screen to log out and close all
session browser windows. A confirmation dialogue box appears.

2. Click the Yes button to exit CitiDirect Online Banking.
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Preferences

Use the Preferences feature in CitiDirect to personalize your experience and work more efficiently.
You can select a customized main screen and other preferences based on your individual business
needs and job function.

Found at the upper right-hand corner in the Applet page, the Preferences menu provides the
following options: Again - my preferences are moved to the upper right-hand in the Applet.

1. My Preferences: Click this option to specify information that appears in fields on CitiDirect
forms and the process tabs that appear when you access a service class. You can do any of
the following:

» Customize date and currency formats.

+ Select the screen you see once you have signed onto CitiDirect.

+ Customize the appearance of your menu.

+ Define the frequency of functions such as automatic report generation and auto-save.

2. Customizer: Customize the CitiDirect menu to your specifications.

3. Favorite Reports: Efficiently manage the reports you have designated as favorites and
quickly access reports that you have run in the last 24 hours and reports scheduled to run.

4. COB Contact Info: Update your contact information for Continuity of Business notifications.

Note: For more information and instruction on fundamental user activities such as setting
personal preferences, general CitiDirect navigation and reports, refer to the CitiDirect Basics
section in the Learning Center at www.citidirect.com.

Online Help

CitiDirect Online Help is available to provide you with detailed information about using CitiDirect
Online Banking, including step-by-step instructions that guide you through basic platform
functionality.

To access Online Help, click anywhere in the form where you need assistance, click the question
mark icon in the lower-left corner of the menu and then select the Online Help command. You can
also press the F1 key on your keyboard.

Summary Forms

All CitiDirect processes are preformatted using a summary form, which displays key fields of
information, or a detail form, which contains all of the information required for your current
task. In the example below, the Library Summary is displayed. The breadcrumbs will display the
navigation path in the Mega Menu.
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Uit oy Maindenan: Lot Longin Drater A2M422042 47017
Automsced File and Rspore belivery Delivery Opsions
Expost Profile File Export BAI, I20 and SWIFT Code Libracy
Taport Hap Defindtdon File Tmport Map Definitdon Bcle Sac
Faymants Aecount Fasiliss Fase
Faymanes Accoume Grouping
Faymencs Invoice Type
Fayuants Drdering Party
Payuencs Faymenc Deseriprien
Faymants Freformat
Faymancs Fratormat Group
=< Row 1 (110> | [1002) $oried Soumng -
Tabs

A user's access profile will determine the tabs and menu items available when working in
CitiDirect. Click a tab to activate it. Once active, the tab label becomes orange.

+ Input Tab — The starting point for most processes. Generally, all records with a status of
Processed (fully authorized and active), Repair Required (records of items returned for
repair during the authorization process) or Invalid (records that have failed CitiDirect server
validation) are listed when you first access the Input tab.

Use this tab to access the forms needed to create new CitiDirect records and to search for,
modify or delete existing records.

+ Authorization Required — Lists all records with an Authorization Required status that you are
entitled to authorize. If you submitted a record, you cannot authorize it. For Security Manager
functions, records listed on the Authorization Required tab can be authorized, deleted or sent
for repair. They cannot be modified.

+ View Tab — Lists all records that you are entitled to view, along with their current status. You
can select one or more records and click the Go to Details button to view all details.

This tab provides view-only access; therefore, records selected on this tab cannot be modified or
deleted.

Action Buttons

Action buttons appear on the lower-right portion of CitiDirect summary forms. Click a button to
perform an action. The action buttons that appear vary based on the actions that are available on the
active tab within the CitiDirect summary form and the entitlements included in a user's access profile.
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Detail Forms

The detail form displays all of the details of a record selected on a summary form, along with any
corresponding actions that you may need to perform on that record. In this example, the User
Profile Detail form is shown.

+ Use the detail form to enter and submit the details of new records, and to manage and act on
individual records.

+ The detail form can only be accessed from a summary form. However, once in a detail form
mode, you can move between multiple records by clicking the Next button.

Library Lookup Button

Libraries are CitiDirect database tables that make completing forms and data entry fast and easy.
Click a Library Lookup button (which looks like a downward pointing triangle) to access a CitiDirect
library. When information is selected from a Library Lookup list, the relevant information
automatically populates the current field and any related fields.

Searching and Sorting Records

The Search Definition Dialogue window enables you to control the number of records that are
displayed on a tab within a summary form and the order in which those records are displayed.
The ability to search for and sort data is also available for certain Library Lookup lists, particularly
those that might return a large amount of data.

Use the Search and Sort features by following the steps below:

1. Onany summary form or library lookup dialogue list, right-click and select the Search
command from the shortcut menu. A Search Definition Dialogue box appears.

Search Definition Dialog

Sort Criteria

Primary Sort |§arvi£e l;.ia_:s'sé j lascending j

Secondary Sort IDescription ﬂ!ascending :l

Search Criteria

Description Istarts wizh j |

Sendce Class quuals :j hutomated File and Report Delivery
Export Profile
Tuport Map Definitcion
Payments

Run Search Clear Cancel

Note: You can also access the search feature from any summary form or library lookup dialogue
list by clicking the Other Options button and then clicking the Search command.
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2. Inthe Sort Criteria section, select a primary sort field and optionally a secondary sort field
and then specify the sort order, ascending (A to Z) or descending (Z to A). Sort is available for
all fields presented on the active tab, and is applied against all records listed.

3. Inthe Search Criteria section, select an operator (starts with, equals, is not equal, etc.) and
then enter criteria in one or more fields. If a field presents a dropdown list of possible items
to search for, such as the Status field, you can select one or many. To select more than one,
hold the shift key while clicking for adjacent items or the control key while clicking for non-
adjacent items.

4. Click the Run Search button. Only those records that match your search criteria are listed on
the active tab, and all records are sorted in the order you specified.

System Setup and Maintenance

Security Managers are responsible for setting up important processes within CitiDirect for their
organization. This section describes the features and procedures that enable you, the Security
Manager, to complete CitiDirect application setup and maintenance processes.

Security Managers can:

1. Maintain CitiDirect libraries.

2. Customize CitiDirect preferences.

3. Specify internal workflow processes.

4. Define and control user access to specific services and processes.

The Maintenance solution package allows you to work with Library Maintenance to populate and
maintain any library to which you have access. The Access Management solution package allows
you to work with Access Profiles, Flow Maintenance, User Profiles, Client Preference and User
Entitlements. These service classes are discussed below. You need to access these through

the Applet page under User Administration.

fLueonoora B

Access Management

Access Profile

Flow Maintenance

Liser Profile

Client Preference

Liser Entitlements

KMeohile User Management
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Library Maintenance

Use the Library Maintenance service class to perform the following:
1. View library records.

Modify or repair library records.

Create library records.

Authorize library records.

oo woN

Delete library records.

Libraries provide a means for storing, using, maintaining and managing data. There are several ways
that CitiDirect library data can be used. For example, Citi uses libraries to store information that
clients can select for input within transactions and reports, and also to support data input, validation
and processing rules.

Clients use libraries to store preformatted transaction templates, frequently used text, counterparties
for Trade transactions, beneficiary information, payer information, account familiar names, etc.
Information stored in libraries appears in library lookup dialogue boxes when the user clicks the
library lookup button. This button appears next to all fields that offer a library lookup option.

Hime > inguieds & Seaccheg > Bank Search >» Bank Search inguiry [ Farvaritsr Ropan
Dank Search Inquiry Last Login Date 121122012 17:10:47
[CEHRET Sumuray | I Library Look
=+ Hank Coutry Code  equals. ﬂ |—
o~ DankShoriName  [iares win 7] | AvcisTas » =
Bank Full Name [eartsmen 7| | ALEANTA a
Bank AdrossUne | [cearcs wish =] | AR E 4
ANKRICAR SAMOL A5
Bank fddress Line 2 [ccares wich %] | P .
Hank AressUne d [ccarcs wien v| | AweoLA a0
City [rrares wiee =] | ANGULLLA A
I s | i -
Roniting Systen Code eoals v B T — A
Rouiting System N [ccurcs wach =) | ABRRNIA AR
Hank Houting (ol eruats Ll AvgEs o
AUSTRALIA a
awsrra ar
AZEREAIJAN AZ
BARAMAE 52
IAHELTN nm
EANCLADEER e
EAFRADOZ =
LA wr
RLCTr £
EBLIZE BZ
BNy s
g ]
i 13
E:Te o
e T T T
I& " u I == Atleast o required fiekd s

Notes:

1. When a library contains a single record, the field is automatically populated with that data when
the library lookup button is clicked.

2. When a library contains multiple records, a list of all available records appears when the
dropdown button is clicked. When information is selected from a library list, all associated relevant
information automatically populates the current field and any related fields.

3. Right-click on any summary form or library lookup dialogue list to access the search feature. For
more information, refer to the “Searching and Sorting Records” section of this guide.
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Benefits of Using Libraries

Use libraries to take advantage of many benefits in CitiDirect:

1. Libraries provide a standardized user experience.

Citi and your organization have greater flexibility and more control of data.
Libraries reduce or eliminate repetitive typing.

Libraries reduce input errors to ensure straight-through processing.

voA W

Libraries expedite data validation and processing.
Types of Library Data
Library data falls into two categories:

Non-client-specific information: Country codes, currency codes and branch codes that are
housed in the database fall into the general information category. Citi maintains these libraries
and they provide data that clients can select for input on most CitiDirect forms.

Client-specific information: This includes information such as your organization's account
numbers and payment preformats. Based on the type of library and your CitiDirect services, some
libraries may be maintained by Citi, your organization or both organizations.

Access to Libraries

Visibility and access to library records vary depending on the data stored in the library. There are
three possible categories that define library access.

Library Type ‘ Description

Private Ownership of information stored in libraries that are classified
as private is restricted to specific high-level users in your
organization, such as Security Managers or Treasurers.

Semi-private Information stored in semi-private libraries is shared across a

set of account numbers or client base numbers and branch code
combinations that are applicable to your organization via Client
Definition. These types of libraries are common for CitiDirect Trade
clients. Although local Security Managers or other high-level users
typically maintain semi-private libraries, based on the nature of the
data in the library, Citi may also assume this responsibility.

Public Most information is stored in public libraries and is commonly
available for reference across clients, accounts, client base
numbers and users without any restriction. Although Citi usually
maintains public libraries, local Security Managers or other high-
level users may be able to add or modify data in some libraries.
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Viewing Library Records
View library records by following the steps below.

1. On the CitiDirect menu under Tools & Preferences, click on Library Maintenance
as shown below.

Tools & Preferences © User
Maintenance
Import Profile
Automated File and Report
Delivery

Export Profile

Export Custom Farmat
Definition

SMMIME SecLrity Admin

Library Maintenance
Resources

Event Motification

Contact Management
COB Contac: Info
Access Adm nistrator
Contacts

Change Preferences
Iy Preferences

CitiDirect Support
Support Weksite
Cnline Help

2. The Library Maintenance summary form appears.
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3. Select alibrary and click the OK button. If necessary, use the search feature to find a specific
library. The summary form for the select library appears.

Hums =+ Tools 8 Piafergness == Mainlensnce == Library Mainbenance [ Fevarte Reponts
Fia Export BAL, IS0 aned SWIFT Code Summary Last Logh Date 12422012 17:10:47
Frocesead CiEaFLC
a0 T * CHEQUE DEPOSIT Procwsaad CITIBANE HA LONDON
202 32 § CHEQUE DEPOSTT Frocessed CHANNEL TELANDE CITIBANE =]
oL e § CHEQUE DEPOSIT Procassad CITINANE MA JRRSEY
03 ¥z } CHEQUE DEPOSIT Procwsand FEPSEY TSLAND CITIEANE
60 31 ¢ CHO WITH CR ADVICK Processed CITIRANK MA LOMDOR
wr Leh ¥ CHO WITH CR ADRICR Froceneed caeapic
oz 3L ¥ CHQ VITH CR ADVICE Frocessnd THANNEL ISLANDZ CITIBANE
201 2l # CHO ¥WITH Ch ADVICE Processed CITIBANE HA JERSET
03 L ¥ CHO MITH €2 ADVIES Frocarsad SERSNY LELAND CITLIANK
-ADJUSTHENTS Frocessad
EQUIPHERT PUDCH. Processad
FETCANEI X Procassed
1 TINE 90 DAY NOTICE-DOA Procesead
1 TIME 30 DAY NOTICE DDA Processead
WD DRESWNTATTON CHEAUR CLEARTHC Processad
461 UNSPRCIFIND DR Frocessed
463 UNSPRCIFIED DR Processed
464 INEPRCIFIRD DR Processad
4UZ UNSPECLIFIED DR Procersed
483 UNSPECIFIEL DR Processed
AC TO AC MANTIAL Proceszad
158 i AC O AC MANUAL Procensad TURLNTO CITIDANI
1E8 £ AC TO AC DEPAIR Processed TOROHTD CITIBANE
AC T AS REPATE Frocessed
AT TO AC TRF Precersed
158 TE AC TO AT TRP Processed TOROHTO CITIBANE |
4 — = 1
wx Rerwy 1 aif 4000 4 35 | 110 sorind cokmns
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4. Select alibrary record and click the Go to Details button. The library detail form appears. The
details of the first selected record are displayed.
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Adding Records to a Library
Add a new record to a library by following the steps below:

1. On the CitiDirect menu under Tools & Preferences, click on Library Maintenance
as shown below.

Tools & Preferences  © User
Maintenance
Impaort Profile
Automated File and Repaort
Delivery

Export Profile

Export Custom Format
Definition

SIMIME SecLrity Admin

Library Maintenance
Rosourcos

Event Motification
Contact Management
COB Contac Info

Access Adm nistrator
Contacts
Change Preferences
Iy Preferences
CitiDirect Support
Support Weksite
Cnline Help
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2. The Library Maintenance summary form appears.

Home >+ Iools & > =+ Library |
[ e——
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Frpust Profile Fils Bxpost BAL, 130 and SWIFT Code Libuacy
Taport Map Batinicion File Tapore Map Batinicion Bcle Sac
Parsancs Aevouns Paxilins Fase

Fayuanss Accoime Grouping

Fuymines nvoice Type

Faraant s Drdezing Party

Payuencs Paymenc Deseriprion

Fayaunts Poufosmat

Faymant Fratormsr Group

[& Favarite Repors
Laast Lol D 121022012 A7:40EA7

= Row 1 01105 | (1202 20r8d Zohamng

3. Select the appropriate library and then click the OK button. If necessary, use the search

feature to find a specific library.
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4. Onthe Input tab, click the New button. A blank library detail form for the selected library
appears. Some fields use a library lookup to select a predefined entry. Other fields allow
free-form text entry.

Hems =+ ToskssP s »x Library Ligi |G Favor
File Export BAL IS0 and SYIFT Code Detail Last Login Date 12/122012 i

BAI Type: Coocke: CR BAI Type: Coudie DR

SWIFT Transaction Type CR SWAFT Transaction Type DRt
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5. Complete the form for the library by entering the necessary data.
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6. Click the Submit button. A blank detail form appears that enables you to continue entering
additional new records into the library.

Modifying or Repairing Library Records
Modify library records by following the steps below:

1. Onthe CitiDirect menu under Tools & Preferences, click on Library Maintenance
as shown below.

: Tools & Preferences  © User

Maintenance
Import Profile
Automated Fite and Report
Delivery
Export Profile
Export Custom Farmat
Definition
SIMIME Security Admin

Library Maintenance
Reosources

Event Motification

Contact Management
COB ContacInfo
Access Adm nistrator
Contacts

Change Preferences
My FPreferences

CitiDirect Support
Support Weksite
Cnline Help

2. The Library Maintenance summary form appears.
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3. Select the library to be modified, and then click the OK button. If necessary, use the search
feature to find a specific library. The summary form for the selected library appears.
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4. The Status column on the Input tab indicates the current status of each library, which assists
you in which actions to take next.
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Status ‘ Description

Processed The library entry has been authorized and is available for use in
the application.

Input The record has been auto-saved, but not submitted. Additional
information is required before it can be submitted for
processing.

Invalid The record or library entry did not pass CitiDirect server
validation and must be modified.

Repair Required Another Security Manager (the authorizer) has determined that
the library record contains incorrect information and requires
correction.

5. Select the records you want to modify or repair, and then click the Go to Details button. The
detail form for the selected library record appears.

Note: If the status of the library record is Invalid or Repair Required, click the Other Options
button and then click the View Error Messages command. The Errors dialogue box appears and
contains information on why repairs to the record are necessary.

6. Make the necessary modifications to the library record.

7.  Click the Submit button. The library record is added to the authorization queue to be
authorized by another Security Manager and the next selected record appears.

Notes:

When you modify a library record, another Security Manager must authorize it before it becomes
effective. The CitiDirect preferred process for libraries is one level of authorization, requiring a
maker-checker setup. You can define up to three levels of authorization for libraries by name. It
is recommended that you establish a flow for libraries impacting payments, such as Preformat
Group and Preformat (templates). Authorization levels are defined under Flow Maintenance.

Once the library record is modified, two records with the same name exist until the modified
record is authorized. The record with the current status of Processed remains in effect until the
modified library is authorized. The Service Inquiry Manager service class has only one level of
authorization. CitiDirect users responsible for authorizing requests in the Service Inquiry Manager
module must be able to authorize any amount.

Authorizing Library Records

Once records have been added to a CitiDirect library, a second Security Manager must authorize
each new record to make it available for use in CitiDirect. The Security Manager who created the
original record cannot authorize it.

Note: Although you can authorize library records from the Library Maintenance form, it is best to
review and validate the records at the detail level as described below.
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Authorize library records by following the steps below:

1. Onthe CitiDirect menu under Tools & Preferences, click on Library Maintenance

as shown below.

Tools & Preferences User

Maintenance
Import Profile
Automated File and Report
Delivery
Export Profile
Export Custom Farmat
Definition
SIMIME SecLrity Admin
Library Maintenance
Resources
Event Motification
Contact Management
COB ContacInfo
Access Adm nistrator
Contacts
Change Preferences
My Preferences
CitiDirect Support
Support Weksite
Online Help

2. The Library Maintenance summary form appears.

Hoig >+ Iaola g = &> Library h

Ll sy Maenan:

Auromsced File and Repore belivery

Expost Profile

Taport Hap Definition
Payaunts
Fapuanss

Delivery Opsions
File Export BAI, IS0 and SWIFT Code Libracy
File Tapore Map Batinicion Bcle Sac
Aecouns Panilins Fase

Accoime Grouping

Invoice Type

Drdaring Farty

Paymenc Deseriprion

Fruformat

Pratorast Group

& Favarite Reports
Linst L Pt 421422042 170047

== Row 1 o1 105 | [1102) $0red Zohamng
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3. Select alibrary and then click the OK button. If necessary, use the search feature to find a
specific library. The summary form for the selected library appears.

Home == Topled Prfersnces == Mainlensnce »= Library Mairbenance [ Fevarte Repons
Fibe Expport BAL 15O amwl SWIFT Code Sunmnary Last Login Date 12422012 171047
¥ DEROSIT Procenzed ciaFLe
32 # CHEQUE DEPOSIT Procesaed CITIBANE MA LOMDON
#31 § CHEQUE DEPOSIT Frocessed CHANNEL ISLANDE CITIBANK -
2oL LT § CHNQUE DIPOSIT Frocasted CETIDAR Mo TRRSEY
03 3z # CHEQUE DEPOSIT Processnd JERFEY ISLAND CITIEANE
€00 3l # CHO WITH CR ADVICE Processed CITIBANE MA LOMDON
wmy L § CHO WITH CR ADVICE Frocened CieiPLe
202 L ¥ CHO VITH CR ADVICE Processed THARNEL ISLANDE CITIBANK
201 EET + CHO WITH CR ADVICE Processed CITIRANE HA TERSET
200 L ¥ CHO WITH CR ADVICE Frocensad JERSEY 1SLAND CITIRAMKE
-AnJuzmENTS Frocesind
TYOTIEENT. DOUCH Processed
FETCAEIN Frocantad
1 TENE 90 BAY NOTICE-DOA Frocessed
1 THNE S0 DAY HOTICE DO Froceniad
WL DREEENTATION CHEQUR CLEARTNG Processad
461 UNSPECIPIRD DR Frocenred
463 UNSPICIFIEG DE: Procasand
464 INEPRCTFIRD DB Processad
AU UNSPECIFIED DR Procersed
483 UNBPACIPIEC DR Frovessad
AC TO AC MASTIAL Froasesad
155 kel AC TU AC MANUAL Procensad TURMNTE CITIDAMK
155 * A TO AC BEPAIR Provessed TORGNTD CITIBANK
AC TO AC BEPATER Frocaszed
A TOAC TRE Frocasred
158 5 A TO AS THP Frisessnd TORGNTD CITIEANE -
4 — = 1
w Reray | aif 4000 4 35 | (130 sorind cohmnsg
DEILY

4. Click the Authorization Required tab. All library records awaiting authorization that you are
entitled to authorize are listed.

»» Togis & Prafarences >= Mainbenance == Library Masbénancs & Faverie Repon:

Preduremal Surnmary Last Login Dale 42422042 17417

T TEST Detaule HEW PREFOMIAT ACH DEEIT 857 T0... ACH Debin Level 1 Auchorimssion Required =
T 0700 2002 Datauin WU PREFORNAT IKT BUT 101 T0 057  Nosk Tran... Level 1 Autherization Bamuired
WUT FT L8L TO £57 Default FREFOPBRAT FT =~ 181 TO 857 1 don Peguired
PUT FT 867 TO 184 Detault REFOTMAT FT - 867 TO 8L 1 hachori Tequired 11
al |
<x Fow 1 0f 4 38 I (102 anrted colamna
NEIE
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5. Select the record or records that you want to authorize and click the Go to Details button. The

detail form for the selected library appears.
6. Review the details of the record and proceed with one of the following steps.

+ Click the Authorize button to authorize the library record. The next selected
record appears.

+ Click the Send to Repair button to return the record to the creator for repairs.
You can enter a enter reason dialogue box appears.

Reason

Fleaze enter the reason for sending this item far repair.

|W| Cancel

Enter a reason for the repair request, and then click the OK button. The library enters the repair
gueue. Its status is changed to Repair Required and it is sent to the Input tab for modification by
the Security Manager who created it.

+ Click the Reject button to delete the selected record. Please enter the reason
dialogue box appears.

)

X]

Reason

Please enter the reason far rejectiag this item.

OK Cancel

Enter a reason for the rejection, and then click the OK button. The library record is deleted
from CitiDirect.

Deleting Library Records

You can delete library records that you have added to libraries. You cannot delete records within
Citi-maintained libraries.
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Delete library records by following the steps below:

1. Onthe CitiDirect menu under Tools & Preferences, click on Library Maintenance as shown

below.

Tools & Preferences

Maintenance
Import Profile

Delivery
Export Profile

Export Custom Form
Definition

SIMIME SecLrity Adm

Library Maintenance
Resources

Event Motification
Contact Management

COB ContacInfo

Contacts
Change Preferences
Iy Preferences
CitiDirect Support
Support Weksite
online Help

User

Automated File and Report

at

in

Access Adm nistrator

2. The Library Maintenance form appears.

Hogg >+ Iocts S E ==

Libaraary Maintenan:

Aucomaced File and Repore Delivery

=+ Library |

Ezpost Profile
Tupore Map betindcdon
Paymunts

Faymancs

Deliwery Opsions

File Bxpost BAL, T30 and SWIFT Code Libwacy
Fits Taporc Map Dadinivicn Gole Sac
Aecouns Paxilias Fase

Accoime Grouping

Invoice Type

CrdaTing Farty

Paymenc Deseriprion

Fruformat

Fratormar Group

% Favarite Ropodts
Linst L Prter 421422042 47017

<« Row 1 e 10 | [1002) 3ored Zohamns
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3. Select the library that contains the records you want to delete, and then click the OK button.

If necessary, use the search feature to find the desired library. The summary form for the
selected library appears.

Hima = Iodls&F = =+ Litary & Favarte Repand
Prefunmst Summary Last Lugin Dale 12H22012 174047

1 At e anin Hisyl

A2r08/2002

Detauls PREFOBMAT ACH - 181 TO 857 ACH Credi...

PFT ACH 181 TC Frocessed |
PUT ACH DE? TC 1M1 Dafauls PREFOUMAT ACH - BS7 TO 101 ACH Cradi, Fracansad RESLLEES RS
YT ACH DEBIT 137 T0 957 Dataile PREFORNAT ACH DEBIT 181 TO 857, ACH Dabit Frocusaed 11702002
PYT ACH DEBIT 857 T 181 bafauls PREFORMAT ACH DEBIT 867 TO 181  ACH Debic Processed 1hra7s2042
PUT DRT L0L TC 067 Batanis PREPUBRAT BT - 10 TO 057 Hook Tean, .. Pracessad 1gmngELE
VT BET 857 TC 181 Dufauls PRIFOBNAT ERT - 857 TO 13l Bok Tean... Processed 1z/08/2012
YT DDAV/CHARCE 181 TO 857 Betaule PREFODMAT DRAM/CHARGE 181 T0 857 Orawdown/... Processed 1hr17/2002
PUT DRAM/CMARCE BET TO 101 Dafaule PREFORMAT DREAMACHARGE BST TO L0b Draedoam/ . Praceread 1p17p0002
PUT FT 181 T0 857 Dadauls PREFOBNAT FT - 181 10 957 Punds Tew.,. Processed 12/08/2012
POT P 857 To 181 Detauls PREFORMAT FT - 857 To 181 Funds Tra... Precessed 12r08/2008

4

<<Rar 1al10> | WD) sorted cohamne

ENEICT

4. Onthe Input tab, select the library record you want to delete, and then click the Delete
button. A dialogue box appears.

(X

Pleasz enter the reason for deleting this item.

Seledling Ok will permanently DELETE the temis) you selected.

0K || Cancel

5. Enter areason for the deletion, and then click the OK button. A dialogue box appears
confirming the deletion.

6. Click the OK button to close the dialogue box. The status of the library record changes
to Authorization Required for Delete. Library deletions require authorization by another
Security Manager before they take effect.
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Client Preferences

Use the Client Preference service class to perform the following:

« View client preference settings.
» Modify or repair client preference settings.
» Authorize client preference settings.

Client preferences are CitiDirect-defined or customized settings for CitiDirect forms, such as
transaction Prefix ID, auto-save frequency and base currency. Use the Client Preference service
class to maintain and modify client preference settings to suit the needs of your organization.

As Security Manager, you should first view your CitiDirect predefined (default) client preference
settings to determine whether or not they should be changed to best meet your organization's
needs. You should only modify settings if required.

The table below lists some examples of Payments client preferences.

Available Criteria ‘ Preferences Options

Transaction Reference Full Auto Prefix Auto
Manual Prefix ID

Edit Transaction Charges Company
Debit Account Base Currency
Credit Account Priority Mode
Ordering Party Delivery Mode

Auto Save Auto-Save Frequency Auto-Save Type

Field Level Verification

Debit Party Name
Name
Payment Currency

Payment Account

Value Date Beneficiary
Account Number
Beneficiary Account

Other ID

Viewing Client Preferences

When CitiDirect is installed, some client preferences are predefined (set as default). Review these
CitiDirect-defined settings with your local Implementation Manager to determine which, if any,
need modification for your business needs.
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View client preference settings by following the steps below.

1. Onthe CitiDirect menu under User Administration, click on Client Preference as shown below.

User Administration

Access Management
Access Profile
Flow Maintenance
User Profile

Client Preference

User Entitlements
Maobile User Management

2. The Client Preference form appears.

Home > st o MO0 Wt = Cilar

[& Favorite Ropons
Clier Preference Last Login Date 1242012 133806
1) Survice Glass Hae ] Fretevense Stelus Prtoriuce Vakied

Juromaced Tila and Raporc Delivery Frocessad =

Export Data Frocersed

Global Frozessed

Tapare Hap Naragessnt Praceresd

Isport Tramsactions Feocessed

Faymencs Tronessed

-
. 3
<< Rew 091G+ | pight Cliek an eolumn files to customizn. (1107) sored cokimns |
BEIL)

3. Click the View tab.

4. Select the service class you want to view. The current client preference settings for the
selected service class appear in the Preference Values list box.
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Home *= Lger g - = Clignt Prefetence & Favunte Reports
Cilent Prefarence Last Login Date 121142012 13:34:06
Anthorization Peg'd View

1) S vier: Class Harne | Pt orver et | Preference Vaws
[Jumcmated Pile and Feport Dalavasy Procaresd =l
Enpurt Dusa | Tr—
Glabal Frocassed
Isport Map Hanaguewst Frocessed
fupore Transasciens Prozessed
Payuant s Pracesead

= Riw Dof B2 | pight Click on colunn tes 1o customize  [1M) sored cobamnd i m
Qé ﬁl

Notes:

In the Preference Values list, a value of None Specified indicates that there are no preferences
(defaults) for the value listed.

If a value is listed as See Grid for Details, select it, and then click the View Grid button to see all
details. This message appears if there are more preferences for a value than can be displayed on
the screen.

Modifying or Repairing Client Preferences

Citibank has defined common application defaults that you need to modify only if other selections
(values) better meet your organization's business needs. If you modify client preferences, another
Security Manager must authorize them.

The Status column on the Input tab indicates the current status of each client preference and
assists you in determining what action, if any, is needed.

Status ‘ Description

Processed The client preference setting has been authorized and is
available for use in the application.

Input The record has been auto-saved, but not submitted. Additional
information is required before it can be submitted for
processing.

Invalid The profile did not pass CitiDirect server validation and must be
modified.

Repair Required Another Security Manager (the authorizer) has determined that

the client preference setting contains incorrect information or
requires correction.

60



Security Manager Guide | System Setup and Maintenance

CItl

Modify or repair client preference settings by following the steps below:

1. Onthe CitiDirect menu under User Administration, click on Client Preference as shown below.

Iser Administration

Access Management
Access Profile
Flow Maintenance
User Profile

Client Preference

ser Entitlements

Mahkile User Management

2. The Client Preference form appears.

Homs == Lser e ARSS iy el
Chent Praference

Amhorization e

(& Favante Reports
Last Login Date 12/4/2012 1%4:06

(1) Sewwice Claus Hame ] Pinferere Stalus.
[Aussnaria ¥ite and papers Dalivesy |#eecansan =
Bxpurt Data Feouessad
Global Frocemsad
Iapost Map Nanagessnt Frocessed
Tapors Tramsamions Frooseaad
Paymencs Frocessad

e Bl 1 0f 15 v | Right Cllek n eodumn tiles to customize (1102 Tored colmng

lajel ]

3. Onthe Input tab, select the service class you want to modify or repair, and click the Go to
Details button. The Client Preference Details form for the selected service class appears.
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g =r Llger s mr ALeEs
Chem Praference Detalls.

Senace C

[Lutonsred Pile wnd Puport Delivesy

i w Formattien) of Fle Nane

* Appond DabedTime to Fis hnme:
1= Fermalli'eg of Fie Extengaon

+ CuonTze Fim Fabesin

a]

{# Favarte Reports
Last Login Bate 12144/2012 1X34:06

Current preference criteria values
- Formatting of Fis Nasse
1w Append DatedTime to Fis Nese
ex

5w Permslticy af Fia Eximision
- w Customized Fie Btention
AL

4.

Proceed with one of the following steps.

Subimit | Fesel | Hest

+ To define criteria, select a criterion from the Please select from the available preference
criteria list box on the left. A Criterion dialogue box appears. The choices in the dialogue

box vary based on the criterion selected.

2> Usiy

22 Cwn

Cliert Preference Details

Senica Class Name

imﬂ.u»u Fia and Raport Dalivary

= Ayt CeabedTirme Lo File Name.
= Formatting 31 ke Extengion
» Cuslorszen Fils Exderision

& Fanuite Ruports
Last Login Date 1271472012 13:34:06

Curvend prefevence criteria valies

* Yoy

= = Finmaiting of File Exberssior)

== Customized Fie Exdenzion
s

Add | Oesete

Submiil || Rarst
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Select the preference value you want and click the OK button. The new value appears in the
Current preference criteria values list box on the right.

» To reset the values to previously saved criteria, click the Reset button.
+ To reset criteria values to the CitiDirect-defined preferences, if any, select the criteria values
and click the Reset to Default button.

5. Review the Preference Values list box for accuracy and click the Submit button. The original
client preference settings status is Processed and it remains active until the modified settings
are authorized.

Notes:

For client preferences with a Repair Required or Invalid status, click the Other Options button, and
then click the View Error Messages command to see the reason for the necessary modifications.

A client preference record with the status of Processed is active.

Two client preference records for the selected service class exist until another Security Manager
authorizes the modified settings: the original with a Processed status and the modified record
with an Authorization Required status. Once the modified client preference record is authorized,
the original, previous preference is removed.

Authorizing Client Preferences

Once client preferences have been modified and submitted, they need to be authorized.
Before authorization, the original processed preference is active and will remain active until
authorization is complete. Once authorization is complete, changes to the client preference
settings are active.

If you modified the client preference setting, you cannot authorize it. During the authorization
process, client preferences can be authorized, rejected (deleted) or returned for repair.

Authorize a client preference setting record by following the steps below:

1. Onthe CitiDirect menu under User Administration, click on Client Preference as shown below.

ser Administration

Access Management
Access Profile
Flow Maintenance
User Profile

Client Preference

User Entitlements
Makile User Management
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2. The Client Preference form appears.

Homs == Liser sgmi e hotess

Clignt Praference

Aumhorzation Red's

(& Favante Reports
Last Login Date 12142012 1334200

(1) Sorwics Clas Hame | Proference Vales
[Ausonatad File and papore Delivery |#eecansaa -l [l Foemalting of Fie hnme:
- = Apperd DalelTime bo Fie Mame

Hapurt Data Prousssed Vet

S Procanead El  Fomatiing o Fia Exension
Import Hap Manageawnt Procansed = Qustomized Fie Extersin
Tapers Tramrasvions Freosesed e

Paymencs Frocessed

e Rl 1 0f 15 v | Right Cllekt on eodumn tlles to customize (1102 Tored colmng

=

lajel ]

3.

Click the Authorization Required tab. All client preference records with an Authorization

Required status that you are entitled to authorize are listed.

Click a service class to select the client preference record you want to authorize. The client

preference settings for the selected service class appear in the Preference Values list box.

Home == Uger Adminigragon »> Access Management >> Cllent Preferance
Clleml Pt

Auhosization Red'd

|1} Service Class Hame | Preference Status
Automared File an. .. Processed
Export Data FProceseed
Global Frocessed
Import Hap Banage... FProcessed
Taport Transactions Procesead
Paymunts Peovwaaed

[ Favarite Repans
Lt Langin Gratee B1ARC0TS 1707905

«x Rorw fi0f 0 s | Bt Click s cuburnwn lths o custumizs (1442) surbed colas
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5. Proceed with one of the following steps.

+ Click the Authorize button. A dialogue box appears indicating that the preference has been
processed. Click the OK button to close the dialogue box.
» Click the Send to Repair button. A dialogue box entitled Reason appears.

Reason

Fleaze enter the reason for sending this item far repair.

|W| Cancel

Enter a reason for the repair and click the OK button. The preference record is sent to the Input
tab and its status is changed to Repair Required. The initiator of the record must make the
necessary changes and resubmit it.

+ Click the Reject button to delete the client preference record if it is invalid or violates your
organization’s business rules. A dialogue box appears.

Reason

Flease enter the reason for rejecting this iterm.

OK Cancel

Enter a reason for the rejection and click the OK button. The client preference record is deleted
from the application.

Flow Maintenance

Use the Flow Maintenance service class to perform the following:
1. View current flow controls.

2. Modify or repair flow controls.

3. Create new flow controls.

4. Authorize flow controls.
5

Delete flow controls.
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Through the Flow Maintenance service class, you can control the flow of your organization's
processes within CitiDirect. Flow maintenance enables you to quickly and efficiently specify
the workflow that transactions, service requests and libraries must follow before they can be
processed. For example, your organization may require more stringent controls for an outgoing
payment of $1,000,000 than for a payment of $1,000.

As a Security Manager, you should first view your CitiDirect-default flow controls, and determine
whether or not they should be changed to best meet your organization's needs. You should
modify the predefined flow controls only if required.

Notes:

Flow controls are implemented at the client definition level and apply to all CitiDirect users within
your organization.

For any criteria that are not defined, CitiDirect defaults to All.

It is recommended that any changes to flow maintenance be done after end-of-day processing is
completed. All changes should be validated before the next processing date.

Flow controls can also apply to non-transactions such as libraries. For more information on
libraries, refer to the “Library Maintenance” section of this guide.

Viewing Current Flow Controls

The View tab on the Flow Maintenance Summary form is best used to examine all flow controls
and their current status. All flow controls are composed of input and output criteria. The input
criteria allow you to define the limits of the data entered into the application. The output criteria
define the levels of authorization required to release the item to a Citi back-end for processing.

Status ‘ Description

Criteria Type Allows you to manage your workflow by specifying requirements
for how transactions and library records are entered into
CitiDirect. Available input criteria differ depending on service
class. For example, account, amount, creation method, payment
currency, payment method, payment type and processing location
are some input criteria for Payments. Trade service types and
amounts are examples of input criteria for Trade Services.

Input The procedure, process or transaction flow that must happen
before the data entered into CitiDirect by your users (input
criteria) can be sent to Citibank for processing. For example,
payments that fall within a specified amount range (input

criteria) require authorization by another user before they can

be processed. Examples of output criteria include verification
required, level of authorization, number of authorizers and release.
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View current flow controls by following the steps below:

1. On the CitiDirect menu under User Administration, click on Flow Maintenance as shown below.

User Administration

Access Management
Access Profile
Flow Maintenance

Liser Profile

Client Preference

Liser Entitlements

KMohile User Management

2. The Flow Maintenance Summary form appears. When you first access CitiDirect, only the
CitiDirect defined flow controls appear.

Moms »= Llssr i > >+ Flow I Favorite Repant
Flow MaiMenance Sunmany Last Login Date 12142012 13M:06
et Aurhorization Req'd

[ (ServikeClas | (2)PuwHame | Flow Slus ] [ Fowe Dusaits
Aecage Prafila DEFAULT Processad ;1
Jutomated Fils ... DEFAULT ——

Brazil Pavmenss... DEFAULT Processed

Cliant Praterarces DEFAULT Pracasead

Bagory Prafile DEFAULT Drunessad

Flow Maintenance  DEFAULT Processnd

Iupers Map Mane... DEPAULT Procassad

Tupart Trangact DEFAULT Procasead

Librasiss DEIRRILY Processnd

Massages DEFAULT Processed

Mobile User Mar... DEFAULT brocasses

Paymasts DEFAULT Procesdad

Paymeens Services  DEFAULT Processed

Ugar EnEAElemarts DEFAULT Pracasead

Uswr Profile DEFAULT Procesdad

4 *

e Rowial1s> | bt Ghck on colamn ties o customize. (1)2) srted coumns i
NEILY

3. Click the View tab. All flow controls appear regardless of their status.
Note: CitiDirect predefined flows appear within the Flow Name column as DEFAULT.

4. Select a flow control. The associated input and output criteria appear in the Flow Details box
on the right. If you select more than one flow control, the Flow Details list box is empty.
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Homg »» Lsgragminiziation »» Access Managemsnd »» Flow liainenance (% Fovome Raports
Last Logn Date 12Z0201E 1222519

Flaw Status | | PowDetas

Atcuss Frolile DEFAULT Jrocessed = B = utput Crerin
Automnced File ... DEFAULT Trocessed o "'_.rmw'
Brazsil Faysants. .. DEFAULT Iracaread

Cliwst Peeforemces DEFAULT Teosessnd

Tnpore Frodile DEFAULT reasssad

Flow Maintanance DEFAULT Iracaread

Tapust Map Hana... BEFAULT Frucwnned

Inpor Tramssec... DEFAULT Irocessed

labrarias DEFAULT Iracaread

Bessayes DEFAULT Jrocessed

Mobile User Man... DEFAULT razeszad

Paynants DEFAULT Iracagsed

Payments Fervices DEPAULT Irecesdad

tYrar Enciclemencs DEFAULY Ircosssad

Urar Prafile BRRATLT Irenessad

=
‘«MI’« CE Click on column tles 1o customize.  (1142) sorted colmng ﬁ
[a]e]® ]

In the flow control example above, the output criteria calls for all Payments to be authorized by a
level 1 authorizer before they can be released for processing.

Modifying or Repairing Flow Controls

You can modify flow controls to better meet your business needs. All flow controls with an Input,
Invalid or Repair Required status must be repaired before they can be authorized. The Status
column on the Input tab indicates the current status of each flow and assists you in determining
what action, if any, is needed.

Status ‘ Description

Processed The flow has been authorized, and is currently being used in the
application.

Input The record has been auto-saved, but not submitted. Additional
information is required before it can be submitted for
processing.

Invalid The profile did not pass CitiDirect server validation and must be
modified.

Repair Required Another Security Manager (the authorizer) has determined
that the flow contains incorrect information and/or requires
correction.

Note: For any criteria that are not defined, CitiDirect defaults to All. For example, if you do not
specify a currency when you are specifying flow controls for Payments, the flow controls are
applied to payments in all currencies.
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Modify or repair flow controls by following the steps below:

1. Onthe CitiDirect menu under User Administration, click on Flow Maintenance as shown
below.

User Administration

Access Management
Access Profile
Flow Maintenance

Liser Profile

Client Preference

Lser Entitlements

Meohile User Management

2. The Flow Maintenance Summary form appears. All flows with a status of Input, Invalid,
Process or Repair Required are listed.

Home =» User Adminlshalion >» Actess Managemant > FlowMaintenance I Favorite Reparts
Fow Bamienancs Last Logn Date 12002012 12:23:14
[ thServiceces | @ifowdeme | Flow Stetus ] | Flow Detalt
Aveess Prelile DEFAULT Prucessed = I Dutpt Critena
Acomncad File . DRFAULT Frocarsad Sy
Brazil Payments, ., DEFAULT Frocessed
Client Prefersnces DEFAULT Frocessed
Expare Profils DEFAULT Frocasend
Flow Maintenasce DEFAULT Processed
Impors Map Mans... DEFAULT Processed
Iapart Traneacs, . DEFAULT Procesead
Libracie DEFAULT Frocusand
Hessages DEFAULT Processad
RBobile Ueer Man, .. DEFAULT Procenred
Paynescs DEFAULT Procusaad
Paymsncs Services DEFAULT Processed
Urar Entitlessnts DEFAULT Processad
Hear protile DEFAULT Frocassed
4 +

< Row 2 of 15 8 [ Right Click on column tithes to customize) {1142 soried coumns i

BEILY

3. Onthe Input tab, select the flow you want to modify.

4. Click the Go to Details button. The Flow Maintenance Details form appears. The Available
Criteria and the Selected Criteria for the first selected flow are displayed.
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Cl

& Fanuite Rupons
Last Login Date 1211472012 16:35:24

2> Usiy > ACDHSS Eea

ow Maintenance Detalls

Flow Nane Senace Class
[earamt [arcars Brariia
Frafiable Crena ‘Fetocted Critenn
- Outpud rierin - Cutput Crigria
= Azl Fosnpaed = = fudburission Recémd
* Yes

5. Proceed with one of the following steps:
+ To add input criteria, select the criteria from the Available Criteria list as shown in the

below screen. If you click on any of the Criteria, another dialogue box with different setup

values will appear.
_

-
Set up values for Amount @

= Amount

|I 1,000 tul z,000

* Required Field 0K Cancel

Select the value you want to add and then click the OK button.

» To add output criteria, select the criteria from the Available Criteria list box on the left. A Set up
values for dialogue box appears.
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F B

Set up values for Authorization Le... |X|

Mumber of Authorizers

Ha

OK Cancel

Select the value you want to add and then click the OK button.

+ To delete criteria, select the criteria that you want to delete from the Selected Criteria list box
on the right, and click the Delete button. A warning message appears.

.
Warning

Are you sure you want to delete the selected item(s)?

ID: confirmbDelete

Click the Yes button to confirm the deletion.

» To reset criteria to their previously saved settings, click the Reset button. All of the criteria
return to their previously saved settings.

6. Review the Selected Criteria list box for accuracy and click the Submit button. The Save As
dialogue box appears.

.
Save As

* Flow Name

!Hew Payment. Flow

* Reguired Field 0K Cancel

7.  Click the OK button to save the modified flow control with the same name.

Notes:

If you enter a new name, two flow controls will exist — the original and the modified/repaired flow.
The status of the modified flow control is changed to Authorization Required and it is added to
the authorization queue. Another Security Manager must authorize the modification before it
becomes active.

4



t ®
Security Manager Guide | System Setup and Maintenance CI I

The current flow control remains active until the modified control is authorized.

Creating New Flow Controls

CitiDirect enables you to control the workflow processes in your organization. Flow controls are
established by specifying a set of transactions, service requests and library records, and then
assigning controls to them.

Create new flow controls by following the steps below.

1. Onthe CitiDirect menu under User Administration, click on Flow Maintenance as shown
below.

User Administration

Access Management
Access Profile
Flow Maintenance
Lser Profile
Client Preference
Lser Entitlements
Maohile User Management

2. The Flow Maintenance Summary form appears. Select the Input tab, if necessary. The Input
tab is the starting point for creating new flow control profiles.
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Home == Lisec ] =5 Flow % Favarite Repand

Flove Mailerance Summany Last Login Dale 12142012 16:35:24

1) Service Class | mrowmme | Thow Stetus Flow Detaits

hccess Profile DEFALLT Frocessed =

smemarad Fiia and Bapert Delivery DEFALLT PEP——

Tirazil Paymente Transfers DEFALLT Procesead

Clisnt Prefecences DEFALLT Frocwssed

I’q‘pe!l Prodile DEFALLT Processed

Floar Hairtanancs DEFALLT Procazea

Isposs Hap Nanagesent DEFAULT Frocwssed

Ispore Tramsactions DEFAILT Processed

Libraries DEFALLT Procescad

Messages DEFALLT Frocessed

Mobile User Managewent DEFALLT Processed

Paymants DEFALLT Frocestad

Fayments Services DEFALLT Processed

User Entitlemencs DEFALLT Processed

User Profile DEFALLT FProcessed

<R ot 150 [Mmmmlh!nmlﬂ. (1362 sorbec] cokarers All
REILY

3. Click the New button. The Flow Maintenance Details form appears.

g =+ Lser Suming P - |G Favwite Report
Flow Malitanancs Details Last Login Date 120142012 16:35:24

Senvane Class

[urw |2spost mrorsie =

a Subamit | Rreaes  Hew

4. Inthe Service Class field, click the dropdown arrow and select the desired service class.
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5. Proceed with one of the following steps:

» In the Available Criteria list box, select an input criterion. A Set up values for dialogue box
appears. The dialogue box varies based on the criterion selected.

-
Set up values for Amount

|I 1,000 to z,000

* Required Field 0K Cancel

Enter the values as required and click the OK button. The value appears under the Input criteria
section in the Selected Criteria list box.

+ In the Available Criteria list box, select an output criterion. A Set up values for dialogue box
appears.

F B

Set up values for Authorization Le... |X|

Humber of Authorizers

Ha

OK Cancel

Select the value and click the OK button. The value appears under the Output Criteria section in
the Selected Criteria list box.

» To clear all criteria in the Selected Criteria list box, click the Reset button.
» To clear an individual criterion, select the criterion and click the Delete button.

6. Review the Selected Criteria list box for accuracy and click the Submit button. The Save As
dialogue box appears.

-
Save As

* Flow Hame

!I-Iew Pavyment. Flow

* Required Field

74



t ®
Security Manager Guide | System Setup and Maintenance CI I

7. Enter the flow name and click the OK button. The status of the newly created flow control
is changed to Authorization Required and is not applied until another Security Manager
authorizes it.

Notes:
A flow status of Processed is an active flow control.
All flow controls that you define take precedence over the CitiDirect-defined flow controls.

If you specify that multiple levels of authorization are required before transactions can be
processed, the access profiles assigned to the CitiDirect users responsible for authorizing those
transactions must have authorization rights at the specified levels.

Applying Flow Controls: Base Currency

To determine the correct amount when applying transaction flow controls, the transaction
amount is converted to your base currency. CitiDirect Online Banking uses the following currency
conversion logic, which is commonly available across service classes:

1. If the base currency is USD and the transaction amount is not USD, the transaction amount is
converted to USD.

2. If the base currency is not USD and the transaction amount is USD, the transaction amount
(USD) is converted to the base currency.

3. If both the base currency and transaction amount are not USD, the amount is converted to
USD, and then from USD to the base currency amount.

4. If the transaction currency is the same as the base currency, no currency conversion is
required.

Authorizing Flow Controls

Any new or modified flow controls must be authorized before they take effect. If you created or
modified a flow control, you cannot authorize it. During the authorization process, flow controls
can be authorized or rejected.

Note: It is recommended that any changes to flow maintenance be done after end-of-day
processing is completed. All changes should be validated before the next process date.

Authorize flow controls by following the steps below:

1. Onthe CitiDirect menu under User Administration, click on Flow Maintenance as shown below.

Lo R

Access Management
Access Profile

Flow Maintenance

LIser Profile

Client Preference
LIser Entitlements
Mahile User Management
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2. The Flow Maintenance Summary form appears.

== Flow % Favorite Repontg
Lot |ain Dt 121185012 163524
| Otowhems | Fow Ststus || Fow Dotans
DEFALLT Processed A

dutomated File and Rapost Delivery DEPALLT Frocessed

Frasil Faymente Transtess pErALLT Proceraad

Clisnt Fraterances DEFALLT Procassad

Fxpore Frotile DERALLT Frocessed

Fiow Maincanance DEFALLT Promessed

Tapert Nap Manapensst DEFALLT Frosessed

Tapert Transacticns DEFATLY Processed

Librazies DERACLT Frocesied

Rasrages DERALLT Procensed

Rabile Urar Managasent DEFALLT Procassed

Faymanss DEFALLT Processed

Paymancs farviees DEFALLT Presessed

User Inciclsmencs DEFALLT Frocessed

Weer Frofila DERALLT Procansed

-
] "
<iRiw 00l 187> | Hight Cllek on cobiran Uiles 1o dustoniize) (1)L2) sorted colmns i |
DEILY

3. Click the Authorization Required tab. The list of flow controls that you are entitled to
authorize appears.
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Hums »» Ussr s ACTRSS e Tl [ Fovonte Reports
Flovwe Matenance Sumimary Last Login Date 121472012 1736252
Inpan Auhorization Res'd T View
1) Sowvice Clae | () Flow Hasrm | Floaws Slatuse | Pow Dotaits
=
= g 0 0f 0o | Right Cliek an enturnn thies to enstomize (1142 soriod cousns i

4. Select the flow control you want to authorize. For authorizing the flow controls, select each of
them individually. The input and output criteria appear in the Flow Details list box.

5. Proceed with one of the following steps:

+ Click the Authorize button to authorize the selected flow. An information box appears.

F

Information

The action regquested was successiully performed for the selected 1
itemis).

[ox |

Click the OK button to close the box. The flow control is active and its status is updated to
Processed.

» Click the Reject button to delete the flow control. A dialogue box appears as “Are you sure you
want to reject this flow?"

Click the Yes button. Another dialogue box appears.
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F

.'1
Reason |Z|

Flease enter the reason for rejecting this item.

OK Cancel

Enter the reason for the rejection and click the OK button. The flow is deleted from CitiDirect and
an information box confirms the deletion.

Notes:

For Payments and Trade transactions, CitiDirect Online Banking allows you to specify up to nine
levels of authorization, with up to nine authorizations at each level. For example, a flow control
can be set to require that all payments made over $10,000 in any or all currencies be authorized
by two people: one person at Authorization Level 1 and one person at Authorization Level 2.

If you are requiring multiple levels of authorization, make sure that the authorizers have that level
of authorization in their access profiles. Authorization levels are required in ascending order. For
example, Level 2 is a higher level of authorization than Level 1.

Payments that do not have at least one level of authorization will require the maker to approve
the payment after it is submitted for processing.

Deleting Flow Controls

You can delete flow controls with the status Input, Repair Req'd, Authorization Req'd and
Processed. However, you cannot delete CitiDirect predefined flow controls with the Flow Name
DEFAULT.

Delete flow controls by following the steps below:

1. Onthe CitiDirect menu under User Administration, click on Flow Maintenance as shown
below.

User Administration

Access Management
Access Profile
Flow Maintenance |
Lser Profile
Client Preference
Lser Entitlements
Mohile User Management

78




Security Manager Guide | System Setup and Maintenance

CItl

2. The Flow Maintenance Summary form appears. All flows with a Processed status and their
associated service classes are listed.

Home »= User i > ACONSS == Flow & Fovente Reponts]
P B manc Sumnmany Lot Loin Dt 121185012 163524
[1) Sevvice Class | mrownems | Florw Status || Fow Detass
cewss Protile DIFAILT Processed a
(Automated File and Repost Delivery DEFALLT Procersed
Frasil Faymente Transtess DErALT Procersad
Clisnt Fréfarences DEFALLT Processad
Bxpore Frofils DEFALLT Processed
Flow Maintanance DEFALLT Prasessed
Tapert Nap Manapemsst DEFALLT Frocessed
Tapert Transacticns DEFATLY Processed
Librasies DEFACLT Proceried
Rasrages DERALLY Proceraad
Rabile Usar Managasent DIRALLT Procagsed
Faymancs DEFALLT Processed
Paymencs farvices DEFALLT Processed
User Inciclsmencs DEFALLT Frocessed
Urar Frofila DEFALLT Procersad
-

#-Twnm» Right Click 0f ¢olunin Tiles to costomize| (T102) strted coumns i
|Q @‘;ﬁl

3. Select the flow you wish to delete and click the Delete button. A dialogue box appears.
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Reason

Fleasz enter the reason for deleting this item.

Seleciing Ok will permanently DELETE the tem(s) you selected.

| oK | cancel

4. Enter the reason for the deletion and click the OK button. An information box appears
confirming the deletion. The status of the deleted flow is changed to Authorization Required
for Delete. Two flows with the same name will exist until the deletion is authorized.

Access Profile

Use the Access Profiles service class to perform the following tasks:
View access profiles.

1. Modify or repair access profiles.

2. Create new access profiles.

3. Authorize access profiles.

4. Delete access profiles.

The Access Profiles service class enables you to define and control access to specific services
and processes within CitiDirect. Access profiles can be created, modified or deleted. All of these
functions require two Security Managers — one to create, modify or delete and another to
authorize. Once one Security Manager creates an access profile and another Security Manager
authorizes that profile, it is available to be assigned to a user.

Entitlement is the process of giving CitiDirect access rights or access profiles to a user or groups
of users. Users are assigned one or more access profiles as part of the creation of their user
entitlements. For more information on user entitlements, refer to the User Entitlements section of
this guide.

CitiDirect Online Banking is provided to you with predefined access profiles by product. To meet
your organization'’s business needs, you can modify these predefined access profiles, or you can
create new ones. It is important to note that for some services such as Payments, you may need
to populate library information first in order to define items like preformat groups or account
groups prior to adding them to an access profile.

Entitlement rights are added to access profiles on two levels:

Service Class Level: Entitlements assigned at the service class level grant access to all processes
or activities within that service class. This is the highest form of entitlement. For example, if a user
is given the Payments entitlement, then that user can perform all actions under the Payments
service class for all accounts, amounts, etc.

Process or Activity Level: Entitlements assigned at the process or activity level limit users to
a specific process or processes (Input/Modify only, for example) or to specific account numbers,
payment methods, transaction types, etc.

Note: For the Inquiry and Report categories, you must select the specific accounts and base

numbers under General Cash Pl and General Trade PI to enable users to view related information. 80



Security Manager Guide | System Setup and Maintenance

Viewing Access Profiles
View access profiles by following the steps below:

1. Onthe CitiDirect menu under User Administration, click on Access Profile as shown below.

User Administration

Access Management

Access Profile

Flow Maintenance

Uzer Profile

Client Preference

User Entitlernents

Mohile User Management

2. The Access Profile Summary form appears.
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bome = usar

Access Profile Summany

b AtLOSS =3 Acenss Frotiy

3 Favarite Repans
Last Lugin Dale 121142012 133408

1) Access Profile Heme

CASH BEPORT COSTOMIZER
CLIENT LINFACE TWOUIRY
FILE EXPORT DAP

BILE ImpORT Dap
IHQULIRY AND PEPURTS
MOBILE UZET MANACENENT
PATMINTS CASM AUTHORTZE
PATHINTS CASH INPUT
SYETEN ADMINIZTTATOR
US DANK STATERENTS

AUTOMATED FILE AND BE...

| ) Stutus
Processed
Pracagsed
Procassed
Pracaseed
Brasassad
Processed
Processed
Frocersed
Procussed
Trocassed
Pracasead

ENEILY

e e Dl 11 52 [ Right Gllck on coMMn tties to customize (132) sorted coumns

3. Select an access profile and view its details in the Access Profiles Details list box.

Home > st

Access Profile Summary

= ACORGS »> ACCass Prodly

& Fenvaite Rug
Last Login Date 121472012 133406

1) Access Profile Ha
AOTOTATRD FILE AND BE
CASH BEFPORT CUSTORIZER
CLIERT LINEAGE INOLIRT
FILE EXPORT DAY
FILE IMPORT DAP

HODILE USHR MANAGEFENT
PAYHINTS CASH KUTHURIZE
PATMENTS CASH INPUT
SYSTEN ADMINISTRATOR

UZ BANFK FTATEMENTZ

| ) Status
Pracessed
Processed
Processed
Pracecesd
Processed

o

Procazsed
Procuszed
Processed
Procaseed
Processed

<< RGOt 11 == [ fight Click on cokim titles tn cisstomize| (132) sored colmns

REIEY

{13

m

T

+ Aries Mangemend Reporle
w ACCess Frofil
[

+ Incrémertsl Account Semect oy

4. Click the plus signs (E| ) to expand the list to view all entitlements.
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Modifying or Repairing Access Profiles

As Security Manager, you can modify access profiles to better meet your organization’s business
needs. The Status column on the Input tab indicates the current status of each access profile and
assists you in determining what action, if any, is needed.

Status ‘ Description

Processed The profile has been authorized, and is currently being used in
CitiDirect.

Input The record has been auto-saved, but not submitted. Additional
information is required before it can be submitted for
processing.

Invalid The profile did not pass CitiDirect server validation and must be
modified.

Repair Required Another Security Manager (the authorizer) has determined that
the user profile contains incorrect information and/or requires
correction.

Note: If you modify an access profile, it is treated as new and you cannot authorize it. Access
profile modification requires authorization by another Security Manager before the modifications
take effect.

Modify or repair access profiles by following the steps below:

1. Onthe CitiDirect menu under User Administration, click on Access Profile as shown below.

ucecnnsra: B

Access Management

Flow Maintenance
User Profile

Client Preference
User Entitlements
IMobile User Management

2. The Access Profile Summary form appears.
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Homg == Liser > ADLASS =5 ALEASS Profilt e Favarite Rapats
Bcoess Profile Summany Last Lugin Date 12142042 133408
1) Access Prafile Hame | 12) Status Accass Profila Detalls
AOTORATED FILE AND BE... DProcessed |
CASH REPORT COSTOMIZER Pracagsed
CLIENT LINKACE IWOUIRY Procassed
PILE EXDORT DAD Pracasead
BILE IMPOBT DaD Brasasssd
IHQULIRY AND PEPURTS Processad
MOBILE UZER MANACEMENT Processed
PATMINTS CASH AOTHORTIZE  FProcerssd
PATHINTS CASH INPUT Frocesded
EVETEM ACMINISTRATOR Trocassed
US DANK STATERENTS Procassed
& Lrpand
== Recror DT 11 3m [ Right Gilck on colmn tities to customize) (132) sarted coumns i Al
EYEILY

3. Select the access profile to be modified, and then click the Go to Details button. The Access
Profile Detail form appears with the Entitlement Criteria and Access Profile Details for the
selected profile displayed.

Home > st 2 ACONGS > ACCRSS PrOAN & Fanvoite Roponts
Access Profile Summary

Last Login Date 12142012 133406

1) Accuss Profile He | ) Suus Actons Profils Detafs
AOTOMATED FILE AN RE Processed d + Arracs Mansgemend Reporls
CASH BEVDRT CUSTOMIZER  Processed RS AREN T

[k Processes
CLIEWT LINEAGE INGUIRY  Processed Actourt Slitmect iy
PILE KXPORT DAV pracessad * Bdarce Summary vy
+ Bark Samrch ey
T b
FILE IMPORT DAP cocaasnd s o
IRQUINT AND DEPORTE Prozessed + Cash Statements Reperis
MODILE USHR FANAGIFENT  Pracarsed + Cash Trarsaclion Ftisfion Reports
PAYMINTS CASH AUTHCRIZE  Procwssed B~ Cllent Prederences
B ¥ Peocrces
PATMENTS CAEH INPUT Procassed e e
SYETRN AMMINISTRATCR Pracassad [ b Processes
UZ EANK STATEMERTS Procusand B £ enia Cahr)

+ Incrémertsl Account SRemeCt oy

2
E

:
i

.
<R ot 11 == [ fight Click on cokim titles tn cusstomize| (132) sored colmns i

ENEIEY
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4. Proceed with one of the following steps.

+ To add criteria, select the entitlement criteria that you want to add. A Library Look Up
Dialogue box appears.

-
Library Look Up Dialog

{1} Process Description

AUTHORIEE

INPUT MODIFY

WIEW

== Fow 3 of 3 == | 102 zoted columns

OH Search Update Screen Cancel

Select the values and click the OK button.

+ To delete criteria, select the criteria that you want to delete from the Access Profile Details list
box and click the Delete button. A warning message appears.

Fleasz enter the reasan far deleting this item.

Selecling Ok will permanently DELETE the temis) you selected.

OK Cancel

Click the Yes button to clear the message and delete the selected criteria.

+ To reset the criteria to the most recently saved setting, click the Reset button. The access
profile criteria return to their previously saved settings.

5. Click the Submit button. The Save As dialogue box appears.
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-
Save As

= Access Profile Name
!EASH REPORT CUSTOMIZEE

* Required Field | OK Cancel

6. The Access Profile Name field contains the selected profile name. This name should not be
changed. Click the OK button. The modified access profile is added to the authorization queue
for approval. Another Security Manager must authorize the modification before it becomes
active and can be assigned to a user.

Notes:

If you enter a new name for the modified profile, and then click the OK button, two profiles will
exist. Do not change the Access Profile Name.

The assignment of a modified access profile will not take effect until the user closes CitiDirect
Online Banking and signs on again.

Creating New Access Profiles
Create new access profiles by following the steps below:

1. Onthe CitiDirect menu under User Administration, click on Access Profile as shown below.

User Administration

Access Management

Access Profile

Flow Maintenance

ser Profile

Client Preference

User Entitlements

Mahile User Management

2. The Access Profile Summary form appears.

86



Security Manager Guide | System Setup and Maintenance

Home >> Ugers > ACCOES »> Access Profila

iz Profile Susmmary

AUTOMATEC FILE AND REPORT DELIVERY Frocassed
CASN BIPORT CIRSTOMTIES Frocersed
CLLENT LINFAGE INQUIEY Frocesded
FILE EXPORT AP Frotessed
FILE IHPORT BAR Frocarsed
INQUIRY JND REMORTS Procussed
MOBILE VEED MARACEMENT Processed
PAYHENTS CASH AUTHORTZE Procacesd
PAVMINTS CASH JNWUT Frocusned
STETIN ADMINISSRATON Frocassed
S DANK STATEMINTS Processad

& Favarita Repan:
Lasd Login Date 127142012 17:36:52

== Rerw Bl 11 2 | pight Glick an coburnn tities to customizs| (1342) ssried cohmae

=

RNEIEY

3. Click the New button. The Access Profile Details form appears.

Home > Lsor »> ACCOSS =» Acoess Pralil
Access Profite Detall

Accass Profle Hame

jomimi.

Entitiement Craggia
* Access Management Reports =
B b Accass Profie

Keporis
s b Butomalied Tie aod Repdn Debvery.
= Audiredend Pl el R Dobvesy Regrts

+ Pk Saerch Inuiry

¥ Bark Stubermends - US Repords

| Brazi Pamnerts Transters

* Cash Baisnces Repots

i b CHEH Manapamant Fivoice iy
* Cash Sawrments Reports.

+ Cash Transaction infistion Reporls
B Caorract

B3

L3

+ Chent Linkage Ingury

I Cherd Preferarcas

¥ Cortacts

¥ Exporl Custom Formal Definiion

EFEEIEFISEIEE
=

& E3
i
3

[ Favorite Ropons
Last Loqin Date 121ME012 17:36:52

|8
£
]

s b

4. Select an entitlement to add to the new access profile. The Set up entitlements for dialogue

box appears.
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r I

Set up entitlements for Automated File and Report Deli... |E

Do you want to add Automated File and Report Delivery Reporis to
this Access Profile?

I addServiceClass

5. Click the Yes button to add the entitlement to the access profile. As entitlements are added,
they appear in the Access Profile Details list box on the right.

Note: Adding entitlements at the service class level will grant access rights to all processes,
accounts, etc., associated with that service class.

6. Click the Submit button to save the new access profile. The Save As dialogue box appears.

-

Save As

* Access Profile Name
|CASH EEPORT CUSTOMIZER

* Required Field

7. Enter the Access Profile Name, and then click the OK button. The access profile enters the
authorization queue. Another Security Manager must authorize the new access profile before
it becomes active and can be assigned to a user.

Notes:

If specific entitlement criteria are not defined for a service class, the user has access rights to all
entitlement values for that service.

A new access profile needs to be linked to a user via user entitlements before it takes effect.
If you submit an access profile, you cannot authorize it.

CitiDirect evaluates the entitlements submitted for processing. If error checking discovers a conflict
between entitlements or that a required entitlement is not selected, an error message appears.

Authorizing Access Profiles

During the authorization process, access profiles can be authorized, rejected or sent to repair.
Authorize access profiles by following the steps below:

1. Onthe CitiDirect menu under User Administration, click on Access Profile as shown below.

User Administration

Access Management

Access Profile

Flow Maintenance

User Profile

Client Preference

Iser Entitlernents

MMohile User Management
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2. The Access Profile Summary form appears.

Home > User sdminisealion > Access Management >> Access Frofile I Favarita Repan:
Ates Proile Surmmnary Lasd Lingin Diate: 121147012 17:38:52
1 Access Profile Hame 12) Status | AccessProfie Datalls

AUTOMATEC FILE AND DEFORT DELIVERY Processed :‘

CASH BEDORY CUSTOMTZER Srocassad

CLIENT LINFASE INQUIEY Peocusans

FILE EXFORT DAF Processed

PILK TMPOGT BAP Pracarsad

INQUIRY AND REMORTZ Procussud

MOBILE USED MAEACEMENT Procassed

PAYRINTS CAIN AUTHORTZE Procasssd

PATHINTS CASH JWRUT Feocusand

STETEM ADMINIECRATOR Processed

U BANE STATERINTS Procarsat

4 2

=T 041 11 == | Fipht Click on colume thisa to customizs] (1342) sorisd cshamne i

EYEIEY

3. Click the Authorization Required tab to view all access profiles that you are entitled to
authorize. If you submitted an access profile, it will not be listed.
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4. Select the access profile to be authorized. The details of the profile appear in the Access
Profile Details list box.

5. Proceed with one of the following steps:

+ Click the Authorize button to authorize the selected access profile. A message appears.

&

Information

The action requested was successiully performed for the selected 1
itemnis).

o |

Click the OK button to close the message. The access profile status is changed to Processed and it
is available to be assigned to users through the user entitlement process.

» Click the Send to Repair button to indicate that the access profile contains errors. A dialogue
box appears.
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Reason

Fleaze enter the reason for sending this item far repair.

| OK Cancel

Enter the reason for sending the profile to repair and click the OK button. A message appears
confirming the action. The access profile is sent to the Repair Required queue.

+ Click the Reject button to reject the access profile. A dialogue box appears.

Reason

Flease enter the reason for rejecting this iterm.

OK Cancel

Enter the reason for rejecting the profile and click the OK button. A message appears confirming
the action and the access profile is deleted from CitiDirect.

Deleting Access Profiles

After viewing access profiles, you may find that some profiles no longer apply. As with new
or modified profiles, deleted profiles must be authorized before the application recognizes
the deletion.

Notes:
An access profile cannot be deleted if it is assigned to a user.

Once the access profile is deleted, two access profiles with the same name exist until another
Security Manager authorizes the deletion. Once authorized, both access profiles are deleted.
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Delete an access profile by following the steps below:

1. Onthe CitiDirect menu under User Administration, click on Access Profile as shown below.

User Administration

Access Management

Flow Maintenance
User Profile

Client Preference
ser Entitlernents
Mobile User Management

2. The Access Profile Summary form appears.

Home > Lger sdminisheadon >= Access Management »» Access Frofile I Favarite Repan:
Ao Profile Summary Lasd Longin Date 121142012 17:36:52
aton Rei'd T Viow |
Accass Profile Datails
AUTOMATED FILE AND DEFORT DELIVERT Frocessed =
CASH REPORT CUSTOMTIER Frocessed
CLLENT LINKAGE INQUIKY Frocesded
FILE EXPORT DAF Froressed
FILE IRPORT DAF Fracarsed
INQUIRY AND REFORTZ Frocusand
MOBILE UEEh MANACEMENT Processed
PAYHENTS CASH AUTHORTZE Frocaceed
PAYMINTS CASH INPUT Frocussed
STETEM ADNINIETRATOD Frozassed
U DANIC STATEMINTS Procersad
i »
== Rerw Bl 11 2 | pight Click an coburnn tites to customizs| (1342) tsried comae i

[ale[®]
3. Select anindividual access profile to be deleted. The details of the profile appear in the
Access Profile Details list box.

4. Click the Delete button. A dialogue box appears.
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Cl

-
Reason

Flease enter the reason for deleting this itern.

Selecting Ok will permanently DELETE the item(s) you selected.

OK Cancel

5. Enter areason for the deletion and click the OK button. The status of the deleted profile is
updated to Authorization Required for Delete. The original access profile remains active until
its deletion is authorized.

User Setup and Maintenance

In the present setup as a Security Manager, you are required to create and maintain the user
and their entitlements. In this endeavor broadly there are two aspects of responsibilities to be
handled, one at the level of Portal and another will be within Applet. Below diagram will illustrate
the primary responsibilities:

Creating and Maintaining
Users

Creating and Maintaining
Portal User Groups
Associating Users to User
Groups

User Setup &

Maintenance

Creating and Maintaining
Access Profiles

Managing CitiDirect User
Entitlements

o
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At the level of the Portal you will manage the creation of the user for the first time. Then you will

be creating user groups to associate services and manage the user entitlements. For example, the
access to CitiDirect Services will be given to users here. Finally you will associate the users to the

required user groups based on their job role to configure CitiDirect.

Thereafter in the Applet, you will create access profile to group the entitlement criteria comprising
services and features within CitiDirect. This is required to create the right set of enablement based
on the job performed by the users within CitiDirect. After this, through user entitlement, you will
associate a user to various access profiles based on their role to play in your organization.

Hence, you can understand that through Portal you can provide subscription of CitiDirect to a
user and access to features within CitiDirect (for example Check Status Inquiry or Asia Direct
Debit Inquiry or Brazil Account Information) is to be given within.

After logging in Portal, the following tasks can be performed through Client Administration
Service under Self Service in the top menu bar. Use the User Profile service class to perform the
following tasks:

1. Create User

User Worklist

View All Users

Create User Group

User Group Worklist

View All User Group

Create User Group Association

User Group Association Worklist

© @ N oo, AW N

View All User Group Association

Client Administration
Senvice

SEnIce Warklist

Yiew All Services

Create User
User Waorklist
YView All Users

Create User Group
ser group waorklist

WView All User Group

Create User Group
Azeociation

Iser group assaociation
waorklist

View All User Zroup
Association
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After performing system setup and configuration for CitiDirect, the next step is to set up
individual users and grant them access rights to services and account information in CitiDirect.

This section of the Security Manager guide describes the features and procedures that enable
you to complete the above processes in the Client Administration Service under Self Service in
the Portal page and in the User Entitlements service class, which are found under the Access
Management category on the CitiDirect menu under User Administration through the Applet.

After user setup, periodic maintenance of user and security credential information is a critical
part of your role as Security Manager.

Note: Users who have been inactive (i.e., not logged on for 24 months) will automatically be
deleted by the system. Additionally, any users that have not logged into the application within 24
months from the date the user was initially added to the application will automatically be deleted
by the system.

User Setup

Here it enables you to establish users on CitiDirect and to define how they will work with the
application. Through the creation of the user you will capture the below information:

+ The user’s personal contact information, including name, address, telephone number
and e-mail address.

» The times the user can access CitiDirect, including access time during the day, days of the week
and the range of days for which access is granted and the type of security credentials currently
assigned to the user.

Create User

Accurate information is essential when creating user for your organization as each user identifies
the individual's unigue personal and CitiDirect access information.

Ensure that you do not grant one individual more than one User ID. Doing so could result in
unintended consequences. Search all user profiles to avoid creating a duplicate entry.
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Create a new user by following the steps below:

1. Onthe portal menu, Create User can be accessed through Self Service under Client
Administration Service.

# Client Administration
Service

Senvice Worklist

Wiew All Services

Create User
Lser Norklist
View aAll Llsers

Creatz User Group

Idser group warklist
View Al User Group

| Creatz User Group
 Assocation

IJser group association
worklist

View Al User Graup
i Assocation

2. Click on Create User to load the page.
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Self Service » Client Administration Senvice » Create User

Client Subscription
UIUPGRADE DEMO 2 2 Products, 13 Services

Create New User d=h Print

* Required Field

¥ User Details

General Information

User Alias Employee IO *First Name * Last MName Widdle Hame: Initials:

LA | [ | | | ]

Building/FleorRaoom * Street Address 1 Street Address 2 Street Address 3 * Country

[0 | | | 4

State/Province/Territary: * City: Zip/Postal Code *Time Zone * Telephone:

il | | | | |

* Email User Manager:

CitiDirect Information

* 8DR User Account Type UserlD:

[omnibus account user [¥] | |

= User Allow Access To Days * User Allow Access To Time: * CitiDirect Time Zone:

‘12;’5/2012 ‘ a 0 |:\2/5/2013 ‘ g ‘ou:ou:oum‘ o o |23:59:59PM‘ o] | HI

Days of Week

SUNDAY
MONDAY
TUESDAY
WEDNESDAY
THURSDAY
FRIDAY
SATURDAY

& o-

ooto B8

= |

Mo Credentials

Note: Based on your organization's preferences, some fields may be automatically populated,
such as City, State/Province/Territory, Country, and Zip/Postal Code. The SDR User Account Type
field will appear under CitiDirect Information for all Same Day Reconcilement (SDR) clients. The
default value for this field is Omnibus Account, which specifies that the SDR user will have no
account restrictions (access to all). You may elect to designate Sub-Account to specify that the
user is restricted to Sub-Accounts only for SDR functionality in CitiDirect.

3.
4.

Select the status to be Active for this new user.

Enter the new user’s contact information, including name, address, telephone and e-mail
address, etc. Depending on your region, this information is used to create and mail CitiDirect
BE security credentials once the user profile is authorized. Do not use P.O. Box numbers in
the Street Address field. Security credentials must be mailed to a street address.

Note: ALL USERS ARE REQUIRED TO HAVE A VALID E-MAIL ADDRESS TO RECEIVE CITIDIRECT-
RELATED COMMUNICATIONS.

5.

Select the user’s Time Zone. The time zone can impact scheduled events and report time stamps
(the date and time the report was generated). Selecting the incorrect Time Zone will affect a
user's ability to access and work in CitiDirect. This can also impact users traveling on business.

Select a start and end date in the User Allow Access to Days field. This denotes the period of
time in which the user can access CitiDirect. 97
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Note: The Citibank-defined start date is the user profile creation date. The Citibank-defined end
date is one year later. We recommend that you extend the date to comply with your internal
regulation and compliance rules. To ensure that there is no interruption of access for users,
Security Managers should validate user profiles on an annual basis, at a minimum.

7. Specify the earliest and latest times the user can access CitiDirect using the 24-hour clock in
the User Allow Access to Time fields. Times are relative to the selected time zone.

Note: For global travelers, the start and end times must allow access to CitiDirect Online Banking
in both work and travel locations. For example, an employee based in Shanghai, traveling to Los
Angeles, will require access beyond the normal Shanghai workday.

8. Select the days on which the user can access CitiDirect in the Days of Week field. The
predefined setting allows access every day of the week. You can hold the Control key on your
keyboard and select individual days to select and assign non-consecutive days.

9. Inthe Credentials section, click the New button. The Credentials Details dialogue box appears.

|Credentials Details X

* Credential Type:

*Credential 1D-

F———]
o 3

10. Select the appropriate Credential Type for the user, and then enter the related Credential ID.
Both fields are required.

Notes:
For SafeWord card users, distribution varies by region.

+ If your organization distributes SafeWord security credentials, enter the SafeWord™ card
number (found on the back of the card) into the Credentials ID field.

« |If Citi distributes SafeWord security credentials, leave the Credentials ID field blank.

» For additional information please contact your local Implementation Manager

Information on how you should complete the Credential Details dialogue box:

+ Depending on the user's job description, you may want a user to have the ability to use multiple
types of security credentials.

+ If the user has existing credentials, select the appropriate Credential Type and enter the related
Credential ID.

+ Click the Close button if you do not have the necessary information to define the user’s security
credentials.
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1. Click the Save button on the Credentials Details dialogue box.

12. At this point, you may want to identify additional credentials for the user. Enter additional
information as necessary, and then click the Close button.

13. Click on Save to save the user as a draft and it will move to the To Modify queue.

o Record has been saved as draft.

14. Click the Submit button to save the user and enter it into the authorization queue.

o Recard has been submitted for autharization.

User Worklist
You can use this for the maintenance of the created users. Under this you can do the following:
1. To Authorize

a. Authorize

b. Send to Repair

. Reject
2. To Modify

a. Recall Request

b. Save

. Submit

d. Cancel
3. Processed

a. Save

b. Submit

c. Cancel

d. Delete User in CitiDirect
To Authorize

When created users are ready for authorization, they are listed on the To Authorize worklist

where they can be selected and authorized by an entitled Security Manager.
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You will see only the records that you are entitled to authorize. If you created the user, you cannot
authorize it. During the authorization process, user records can be authorized, sent to repair or

rejected. The user profile remains inactive until it is authorized.

To Authorize you can follow the steps below:

1.

o

=

On the portal menu, User Worklist can be accessed through Self Service under Client

Administration Service.

Client Administration
sService

Sernvice Warklist
YWiew All Services
Create User

User Worklist

Wiew All Users
Create Liser Group
Liser group warklist
Wiew All L'ser Group

Create User Croup
Azzociation

Llser group association
worklist

Wiew All Lser Group
Association

Clicking on the User Worklist will take you to the To Authorize page.
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ki "”_B’ =0y u '_ | Select ]a Eelect E [EI

To Authorize Bl 1-1001
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3. By default it will display all users pending to be authorized excepting the ones created by you.
You can filter by entering created from and to, first name, last name, work flow status and

status.

4. Once the users are displayed under To Authorize in multiple rows, they can be individually or
group selected.

5. These selected users can be authorized, sent to repair or rejected.
6. Once authorized, it will be confirmed in a dialogue box.

Notes:

For most SafeWord card users, once a user profile is authorized a request is automatically
generated in CitiDirect for Citi to distribute a SafeWord card to the address found in the profile.

Asia/Pacific Security Managers in some countries will directly distribute the SafeWord card
and assign replacement cards to users.

7. If you click on Send to Repair on the To Authorize screen for any user, a dialogue box will
prompt to enter the reason. Entering the reason will help others to understand why repair is
required. Below is the screen for the Send to Repair Confirmation dialogue box.
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Send to Repair Confirmation =

@) Flease enter reason for serding to repair.
email id not correct

8. On Submit, user record will move to the To Modify queue under User Worklist with workflow
status as Repair Required. One of you can repair it and resubmit for authorization.

9. You can also reject a created user by clicking on the Reject on the To Authorize page.

10. A dialogue box will open to enter the reason for rejection and once submitted, the record will
be rejected. None of the Security Managers will be able to see the record in the To Authorize
gueue again. Rejected records will be visible in View All Users under Client Administration
Service in Rejected state.

Note: You can reject a profile because it is invalid and should not have been created. Rejecting a
user profile deletes if from the application, but creates an audit train of your action, along with
your reason for the rejection.

To Modify you can follow the steps below:

1. You have to click To Modify on the User Worklist page. The page will be as below. You can
recall a request from this page by selecting individual or all records.
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Self Service » Client Administration Service » User Worklist
User(s): To Modify
Client Subscription
UIUPGRADE DEMO 2 2 Products, 13 Senices
Users: () ToAuthorize @ ToModify () Processed = Print
Filters
Created From To First Name Last Name Workflow Status Status
‘1«.. fdd fyyyy :m |-r1- /dd fyyyy ‘a ‘ | ‘ ‘ |5e1cct M |5e'lect l_V_l @
To Modify 1) 1-20f2 &3 B customize v
[ |user User1 Repair Required Active =
O |user User 2 Repair Required Active =
Citigreup.com Privacy  Terms of Use
—~ Copyright ® 2012 Citigroup
citi
2

The reasons can be inserted while rejecting, sending for repair, recalling etc. These reasons

can be seen clicking the comments column in the To Authorize or View All Users page. It will
display the user name, date, time and the comment.

X
User 1 P 1172972012, 14:50 EST
test user not needed

3. Oncerecall is requested it will open the Recall Request Confirmation dialogue box. The reason

can be entered and it can be confirmed. The Confirmed dialogue box will be as below and the
record will be logically deleted.

103



Security Manager Guide | User Setup and Maintenance C I t I

o Request has heen recalled.

4. If you click on the first name of any record, the detail editable page for that user record will
open.

5. You can modify or repair same fields entered during the creation of that user.

6. After modification if you click on Submit, the record is validated against all processing logic.
If the validation is successful, you will see a confirmation message and move the record to
Pending Authorization status. Records in Pending Authorization state will be visible under To
Authorize queue under User Worklist.

7. If you click on Save, the record is validated against all processing logic. If the validation is
successful, system will save the record and move it to Saved status. Records in Saved state
will be visible under To Modify queue under User Worklist.

8. If you click on Cancel, you will lose all edited data and you will be navigated back to To Modify
qgueue. A dialogue box will open for your confirmation of the cancel.

Cancel Confirmation x

a You will lose all changes. Do you wish to proceed?

N -

You can do the following steps with the Processed data:

1. You have to click Processed on the User Worklist page. The page will be as below.
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Self Senice » Client Administration Service » User Worklist

User(s): Processed

Client Subscription
UIUPGRADE DEMO 2 2 Products. 13 Senvices
Users: () ToAuthorize ()ToModify @) Processed & Print
Filters
Created From To First Narme Last Name Status

{-I‘\Ed‘-ﬁ“:;]m [ vy L] | | | | EIE Id s s

Filtered By - First Name

Processed | 1-1001 () 2 Customize v

Lasttiame. Stous
User User 1 Active

Citigreup.com Privacy  Terms of Use
=~ Copytight ® 2012 Citigroup
cit

2. If you click on the first name of any record, the detail editable page for that user record will
open as below.
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> User Details
Workflow Status: Processed  Status: |active :
General Information
User Alias: Employee ID: * First Name: * Last Name: Hiddle Name Initials:
[fadusoos | [z | [User | [user [ ] ]
BuildingFFlsorRoom: * Street Addrass 1 Streat Addrass 2: Street Addrass 3: “Country )
D ] ik | [oweTeo sTates ¥
* State/Province Territory. * City: Zip/Postal Code: * Time Zone: * Telephone:
[oe B [ersevcity | [or310 | [easternTize usecd¥]  [12017633798 ]
i = User Manager
v 1 @
CitiDirect Information
* SDR User Account Type User ID:

[omnibus account user [¥] | ]

* User Allow Access To Days * User Allow Access To Time; * CitiDirect Time Zone:
1/29/2012 | [l o [ir/z9/205 | [ [oo:00:00mn | (D to 3:sessa e | () [eastern Time (usecqdy|

Days of Week

[ < ERRE-EN > |

[ | credential Type Credential 10
O |Sateword 1D Dummy
3

D 0 5 ST

3. You can save, submit, cancel or delete user in CitiDirect in this page.

4. After modification if you click on Submit, the record is validated against all processing logic.
If the validation is successful, you will see a confirmation message and move the record to
Pending Authorization status. Records in Pending Authorization state will be visible under To
Authorize queue under User Worklist.

5. If you click on Save, the record is validated against all processing logic. If the validation is
successful, system will save the record and move it to Saved status. Records in Saved state
will be visible under To Modify queue under User Worklist.

6. If you click on Cancel, you will lose all edited data and you will be navigated back to To Modify
qgueue. A dialogue box will open for your confirmation of the cancel.

a You will lose all changes. Do you wish to proceed?

oo
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7. Delete will allow you to delete records. Every delete of Every Record will prompt the user to
input reasons for deletion.

Confirmation of Delete x

0 Are you sure you want to permanently remaove the User from
CitiDirect? Please note that this action will cause the user's
challenge response safeword credential to be deleted. If this
user should centinue to access CitiDirect BE, please selecta
new credential type for the user.

8. Deleted records will move to Pending Authorization for Delete state and will be visible under
To Authorize queue under User Worklist. After Authorization the record will be logically
deleted.

5 SV 2 =

o Record has been submitted for authorization.

Note: If you have selected multiple records to delete, this reason must apply to all user profiles
selected. If each user profile has a different reason for deletion, you must select and delete each
profile individually.

9. A user should be disabled when you want to temporarily suspend a user's access to CitiDirect.

You can disable a user by changing the status from active to inactive in the details page of a
record.

Note: If an employee is terminated, you should immediately delete his or her user profile. It is the
responsibility of client Security Managers to manage user profiles to ensure timely modification,
disabling and deletion based on client business needs and employee access needs.
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» User Details
Workflow Status: Processed | Status: active . I
General Information
User Alias: Employee ID: * First Name: * LastName: Middle Name: Initials:
[Fudusass | [ | luser | [usert |
Building/FloorRoom: * Strest Address 1 Street Address 2 Street address 3:
J = o | |
* State/ProvinceTerritory. * City: ZipPostal Code: * Time Zone: * Telephone:
[oe [¥] [ersev ity | o310 | [gastern Time (us acd¥] [12007633738
* Email; User Manager.
[sser@eticom I | &3
CitiDirect Information
* SDR User Account Type: User ID:

[omnibus account user [¥] | |

* User Allow Access To Days * User Allow Access To Time:

* CitiDirect Time Zone:

[12725/2002 | [ to 1aj20/205 | ) [oo:00:00 | € to [3s5eisomn |

[eastern Tine (us LCE

Days of Week

[REEAT ]

Dummy

D €0 X ECXITEITNS

10. You can also modify the status of the user from Inactive to Active when the user requires to
work again in CitiDirect. On Submit this user will move to authorization queue.
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* Required Field

» User Details

Workflow Status: Processed  SIatus: |active .

General Information

User Alias: Employee ID: * First Name: * LastName: Middle Name: Initials:
[aduscos D | [oser | [users | |
Building/FlaorRaom: * Street Address 1 Strest Address 2: Street Address 3: * Country:
| 1} s ) | |
* State/ProvinceTeritory: * City: ZipPostal Code: " Time Zong: * Telephone:
[oe [¥  [erseveity | [or310 | [easternTime (useca¥] [1z017633738
* Email: User Manager.
|user1 @citicom | | | m

CitiDirect Information

* 8DR User Acount Type User D
[ommibus account user [¥] | ]

* User Allow Access To Days * User Allow Access To Time:

(172872012 | ) w0 [1i/29/2025 | ) [oo-00:00 a0 | (F w0 [3sasemn |

* CitiDirect Time Zone:

‘-E;ter’n Time (US &CE

Days of Week

Dummy .

Note: User will be able to work in CitiDirect once the change of status from Inactive to Active is

being authorized.

View All Users

View All Users contains a comprehensive list of all user profiles, including processed profiles and
those awaiting authorization or repair. This information is useful because it provides a snapshot
of the current state of all user profiles, letting you know which steps to take next and prevents the

creation of duplicate profiles.

Under this you can do the following:

1. Onthe portal menu, View All Users can be accessed through Self Service under Client

Administration Service.
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Client Administration
Senvice

Service Worklist
View All Senvices
Create User
Liser \Worklist
Create Ulser Group
Lser group werklist
Yiew Al User Group

Create Llser Group
.ﬁ.ssur:iatiun

Ilser graup association
waorklist

View All User Group
Association

2. The list can be filtered as in To Authorize.

Self Service » Client Administration Service » View All Users

Client Subscription
Ul UPGRADE DEMO 2 2 Products, 12 Services

View All Users

& Print

Filters

Created From First Name Last Name Worlflow Status

Status

To
e/ dd /ey [ [/ dd vy R [ W | ‘Se]ect

[¥] [serect

Filtered By - First Name

View AllUsers | --2of2 [

B customize v

Last Hame Workflow Status
User User 1
User User 1

Status Comments
Active ’E_'
Active

Citigroup. com

=

<t

Privacy  Terme of Use

Copyright & 2012 Citigroup
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3. You can customize this page by clicking on Customize. A dialogue box will open where you
can configure to see more numbers of rows, rearrange the columns for display and sort the

table.

Grid Customization

| Rows | | Columns |

Grid Customization

| Rows ‘ | Columns |

Select Rows to Display

€D D D

Select Columns te Display
All columns {0}

Displayed Columns (4)

Last Mame

First Name
Workflow Status
Status

Sort Table by-

First Name b
D D O

@ Ascending () Descending

[

4. Clicking on the first name of a record will take you to the detailed page where you can see the

information for that user.

Self Service + Client Administration Service » View All Users

Wiew All Users » View Details

View All Users

Client Subscription
UIUPGRADE DEMO 2 2 Products, 13 Services

=

Print

Workflow Status: Rejected  Status: Active

General Information

Usert@cit.com

CitiDirect Time Zone;

aj

B 0-00f0 gl

User Allow Access To Days:
Eastern Time (US & Canad  11/29i2012 to 11/29/2025

CitiDirect {Action being is "Delete User in CitiDirect")
SDR User Account Type: UseriD
Omnibus Account Lser 51040100

User Allow Access ToTime:
12:00 Al 1o 11:.59 P11

User Alias: Employee ID: First Name: Last Name: Middle Hame:
12345 User1 User
Building/Floor/Room: Street Address 1: Street Address 2: Street Address 3: Country
1234 us
State/Province Territory: City: Zip/Postal Code: Time Zone: Telephone:
DE jersey city 07310 Eastern Time (US & Canad 12017633798
aj
Email: User Manager

Days of Week:
SUN,MON, TUE WED,THU,
FRISAT

Initials:

‘Crmﬁaliyﬁé
Nao Credentials

r—y

5. Clicking on cancel will take you back to the list of all users.
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User Group Maintenance

Here as a Security Manager, you need to create groups based on the requirement of the jobs to be
handled by your users. This feature will enable you to create user group, maintaining it and also to

view all user groups.

Under this you can do the following:

1.

3.

Create User Group
a. Preview

b. Reset

c. Submit

d. Save

e. Cancel

User Group Worklist
a. To Authorize

b. To Modify

c. Processed

View All User Group

Create User Group

Accurate planning is essential when creating user group for your organization as each group
identifies the Admin privileges and CitiDirect access information.

Ensure you create unigue User Groups and search all user groups to avoid creating a duplicate entry.

Create new user group by following the steps below:

1.

On the portal menu, Create User Group can be accessed through Self Service under Client
Administration Service.
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Client Administration
Senice

Service Worklist
Wiew All Services
Create Llser
UserWorklist
Wiew All Llsers

Ilser group worklist
Wiew All User Group

Create Lser Group
Assaciation

lger group association
wrarklist

Wiew All Llser Group
Assaciation

2. Click on Create User Group to load the page.

§e¥ Service ¢+ Cllent Admintstration Servica ¢ Create User Group

Chant Subsciption
ULUPORADE DEMO 2 2Products, 1] Services
Create User Group

* Uisiee Group Narmi: Trscription

P Step 1: Associate Bonices o User Group. Step 2 Manage User Group Entitiements

Sorvices | Sub Services (o ]
Cliant Subscription
= T ADWGN
= T Senace Manageenent
T Preference:
™ Banhenticyion
™ FiowMainmnance
I Client Rasocisten W
™ Bccount Grougt
= T Library
™ Accourt Familise Hame
I User to User Graup Associstion

i =

—_— e e

Status v

Associsivd Senices [ Sub Seriors
O recones 1 display.

- Pk

Note: Based on your organization's preferences, associated services and sub-services are to be

selected for the user group.
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3. Enter the User Group name and Description as appropriate.

4. Select the services and sub-services from the subscription list of your organization on the
left-hand side and click on Add to see it under Associated Services/Sub Services list. In this
page you associate services to the user group.

Client Subscription Associated Services ! Sub Services
A a
= 7 ADMIN = [T ADMIN
= [ Service vianagement - [T Service Managerment
T Preferences T Flow Maintenance

I Authentication
™ Client Association
™ Account Graups
I Library

I Account Familiar Name
I Userto dser Group Association
™ User Mznagerent

- - .

5. Toremove, select the Associated Services/Sub Services and click on Remove. A dialogue box
will open to confirm the removal.

Remove X

o Do wou wish to remove the selected records?

pr——
ﬁ Cancel

6. Inthe following step, by clicking next, you will be taken to the Manage User Group Entitlement
page. The subscription to the products can be selected from here. This list will display the list
of products based on the selection of the services in the previous page.

Self Senvice » ClientAdministration Service » Create User Group

Client Subscription
Ul UPGRADE OEMO 2 2 Products, 13 Services

Create User Group b Frint

> Step 1: Associate Semvices to User Group P Step 2: Manage User Group Entitiements

Product

CitiDirect Servizes |¥

Services / Subservices

Transaction Banking

D 3 o S
B ED &8
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7. If you click on Preview, you will be able to see a summary of all the products and the services

in a dialogue box.

Saif Bervice * ClientAdministralion Senice + Create User (row

MMnnim I Procucts; 13
| Preview .
User Group Detalls
* Usor Groug Name: | | - ciDimet Semvuces

Tonsaction Barkting
¥ tiap | Associate Sendces o Usar Group i
Product

Citibirect Services ¥

Bercys | Sl o
Tianaacton Bankng m

[ i e | ~ce]
8. Onclicking Reset, all filter criteria will be removed and all records immaterial of the filter

parameters will be displayed.

9. Clicking on Save will save the user group and move it to To Modify queue.

Save Confirmation *

o Record has been saved as draft.

10. If you click Submit, the record will be saved and will be submitted for authorization. Another
user will find it in the To Authorize queue.

: TEaE e x

o Record has been submitted for authorization.

1. Cancel will not save any of the entered data in the page. A dialogue box will open for your

confirmation of the cancel.
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a You will lose all changes. Do you wish to proceed?

i

User Group Worklist

You can use this for the maintenance of the created user groups. Under this you can do the
following:

1. To Authorize
a. Authorize
b. Send to Repair
. Reject
2. To Modify
a. Recall Request
b. Save
c. Submit
d. Cancel
3. Processed
a. Save
b. Submit
c. Cancel
d. Delete
To Authorize

When created user groups are ready for authorization, they are listed on the To Authorize worklist
where they can be selected and authorized by an entitled Security Manager.

You will see only the records that you are entitled to authorize. If you created the user group, you
cannot authorize it. During the authorization process, user group records can be authorized, sent
to repair or rejected. The user group remains inactive until it is authorized.

To Authorize you can follow the steps below:

1. Onthe portal menu, User Group Worklist can be accessed through Self Service under Client
Administration Service.
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Client Administration
Service

Semvice Worklist
Wiewy All Services

Create Llser
UserWorklist
Wiew All Ulsers
Create Llser Group

LIser groug dist
Wiewy All Llser Group
Create Llser Group
Aszsociation

ser group association
wrorklist

YWiew All User Group
Association

2. Clicking on the User Group Worklist will take you to the To Authorize page.

Self Service » Client Administration Service » User group worklist

User Group(s): To Authorize

Client Subscription
UIUPGRADE DEMO 2 2 Products, 13 Senvices

User Groups: (3 ToAutholize () To Modify () Processed

b Print

Pending Authorization

Inactive

Filters.
Created From Craated To User Group Name Warkflow Status Status
/e ) e | [t 9 e 9
To Authorize | 1--of1[ B customize v
Workflow Status Status Comments.

3. By default it will display all User Groups pending to be authorized except the ones created by
you. You can filter by entering created from and to, first name, last name, work flow status

and status.

4. Once the User Groups are displayed under To Authorize in multiple rows, they can be

individually or group selected.

5. These selected User Groups can be authorized, sent to repair or rejected.

6. Once authorized, it will be confirmed in a dialogue box.
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7. If you click on Send to Repair on the To Authorize screen for any User Group, a dialogue box
will prompt to enter the reason. Entering the reason will help others to understand why repair
is required. The below is the screen for the Send to Repair Confirmation dialogue box.

Send to Repair Confirmation X

‘i\' Please enter raason for sending to repair.

8. On Submit User Group, record will move to the To Modify queue under User Group Worklist
with workflow status as Repair Required. One of you can repair it and resubmit for
authorization.

9. You can also reject a created User Group by clicking on Reject on the To Authorize page.

10. A dialogue box will open to enter the reason for rejection and once submitted, the record
will be rejected. None of the Security Managers will be able to see the record in the To
Authorize queue again. Rejected records will be visible in View All User Groups under Client
Administration Service in Rejected state.

Note: You can reject a User Group because it is invalid and should not have been created.
Rejecting a User Group deletes it from the application, but creates an audit train of your action,
along with your reason for the rejection.

To Modify you can follow the steps below:

1. You have to click To Modify on the User Group Worklist page. The page will be as below. You
can recall a request from this page by selecting individual or all records.

Self Sendos » Client Adminkstration Sendcs + User group warkiist

User Group(s): To Modify

Client Subsceiption
WIUPGRADE DEWD 2 2 Progucts, 13 Senices

User Groups: O ToAulhorize (& To Moty (7 Processed - Pt
[l Filters
Crested from  Created To Wizer Groun Name WarkBow Status Stans
el [ sty || | [se1ec B e
To Modify [0 1-10t1 0 # customizs v
Ingctive
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2. Thereasons can be inserted while rejecting, sending for repair, recalling, etc. These reasons
can be seen clicking the comments column in the To Authorize or View All User Groups page.
It will display the user name, date, time and the comment.

Comments X
User 1 +11/29/2012, 14:50 EST
test user not needed

3. Oncerecall is requested it will open the Recall Request Confirmation dialogue box. The reason
can be entered and it can be confirmed. The Confirmed dialogue box will be as below and the
record will be logically deleted.

° Request has heen recalled.

4. If you click on the User Group name of any record, the detail editable page for that User
Group record will open which is similar to the Create User Group page.

5. You can modify or repair same fields entered during the creation of that User Group.

6. After modification if you click on Submit, the record is validated against all processing logic.
If the validation is successful, you will see a confirmation message and move the record to
Pending Authorization status. Records in Pending Authorization state will be visible under To
Authorize queue under User Group Worklist.

7. If you click on Save, The record is validated against all processing logic. If the validation is
successful, system will save the record and move it to Saved status. Records in Saved state
will be visible under To Modify queue under User Group Worklist.

8. If you click on Cancel, you will lose all edited data and you will be navigated back to To Modify
queue. A dialogue box will open for your confirmation of the cancel.

Cancel Confirmation X

A You will lose all changes. Do you wish to proceed?

(N N
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You can do the following steps with the Processed data:

9. You have to click Processed on the User Group Worklist page. The page will be as below.

Self Service » Client Administration Service » User group worklist

User Group(s): Processed

Client Subscription
Ul UPGRADE DEMO 2 2 Products, 13 Services

User Groups: " ToAuthorize ¢ To Modify & Processed = Print

Filters

Created From Created To User Group Name Status

7y | [y g [ | [select i Roset

Processed | 1-3of3| B customize v

Status. Comments
I~ | CitiDirect Services Active
Active

Active

Delete

10. If you click on the User Group name of any record, the detail editable page for that User
Group record will open as User Group Processed. The Work flow status for this record will also
display as Processed.

Self Service » Client Admin stration Service » User group worklist

Client Subscription
UIUPGRADE DENO 2 2 Products, 13 Senices

My Warklist = User Group- Frosessed

User Group- Processed g Print
User Group Name: ‘thwarEtt Services Description: |CitiCirect Services
Client i Associated Services / Sub Services
= I Service Management - -

= I CitiDirect Services
I Preferences

P SR e ™ Transaction Banking
™ Flow Maintenance
T Client Association
™ Account Groups “hdd
= T Library
™ Account Familiar Mame
I~ Userto User Group Association

I User Management

T User Group Management = %

Naote - Service(s) marked with * have been associated to a restricted set of
Accounts and will not automatically inherit news Aceounts from the Client

D €5«

1. You can save, submit, cancel or delete User Group in CitiDirect in this page.

12.  After modification if you click on Submit, the record is validated against all processing logic.
If the validation is successful, you will see a confirmation message and move the record to
Pending Authorization status. Records in Pending Authorization state will be visible under To
Authorize queue under User Group Worklist.
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13. If you click on Save, The record is validated against all processing logic. If the validation is
successful, system will save the record and move it to Saved status. Records in Saved state
will be visible under To Modify queue under User Group Worklist.

14. If you click on Cancel, you will lose all edited data and you will be navigated back to To Modify
gueue. A dialogue box will open for your confirmation of the cancel.

a

Cancel Confirmation X

You will lose all changes. Do you wish to proceed?

15. Delete will allow you to delete records. Every delete of Every Record will prompt the User
Group to input reason for deletion.

&

Delete Confirmation X

Flease enter the reason for deletion.

16. Deleted records will move to Pending Authorization for Delete state and will be visible
under To Authorize queue under User Group Worklist. After Authorization the record will be
logically deleted.

Record has bheen submitted for autharization.

Note: If you have selected multiple records to delete, this reason must apply to all User Group
profiles selected. If each User Group profile has a different reason for deletion, you must select
and delete each one individually. Once deleted, the users associated to the group will lose the
entitlement to those products and services instantaneously.

121



Security Manager Guide | User Setup and Maintenance CI t I

View All User Groups

This View All User Groups contains a comprehensive list of all User Group profiles, including
processed profiles and those awaiting authorization or repair. This information is useful because it
provides a snapshot of the current state of all User Group profiles, letting you know which steps to
take next and prevents the creation of duplicate profiles.

Under this you can do the following:

1. Onthe portal menu, View All User Groups can be accessed through Self Service under Client
Administration Service.

Client Administration
Service

Service Wiorklist
View All Services
Create Lser

User Warklist
Wiew All Lsers
Create User Group

Llzer group worklist

Wien All Llser Group

Create Lser Group
Association

LISEr group association
weorklist

Wiew All Llser Group
Association

2. The list can be filtered as in To Authorize.
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Self Service + Client Administration Service » Wiew All User Group

Client Subscription
Ul UPGRADE DEMO 2 2 Products, 13 Services

View All User Groups

b Print

Filters
Created From Created To User Group Name ‘Workflow Status Status
ey | i vy | adwin | [select [¥] [setece

Filtered By - User Group Hame

View All User Groups | 1-10f1 [

B customize v

Workflow Status
Admin Pending Autharization

Status

Inactive

Comments

=

3. You can customize this page by clicking on Customize. A dialogue box will open where you
can configure to see more numbers of rows, rearrange the columns for display and sort the

table.
Grid Customization tr e Grid Customization
|Rows | | Columng | | Rows | Columns |

Select Rows to Display

O D D

Select Columns to Display
All columng (0)

Digplayed Columng (3)

— User Group Mame
Workflow Status

Sort Table by

User Group Name v
3

<<

Status

@ Ascending ¢ Descending

4. Clicking on the first name of a record will take you to the detailed page where you can see the

information for that User Group.

. 5 . Group

Cliart Subscription
Ul UPGRADE DEMO 2 2 Producis, 13 Senices

Miirw A L r Groups = View Delails

User Group- View Details

User Adenin ¥

Workfiow Satus: Ponding Authorzation  Status: Inacti

User Group Enfiements: User Aathentication Dotails
+ ADMIN &)
4 CitiDinect Services Firs Harnee
G recanss 1 aisplay,

| Lost Nome

4 o] L

o

5. Clicking on cancel will take you back to the list of all User Groups.
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User Group Association Maintenance

After creating the user and user group, you will associate them through User Group Association.
A user can be associated to multiple user groups based on the need of the job to be performed
in your organization. Additionally, any new user created in the future in the system can be
associated to user groups through this infrastructure. Also a user group can be required to be
removed for a user because of the change of role in the organization or employment transition.

This association is to be reviewed periodically by Security Manager for all the users to check its
relevance.

Under this you can do the following:
1. Create User Group Association
a. Submit
b. Save
c. Cancel
2. User Group Association Worklist
a. To Authorize
b. To Modify
c. Processed
3. View All User Group Association
Create User Group Association

You will be using this feature to associate users with user groups. You can choose them to
associate with multiple groups based on their job role in your organization.

Create new User Group Association by following the steps below:

1. Onthe portal menu, Create User Group Association can be accessed through Self Service
under Client Administration Service.
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Client Administration
Senice

Service Worklist
Wiew All Services
Create User

User Worklist
Wiew All Users
Create User Group

zer group worklist

Wiew All Lser Group

llser group association
worklist

Wi All Liser Group
Association

2. Click on Create User Group Association to load the page. You have to enter the user alias,
first name of last name to find the user.

Senice + Creale Lrser Group

Chant SubsCrption

UIUPGRADE DEMO 2 2 Products, 13 Sendons
Create New User Group Association & Frat

B search

User dllas Firgt Nama LastHame .
o s W e ]
i Privacy  Terms of Use
citi Capyight & 2013 Siigraun

3. Once the user is searched, you will see the client definition of the user under client name. You
will also be able to search the User Group.
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Self Service » Client Administration Service » Create User Group Association

Client Subscription

UIUPGRADEDEMO 2 2 Products, 13 Senvices
Create New User Group Association = Print
Search
UserAlias First Name LastMame
\ | [ | [ |
Users Found | 1-1of1 [
[ | User Alias First Name Last Hame Email Status
[ |useri@citi.com User1 User Active
Client Name User Group
UI UPGRADEDEMO Z  |¥
inice)
Citigroup.com Privacy  Terms of Use
— Copyright ® 2012 Citigroup.
citi

4. Clicking on the search icon on the above screen will open a dialogue box to search the user
group. You can enter the user group name or click on search to view all user groups.

Lookup: User Group

User Group Lookup

Search

User Groug MNarme

5.

the user can be selected by checking the box.

The below is the dialogue box with the list of all user groups. The applicable user group for
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Lookup: User Group

User Group Lookup

Search

User Group Marme

“Search

Search Results | 1-3of30

User Group Name

[ | GLOBAL SERYICE GROUP
[ |SECKGR1

[ | CitiDirect Services

& &I

6. Inthe following step, the selected user groups will be displayed in the screen in the user

group text box.

Self Service » Client Administration Service » Create User Group Association

Client Subscription
UIUPGRADE DEMO 2 2 Products, 13 Senvices
Create New User Group Association = Print
search
User Alias First Name Last Mame
[ | [ | \
Users Found [ 1-10f1 )
[ | user Alias First Name Last Name Email Status
O |user User1 User useri@citi.com Active
Client Name User Group
UI UPGRADE DEMO 2 ||| | SECMGRL

7. The user name can be checked in the above screen for which these user groups are to be
assigned. Once you click the assign, it will display the user groups that are being assigned to

it. You have the option of un-assigning it.
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Self Service » Client Administration Service » Create User Group Association

Client Subscription

UI'UPGRADE DEMO 2 2 Products, 13 Services
Create New User Group Asscciation = Print
Search
User Alias First Mame LastMame

| [ | [ | i)

UsersFound | 1-1of1 [

O | user Alias First Name Last Name Email Status
O |user User1 User useri@cit.com Active
Client Name User Group

UI UPGRADE DEMO 2 V_ SECMGR1

User Group Association | 1-1af1

[] | First Name Last Name Client Name Group Hame
0 |usert User UIUPGRADE DEMO 2 SECHGR1

8. If you click on the Group Name, a dialogue box will open to display the details of entitlement
criteria for that group.

User Group Details N

>

User Group Details

= ADMIN

+  Service Management
+  Client Assaciation
+  Userta User Group Association =5

+  User Management

+  User Group Management

=

9. Clicking on Save will save the User Group Association and move it to To Modify queue.

o Record has been saved as draft,
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10. If you click Submit, the record will be saved and will be submitted for authorization. Another
user will find it in the To Authorize queue.

n.

o Record has been submitted for authorization.

Cancel will not save any of the entered data in the page. A dialogue box will open for your
confirmation of the cancel.

Cancel Confirmation

a

. Ry -

You will lose all changes, Do you wish to proceed?

User Group Association Worklist

You can use this for the maintenance of the created User Group Associations. Under this you can
do the following:

1.

To Authorize

a. Authorize

b. Send to Repair
. Reject

To Modify

a. Recall Request
b. Save

c. Submit

d. Cancel
Processed

a. Save

b. Submit

c. Cancel

d. Delete
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To Authorize

When created User Group Associations are ready for authorization, they are listed on the To
Authorize worklist where they can be selected and authorized by an entitled Security Manager.

You will see only the records that you are entitled to authorize. If you created the User Group
Association, you cannot authorize it. During the authorization process, User Group Association
records can be authorized, sent to repair or rejected. The User Group Association remains inactive
until it is authorized.

To Authorize you can follow the steps below:

1. Onthe portal menu, User Group Association Worklist can be accessed through Self Service
under Client Administration Service.

Clienl Adiminestn alicn
Senvice

Serice Worklist
View All Servizes
Create Llser
LlzerWorklist

Wiew All Lsers
Create Liser Group
Lser group worklist
Wiew All User Group

Create User Group
Association

I Oroup =

Wiew Al Llser Group
Association

2. Click on the User Group Association Worklist will take you to the To Authorize page.
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User Group Association(s): To Authorize
Ciient Subscription
Ul UPGRADE DEMO 2 2 Products, 13 Senvices
User Group Associations: (8 To Authorize () Ta Modify () Processed 4= Print
& Fiters
Created From Created To First Name Last Mame User Group
e g e | | [
Workflow Status Status
|Se'|ect I:I |SE1 ect LVJ @ Reset|
To Authorize [ | 1-10f1 () B customize ¥
[0 | Lastame Assigned User Groups Workflow Status. Status
O |user User1 3 Pending Autharization Inactive
=

3. By default it will display all User Group Associations pending to be authorized except the ones
created by you. You can filter by entering created from and to, first name, last name, work
flow status and status.

4. Once the User Group Associations are displayed under To Authorize in multiple rows, they
can be individually or group selected.

5. These selected User Group Associations can be authorized, sent to repair or rejected.
6. Once authorized, it will be confirmed in a dialogue box.

7. If you click on Send to Repair on the To Authorize screen for any User Group Association,
a dialogue box will prompt to enter the reason. Entering the reason will help others
to understand why repair is required. The below is the screen for the Send to Repair
Confirmation dialogue box.

Send to Repair Confirmation %

& Please enter raason for sending to repair.

8. On Submit, User Group Association record will move to the To Modify queue under User
Group Association Worklist with workflow status as Repair Required. One of you can repair it
and resubmit for authorization.

9. You can also reject a created User Group Association by clicking on the Reject on the To
Authorize page.

10. A dialogue box will open to enter the reason for rejection and once submitted, the record will
be rejected. None of the Security Managers will be able to see the record in the To Authorize
gueue again. Rejected records will be visible in View All User Group Associations under Client
Administration Service in Rejected state.
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Note: You can reject a User Group Association because it is invalid and should not have been
created. Rejecting a User Group Association deletes if from the application, but creates an audit
train of your action, along with your reason for the rejection.

To Modify you can follow the steps below:

1. You have to click To Modify on the User Group Association Worklist page. The page will be as
below. You can recall a request from this page by selecting single or all records.

Self Senice » Client Administration Service » User group association workdist
User Group Association(s): To Medify
Client Subscription
UIUPGRADE DEMO 2 2 Products, 13 Services
User Group Associations: () To Authorize & To Modify () Processed &= Print
Fiters
Created From Created To First Name Lasthame User Group
‘m/cld/'w:-' ‘a [/ vy a | | [ ‘ ‘
Worklow Status Status
[setect [¥ [serect |E] E)
To Modify () 0-00fo () & Customize ¥
[0 |user User 1 2 Active

2. Thereasons can be inserted while rejecting, sending for repair, recalling, etc. These reasons
can be seen, but clicking the comments column in the To Authorize or View All User Group
Associations page. It will display the user name, date, time and the comment.

Comments %
User 1 11172972012, 14:50 EST
test user not needed

3. Once recall is requested it will open the Recall Request Confirmation dialogue box. The reason
can be entered and it can be confirmed. The Confirmed dialogue box will be as below and the
record will be logically deleted.

° Fequest has bheen recalled.
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If you click on the User Group Association name of any record, the detail editable page
for that User Group Association record will open which is similar to the Create User Group
Association page.

You can modify or repair same fields entered during the creation of that User Group Association.

After modification if you click on Submit, the record is validated against all processing logic.
If the validation is successful, you will see a confirmation message and move the record to
Pending Authorization status. Records in Pending Authorization state will be visible under To
Authorize queue under User Group Association Worklist.

If you click on Save, The record is validated against all processing logic. If the validation is
successful, system will save the record and move it to Saved status. Records in Saved state
will be visible under To Modify queue under User Group Association Worklist.

If you click on Cancel, you will lose all edited data and you will be navigated back to To Modify
gueue. A dialogue box will open for your confirmation of the cancel.

a You will lose all changes. Do you wish to proceed?

o0

You can do the following steps with the Processed data:

9.

You have to click Processed on the User Group Association Worklist page. The page will be as
below.

‘Self Sandce »+ Clignt A0manisiration Senice » USer proup association wokdist

User Group Association(s): Processed

CHont Subscription

Ul UPGRADE DEMO 2 2 Products. 13 Senicns
User Group Associations: () To Autharze (3T Medity & Piscossed o Pt
B8 e

Crpated From Crisated To First Hami Lt Moy Usar Group

[y [l e [ | Tt

Stas
select [0 (=)

Fitird By : First Hame »

Processed | 1-1ot1 ) B Customize v
] | astame Assigned User Groups. | staws ‘mm
O |user Ligar 1 1 Active
[ vetete ]
10. If you click on the First Name column for any record, the editable detail page for that User

Group Association record will open as User Group Association Processed. The Work flow
status for this record will also display as Processed. Clicking on View Details will display the
details for that user entered during creating the user. New user group can be assigned or
existing user groups can be unassigned.
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* Uger group

Chent Subscription
U UPGRADE DEMG 2 2 Prodiscts, 13 S6nsas

My \Warksist » User Group Assoeistian- Processed

User Group Associstion- Processed -

Workflow Status : Frocessés  User States : S00ve

General Information
User Allas First Mame: Lmst Hame: Midelle Hame:
dududdos DALY DUNRY
Sateward
@ Satewora 0 Brists | | & Gernien satensra o 6 06 notissus sxtewcr
Usser Broup Association
Client Hame Usar Group
[urvpsrase oevo 2 [v] ‘m =
User Group Association . 1-1001 L0
Frstiiome T G e [EEE
O |usert User Ul UPGRADE DEMD 2 GLOBAL SERVICE GROUF | 141232012 12:00:00 &M

L D O e

1. You can save, submit, cancel or delete User Group Association in CitiDirect in this page.

12.  After modification if you click on Submit, the record is validated against all processing logic.
If the validation is successful, you will see a confirmation message and move the record to
Pending Authorization status. Records in Pending Authorization state will be visible under To
Authorize queue under User Group Association Worklist.

13. If you click on Save, The record is validated against all processing logic. If the validation is
successful, system will save the record and move it to Saved status. Records in Saved state
will be visible under To Modify queue under User Group Association Worklist.

14. If you click on Cancel, you will lose all edited data and you will be navigated back to To Modify
gueue. A dialogue box will open for your confirmation of the cancel.

A You will lose all changes. Do you wish to proceed?

o0

15. Delete will allow you to delete records. Every delete of Every Record will prompt the User
Group Association to input reason for deletion.
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Delete Confirmation X

& Please enter the reason for deletion.

16. Deleted records will move to Pending Authorization for Delete state and will be visible under
To Authorize queue under User Group Association Worklist. After Authorization the record
will be logically deleted.

o Record has heen submitted for autharization.

Note: If you have selected multiple records to delete, this reason must apply to all User Group
Association profiles selected. If each User Group Association profile has a different reason for
deletion, you must select and delete each one individually. Once deleted, the users associated to
the group will lose the entitlement to those products and services instantaneously.

View All User Group Association

View All User Group Associations contains a comprehensive list of all User Group Association
profiles, including processed profiles and those awaiting authorization or repair. This information
is useful because it provides a snapshot of the current state of all User Group Association profiles,
letting you know which steps to take next and prevents the creation of duplicate profiles.

Under this you can do the following:

1. Onthe portal menu, View All User Group Associations can be accessed through Self Service
under Client Administration Service.
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L%

Client Adininistation
Service

Service Worklist
Wiew All Services

[ Create User

1 Lseryorklist

WView Al Users

{ Create User Group

' Ll=zergroup worklist
Wiewe &l Llser Group

Create Llser Group
4 Association

| o
Llsergroup associaticn
okl st

2. The list can be filtered as in To Authorize.

Self Service » Client Administration Service » View All User Group Association

Client Subscription
UIUPGRADE DEMO 2 2 Products, 13 Senvices
View All User Group A iation & Print

Filters

Created From Created To First Name Last Name User Group

iz Waczzz W | |

Workflow Status Status

|Select |VJ |Se1ect |VJ ﬁ
Filtered By : First Name >
AllUser Group Associations | 1-1001[ & customize v
Last Hame Assigned User Groups Workflow Status Status Comments
User User 1 1 Processed Active

3. You can customize this page by clicking on Customize. A dialogue box will open where you can
configure to see more numbers of rows, rearrange the columns for display and sort the table.
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[Rows | | Columns | [Hnws | cotumns |
Select Rows to Display Select Columns to Display
All calumns (0) Displayed Colurns (5)
Last Name E
n First Narne ;l [
e W W conca e —
Wurkluw Slalus ¥
Sort Taale by
First Yame - @ Ascending () Descending
e ) e

4. Clicking on the first name of a record will take you to the detailed page where you can see the

information for that User Group Association.

View All User Group Associations - Frint

Workfiow Status : Processsd  Ugar Statis: ACBvE

General Information
User Allas First Mame: Last Home: Michdle Hame: View Dotats
User Lot 1 usor
Sateword
_—
= Bataword ID Exisl | | Gothiew SafewordID  Donctissus Safeword
Usirr Group Agsociation

User Group Association | 1-101 [0

+ Chient * View All User

LIPGRADE DEMO 2 GLOBAL SERVICE GROLE 11292012 12 0000 AL
[ Gt}
5. Clicking on cancel will take you back to the list of all User Group Associations.

User Entitlements

Use the User Entitlements service class to perform the following:

1.

oor woN

Assign user entitlements.
Authorize user entitlements.
Modify or repair user entitlements.
Delete user entitlements.

View user entitlements.

The User Entitlements service class enables you to link, or assign, access profiles to individual
user profiles. Access profiles define exactly what actions a user can perform when he or she is
working in CitiDirect. For more information on access profiles, refer to the Access Profiles section
of this guide. User Entitlement can be accessed from the Applet through User Administration.
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Assigning User Entitlements

Assigning access profiles to user profiles defines how the user will work in the CitiDirect
application. Assign user entitlements by following the steps below:

1. Onthe CitiDirect menu under User Administration, click on User Entitlements as shown

below.

User Administration

Access Management
Access Profile
Flow Maintenance
User Profile
Client Preference

User Entitternents

Maokile User Management

2. The User Entitlements Summary form appears.

Hormé =+ Lgr >+ hetoss == Usar

Uswr Enfilberments Summeary

[ Favarite Repors
Lost Login Date 09452013 13:4%:13

Assignment Satus | Murnber of Assigned Profiles} ! ) Hirst Narme

1) Last Name:

Processed 3 (UEXR

)

= R 1011 = | Right Clieke on it

ENEICY

3. Click the New button. A Library Look Up Dialogue box appears.
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Library Look Up Dialog

First Hame | Middle Hame (1) Last Hamea | Employee Id

4
=<Row 1 of3=> | (12) sorted columns

OK | Search Update Screen

4. Select one or more user profiles and click the OK button. The User Entitlements Detail form
appears.

5. Inthe Assigned Access Profiles list box, click the Add button. A Library Look Up Dialogue box
appears. A list of all processed access profiles for your organization is displayed. If a profile is
not listed, check to ensure that it has been fully authorized and its status is Processed.

6. Select one or more access profiles and click the OK button. You can assign multiple access
profiles to one user. The profiles are listed in the Assigned Access Profiles list box.

CLIENT LINKAGE INQUIRY

FILE EXTORT DAT

FILE IMPORT DATP

MOEILE USER MANAGEMEMT

DAYMENTE CASH AUTHORIEZE

PAYMENTS CASH INPUT

STETEM ADMINISTRATOR

U3 BANE STATEMENTS

== Row 1 of § == | (1221 zorted columns

0K Search Update Screen Cancel
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Hormg > User sdminisiation =+ Access o st [ Favarite Reporis

Vs Engitbsermints: Dokt Lt Lingin Dt D1IAROTS VR4

Lagt Name:
e | forx
Emplayed d Talaphorna Nunber Aaddress
1 parine uay =
L Access Profiles.

FILE AND BEFORT DELIVERY
CAZH MEFONT CUZTOMIZER
AWQULET AMD FEFURTE

L [ | et |

lel® | ™™

7. Click the Submit button to save the user entitlements record and enter it into the
authorization queue. The status of the record changes to Authorization Required.

The user will not be able to access the services included in his or her assigned access profile until
the user entitlement record is authorized.

Authorizing User Entitlements

When user entitlement records are ready for authorization, they are listed on the User
Entitlements Summary form, on the Authorization Required tab where they can be selected and
authorized by an entitled Security Manager. Authorization of user entitlement records is the final
step in activating the user and giving him or her access to CitiDirect Online Banking.

You will see only the records you are entitled to authorize. The user cannot access CitiDirect until
a second Security Manager authorizes his or her user entitlements record. If you created the user
entitlements record, you cannot authorize it. During the authorization process, user entitlements
records can be authorized, sent to repair or deleted.

You are responsible for SafeWord card user support, which includes communicating initial sign-on
procedures and rules.

Authorize user entitlements records by following the steps below:

1. Onthe CitiDirect menu under User Administration, click on User Entitlements as shown below.
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User Administration

Access Management
Access Profile
Flow Maintenance
User Profile
Client Preference

User Entittements

Mobile User Management

2.

The User Entitlements Summary form appears.

Hork =+ Lisge >+ hetass == Usar

User Entilberments Summeany

Authiguation B | Ve

[ Favarite Reports
Larst Lowiin Dute 01452013 13:48:43

Assignment Status T Mumber of Assigned Profilets) | 12 First Hame

1) Last Hame:

Processed E BEER

)

=< w1 61 4 o | Right Cliele on it

Oy

3.

Click the Authorization Required tab to view a list of records awaiting your authorization.
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5 Uger »r A00eES » Usar [ Favorte Rapons]
amE w P
Usar Enfitiments Sumnian Last Login Date 01152013 134813

Asalgnmant Status | Mumber of Assigned Pransers) | (7} First Name: B | 1) Last Hame:
Authorization Required 3

[e=ew e =

=< Rgw i gi 1 = ! Rigint Click on eslurn (Ries to eestomize| (1307 2oed colmre:

REILY

4. Select one or more user entitlements records to be authorized. Click the Go to Details button.
The User Entitlements Detail form appears.

Homs »» Lgar »» ACCESS » Lgar [ Favonte Reports
Usar Entitlaments. Datail Last Logen Data 01ASE013 130813
Linssl M
[wenn [ [ome
Id Tedephane Humber Address
[ — =
* Assigned Access Profiles

AUTOMATED FILE AND REFORT DELIVERY
CATH REPORT CUFTOMITER
TRUTEY AND REFORTS

<< Figw 0o 3 e ] [102) sored cobamns

[e]®] ™™

| maa

142



t ®
Security Manager Guide | User Setup and Maintenance CI I

5. Review the accuracy of the assigned access profiles to verify that the record is ready for
authorization. Then, proceed with one of the following steps.

+ Click the Authorize button if the user entitlements records are ready for activation. A
message appears.

F

Information

The action requested was successiully performed for the selected 1
itemis).

o |

Click the OK button to close the box.

+ Click the Send to Repair button if the user entitlement record requires correction. A dialogue
box appears.

Reason

Flease enter the reasan for sending this iterm for repair.

|?| Cancel

Enter the reason for the repair request and then click the OK button to close the dialogue box.
The status of the record changes to Repair Required.

Note: Entering a detailed explanation gives the creator a starting point for revising the user
entitlements record before resubmitting it.

+ Click the Reject button if the User Entitlements record needs to be deleted.
A dialogue box appears.
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F

Reason

Flease enter the reason for rejecting this item.

OK Cancel

Enter the reason for the rejection/deletion and then click the OK button. The user entitlements
record is deleted from the application.

Note: Rejecting entitlements deletes it from the application, but creates an audit trail of your
action, along with your reason for rejection. If the user is assigned other access profiles, he or she
can still use CitiDirect but not for the services included in the user entitlement record that has
been rejected.

» Click the Next button if you have selected multiple records, and you do not want to perform any
action on the current user entitlements record.

Modifying or Repairing User Entitlements

Periodically, you may need to modify or change the entitlements of existing users. These changes
are made in user entitlement records that have already been processed. In addition, there may be
instances when you are required to repair records that contain certain errors.

The original user entitlement remains active until a second Security Manager has authorized the
modification. The Status column on the Input tab indicates the current status of each record and
assists you in determining what action, if any, is needed.

1. A status of Processed means that the record has been authorized, and is currently being used
in CitiDirect.

2. A status of Input means that the record has been auto-saved, but not submitted. Additional
information must be entered before it can be submitted for processing.

3. All user entitlements records with a status of Invalid (the profile did not pass CitiDirect server
validation) are listed on the Input tab where they can be selected and modified or repaired.

4. A status of Repair Required means that another Security Manager has determined that the
user entitlement record contains incorrect information.
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Modify or repair user entitlements records by following the steps below:

1.

On the CitiDirect menu under User Administration, click on User Entitlements as shown below.

User Administration

Access Management
Access Profile
Flow Maintenance
User Profile
Client Preference

User Entitternents

Maokile User Management

2.

The User Entitlements Summary form appears.

Horh =+ Lisgr >+ hetass == Usar

User Entilberments Summearny

[ Favarite Repors
Lost Login Date 04452013 13:4%:13

Assignment Satus | Murnber of Assigned Profileis} ! 2} First Marme

1) Last Hame:

Processed - (UEER

)

= R 101 1 = | Right Clieke on it

[ao]® |

3.

Select one or more user entitlements records to modify, and then click the Go to Details

button. The User Entitlements Detail form appears.
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Homg > Usse S — e Usar & Fav
Usan Endillments Dedat

Lt Lingin Dt D17ERGIN

Last Name
[wzmn [ [ouz
Employeeld  Telephona Numiber ot
[ [ [ vamns way .EI

AUTOMATED FILE AKD BEFORT DELTURRY
CAEH MEFODT CUZTOMIZER

AWULEY AP FEFORTS

<< R 0 61 1w | [1M2) sorted colamng m
l 1 | ﬂ i e Submin | Deiete

4. Proceed with one of the following steps:

+ Click the Add button in the Assigned Access Profiles list box to assign additional access
profiles to this user. A Library Look Up Dialogue box appears.

Library Look Up Dialog

CLIENT LINEAGE INOQUIRY

FILE EXPORT DAF

FILE IMNPORT DAP

MOEILE TUSER MAMAGEMENT
PAYMENTS CALSH AUTHORIZE
PATYTMENTS CALZH INPUT
SYESTEM ADMINIZTRATOR

s BANE STALATEMENTS

== FRow 1 of 8 == | (102 zorted columns

OH Search Update Screen Cancel

Select one or more access profiles, and then click the OK button to close the dialogue box. The
profiles appear in the Assigned Access Profiles list box.

» Select an access profile in the Assigned Access Profiles list box and click the Delete button to
delete a profile. A warning message appears.
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o
Reason

Flease enter the reason for deleting this itern.

Selecting Ok will permanently DELETE the item(s) you selected.

OK Cancel

Click the OK button to close the dialogue box.

5. Review the modified or repaired user entitlements record for accuracy and then click the
Submit button. The status of the record is changed to Authorization Required and it is
moved to the authorization queue. The modification or repair is not final until the profile is
authorized.

Deleting User Entitlements Records

Occasionally, it is necessary to terminate access to CitiDirect and remove users from the platform.
To do this properly, you must first delete the appropriate user entitlement record, and then delete
the user profile. For information on deleting the user profile, please refer to the “Deleting User
Profiles” section of this guide.

Delete user entitlements records by following the steps below.

1. Onthe CitiDirect menu under User Administration, click on User Entitlements as shown below.

User Administration

Access Management
Access Profile
Flow Maintenance
User Profile
Client Preference
User Entitterments

Maokile User Management

2. The User Entitlements Summary form appears.
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[ Favarite Reports
Lest Lowiin Dt 01452013 13:45:43

Hoe =+ Laer = hetss == Usar

Usen Entilberments Summeany

| 11} Last Name

i -

Assignment Satus | Hurnber of Assigned Profileis} ! 1) First Hame { Middie Hame
Proneszad 3 Tosam

ol | T
o P 1 g1 4 | Right Cliek on it T J
[a[e]®]
3. Select one or more user entitlements records to delete, and then click the Delete button. A
Reason dialogue box appears.

-
Reason

Flease enter the reason for deleting this itern.

Selecting Ok will permanently DELETE the item(s) you selected.

OK Cancel

4. Enter the reason for deleting the user entitlements record, and then click the OK button. A

dialogue box appears.
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F

Information

The action requested was successiully performed for the selected 1
itermis).

ok |

Note: The reason for the deletion must apply to all selected user entitlements records. If each
user entitlements record has a different reason for deletion, you must select and delete each
record individually.

5. Click the OK button to close the dialogue box. The status of the user entitlements record
is changed to Authorization Required for Delete. The record remains active until another
Security Manager authorizes its deletion.

Viewing User Entitlements

The View tab contains a summary list of all user entitlements records, which are user profile
records that have assigned access profiles. This information is useful because it gives a snapshot
of the current state of each entitlement record, letting you know which steps to take next.

View user entitlements records by following the steps below:

1. Onthe CitiDirect menu under User Administration, click on User Entitlements as shown below.

User Administration

Access Management
Access Profile
Flow Maintenance
User Profile
Client Preference
User Entitternents

Maokile User Management

2. The User Entitlements Summary form appears.
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User Enfilberments Summeany

Larst Login Date 01452013 13:4%:13

S - e T

@) First ame

(1) Lust Name.

Processed 2 (UEXR

=< Figrw 1 GF 4 o | Rigit Clieks on [

EEILY

3. Click the View tab to view all user entitlements records

in CitiDirect.

Home == User Adm => Access >> User

User Entitlements Summary
Input Authorization Req'd  TEVISWE

[ Favorite Reports|
Last Login Date 011572013 16:04:51

Status | Humber of Assigned Profilets) |

(2} First Hame

Middie Hame

I (1) Last Nan

Processed E USER

4

ONE =

== Row 1 of 1 2> ‘ [Right Click on column titles to 1)42) sorted columns

SEILY
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4. Select one or more records, and then click the Go to Details button. The User Entitlements
Detail form appears.

Home == User Adm > Access == User [ Favorite Report
User Entitlements Detail Last Login Date 011572013 16:04:51
First Name Middle Name Last Name
|uszR | 3
Employee Id Telephone Number Address

|1 wanns way =

= Assigned Access Profiles

(1) Access Profile

AUTOMATED FILE AND REPORT DELIVERY
CASH REPORT CUSTOMIZER

INQUIEY AND RERORTS

<< Row D of 3= ‘ (1)(2) soted columns. -

|o/% |

= Regquired Fieki Returnto | Other

Hem || o mmary || Options

5. Review the access profiles in the Assigned Access Profiles list box.
6. If you selected more than one profile, click the Next button.

Note: You can run the Access Profile Detail Report to review all processed profiles and the
entitlements included in each profile. For more information, refer to the “Access Profile Detail
Report” section of this guide.

CitiDirect BE Mobile User Setup
When setting up users for CitiDirect BES Mobile you will need to follow the below steps:
Access Profile — Onboarding:

1. Inthe Applet, under User Administration -> Access Management -> Access profile click on
“"New" located at the bottom of the Access Profile summary screen.
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Homs >> User > ACOEES
R P

1k >> Access Fraflle

sy

AUTORATED FILE MW BTFORT BELIVERY Frocasaud
CASH BEPODT CUSTOMIZED fropessed
CLIERT LEMRAGE TRQUIRY
FILE EXPORT DAP

.

SYITIN ADMINIZTRATOR
5 BAIYE ETATRMENTS

FILE INPORT DAP frocessed
INQUTRE AND REPORTS Froceresd
MOBILE UZER MANACEMENT Frocessed
PAYMINTE CASH AOTHORTIE fronsssed
PAVHENTS CASH INFUT Frocersed

Access Profile Detals

* Mobie User Management
+ Lisee Profie

[ Favorite Repons

Lt Login Gt TAAF012 135804

lajel ]

2.

Scroll to Mobile User Management and click on processes. Within the library lookup dialogue,

select the applicable processes and press Ok.

Moms == Lzer P » 5
Access Profile Detall

®

EFEEIEEFEEIRD

B-&3

&-F3

)

&

Criteria
* s sk e Ageeis
= Cash Trar-garclion: iistion Reports
b CmConnact
-l Linkage: bopary
F Chart Praterarces
¥ Coninetn
¥ Exgorl Custom Formal Definiion
B Export Dl
¥ Expeet Prefin
¥ Flow Mairisnancs.
¥ General Cash P

K e Frivie < Fow 9195 | (1JRZ) $aried cohmns

I Favonte Reports|
Last Login Date 12142012 1353406
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+ If all the processes are applicable for the user, click on Mobile User Management in the
entitlement criteria. It will open a dialogue box as below. Click OK to select all processes for
that access profile. You will be able to see Mobile User Management under Access profile
Details on the right-hand side.

»» LG 2> 27 Ao Prafile [ Favoxite Ropans
Access Profile Detail Last Login Date 12142012 133406

¥ et up antitlements for Me ser Managament

Do you wiant b add Mobils User Managanednt 1o Mig Sicess Profile?

EEEE AR AR S
g

i
|

Fa28

i

3. Scroll to User Profile and use the same method as explained for Mobile User Management in
the previous steps.
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4. Once the above steps have been completed the click Submit button located on the bottom of
Access Profile Detail screen. Within the dialogue enter the name you wish to save the profile
as. Please take note of this name as it will be used in a later step.

== Ugte > ACC0sS == Becess Profly I Firvonile Rigpart:

Access Profile Detall Last Login Date 12142012 133006

§
F

EFIBEEETEEES
§
i
]
]

* Inactive User Fary
* Wucremenial Accoud Sl samid lnoguiry

B8E

&

* Taireraer Jigihed Sigroures Rponts - Prrymerits
* Trangschon Dets Adhvice Firy
* Trananchon Fioat Summary Ineuiry
= Trarssacdion Sussmary Inguiry
¥ User Cratiements
wiiser
« Procsssss

o
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Entitling Client Security Manager Onboarding:

1. When entitling your Security Manager, there is no need to log out of the CitiDirect portal.

Entitlements are automatically saved.

2. Once the access profile has been created you must add it to the client Security Managers’
user profiles. Go to User Entitlements located at User Administration -> Access Management

-> User Entitlements in the Applet page.

Hoime =+ Laer = heess == User

User Enfilberments Summeany

= Favarite Reports
Last Lowiin Dot D1/452013 13:45:43

Assignment Status | Wurnber of Assigned Profiletsy | 12 First Hame

{15 Last Hame:

Processed 3 (UEER

= e 1 01 1 | ‘Right Click on

NEILY|

[ S—

)

3. Once the New button has been clicked the User Library Look Up Dialogue popup box will be

displayed. Select Client Security Manager.

@

Library Look Up Dialog

First Hame Middle Hame

4

(1) Last Hama

Employee Id

—
==Row 10f 3== | (1)(2) sorted columns

Note: If the Security Manager already has an existing profile, this step does not apply. The Search
functionality is available to select Client Security Managers from the list of existing profiles.

OK | Search

Update Screen

4. Within the User Entitlements Detail screen click on the Add button located on the bottom of

the Access Profile window.
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Homeg == Uger > ACCaE: = Lger [ Favarite i
Usan Endillments Detat Lt Login Date 01152013 124015
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Mickch Last Name
[wzmn [ [ouz
Employeald  TelephonaNumiber hooress 00000000000
[ [ [1 Furine uar =
= Assigned Access Profiles
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5. Inthe Library Look Up Dialogue select the new Access Profile created as part step 2 above
and Click OK.

6. Click on the Submit button located on the bottom of the User Entitlement screen to save
the changes.

brary Look Up Dialog

(1) Access Profile

AUTOMATED FILE AND REPORT CLELIVERY
CASH RETORT CUSTOMIZER

CLIENT LINEAGE INQUIERY

FILE EXPORT DAP

FILE IMPORT DAP

INQUIDY #MD DEDPODTE

MOBEILE USER MANAGEMENT

PATMENTS CASH AUTHORIZE
PATMENTS CASH INPUT
STETEM ADMINISTRATOR

Us EANE STATEMENTE

== Rowe 7 of 11 == | (12021 sorted columns

OK Search Update Screen Cancel

Entitling Users — Client Security Manager
1. You need to log out of the portal before entitling new users.

2. Access Mobile User Management located under Access Management in the Applet menu.
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User Administration

Access Management
Access Profile
Flow Maintenance
User Profile
Client Preference
User Entitlements

Mobile User Management

3. Mobile User Management Summary page will open.

Home > User > ACcRss > liodlle User [ Favurits Repans]
I e p—— Lt | g Tt ITIARITS 1R08:01

.
x| [uT vrcnaea DEma 2

}5 e | 1irst Nume | bl
1233 Uger User 1 Processsd =

== R 0 0d 0 22 ] (1320 sorbedd cobanrss

REICY
4. Once the client has been selected click New to select the user and set up Mobile Channel
access and/or Notification and/or Event Notification.

Mobile Users lookup

First Hame Middle Hame (1) Last Hamea Employee Id 7]

=<Row 1 of1=> | (12) sorted columns

OK | Search Update Screen Cancel |
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5. On opening the user screen will be pre-populated with the following data from the users profile:

+ First Name, Middle Name, Last Name

Home = Usar s ALDOSS = & Favorite Repans
Mubile User Mamagement Ditod Lot Login Date 01152013 16:04:51

First Hamsa Misldba Nama Last Hama

e e Ean

il |

= E-mail

* Language Preference for E-mail
| Ej _ﬂFWlﬂn

Pin Ganar sted Data Ot Iin Date Opt-Cut Date

@ ~Teadearen Subnt | Hew | P

6. The Security Manager will be required to complete the required fields within the screen:

+ SMS Country Code/Phone Number: Required for SMS Notifications.

+ E-mail: Required if the users wish to receive the new payment authorization notification
via e-mail.

« Services: Payments

* Processes: Authorize

» Mobile Access Enabled: Users can be configured to receive either one or both SMS and
e-mail notifications. For example, clients can: Have mobile access, and only SMS, only
e-mail, both SMS and e-mail, or no notifications. Have no mobile access and only SMS, only
e-mail, both SMS and e-mail, or no notifications
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-
Motification Details

* Services * Processes
|Payment,s ﬂ i

[ E-mail

[ sMs
Daihy SMS Limit

Greater ihan or equal to Less thanor equal to

(The above amount is tied to Client"s base currency)

7.  New Notification:

» Notification Enabled: Required for the user to receive Payment Authorization Notification
via SMS and e-mail.
+ Greater than, Less than, Daily SMS Limit:

- We recommend that users limit the number of e-mail notifications by setting a
monetary threshold to avoid receiving a notification for each payment pending
authorization. Otherwise, users could receive many notifications a day, which could
cause users to exceed their inbox limits. In order to set controls on the volume of e-mail
notifications, Citi recommends that users set thresholds appropriate to their daily
transaction activity. For Daily SMS Limit, Citi recommends that users set this to ten.

- When setting thresholds, please note that the monetary range field is set in the local
currency of the CitiDirect BE client definition that you are entitled on. When making
nonlocal transactions, the monetary amount will be converted using the latest FX rate,
and evaluated against your threshold criteria prior to sending a notification.

8. Existing Notification: Allow SMS for Event Notification: Check if the user wishes to receive
SMS notification on existing notification. Daily SMS Limit: This is a user preference.

9. Security Manager clicks the submit button after entering the required details.
Note: If no notification option is selected, user will not receive a Welcome SMS or E-mail message.

Once the user has been created it must be authorized from the Mobile User Management section
— Authorization Required screen.
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Note the creator cannot authorize their own changes.
10. Security Manager clicks the Authorize button to complete the user setup.

1. Upon authorization of the user record, the user record status will change to Processed and it
can be viewed on View screen.
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Note: Only CD Security Administrators can set up new CDM users. All CDM users should have
SafeWord cards. Users should have e-mail address set up in setup screen. CitiDirect BE Mobile
will default to the language setting on your mobile device. If the language you are using is not
supported the application will display in English.

Functional and Run-Time Users

Within the CitiDirect Online Banking platform, particularly in Automated File and Report Delivery
(AFRD), entitled users have the ability to schedule reports and run automated file imports and
exports. These scheduled events, often used across their enterprise, are associated with their
specific CitiDirect User ID.

When any CitiDirect user makes an employment transition and their CitiDirect credentials are
deleted or revoked, the scheduled events associated with that User ID become defunct and will no
longer run.

As CitiDirect does not allow for the transference of scheduled events between users, the removal of
the User ID requires the re-creation of all the event schedules. Creating a functional and/or run-time
user will allow scheduled/automated events to run without disruption regardless of user status.

Functional User

At the platform level, the Functional User feature allows for the creation of a virtual user so that
schedules created in the File Delivery space will continue to run until it is determined that the
schedule is no longer needed, rather than the schedule being discontinued due to the removal of
the CitiDirect User ID associated with the scheduled events.
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Characteristics of a functional user:

7.

8.

A functional user is a unique system-generated user.

A functional user is a virtual user or system server name, permanently signed on and active
in the platform background. Once created on the platform, a functional user will never sign
onto CitiDirect.

A functional user cannot sign onto CitiDirect and work in the platform.

A functional user cannot be switched to a credentialed user (e.g., use a SafeWord device to
sign on).

An existing credentialed CitiDirect user cannot be switched to a functional user.

Citigroup must turn on the “Allow Functional Users" utility in the Client Configuration service
class for the feature to become locally available to the Security Manager.

Local Security Managers can create or delete a functional user after Citi turns on the utility.

Functional users cannot be automatically deleted due to inactivity.

Create functional user profiles by following the steps below:

1.

On the CitiDirect menu in portal, on Self Service, Create User will be there under Client
Administration Service.

2. Click to open the Create User page.

3. Before you enter the user details, click the Functional User checkbox. This automatically
changes the required form fields (see the details in the table below). The screenshot has
illustrated the checkbox to be checked for a Functional User.

CitiDirect Information
* SDR User Accounl Type: UseriD:
|éhrribus Account User E == |
* User Allow Accass To Days * User Allow Access To Time: * CltiDirect Time Zone:
lprar/zo1z | [ to [sa7/zom3 | [l [oosoozooan | O to zmsessam | O [ _EJ
Digital Cerificate DN: Days of Week
SUNDAY
MONDAY
TUESDAY
WEDNESDAY
THURSDAY
FRIDAY
SATURDAY
B o-oor0 B
‘MW- |mn-
Mo Credentials
|
&3
=3

162



Security Manager Guide | User Setup and Maintenance C I t I

Required Form Fields ‘ Optional Form Fields ‘ Disabled Fields
First Name Middle Name Initials
Last Name Street Address No Available E-mail Address

Enabled checkbox is selected | Building/Floor/Room checkboxis selected

Time Zone Zip/Postal Code E-malil

User Account Type defaults to

Country Telephone )
Omnibus Account

Fields auto-filled but editable Fields auto-filled and not editable
Allow User Access to Days Allow User Access To Time
Start Date: default date is user profile Start Time: 00:00:00

creation date )
End Time: 23:59:59

End Date: default date is five years in the

future Days of the Week

All days are selected

4. Enter details as required.

5. Click the Submit button to save the profile and enter it into the authorization queue. A
Warning message will appear for functional user creation.

Note: The functional user profile is submitted without indicating credentials. Once the user profile
is authorized, the Credentials grid will display a Credential Type and a Credential ID, and the
Credentials grid will remain inactive.

Run-Time User

Within Automated File and Report Delivery (AFRD), the run-time user is a flexible user feature
that allows for a virtual user to be created and assigned to event schedules within AFRD, rather
than the schedule being discontinued due to the removal of the CitiDirect User ID associated with
the schedule.

Characteristics of a run-time user:

1. Arun-time user must first be created as a functional user (this is a system security
requirement).

2. Arun-time user is a functional user under whose name the AFRD schedules are run.
Create a Run-Time user by following the steps below:

1. Onthe CitiDirect menu under Tools & Preferences, click Automated File and Report Delivery.
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Maintenance
Import Profile
Automated File and Report
Delivery
Export Profile

Export Custom Farmat
Definition

SIMIME Security Admin
Library Maintenance
Resources
Event Motification
Contact Management
COB Contact Info
Access Administrator
Contacts
Change Preferences
Iy Preferences
CitiDirect Support
Support Wehsite
Online Help

Tools & Preferences User A

2. The Automated File and Report Delivery Summary form appears.

Homa »» ToalsdFraferencas »> | -

g and Repor Demery [ Favente Repons
Last Login Date 127142012 16:35:21

<<Rewlat 0 | (1A2) sorted colmn

BELL)
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3. Click the New button. The Automated File and Report Delivery Details form appears.

4. Complete the form details to fit your scheduled event need.

5. Click the Run-Time User library lookup button. Select the functional user name from the
library list. If there is a single functional user, the field will auto-fill with that name.

Notes:
The functional user profile must be authorized before it will appear in the Run-Time User library.

If the name does not immediately appear in the library list, use the search feature under Other
Options to find the functional user name.

6. Click the Submit button.

CitiDirect® Online Banking Reports and Inquiries

Organizations have a greater need than ever before for reliable information and systematic
internal controls. With CitiDirect BE you have access to a documented set of internal controls that
provide web-based access to accurate, up-to-the-minute audit-trail information. On CitiDirect, you
can follow transactions from beginning to end.

With authorization levels, flow controls and other security features you can establish a clear
separation of duties to assist you in complying with legal and regulatory requirements.
Information through the CitiDirect Inquiry and Reporting capabilities allows you to perform
CitiDirect and user audits, and is critical to your role as Security Manager.

The CitiDirect Report functionality enables you to:

Select from a variety of standard reports that you can customize from available criteria and view
real-time information.

1. Define report criteria to retrieve the information you need.
Save your customized reports to run as often as needed.
View your reports in a separate browser window in a format you specify.

Print report output and save the output file on your system.

oo W

Automate your reporting through the Automated File and Report Delivery feature.

a. Deliver reports to your browser — the View Reports tab.

b. Deliver reports to a secure server location via a secure HTTP/s Internet connection.
c. Deliver reports to an e-mail address via encrypted e-mail.

d. Deliver or retrieve your reports via an FTP connection. The CitiDirect Inquiry
functionality enables you to:

6. Get immediate access to information for a specific point in time.

7. View information displayed on your screen, while you are signed onto CitiDirect Online
Banking.

Note: Inquiries do not allow you to save criteria; once an inquiry is closed, the information is no
longer available.

165



Security Manager Guide | Online Banking Reports and Inquiries

ti

Security Manager Reports

The CitiDirect Online Banking reporting functionality provides real-time information to support
your decision-making processes. When a report is run, you can print the report for a formal
document or save the output in various formats (such as .xIs or .pdf), on which you can then use

the search feature to manipulate the data you need. In addition, you can elect to send your report

to a secure server location using an HTTPS Internet connection or to an e-mail address using

encrypted e-mail.

Note: For detailed instructions on selecting report criteria and running reports refer to the

Reports and Inquiry guide, available in the Learning Center at www.citidirect.com in the CitiDirect

Basics section’s Basics Guides tab.

The following table lists the reports available in CitiDirect for Security Managers. The name of
each report and its description are included.

Report Name ‘ Description

Audit Reports

Audit Log
Summary Report

The Audit Log Summary Report enables you to track CitiDirect activity and
usage. You can specify times and dates, users or auditable events. Audit
Reports allow you to understand who is accessing CitiDirect and for what
activities in order to minimize security risks. They can be run as a base
report to display all auditable activities for the current or specific dates. You
can tailor audit reports to show history on specific actions that can help you
to monitor changes to key Security Manager actions.

Audit Log Detail
Report

The Audit Log Detail Report lists the details of all activity on CitiDirect for a
specific date range. If you do not apply filters to the date range, the report
contains details on any activity for the current date.

Report Name ‘ Description

Access Management Reports

Account
Management
Summary
Report

The Account Management Summary Report is a run-time report that
provides a snapshot of account links Citibank is making on your behalf,
which is assigning or deleting your organization's accounts to various
services in CitiDirect. This report does not provide historical details of the
account, but provides the most recent action taken against your accounts.
This report is helpful when you are adding account entitlements to an
Access Profile, and when you are troubleshooting account issues.

Access Profile
Detail Report

The Access Profile Detail Report displays a comprehensive view of
your entitlements definitions and lists all Access Profile Names,
Statuses and Details.

Logon Activity
Report

The Logon Activity Report provides a monitoring tool for logon activity into
CitiDirect anytime a valid user credential is used. All logon attempts are
captured at the web server and logged. This report gives Security Managers
a view into logon activity relevant to their CitiDirect users.

User Profile and
Entitlements
Report

The User Profile and Entitlements Report is a powerful report that enables
you to access both user profiles and entitlements information in one report.
Use this report in conjunction with the Access Profile Detail Report for a
complete view of user setup and entitlements.
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Audit Reports

Audit reports enable you to track activity and usage of CitiDirect Online Banking. You can specify
times and dates, users or auditable events. Audit reports allow you to understand who is accessing
CitiDirect, for what activities and when.

Audit Log Summary Report

The Audit Log Summary Report lists a summary of all activity in CitiDirect Online Banking for
a specific date or date range. If you do not apply filters to the date range, the report provides a
summary of activity for the current date.

Run the Audit Log Summary Report by following the steps below:

1. Onthe CitiDirect menu under Reports, click Audit Reports as shown below.
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m Tools & Preference

Payment Reports
Zash Balances Reports
Cash Statements Reports

Cash Transaction Initiation
Reports
Bank Statements - LIS
Repors

Touls
Automated File and Report
Delivery Reports
Report Customizer

Audit

Access Management
Access Management
Reporns

2. The Audit Reports form appears.

Himg =+ Bepals = Aut »» Auct Repaits & Faorite Ropans
fudit Feports Last Login Date 1211372012 B000:52
IReport Summary Criteria | VW Rap0iE
- Audt Repons Status Date/Time |[Repon Name

- Aandl Ling Setnd Report
* Aunb L S g

EL T T

3. Inthe Report Summary list box on the left, select the Audit Log Summary Report, and then
click the Edit Report button. The Edit Criteria form appears.
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4. Define the content of your report by selecting criteria elements from the Fields list box, as
described below.

» Select the Format criterion to change the format of your report.

If you do not specify a format, the report is displayed in PDF (Acrobat Reader 9.0 required),
the CitiDirect-defined default format for reports. The other available report formats are
Comma Separated Values (CSV), Microsoft Excel (XLS) and DHTML

Note: The DHTML output format is only available for CitiDirect reports that contain drilldown links.
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+ Select the Share criterion to allow other users at your organization to run or view this report.
A dialogue box appears.

Details Dialog

Designated Owner

|

The CitiDirect-defined default is Private and the Designated Owner field displays the name of the
signed-on user (typically your name).

To make the report public, select the Public checkbox. If you want to make another user the owner
of the report, select that user’'s name from the Designated Owner field.

Notes:
Only the designated owner can modify or delete the report.

Once changes are saved, you will lose ownership rights to the report if you have designated
someone else the owner. Only the newly designated owner may entitle you to resume ownership
of the report.

+ Select the Favorite criterion to add the report to your Favorite Report list in the Report Assistant.
After the report is saved, you can press ALT+R on your keyboard to navigate directly to the
Report Assistant from anywhere in CitiDirect. For more information on using the Report
Assistant, refer to the Reports and Inquiry guide, available in the Learning Center at
www.citidirect.com.

+ Select the User ID criterion to select the unique CitiDirect number associated with an
individual's first and last name. If you do not select a User ID, your report will include the
activities of all users.

+ Select the Date Range criterion to enter the time period you want the report to cover.

The date range must fall within the last nine months. This is a required field.

+ Select the Audit Actions criterion to select the auditable actions taken to complete an event.
If no information is selected, the Citibank-defined value is All.

+ Select the Reference Number criterion to enter a reference number to limit the report data.
If nothing is entered, the Citibank-defined value is blank.

Note: Citi recommends keeping the default value of All for the following criteria: Audit Event
Types, Audit Categories, Audit Classes, and Audit Services. Modifying these criteria can restrict
your results and limit the usefulness of this report.
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5. After you have selected your report criteria, proceed with one of the following steps:

+ Click the Run button to run the report.
The report is run and its name appears on the Report Summary list and on the View
Reports tab with the notation Unsaved before the report name. The status of the report
changes from Waiting to Running to Available.
When the status is available, click the View Report button. The report appears in a separate
browser window.

- Click the Save button to save the current report. The Save/Save As dialogue box appears.
Enter a Report Name and click the OK button. The new report name is added to the
Report Summary list.

B2 save/Save As
= Report Hame

ISaved Audit Log Sunmary report

* Required Field 0K Cancel

Click the Save and Run button to save and immediately run the report.

The Save/Save As dialogue box appears. After you enter a Report Name and click the OK
button, as described above, the report is run.

The report name is added to the Report Summary list and the View Reports tab. After a
brief period, its status changes from Waiting to Running to Available. When the status is
Available, you can view the report. Click the Print button to print the report criteria.

Note: The criteria listed in the Report Content list box is printed, not the actual report.

Click the Schedule button to schedule the report to run at specific times.

This allows you access to Automated File and Report Delivery (AFRD). For more information
on AFRD, refer to the Automated File/Report Delivery guides in the Learning Center at
www.citidirect.com.

Click the Return to Summary button to return to the Audit Reports form.
If you have selected criteria, you will be prompted to save the report.

Note: If you are editing a report that you have created and saved, the report name appears in the
Report Name field in the Save/Save As dialogue box. If you do not want to overwrite the original
report, enter a new name for this report.
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Sample Audit Log Summary Report

Report content varies based on the criteria you have selected.

cﬁ\lb . CitiDirect® Online Banking
Audit Log Summary Report
m. Cate Time User Service Cotegory Service Class Service Action Event
TllentName Ul (FGRADE DEMD

1 MoTane  WSZ4S Marienance Libearies Preformat_Group_Library_Detal  Create Auait
Reference PAYMENTS Initimed By Cusiomer Suppon
2 Dumaniz AT Activation Pret_ant Pret_paint_Libtany_Cetal Submit Auait
Risfirence DEFALLT Initiatil By Curstormor Suppart
a gz 45408 Activation Pref_hat Pref_Maint_Library_Detal Submit Audit
Reference PAYMENTS Initioted By Customer Suppon
4 merani: 15436 Access_Mgnt Pref_ant Pretf_Mani_Libran_Cetal Submit Audtt
Reference PAYMENTS Initiated By Cusiomer Suppan
3 oaTTAmE 145520 Activation Accoun!_Managesmint Surmmary Comalr il
Reference BCETBCIBA2CS 1L . Initiated By Custemer Suppon

L} mITat 145538 Actnvation Acconind_Management Summary (= Aufit
Reference BATOFE12020111D Initioted By Customer Suppont

T METania 145838 Activition Prart_heainl Prasf_Weaird_Libwaay_Darlisl Sutit Audit
Reference DEFAULT Initioted By Customer Support

B umraoe 145821 Access_Moml Erfitlemt. Arcess_Profile_Maint_Detal Submit Andit
Reference SYSTEMADMINIS® Initiated By Cugtoener Suppant

LS WRIRUR 145536 Access Momt Ermmiemnt Arcess Profile Maint Summary  Delete At
Reference FILE IMPORT NO F Initiaed By Custemer Suppon

0 BRI 145038 Accoss_Mgent Erttermet Accoss,_Profile_Mainl_Sunmary  Delele Audit
Refarence FILE IMPORT TES? Initimed By Customer Suppan

" AT 150106 Access_Momt Emmemnt Access. Profie_Maint_Detsl Submit Audit
Relereiie FILE EXPORT DAP Initiated By Customer Suppan

Feport Date (/152013 17:54:41 (EST) Unsaved Al Log Summary Repon 1of 104

Below is a listing of the information contained in this report:

1. Action

Service Category
Date

Service Class
Event

Time

Service

® N o A WwN

User

Notes:

Click the Date hyperlink to view details of an item. The Audit Log Detail report appears. All

available details for the selected items are displayed.

If you do not view your report after it becomes available, an Audit Report Outputs Available

message is sent to your Inbox and is available for viewing for 24 hours.
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Audit Log Detail Report

The Audit Log Detail Report lists the details of all activity in CitiDirect for a specific date range.
If you do not apply filters to the date range, the report contains details of any activity for the

current date.

Run the Audit Log Detail Report by following the steps below.

1. Onthe CitiDirect menu under Reports, click Audit Reports.

Tools & Preference

Payment Reports
Zash Balances Reports

Cash Statements Reports
Cash Transaction Initiation
Reports
Bank Statements - LIS
Reports

Touls
Automated File and Report
Delivery Reports
Report Customizer

Audit

Access Management
Access Management
Reporns

2. The Audit Reports form appears.
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3. Inthe Report Summary list box on the left, select the Audit Log Detail Report, and then click
the Edit Report button. The Edit Criteria form appears.

Magmg == Repgrts ++ Audil == Audil Reports
Elit Criteria

Last Logn Date 12132012 08:00:52

Inelude Paymerss Hissory

Rarpurt Narmiz
Dase
Audiv Log Detail Report
Fialis Raport Content
= Formas = incude Payments Hstory
= ghare Ves
= Pavorite o
User Id i
Dats Duage At
Time Basas b i
Audic Evest Types = ks (POF)
Audit CateguEses == Share
Audie Claeeas - Privaln
udie Servicas (= Faoete
audir keetane -
o faranne Mumber

[ Favorite Repans

4. Define the content of your report by selecting criteria elements from the Fields list box, as

described below.

+ Select the Format criterion to change the format of your report.

If you do not specify a format, the report is displayed in PDF (Acrobat Reader 9.0 required),
the CitiDirect-defined default format for reports. The other available report formats are

Comma Separated Values (CSV), Microsoft Excel (XLS) and DHTML.
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Note: The DHTML output format is only available for CitiDirect reports that contain drilldown links.

+ Select the Share criterion to allow other users at your organization to run or view this report.
The Details dialogue box appears:

Details Dialog

Designated Owner

H|

The CitiDirect-defined designation is Private and the Designated Owner field displays the name of
the signed-on user (typically your name).

To make the report public, select the Public checkbox. If you want to make another user the owner
of the report, select that user's name from the Designated Owner field.

Notes:
Only the designated owner can modify or delete the report.

Once changes are saved, you will lose ownership rights to the report if you have designated
someone else the owner. Only the newly designated owner may entitle you to resume ownership
of the report.

+ Select the Favorite criterion to add the report to your Favorite Report list in the Report
Assistant. After the report is saved, you can press ALT+R on your keyboard to navigate directly
to the Report Assistant from anywhere in CitiDirect. For more information on using the Report
Assistant, refer to the Reports and Inquiry guide, available in the Learning Center
at www.citidirect.com.

+ Select the User ID criterion to select the unique Citibank number associated with an individual's
first and last name.

If you do not select a User ID, your report will include the activities of all users.

+ Select the Date Range criterion to enter the time period you want the report to cover. The date

range must fall within the last nine months. This is a required field.
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+ Select the Audit Actions criterion to select the auditable actions taken to complete an event. If
no information is selected, the CitiDirect-defined value is All.

+ Select the Reference Number criterion to enter a reference number to limit the report data. If
nothing is entered, the Citibank-defined value is blank.

Note: Citibank recommends keeping the default value of All for the following criteria: Audit Event
Types, Audit Categories, Audit Classes and Audit Services. Modifying these criteria can restrict
your results and limit the usefulness of this report.

5. After you have selected your report criteria, proceed with one of the following steps:

* Click the Run button to run the report.
The report is run and its name appears on the Report Summary list and on the View
Reports tab with the notation Unsaved before the report name. The status of the report
changes from Waiting to Running to Available.
When the status is Available, click the View Report button. The report appearsin a
separate browser window.

+ Click the Save button to save the current report. The Save/Save As dialogue box appears.

SavelSave As

* Report Hame

||Eiaved Andit Log Detail Eeport

* Reqguired Field

Enter a Report Name and click the OK button. The new report name is added to the Report
Summary list.

+ Click the Save and Run button to save and immediately run the report.
The Save/Save As dialogue box appears. After you enter a Report Name and click the OK
button, as described above, the report is run.
The report name is added to the Report Summary list and the View Reports tab. After a brief
period, its status changes from Waiting to Running to Available. When the status is Available,
you can view the report.

» Click the Print button to print the report criteria.

+ Click the Schedule button to schedule the report to run at specific times.
This allows you access to Automated File and Report Delivery (AFRD). For more information
on AFRD, refer to the Automated File/Report Delivery guides in the Learning Center at
www.citidirect.com.

+ Click the Return to Summary button to return to the Audit Reports form.
If you have selected criteria, you will be prompted to save the report.

176



Security Manager Guide | Online Banking Reports and Inquiries

CItl

Sample Audit Log Detail Report

Report content varies based on the criteria you have selected.

P
citi
Audit Log Detall Report

CitiDirect”™ Online Banking

Sequence  Cate T User Service Category

Humbsr
Tt Nam U JPGRAE eSS
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Save_New O Non_Financal
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Detaits

Bapen Semeas Ciaee: s
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R anl eI

Bepor Dl 011162013 16:08:08 (EST)

Unsarved Ap Log Dutal Report

w2

Below is a listing of the information contained in this report:

1. Action

Service
Application Server
Service Category
Date

Service Class
Details

Time

© © N e U A W N

Event

S

User
1. Reference

Notes:

If you do not view your report after it becomes available, an Audit Reports Outputs Available

message is sent to your Inbox and is available for viewing for 24 hours.

Where applicable, reasons are also provided for login failures. The following are examples of
reasons for login failures: user's access has expired, user not currently enabled to use the system,
user not authorized to use the system on this day of the week, and user not authorized to use the

system at this time of day.
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Access Management Reports

The Access Management Reports service class contains the following reports, which are
specifically designed to provide the information you need to fulfill your responsibilities as a
Security Manager:

1. Account Management Summary Report.
2. Access Profile Detail Report.

3. Logon Activity Report.

4. User Profile and Entitlement Report.

A description of each report and procedures for specifying report content, running, saving and
printing are presented in this section.

Account Management Summary Report

The Account Management Summary Report is a run-time report that provides a snapshot of any

actions Citibank is taking on your behalf, that is, linking your organization's accounts to CitiDirect
services, deleting account links, etc. It does not provide historical details of accounts, but it does

provide the most recent action taken against your accounts.

Note: Accounts that are closed for more than 20 months will be automatically un-entitled and be
deleted by the system.

This report is helpful when you have requested an account to be linked and you are checking its
availability to be used, when you are adding account entitlements to an access profile and when
you are performing CitiDirect maintenance.

Run the Account Management Summary Report by following the steps below:

1. Onthe CitiDirect menu under Reports, click the Access Management Reports as shown below.
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CItl

m Tools & Preference

Payment Reports
Cash Balances Reports
Cash Statements Reports
Cash Transaction Initiation
Reporis
Bank Statements - US
Reports

Tools
Automated File and Report
Delivery Reporis
Report Customizer

Audit
Audit Reports

Access Management

2. The Access Management Reports form appears.

Hime »» Bepom > & - Ropors. & Favante Ropans
Access Mananement Reports Last Login Date 12432012 0000052

* Usar Aclivity - Reporl v iy - Dt Reporl
[l User Acthty - Report and ey - Summary Report
* Uger Aclivily - ReportBiogary Summary FYT 081112 . (PUBLIC)

== Rorer. Qof [2>

3. Inthe Report Summary list box on the left, select the Account Management Summary Report,
and then click the Edit Report button. The Edit Criteria form appears.
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»» BEoods »> Atcass »> ACCASS [ Favorite Regorts
Falit Criteia

Last Logn Date 12132042 DEARS?

Report Name
Rase Hepart
F«m MAnsqeaent. Susmary Bapore
o

Flekds || Report Content

= Formac =i w Format

. Favorite | sn.«-
Cliect Nase il
|rdemeiine Type |

= Rgquired Fisid

4. Define the content of your report by selecting criteria elements from the Fields list box, as
described below: Select the Format criterion to change the format of your report.

+ If you do not specify a format, the report is displayed in PDF (Acrobat Reader 9.0 required),
the CitiDirect-defined default format for reports. The other available report formats are
Comma Separated Values (CSV), Microsoft Excel (XLS) and DHTML

Note: The DHTML output format is only available for CitiDirect reports that contain drilldown
links. Select the Share criterion to allow other users at your organization to run or view this
report. The Details dialogue box appears:
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Details Dialog

Designated Owner

H|

The CitiDirect-defined designation is Private and the Designated Owner field displays the name of
the signed-on user (typically your name).

To make the report public, select the Public checkbox. If you want to make another user the owner
of the report, select that user’'s name from the Designated Owner field.

Notes:
Only the designated owner can modify or delete the report.

Once changes are saved, you will lose ownership rights to the report if you have designated
someone else the owner. Only the newly designated owner may entitle you to resume ownership
of the report.

+ Select the Favorite criterion to add the report to your Favorite Report list in the Report
Assistant.

« After the report is saved, you can press ALT+R on your keyboard to navigate directly to the
Report Assistant from anywhere in CitiDirect. For more information on using the Report
Assistant, refer to the Reports and Inquiry guide, available in the Learning Center at
www.citidirect.com.

+ Select the Identifier Type criterion to identify the type of account.

Options are Account, Account via Base Number, Base Number, GFCID, Smart Account Group,
and WorldLink ID.

5. After you have selected your report criteria, proceed with one of the following steps: Click the
Run button to run the report.

The report is run and its name appears on the Report Summary list and on the View Reports
tab with the notation Unsaved before the report name. The status of the report changes from
Waiting to Running to Available.

When the status is Available, click the View Report button. The report appears in a separate
browser window.
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+ Click the Save button to save the current report. The Save/Save As dialogue box appears.

SavelSave As

* Report Hame

* Redjuired Field

Enter a Report Name and click the OK button. The new report name is added to the Report
Summary list.

» Click the Save and Run button to save and immediately run the report.
The Save/Save As dialogue box appears.
After you enter a Report Name and click the OK button, as described above, the report is run.
The report name is added to the Report Summary list and the View Reports tab. After a brief
period, its status changes from Waiting to Running to Available. When the status is Available,
you can view the report.

+ Click the Print button to print the report criteria. The criteria listed in the Report Content list
box is printed, not the actual report.

+ Click the Schedule button to schedule the report to run at specific times.
This allows you access to Automated File and Report Delivery (AFRD). For more information
on AFRD, refer to the Automated File/Report Delivery guides in the Learning Center at
www.citidirect.com.

+ Click the Return to Summary button to return to the Access Management Reports.
If you have selected criteria, you will be prompted to save the report.

Sample Account Management Summary Report

Report content varies based on the criteria you have selected.

TN CitiDirect® Online Banking
citi

Account Management Summary Report

Client Name: Ul UPGRADE DEMO 2

Additions

Identifier Type Number Name Country of Currency Date Available  Time Available  Associated With
Domicile

Account uUs usD 06/2712012 15:05:14 CashPI

Account us usD 0672712012 150514 Payments

Account us usD 0672712012 15:05.14 CashPI

Account us usD 0672712012 150514 Payments

This report is able to show linked account data dating back 18 months. Data before this date are unavailable for viewing

Below is a listing of the information contained in this report:
1. Account Name

2. Currency

3. Account Number
4. Date Available
5

Associated With (what Identifier Type management structure the account is associated with.
For example, Payments or Liquidity PI)

6. Country of Domicile 182
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Access Profile Detail Report

The Access Profile Detail Report is a fast, efficient way to review all access profile information.
This is an excellent tool for flow control and user access maintenance. For example, if you have
modified a flow, you can use this report to ensure you have access profiles that will enable the
process to be performed, as defined by the new flow.

Run the Access Profile Detail Report by following the steps below:

1. Onthe CitiDirect menu under Reports, click the Access Management Reports.

. Tools & Preference

Payment Reports
Caslk Balances Repors
Casl Statements Regorts

Cast Transaction Initiation
Repcrs
Bank Statements - US
Repcrts

| ool s
Automated File and Report
Delivery Reports
Repcrt Customizer

Audit

AuditReports

Accesa Management

2. The Access Management Reports form appears.
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Moms =+ Bioorfs == AccessManagement »= Access Mansgement Repots
Access Manayement Reports

% Feovarite Repart
Last Login Date 12122012 08:00:52

* User Profe and Enttisments Repen
* &ML Liser ALl Rrport
= AWML User by Cherd Reprd
* Legen Actty Rapert
= Liswr Ackity - Repord ard gy - Deind Ripord
= w User Actaity - Repon and Inguiry - Summary Repor
* Liger Acthdty - Repordinoury -Summary PVT 081113 - (FUBLIC)

<& Row: Biof e

3. Inthe Report Summary list box on the left, select the Access Profile Detail Report, and then
click the Edit Report button. The Edit Criteria form appears.

Homg »» Reptls == Atcess =r Acteus | Fanunte Report
Elt Critaria Last Login Date 121310012 Di00:52
Foport Nansy
Base Report
[azeess Protile Parail Reporc

= Formak &« Formal
= fhara * Mgk (POF)
c;‘im;ie- B s
. Hae oy,
Suasus - Privale
= Faworte
* No
Hosat
* Kgured Fiekd

Schedule
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4. Define the content of your report by selecting criteria elements from the Fields list box, as
described below. Select the Format criterion to change the format of your report.

+ If you do not specify a format, the report is displayed in PDF (Acrobat Reader 9.0 required),
the CitiDirect-defined default format for reports. The other available report formats are
Comma Separated Values (CSV), Microsoft Excel (XLS), and DHTML

Note: The DHTML output format is only available for CitiDirect reports that contain drilldown links.

+ Select the Share criterion to allow other users at your organization to run or view this report.
The Details dialogue box appears:

Details Dialog,

¥ Private

Designated Owner

hdl

The CitiDirect-defined designation is Private and the Designated Owner field displays the name of
the signed-on user (typically your name).

To make the report public, select the Public checkbox. If you want to make another user the owner
of the report, select that user’'s name from the Designated Owner field.

Notes:
Only the designated owner can modify or delete the report.

Once changes are saved, you will lose ownership rights to the report if you have designated
someone else the owner. Only the newly designated owner may entitle you to resume ownership
of the report.

+ Select the Favorite criterion to add the report to your Favorite Report list in the Report
Assistant. After the report is saved, you can press ALT+R on your keyboard to navigate directly
to the Report Assistant from anywhere in CitiDirect. For more information on using the Report
Assistant, refer to the Reports and Inquiry guide, available in the Learning Center at
www.citidirect.com.

+ Select the Status criterion to select the status of the access profile, which can be either
Authorization Rrequired or Processed.

5. After you have selected your report criteria, proceed with one of the following steps:

+ Click the Run button to run the report.
The report is run and its name appears on the Report Summary list and on the View
Reports tab with the notation Unsaved before the report name. The status of the report

changes from Waiting to Running to Available.
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When the status is Available, click the View Report button. The report appears in a separate
browser window.

- Click the Save button to save the current report. The Save/Save As dialogue box appears.

SavelSave As

= Heport Hame

* Required Field

Enter a Report Name and click the OK button. The new report name is added to the Report
Summary list.

» Click the Save and Run button to save and immediately run the report.

+ The Save/Save As dialogue box appears. After you enter a Report Name and click the OK
button, as described above, the report is run.

The report name is added to the Report Summary list and the View Reports tab. After a brief
period, its status changes from Waiting to Running to Available. When the status is Available,
you can view the report.

+ Click the Print button to print the report criteria. The criteria listed in the Report Content list
box is printed, not the actual report.

+ Click the Schedule button to schedule the report to run at specific times. This allows you access
to Automated File and Report Delivery (AFRD). For more information on AFRD, refer to the
Automated File/Report Delivery guides in the Learning Center at www.citidirect.com.

+ Click the Return to Summary button to return to the Access Management Reports form.

If you have selected criteria, you will be prompted to save the report.

Note: If you are editing a report that you have created and saved, the report name appears in the
Report Name field in the Save/Save As dialogue box. If you do not want to overwrite the original
report, enter a new name for this report.

Sample Access Profile Detail Report
Report content varies based on the criteria you have selected. This report provides you with:

+ A list of your access profiles.
» The detailed criteria within each access profile.
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citi

Access Profile Detail Report

CitiDirect® Online Banking

Access Proflie Nams
Status
Acciess Profile Dtail

Access Profike Name
Access Profike Detadl

MOBILE USER MANAGEMENT

Mobie User Management
Liser Profie

Report Date 011150013 18:11:18 (EST)

Unsaved Access Profie Detad Repon

Logon Activity Report

The Logon Activity Report provides Security Managers with a monitoring tool for user logon
activity. All logon attempts are captured at the web server and logged. This report gives you a

view into this activity relevant to your CitiDirect users.

Data will be captured for up to 50 sessions per day per user credential, for the past nine months.
No more than 25 attempts can be counted per user per session. A “*" appears if the count is 26 or

more.

Run the Logon Activity Report by following the steps below.

1. Onthe CitiDirect menu under Reports, click Access Management Reports as shown below.
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. Tools & Preference

Payment Reports
Cast Balances Reports
Casl Statements Regports
Cast Transacticn Initiation
Repcrts
Bank Statements - US
Repcrts

| oS
Automated File and Report
Delivery Reports
Repcort Custamizer

Audit
AuditReports

Access Management

Access Management

Repcoris

2. The Access Management Reports form appears.

fome = Renods == 4 a0 AENs Reporls
Access Managesent Repors

* Atoss Profis Sutmary Repert
+ Areess Profie Detal Fieport
* e Frofle and Brttienments Repor

* AML User Audt Report.
= ML Usser try Chand Report
* LoamnActvty Réport
= Ll Aty - Fiepont a0 gy - Summarny Repod
* Lisar Aciviy - Reportsinoury -Summary PYT 081112 - (PUBLIC)

[k Fevomte Reports
Last Login Date 12122012 (6:00:52

=< Rgrwr. 0 0f O
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3. Inthe Report Summary list box on the left, select the Logon Activity Report, and then click
the Edit Report button. The Edit Criteria form appears.

Home > Bepam > 2 ACOSE Rupors [ Favarit Rupans
£ Criteris Last Login Date 121132012 08:00:52
Heport Haima
Base Repord
Logun hetivity Bapost
Helds. L
= e == Date R
s A ikl
~ Dace Ranpe i
Betion Ao (FOF)
(Vau: Hams B wShara
Clisnt Hase Pl
Lsgen SEasue El w Faverte
Mo
= Toegarea ek o g u
SENCAe g ary

Note: If you do not click the Edit Report button before running the report, the CitiDirect

predefined report is run. You will receive information regarding all actions taken by all users. Use
the Edit Report feature to filter the data.

4. Define the content of your report by selecting criteria elements from the Fields list box, as
described below.

+ Select the Format criterion to change the format of your report.
If you do not specify a format, the report is displayed in PDF (Acrobat Reader 9.0 required),
the CitiDirect-defined default format for reports. The other available report formats are
Comma Separated Values (CSV), Microsoft Excel (XLS), and DHTML

Note: The DHTML output format is only available for CitiDirect reports that contain drilldown links.

+ Select the Share criterion to allow other users at your organization to run or view this report.
The Details dialogue box appears:
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Details Dialog

[v! Private

Designated Owner

M|

The CitiDirect-defined designation is Private and the Designated Owner field displays the name of
the signed-on user (typically your name).

To make the report public, select the Public checkbox. If you want to make another user the owner
of the report, select that user’'s name from the Designated Owner field.

Notes:
Only the designated owner can modify or delete the report.

Once changes are saved, you will lose ownership rights to the report if you have designated
someone else the owner. Only the newly designated owner may entitle you to resume ownership
of the report.

+ Select the Favorite criterion to add the report to your Favorite Report list in the Report
Assistant. After the report is saved, you can press ALT+R on your keyboard to navigate directly
to the Report Assistant from anywhere in CitiDirect. For more information on using the Report
Assistant, refer to the Reports and Inquiry guide, available in the Learning Center at
www.citidirect.com.

+ Select the Date Range criterion to enter the time period you want the report to cover. The date
range must fall within the last nine months.

» Select the Time Range criterion to enter the range of time the event was performed.

+ Select the User Name criterion to select a particular user, usually by First or Last Name, User
ID, SafeWord card.

+ Select the Logon Status to select the status of the last logon attempt, either Successful or
Unsuccessful.

5. After you have selected your report criteria, proceed with one of the following steps:

» Click the Run button to run the report.
The report is run and its name appears on the Report Summary list and on the View
Reports tab with the notation Unsaved before the report name. The status of the report
changes from Waiting to Running to Available.
When the status is Available, click the View Report button. The report appears in a separate
browser window.

- Click the Save button to save the current report. The Save/Save As dialogue box appears.
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SavelSave As
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* Required Field

Enter a Report Name and click the OK button. The new report name is added to the Report
Summary list.

+ Click the Save and Run button to save and immediately run the report.

The Save/Save As dialogue box appears. After you enter a Report Name and click the OK
button, as described above, the report is run.

The report name is added to the Report Summary list and the View Reports tab. After a brief
period, its status changes from Waiting to Running to Available. When the status is Available,
you can view the report.

+ Click the Print button to print the report criteria. The criteria listed in the Report Content list
box is printed, not the actual report.

» Click the Schedule button to schedule the report to run at specific times. This allows you access
to Automated File and Report Delivery (AFRD). For more information on AFRD, refer to the
Automated File/Report Delivery guides in the Learning Center at www.citidirect.com.

+ Click the Return to Summary button to return to the Access Management Reports. If you have
selected criteria, you will be prompted to save the report.

Sample Logon Activity Report

Report content varies based on the criteria you have selected.

ff\ . CitiDirect® Online Banking
Logon Activity Report
Client Name Ul UPGRADE DEMO 2
Logon ID User Name First Logen Date/Time Last Logon Date/Time #of Status of Logon
Attempts
TR USER1 07/02/2012 13:68:47 07/02/2012 13.58:47 1 SUCCESSFUL
- btk 08/14/2012 14:25:15 08/14/2012 14:25:15 1 SUCCESSFUL

Below is an alphabetic listing of the information contained in this report:
1. Client Name

Number of Attempts

First Logon Date/Time

Status of Logon

Logon Date/Time

User Name

N oo ouor woN

Logon ID
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User Profile and Entitlements Report

The User Profile and Entitlements Report is a powerful report that enables you to access both

user profiles and entitlements information in one report. This report can be very useful for audit
purposes and troubleshooting. For example, the report can be structured, based on the input
criteria you select, to display all users with a specific access profile, all users in a particular country,
SafeWord card users only and which users are set to expire on CitiDirect. Additionally, the report
provides a hyperlink to drill down from the access profile name to the access profile detail report.

Run the User Profile and Entitlements Report by following the steps below:

1. Onthe CitiDirect menu under Reports, click Access Management Reports as shown below.

© Tools & Preference

Payment Reports
Cast Balances Reports
Caslk Statements Reports
Cast Transacticn Initiation
Repcrts
Bank Statements - US
Repcris

| ol S

Automated File and Report
Delivery Reports
Repcrt Customizer

Audit
AuditReports

Accesa Management

2. The Access Management Reports form appears.
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== Ripofy = = ACTELS Ripons | Favarite Rupans
Access Management REports Last Login Date 12132012 00:00:52

1 N Heqorts
DateTire [Repart Harme,

* W Aty - Fepart s Koy - et Regxort
5w User Aoty - Freport and inguiry - Summary Repet
= Urer Actidly - ReportEiguiry - Susmary PYTO081112 - (PUBLIC)

wx Rorer. 0ol 02>

3. Inthe Report Summary list box on the left, select the User Profile and Entitlements Report,
and then click the Edit Report button. The Edit Criteria form appears.

»» Reposty »» A »r bocess Ik Fanonte Report
Ed Critoria Last Login Date 1201 32012 DE:00:52

Ruport Namee

|
Basze Report

[#ser Profile and Enviciemsncs Depors

=
Fs |
= Eavman B3 = Farmd
- Ehare = Aekokn (POFY
= Favorice

Clisnt Hams g o
Maws Nase i

Mecess Protile Hase i
Craduntial Trps

Coumery Code

Lllow kecass = Wrpivation Dats
Enaniad

* Recuired Field

Note: If you do not click the Edit Report button before running the report, the CitiDirect
predefined report is run. You will receive information regarding all actions taken by all users.
Use the edit report feature to filter the data.
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4. Define the content of your report by selecting criteria elements from the Fields list box, as
described below.

» Select the Format criterion to change the format of your report.

If you do not specify a format, the report is displayed in PDF (Acrobat Reader 9.0 required), the
CitiDirect-defined default format for reports. The other available report formats are Comma
Separated Values (CSV), Microsoft Excel (XLS) and DHTML

Note: The DHTML output format is only available for CitiDirect reports that contain drilldown links.

+ Select the Share criterion to allow other users at your organization to run or view this
report. The Details dialogue box appears:

Details Dialog,

[v Private

Designated Owner

H|

The CitiDirect-defined designation is Private and the Designated Owner field displays the name of
the signed-on user (typically your name).

To make the report public, select the Public checkbox. If you want to make another user the owner
of the report, select that user's name from the Designated Owner field.

Notes:
Only the designated owner can modify or delete the report.

Once changes are saved, you will lose ownership rights to the report if you have designated
someone else the owner. Only the newly designated owner may entitle you to resume ownership
of the report.

+ Select the Favorite criterion to add the report to your Favorite Report list in the Report
Assistant. After the report is saved, you can press ALT+R on your keyboard to navigate directly
to the Report Assistant from anywhere in CitiDirect. For more information on using the Report
Assistant, refer to the Reports and Inquiry guide, available in the Learning Center at
www.citidirect.com.

+ Select the User Name criterion to search for and select a particular user by First or Last Name,
User ID, SafeWord ID or Secured Password ID.

+ Select the Access Profile Name criterion to search for and select a particular access profile by
name.

+ Select the Credential Type criterion to select the type of security credential.

» Options are SafeWord ID Only or Secured Password Only. If nothing is selected, the Citibank-
defined value is All.
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+ Select the Country Code criterion to select the ISO country code that represents the country
for which you want to see data.

+ Select the Allow Access - Expiration Date criterion to select a date, or date range, on which the
user profiles are active on CitiDirect.

+ This field corresponds to the Allow User Access to Days field on the User Profile Detail form and
can be used to determine when users are set to expire on CitiDirect.

+ Select the Enabled criterion to select the current status of the users to include in the report data.

5. After you have selected your report criteria, proceed with one of the following steps:

+ Click the Run button to run the report.
The report is run and its name appears on the Report Summary list and on the View
Reports tab with the notation Unsaved before the report name. The status of the report
changes from Waiting to Running to Available.
When the status is Available, click the View Report button. The report appears in a separate
browser window.

+ Click the Save button to save the current report. The Save/Save As dialogue box appears.

SavelSave As

* Heport Hame

* Reqguired Field

Enter a Report Name and click the OK button. The new report name is added to the Report
Summary list.

+ Click the Save and Run button to save and immediately run the report.

The Save/Save As dialogue box appears. After you enter a Report Name and click the OK
button, as described above, the report is run.

The report name is added to the Report Summary list and the View Reports tab. After a brief
period, its status changes from Waiting to Running to Available. When the status is Available,
you can view the report.

+ Click the Print button to print the report criteria. The criteria listed in the Report Content list
box is printed, not the actual report.

+ Click the Schedule button to schedule the report to run at specific times. This allows you access
to Automated File and Report Delivery (AFRD). For more information on AFRD, refer to the
Automated File/Report Delivery guides in the Learning Center at www.citidirect.com.

+ Click the Return to Summary button to return to the Access Management Reports. If you have
selected criteria, you will be prompted to save the report.

Sample User Profile and Entitlements Report

Report content varies based on the criteria you have selected.
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cﬂ-i. CitiDirect® Online Banking
User Profile and Entitlements Report
Client Mame Ul UPGRADE DEMO 2
Fiest Name USER Widdhe Name.

Last Name ONE InRials.
Enaied Y Sureet Address
‘BuildingFiear Room iy
StateProvinesTwntery 3 Zip Code
Telaphos Cousiry Code
Time Zone EsT Employee IO
Uner Account Type E-Muil Addrens.
Allow User Access Ta Days VIR 0 1004 Days of the Wesk. Sanday Morday Tussdey. Wednesdey
Thursday. Fridey, Sohueday

Allow User Access To Time 00:00:00 o 23 5655

Ties Crocamial D
‘Senued Password I

L]
Azsigned Access Profiss Client Name

U UPGRADE DEMO 2

DELIVERY
CASH REPORY CUSTOMJIER U UPGRADE DEMO
IBQLEN AND BREORTS U UPGRADE DEMO 2
Total Number of Users. 1

Below is an alphabetical listing of the information contained in this report:

1.

Allow User Access Days

. User Account Type (Same Day Reconcilement clients — the values are either Omnibus

2. Employee ID
3. Allow User Access Time
4. Enabled
5. Assigned Access Profiles
6. First Name
7. Building/Floor/Room
8. Initials
9. City
10. Last Name
1. Client Name
12. Middle Name
13. Country Code
14. State/Province/Territory
15. Credential ID
16. Street Address
17.  Credential Type
18. Telephone
19. Days of the Week
20. Time Zone
21. E-mail Address
22. Total Number of Users
23
Account or Sub Account.)
24. Zip Code
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Security Manager Inquiries

The Inquiries and Search category on the CitiDirect menu contains service classes that represent
individual inquiries, each designed for a specific business purpose. Inquiries provide a snapshot of
information as of the current point in time.

Note: For detailed instructions on selecting report criteria and running inquiries refer to the
Reports and Inquiry guide, available in the Learning Center at www.citidirect.com, in the CitiDirect
Basics section, Basics Guides tab.

Inactive User Inquiry

CitiDirect Online Banking tracks application usage and automatically generates a report listing
users who have not signed onto the application for a period of at least 60 calendar days prior to
the last activity date. As a Security Manager, you should run this inquiry periodically to determine
if a user profile should be disabled or deactivated.

Specify search criteria and submit an Inactive User Inquiry by following the steps below:

1. Onthe CitiDirect menu under Inquiries & Searches, click Inactive User Inquiry as shown below.

Inquiries & Searches [REEEE:TH]

Access Management

Client Linkage Inguiry

Bank Search Inguiry
Cash Statement
Balance Summary Inquiry

Account Statement Inguiry
Transaction Summary [nguiry,
Transaction Detail Advice
Ingquiry

Incremental Account
Statement Inquiry

File Services
Impaort File Inguiry
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2. The Inactive User Inquiry form appears.

> |Gnuiis & SeAnes *> ACCHSs EnagEman == Inactie User inquir G Favarti Ripans
Inacttve User nouiry Last Login Date 12432012 08-00:52
+» Last Acthvity Date

[ Uisers that hava rever accassad CRIDinact

First Name
e o

Last
|amares wazn j |

ﬁ || ﬂ | = Al lowrst one rogend fiekd

3. Enter search criteria to find the information you need by completing one or more of the
fields below.

+ In the Last Activity Date field, enter a date for which you want to track the last activity in
CitiDirect.

+ Select the Users that have never accessed CitiDirect checkbox to include the names of all
established CitiDirect users in your organization who have never signed onto CitiDirect.

» To view activity associated with a specific user, enter the name of the user in the First
Name and Last Name fields.

4. Click the Submit button. All inactive users who match your search criteria appear on the
Summary tab.
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5. Select one or more rows and proceed with one of the following:

» Click the Update Screen button to update the summary list with the most recent

information.

+ Click the Print button to print a summary list of the selected records, including column

headings.

» Click the Split View button to split the form and see the Criteria and Summary tabs on one

screen.

Security Manager Support Functions

This section provides detailed instructions for support functions that you are typically required to

perform as a Security Manager.

SafeWord™ Platinum Card Distribution

Depending on your region and organizational practice, you may be responsible for distributing
SafeWord Platinum cards to the CitiDirect Online Banking users in your organization.

If you distribute SafeWord cards to your users, factors that can affect activation of a new card are
how quickly the second Security Manager can authorize the user profile and how quickly you can

distribute the new SafeWord card to the user.
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If Citibank is distributing the SafeWord cards, please allow for mailing time. It is crucial that the
name and address information included in a user profile is complete and accurate, as the cards
are shipped from Citi directly to the addresses listed in users' profiles.

For more information about user profiles and security credentials, refer to the Creating New User
Profiles section of this guide.

Replacing SafeWord Platinum Card Security Credentials

As Security Manager, you may be required to replace malfunctioning or lost SafeWord cards. For
malfunctioning cards, advise the user to return the original SafeWord card to you via the most
secure method possible. For lost or stolen cards, immediately contact Citi.

Note: In the Asia-Pacific region, the process used by a Security Manager to replace a lost
SafeWord card is to delete the existing user profile and create a new user profile.

Replace SafeWord security credentials by following the steps below:

1. Onthe CitiDirect portal menu, click User Worklist under Self Service.

Client Administration
Service

Service Worklist

View All Senvices

Create User

User Worklist
View All Users
Create User Group
Llser group warklist
Yiew Al User Group

Create Ulser Group
Aosociation

lzer group association
worklist

View All User Group
Assaciation

2. Click on Processed to view the Processed users.
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Zelf Service » Client Administration Service » User Worklist

User(s): Processed

Client Subscription
UIUPGRADE DEMO 2 2 Products, 13 Senices

Users: (O ToAuthorize (3To Madify @) Processed & Print
Filters

Created From First Name LastNams Status

To
o/ yyyy BB [rm/dd vy BB | || | [setect ¥ [sa)

Filtered By - First Name

Processed | 1-1af1[. B Customize v
Last Name First Hame & d Comments
User User 1 Active

3. Click on the First Name of any user to load the User Detail form.

User- To Processed & Print
* Required Field

» User Details

Workfiow Status: Processad  Status: ~4-

General Information
User Alias Emplovee 1D: * First Name: * Last Mame: Widdle Name: Initials
[ | fzses | [userz | [user | |
Building/FluuiRooim " Bligel Addiess 1 Steel Addess 2 Slieel Adtiess 3 * Gountry:

[ | [ I | | |UNITED STATES ¥
* State/Province/Territory: * City Zip/Postal Code *Time Zone: * Telephone:
5E M oz | [eees | |pastern Tive (s acdv] [1234587390 |
* Email: User Manager.
useréciti.com | | &3
CitiDirect Information

* DR User Account Type: UserID:

[omnibus Account User

*User Allow Access To Days * User Allow Access To Time: * CitiDirect Time Zone:
|11/29f‘2012 ‘ [ bJ./zs/zozs ‘ 5} |oo:oo:oom‘ ot ‘23:59:59 PM‘ jol ieastarn Tine (us&c#ﬂ

Days of Week
SUNDAY

Cummy

Delete User in Citibirect
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4. Inthe Credentials list box, select the SafeWord ID credential line and then click the Delete
button.

5. Click the New button to create the new SafeWord credential. The Credentials Details dialogue
box appears.

|credentials Details =

* Credential Type:

*Credential 1D-

BVl
D =

6. Select a SafeWord ID from the Credential Type dropdown list.
7. Proceed with one of the following steps:

 If your organization distributes SafeWord security credentials, enter the SafeWord card
number (found on the back of the card) into the Credentials ID field.

- If Citi distributes SafeWord security credentials, you can complete this field once the user
receives the new card from Citi and notifies you.

8. Click the Save button to save the new SafeWord credential information, and then click the
Close button to close the dialogue box.

9. Click the Submit button to save the profile and enter it into the authorization queue. A
Warning message appears.

Note: As described in the “Client ID and Initial Sign On/Modified Security Credentials” section
of this guide, each new user is required to enter the Client ID at their first sign-on to CitiDirect
or after any modification to their security credentials takes place (e.qg., a new SafeWord card is
assigned to the profile).

+ This dialogue box offers you the opportunity to print your company's Client ID information to
send to the user. The Client ID information can also be identified in the following ways:

» By placing the cursor over the company name field when working in any CitiDirect form.

+ By looking inside the PIN mailer of your security credentials.

Note: Asia/Pacific security managers can obtain Client ID information from the CitiDirect
Implementation Manager.

10. Click the Yes button to print the information for the new user or click the No button to
continue without printing.

Note: You must instruct the user to delete his or her Sign-on Name and sign onto CitiDirect as a
new user by entering the replacement card number in the appropriate fields when he or she signs
onto CitiDirect using the new card for the first time. The new Credential ID is the new Sign-on ID
the user is required to enter when they sign onto CitiDirect.
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The initial secure password is eight alphanumeric characters with the following pattern:

+ The first and fifth characters are uppercase letters.
» The third and seventh characters of the password are lowercase letters.
» The second, forth, sixth and eighth characters of the password are numbers.

For example, if the password generated was A1j2C3I14, the second character will be a 1 (one), and
the seventh character will be a lowercase L.

Secured Password Rules

Upon sign-on to CitiDirect Online Banking, the user will be prompted to change their initial
password. Secured passwords: Must not be the same as the User ID.

» Must be a minimum of six characters, and consist of mixed alphabetic and numeric characters.
» Must not consist of all numbers, all special characters or all alphabetic characters.

+ Must not contain leading or trailing blanks.

+ Must not contain more than two consecutive identical characters.

+ Must be changed at least every 30 days.

Risk-Based Authentication and Secure Passwords

Citi has risk-based authentication for Secure Password users. Risk-based authentication provides
a secondary layer of security that further validates a user’s identity during the sign-on process.
This second layer of authentication is only applied when an end user changes a usage behavior.

After a sufficient user sign-on history is established, Secure Password users are presented with a
series of questions. The user is required to provide private answers to five questions. Should there
be a change in sign-on behavior, the end user might be challenged to provide an answer to three
randomly chosen questions.

For example, a Secure Password user who commonly signs onto CitiDirect Online Banking from the
same computer every day might be challenged with one, two, or three random challenge questions
(depending on risk level) when signing on from a different computer or geographical location.

Examples of the questions on the Challenge/Response input screen are provided below (all
guestions are not shown).
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CitiDirect” Online Banking
Please answer at least 3 questions and click on Submit. The answers you supply will be used to ascertain your identity in case CitiDirect notices
any abnormal logon activity.

E

QID  Challenge Question ‘Response
1 In wehat city were you bom?
2 In what city was your spouse born?
3 What high school did you atiend?
4 What is the street name where you lived when vou were 10 years old?
o What is the first name of your spouse's mother?
B Whatis the name of your elementary school?
7 Whatis the first name of your arandmather érour mother's mathen?
g What is the first name of your grandrmother évour father's mother)?
g What is the first name of your grandfather (vour father's father 7
10 What is the first name of your grandfather (yaur mother's fathen?
i What is your spouse's midd e name?
12 Whatwas the first fareign country you visited?
13 What is the first narme of your oldest child?
14 Whatis the first name of your youngest child?
15 Which sports team did you like most as 3 child?
16 What is the first name of the oldest of your siblings?
1 What is the first name of the youngest ofyaur siklings?
18 Howe old was your father when you were barn?
19 What is the first name of your hest childhood friend?
20 Whatis the first name of your spouse’s father?
21 Whatwag your favarite college vear?
22 What is your favarite fictional character?
23 Who is your favorite person from history?
24 In what city was your motherbom?
25 In what city was your father karn?

Answers/Locked IDs

The end user must respond to the questions as answered on the initial input form to complete
the sign-on/authentication process. If a response is incorrect, the user is prompted with another

guestion (from the questions set up earlier).

After six incorrect/failed answer attempts to the questions, the user is prevented from completing
their sign-on to CitiDirect. The user must call CitiDirect Support to have the User ID unlocked in

the system.
Notes:

This secondary authentication method will only affect Secure Password users (User ID and
Password only). Users who have been provided a SafeWord card will not be affected.

Citi recommends that end users have a single method of authentication (SafeWord or
Secure Password). Users with both SafeWord and Secure Password should be converted
to SafeWord only.

Changing a User's Security Credential Type

You can change a user’s security credential type based on the needs of his or her job and
your organization’s business rules and information security policies. For example, a user may
move from a job requiring view-only functions to a job requiring that he or she create or
authorize transactions.

Change a user's security credential type by following the steps below:
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1. Onthe CitiDirect portal menu, click User Worklist under Self Service.

Client Administration
Senvice

Serice Worklist
View All Senvices
Create User

Liser Worklist

View All Users

Create User Group
Llser group worklist
Yiew Al User Group

Create Ulser Group
Acsociation

lzer group association
worklist

View All User Group
Assaciation

2. Click on Processed to view the Processed users.

Zelf Service » Client Administration Service » User Worklist

User(s): Processed

Client Subscription
UILUPGRADE DEMO 2 2 Products, 13 Semvices

Users: (O ToAutherize (O To Modify @ Processed

Filters
Created From To First Name LastNams Status
o /dd yyyy B8] [omrdd vy BB | | ]

| foee [ 52D (S

Filtered By - First Name

Processed | 1-1001[ )

& Print

& customize v

Last Name First Name &
User User1

Status
Active

‘..

3. Click on the First Name of any user to load the User Detail form.
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User- To Processed b Print
* Required Fisld

» User Details
Workflow Status: Processsd  Status:

General Information

User Alias Emploves 1D * First Name: * Last Name: Widdle Name: Initials
[e 05 | frzses | [userz | [user | | Cl
BUNTING/FIoarRocm * SUreEtAdress 10 Sireet AUrEss 20 Strest Adaress 3 ¢ Country:
[ | [ [ | | |unrTeD STATES ¥
* State/Province/Territory: * City Zip/Postal Code *Time Zone: * Telephone:
o ¥ Pz | [z | [Fastern Tive (usacav [1234567390 |
* Email: User Manager.
[useraciti.con | | 63
CitiDirect Information
*SDR User Account Type. User D

[omnibus Account vser [¥] | |

* User Allow Access To Days * User Allow Access To Time: * CitiDirect Time Zone:
|11/29/2012 ‘ [ ;1_1,/29/2025 ‘ 115} |no:oo:nnm ‘ O ‘23:59:59 M ‘ jol isastern Time (US&C#“_’l

Days of Week

SUNDAY
MONDAY
TUESDAY
WEDNESDAY

S

Dummy

=3 7 Delete User in Citibirect

In this example, the user has an existing SafeWord ID, and you are adding a Secured Password ID.

Note: If the user no longer requires Secured Password access to CitiDirect, click the Secured

Password security credential line and click the Delete button to remove the credential from the
profile.

1. In the Credentials list box, click the New button.

2. Select Secured Password ID from the Credential Type dropdown list.

Credentials Details 4 x

* Credential Type:

Secured Password ID |%

Credential ID-

—— |
[ save J Concel ]
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3. Proceed with one of the following steps:

- |If your organization distributes Secured Password security credentials, enter the Secured
Password into the Credentials ID field.

- |If Citi distributes Secured Password security credentials, leave the Credentials ID field
blank.
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