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Getting Started

Follow the link in the email from Citi Account Services to get started with CitiDirect Digital
Onboarding.

Citi Account Services Email

Dear John Doe,

We have received a request to add yow to an onboarding activity which is already in progress.
According to our records, your CitiDirect User ID or entilement(s) is pending authorization from
your Security Manager. Once authorized, please@lo complete your onboarding request
and upload the necessary documentation, using User |- jodo1234

If you are new to CitiDirect, you should have received 2 emails, one with the abave CitiDirect
User ID and another with a lemporary password. Please follow the instructions in these emails to
complete your legin e CiiDirect before clicking the link above.

To find your Onboarding request please follow the below instructions:
» Login to CitiDirect using your User ID
= Select Multi Factor login methed, then enter your password and challenge response

«  Select the Account Management link under the Self Serdice Menu o begin

If you wan! to familiarize yourself with the Onbearding pertal, please walch@]

IT you are a new user, please follow our guidefhare for detalled Instructions on how to log into
Citilirect for the first time.

‘We appreciate your business and welcome any feedback thal would help us to improve your
onboarding experience. In addition, should you require further assistance with accessing or using
CitiDirect Digital Onboarding, please contact me directhy.

For an optimal experience we suggest you use Google Chrome when accessing CitiDirect
[igital Onboarding

Best Regards, Use your current logon credentials if you're
an existing CitiDirect user.

John Smith
Citi Account Services If you're new to CitiDirect, you'll receive two
Email: john.smith@cifi. com separate emails with your login credentials.

If you already have a CitiDirect user ID

Your company's CitiDirect Security Manager will need to approve your additional entitlement via
the Security Management module.

Once done, follow the link in the email you receive from Citi Account Services to upload required
documents and complete your new account setup.

For instructions on how to login to CitiDirect with CitiDirect Mobile Token, please see page 7. If you
are logging in with MobilePass or a physical token, please refer to page 8

If you are a new CitiDirect user

You will receive two emails. The first will provide your login ID, and the second will include a
temporary password required to access your account.

You will receive a third email from Citi Account Services containing a link for you to upload
required documents and complete your new account setup.

The following pages will cover logging into CitiDirect for the first time.

Screenshots are for illustrative purposes only.
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New CitiDirect Users

Follow the login steps outlined in the next few pages.

New CitiDirect User

1.

If you are new to CitiDirect, you will receive two emails. The first will provide your login ID
and the second will include a temporary password.

Treasury & Trade Solutions

Welcome to CitiDirect BE®

|Here's your User |D: <<abcd1234>> |

Client Definition: <<Client definition Name>>
Your User ID is needed to log in to GitiDirect BE®.

If you have a question, please consult your Security Manager or contact a Citi Representative

Best Regards,
The CitiDirect BE® Team

This is an automated email. Please do not reply

Treasury and Trade Selutions

© 2021 Cifigroup Inc. All rights reserved. Giti and Arc Design is a registered senvice mark of Gitigroup Inc.
Citi 388 Greanwich Street, New York, NY 10013

Treasury & Trade Solutions

Welcome to CitiDirect BE®

Here’s ynur| Temporary Password:<<Password>>|

Client Definition: <<Client Definition Name>>

User ID: <<User ID>>

Please note: Your temporary password is only valid for 30 days.

If you have a question, please consult your Secunty Manager or contact a Cifi Representative.

Best Regards,
The CitiDirect BE® Team

This is an automated email. Please do nof reply

Treasury and Trade Selutions

© 2021 Citigroup Inc. Al rights reserved. Giti and Arc Design is a registered Service: mark of Gitigroup Inc.
Citi 388 Greenwich Streat. New York, NY 10013
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2. Go to CitiDirect and enter your username and temporary password. You will be promoted to
change your password and set up CitiDirect security questions.

citi

Welcome to CitiDirect”

| & eanzaq o

=
3] Login

s

@ o0 i Biomririci o

¥ youn mobiie

Please note: Our temporary password is only valid for 30 days. If your password has

expired, please contact your Citi Representative or Security Manger to re-issue a new
temporary password.

New CitiDirect User Multi Factor Authentication Process

3. Next, you will be promoted to set up your multi factor authentication credential. To begin,

please confirm your identity by providing the missing 4 digits of your contact number.

Please enter the missing 4 digits of your contact number

Contact Number

L

(000) 000-6995

SUBMIT

HELP (?)

Screenshots are for illustrative purposes only.



CitiDirect Digital Onboarding Login Set Up | New CitiDirect Users

Cl

4.

Please choose your credential type — mobile token, which can be installed on a mobile device,
or physical token, which will be mailed to you. This credential will be required each time you
log into CitiDirect.

Credential Registration

For full functionality, please select an additional login credential

(=) choose a Login Method ) verif - @]
Mobile Token
Maobile Taken options include the use of your phone with @ mobile-based security App or
for sending a One-Time-Code via SMS/text or voice message. Further setup

instructions will be sent via email,

Physical Token

el ) .
& :::= A Physical Token is  separate hardware device,
e
We will send the device to you in the mail. (Delivery takes 3 - 5 business days).

MobilePass is the recommended credential as it can be set up quickly. Physical Token

delivery can take 3 - 5 days or may be otherwise restricted. Additionally, some
countries will charge a fee for physical tokens.

If you select a Mobile Token, depending on the country where the client definition is
domiciled, you will be either directed to CitiDirect's Mobile Token or MobilePass set up.
To learn more about our mobile token experiences, please check out these resources:

1. CitiDirect Mobile Token Video

2. CitiDirect Mobile Token FAQ

3. MobilePASS FAQs

Screenshots are for illustrative purposes only.


https://www.citibank.com/tts/insights/videos/digital-channels-data/5cb80c29e893496a9bf7f0ed3d427bb5.html
https://www.citibank.com/tts/docs/Get_Started_With_Mobile_Token_FAQ.pdf
https://www.citibank.com/tts/email/2016/102967_MobilePASS/MobilePASSfaqs.pdf
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5a. If you select mobile token, please confirm your mobile phone number and select user role.
If required, please select the edit icon to make amendments.

You will receive an email with instructions for setting up CitiDirect Mobile Token or Mobile
Pass depending on the country where the client definition is domiciled. The following pages
include set up instructions.

i) ehesss 3 Legin Methad (7] varity Santact Batails & Srodential eptian

'We will send an activation code to the mobile number below: please verify that it is correct.

Contact Detail
Mobile Number = 97649993743

Employee ID (Optional) @ User Role™

nrO2555 Salact -

After tha mobile number is verified, select Continue befow to uzz 3 Mabile APP solution to log inte CitiDirect,

BACK

Select your country code and enter your mobile number (please drop the
0 before your number when entering your mobile number). You will receive
an SMS text message at the number entered here.

5b. If you select physical token, please confirm your mailing address and select user role.
If required, please select the edit icon to make amendments. You should expect to receive
the token and PIN separately in 3-5 business days (some countries may take longer).

We will send your token to the address below; please verify that it is correct

Mailing Address Zeor

Address 1 388 Greenwichl
Address 2 (Optional)

City New York
State/Province/Territory NY
Postal Code 1234
Country UNITED STATES
Employee ID (Optional) @ User Role*
hr02555 Select v

ek CONTINUE

Screenshots are for illustrative purposes only. 6
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CitiDirect Mobile Token Set up

If you select mobile token and are directed to CitiDirect Mobile Token, you will receive an
activation email with instructions on how to set up your token. Instructions for activation and log
in are outlined below. Video instructions can be found here.

Treasury and Trade S

Activate your CitiDirect BE* Mobile Token Today!
Let's get started
,i Download CitiDirect BE App

Go to your App Store or Play Store and download the CitiDirect BE App.
No nead to re-downioad if you already have the app.

2 Enter your User ID te****60

This was sentin a separate email for securily reasons.

3 Scan the code below to Activate

Hold your smartphone in front of your computer 1o scan this code
or

entor this activation code
1075 6012 5525 7014

Expires in 10 days afler receipt of this email

4 Verify it's you

Enter the B-digit verification code received by SMS or Voice®

5 Create Passcode

Create a 6-digt passcode on your smartphone

Secure & Fast Login

CitiDirect Mobile Token Set Up

1. To start, download the CitiDirect BE Mobile app on your device.

N

Enter the user id. You should have received a separate email from CitiDirect with your user id.

3. Open the activation email and follow the instructions to activate with a QR Code. If you are
unable to use the QR Code, please use the activation code listed in the email.

4.  Verify your account by sending a SMS to your mobile phone. Enter the 8 digit code received
by SMS. If needed you can resend the code to yourself.

5. Finally set a passcode. Please remember this code as it will be required when you login. After
this step, you are all set to login to your account.

How to Log into CitiDirect with CitiDirect Mobile Token

Please refer to step by step illustrative instructions for CitiDirect login here or follow the
instructions outlined below.

1. Open citidirect.com on your computer, input your user ID and click “login” to login with QR Code.

2. QR code and instructions will appear on the screen. If prompted, please enter the password.

3. Open CitiDirect Mobile and select “Desktop Login" option and enter your passcode (set up
during activation)

4. Scan the QR Code displayed on your computer with the app.

5. Enter the one-time response on the computer and you will be logged in.

Screenshots are for illustrative purposes only.


https://www.citibank.com/tts/insights/videos/digital-channels-data/5cb80c29e893496a9bf7f0ed3d427bb5.html
https://www.citibank.com/tts/sa/get-started-with-mobiletoken/index.html
https://www.citidirect.com/login/
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MobilePASS Set up

New CitiDirect User Multi Factor Authentication Process — MobilePASS

1.

5.

If you select mobile token and are directed to MobilePass, you will receive an email and text
(SMS) message with instructions on how to set up MobilePASS. The email will contain the 1st
4 characters of your MobilePASS Activation code and the text message will contain the 2nd 4
characters of your MobilePASS Activation code.

Treasury and Trade Solutions

Get Started with your MobilePASS Token

Congratulations! Your CitiDirect BE® MobilePASS token has been approved. Complete the steps
below to set up MobilePASS. Your Activation Code will expire in 15 calendar days.

Please note your user identification number and the first 4 characters of your Activation Code below:

+ Login ID: =46 (Login ID was sent in a separate email for security reasons)
« First 4 characters of your MobilePASS activation code: DRfd & 1st 4 characters

The second 4 characters of your MobilePASS Acfivation Code will be sent to you via SMS. If not

received, please contact your Security Manager for retrieval from your GitiDirect BE® profile.

You will need to enter the two codes as one combined code in order to proceed with the MobilePASS
token activation.

If you already have a SafeWord Card, the full MobilePASS Activation Code can also be found on
CitiDirect BE® Upon login, select “My Settings” on the upper right-hand comner of the screen then
select “Authenfication” on the left hand side of the screen to display your MobilePASS Activation
Code.

Your CitiDirect BE

Activation Code is ****a3Gx 2nd 4 characters

Download and launch the “SafeNet MobilePASS" app on your smartphone.

Follow instructions in the email to enter your enrollment string, User Id, and User Password
(your password is the MobilePASS activation code from the email + text message).

Choose a 4-digit Personal Identification Number (PIN). Re-enter the same PIN and select
"“Continue.”

B Set a Token PIN

-i | 2 Uger [0 | Token PIN
Ittps: /fmobilesoa. citl. com/spa/enroll i CSA_mp_Login ID i o i
3 Unar Pagsword | A Token PN should contan 4 docimal o
) . h alphenurmenc charsciers
CAMCEL COWTINUE

| CANCEL | COMTENUE
| |

CANCEL COMTINLE

Your MobilePASS is now set up. You will have to use your PIN to unlock your MobilePASS
each time you need to enter a challenge code to login to CitiDirect.

Screenshots are for illustrative purposes only.
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Logging into CitiDirect with MobilePass or
Physical Token

Follow these steps to login with a multi-factor authentication method.
1. Enter in your CitiDirect User ID and select “Continue.”

2. Select “Multi Factor” as your login method. Select “Submit.”

Py
citi citi
Welcome to CitiDirect® ®
Welcome to CitiDirect
2 enteruserin «
abed1234 Please choose your login method

Access to some data in CitiDirect requires multi-factor authentication. We recommend

that you choose this option unless you know that you do not need it.

2] Login

@ Multi Factor
or allenge Response
in with Biometrics on
your mobile
Cancel Submit

3.  Enter your secure password and select “Continue.”

4. Enter the Challenge Code into your SafeNet MobilePASS Token (app) or your physical token.
Then enter the response into the field on CitiDirect and select “Sign In."”

citi citi

Welcome to CitiDirect®

Challenge
9780 2617

Password - x

Cancel la ‘Emerﬂesuonse ’
Forgot Password?
——

Screenshots are for illustrative purposes only.
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