
SHAPING A DIGITAL FUTURE
How will regulators help bring about a new digital era? By stimulating investment in trustworthy 
AI, IoT technologies, 5G and 6G networks, blockchain, high-performance and quantum computing, 
transparent and understandable algorithms, and data-sharing and usage tools.

Data-Agile Economy 
Legislation for data 

governance and a Data Act 
(2021) to lead the way.

Financial Innovation
Further information on financial innovation available on the Citi Fiduciary Services webpage  
www.citi.com/mss/solutions/pfss/solutions/fund/fiduciary-services
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ARTIFICIAL INTELLIGENCE
AN ETHICAL STANCE

>>> artificial intelligence (ai) and its subset machine learning (ml) are altering how we do business and interact with our environment  
# they are transforming how we interact with one another too 

>>> as regulators address the risks, it will be designers, builders and users who will ensure that ai and ml operate transparently  
# they must ensure it works fairly and ethically 

>>> regulators want ai design and use to be based on common ethical principles  
# such principles are of equal importance and are interlinked

human rights
>>>  systems must neither  

circumvent human rights nor  
be configured to deceive 

#  ai and ml should be aids to 
decision-making

bias
>>>  processes must be free from 

bias to protect groups against 
discrimination

#  the potential for bias should be 
monitored regularly

explainability
>>>  working models need to be 

transparent and decisions 
explainable to those affected 

#  humans must understand  
how results are reached

third parties
>>>  firms using third-party apps 

must be able to validate app 
results independent of their 
providers 

#  firms need to know what data 
the outcomes are based on

security
>>>  systems must be protected 

against multifaceted attacks  
and malicious use

#  all vulnerabilities should be 
understood and monitored

data
>>>  data protection and quality 

must be secure and lawful and 
data processing accountable 
to humans

#  global data protection regulations 
must be complied with

harm
>>>  ai should not cause harm but 

respect customers’ rights and 
protect their interests

#  do not unfairly exclude  
customers from services

oversight
>>>  ai should be identifiable and 

designers, builders and users 
known and responsible for its 
operation

#  systems should be auditable 
and versions registered

 

 

 

 
 

 

 

 

 
 

FINANCIAL INNOVATION
Technology is changing the way firms interact with customers, complete transactions 
and process data. And as millennials enter the investment scene, they’re bringing their 
predilection for fast, mobile, low-cost services along with them.
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SIGNS 
OF THE TIMES
Buyside firms are using AI to capture 
consumer patterns and insights.

“Robots” backed by AI are interacting  
with customers online and on the phone.

Distributed ledgers promise smart contracts, 
instant settlement and failsafe security.

Data Mining is helping businesses identify 
sales and manage risks more efficiently.

PARADOXES 
OF INNOVATION
Established firms are challenged by  
not-yet-established tech.

Firms won’t use innovation till it’s widespread,  
but it can’t be widespread till they use it.

For the same innovation: small firms need  
shorter R&D times; large firms, longer ones. 

With rapid growth, market share is  
valuable to get but easy to lose.

REGULATORS 
ON BALANCE
Regulators must ensure  
new tech is compliant  
but also encourage  
innovation.

Sandboxes allow firms to test  
products without any risk to the 
consumer and enable regulators  
to better understand them. 

Innovation hubs and tech-sprints enable 
regulators and developers to cooperate 
while helping to promote innovation.

RISKS OF 
DISENFRANCHISEMENT 

MACHINES
ON THE RISE
Colossus is first programmable computer (1943).

Artificial intelligence is coined (1955).

Moore’s law on transistor density is born (1965).

World wide web comes on line (1991).

IBM’s Deep Blue  beats Kasparov (1997).

IBM’s Watson wins gameshow Jeopardy (2011).

Watson starts to learn regulation following IBM  
acquisition of Promontory Financial Group (2016).

Machine-executable regulation proof of  
concept developed by FCA and BoE (2017).

CRYPTO
COMES OF AGE
1872 First encrypted wire transfers.
1983 Anonymous e-money conceived.
1998 Distributed ledger currency proposed.
2008 Bitcoin white paper published.
2010 Two pizzas ordered for 10,000 bitcoins.
2017 Value of 1 bitcoin peaks at US$19,783.21.
2018 Market cap hits US$813bn across 1.8K coin types.

Online content covered  
by just 10 languages 80% 

World population without  
internet access 52% 

UK households over 65  
without internet 39% 

People who live outside  
3G coverage 24% 

Proportion of adults  
considered illiterate 15%
Population living below  
the global poverty line 13%

FAILURE OF 
TECHNOLOGY
Criminals exploiting new  
tech to finance their activities.

Firm security breaches due  
to ineffective cybersecurity.

Data stolen or lost to  
inadequate data protection.

Infrastructure failures due  
to inadequate product testing  
or out-of-date apps or OS.

As emerging tech reshapes the financial 
world, firms, regulators and consumers  
all face risks and opportunities.

1 Roundup of 2019 IoT predictions — research firms Gartner & IDC.      2 Straits Research “IoT in Banking and Financial Services Market”, 2019.
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INTERNET OF THINGS
THE WORLD IS SLOWLY SWITCHING ON TO A REALITY WHERE EVERYTHING COMMUNICATES.  

AS IoT TECHNOLOGY NETWORKS THE CONDITION, POSITION AND MOVEMENT OF OBJECTS, 
INCLUDING PEOPLE, ARE FIRMS FULLY PREPARED FOR THE VALUE IT PROMISES TO DELIVER?

DISTRIBUTING 
Value not just across financial services but 
also to customers

IoT can create more efficient, less expensive and 
smarter processes for firms.

EVOLVING 
Products and advice to sync with day-to-day 
customer events

Banks and institutions offering customers advice  
and services correlating with their daily events.

SAFEGUARDING
Opportunities from risks in business and 
economic models

Data quantity and diversity created by things like 
biometrics and beacon technology pose privacy, 
security and storage challenges.

Will IoT be as transformative to 
financial services as the internet?
From a $745bn baseline, global spend 
expected to see double-digit growth to 2022.1

USA and China predicted to lead the way, 
spending $194bn and $182bn apiece.1

It’s forecast that there will be 25bn 
connected things by 2021.1

The interplay of 5G and AI are poised to 
rewire how things communicate.

When objects start sharing cloud data  
and analysing it, the world will change.

Yet as mobile, bio ID and tech progress,  
fims face new standards and hurdles.

How are insurance firms and  
banks already utilising IoT?
Auto insurance telematics, smart  
watches, smart commercial real-
estate building management, data 
gathering, mobile banking are 
prevalent examples.

What will you do to keep pace  
with IoT developments?
Banking and financial services IoT 
is expected to grow at a CAGR of 
28.9% during 2019-2026.2

To be ready to reap the rewards of  
the investment, firms will want to keep  
a watchful eye on IoT as it emerges.

DELIVERING
Investment choices based on client behaviours, 

preferences and location

Asset managers using data from a client’s device  
or ecosystem could tailor client risk modelling, 

investment options and asset allocation.

AUTOMATING 
Asset management without data protection  

or usage worries

Firms combining real-time data flows from sensors 
with cognitive and M2M tech could further automate 

asset management.

PROCESSING
Possible benefits in the asset management industry

There are companies already analysing tangible 
data like driving habits and health, but IoT  

benefits are less obvious to asset managers.

PREVENTION! 
WHEN IT COMES TO CYBER SECURITY, RESPONSIBILITY RESTS WITH A FIRM’S 
BOARD. ALL BOARD MEMBERS SHOULD BE FAMILIAR WITH THE PILLARS OF 
CYBERSECURITY, WITH AT LEAST ONE BOARD MEMBER TAKING RESPONSIBILITY 
FOR THE FIRM’S CYBER SECURITY PROGRAMME.

ATTACK! 
ACCORDING TO THE UK NATIONAL CYBER SECURITY CENTRE THERE ARE FOUR 
STAGES TO A CYBER ATTACK:

Authentication is the process by which a 
system confirms that a person trying to 
access it is allowed to do so. Most systems 
rely on a combination of one  
or more of the following elements:

 » A thing you know.

 » A thing you have.

 » A physical attribute (e.g. fingerprint).

SINGLE-FACTOR AUTHENTICATION (1FA)  
is probably the way you log into your 
computer at work, combining, for 
example, a user ID and a password  
(two things you know).

TWO-FACTOR AUTHENTICATION (2FA)  
is becoming more common in the 
workplace and will use a thing you know 
(a user ID and password) and a thing you 
have (a remote key that generates a unique 
code) or a thing about you (a fingerprint). 
Getting cash from an ATM, which requires 
a PIN (the thing you know) and a card 
(the thing you have) is an example of 2FA.

THREE-FACTOR AUTHENTICATION (3FA)  
uses all three elements, for example,  
an ID and password (the thing you know) 
and a unique physical key (a USB stick  
— a thing you have) with a fingerprint 
scanner (to verify the physical attribute).

WHAT BOARDS NEED TO KNOW IN  
THE EVENT OF A CYBER BREACH . . .

1    How did the firm learn about the breach? Was it notified 
by an outside agency or was the breach found internally?

2    What was affected by the breach? Was anything stolen?

3    Does the breach require prompt disclosure to authorities?  
If so, is the firm’s legal team prepared for such notifications? 
Who else should be notified about this breach?

4    What steps are being taken by the response team to 
ensure the breach is under control and the hacker no 
longer has access to the firm’s internal network? Is the 
crisis response plan working as planned?

5    Does the firm believe the hacker was an internal or 
external actor?

6    What weaknesses in the firm’s system allowed the 
breach to occur and what steps can the firm take to 
make sure this type of breach does not happen again?

CONFIDENTIALITY which is about ensuring the protection 
of data by preventing it from getting into the wrong hands.

INTEGRITY which comprises the accuracy, trustworthiness 
and validity of information. In other words, the processes  
and procedures that need to be in place to prevent changes 
to data, either in error or on purpose. 

AVAILABILITY as information must be accessible to authorised 
personnel whatever the circumstances, an incident response 
plan must be in place to ensure operational continuity, should  
the worst happen and a firm’s systems are breached.

PEOPLE who are typically the weakest links, must be aware of 
their role in preventing and reducing cyber threats. Effective 
cyber security training can help reduce the risk of cyber 
threats aimed at exploiting people.

PEOPLE are also your first line of defence, so board members, 
supported by specialised technical cybersecurity staff, need 
to be aware of cyber security risks and of the plans in place to 
mitigate their impact. Cyber security staff need to keep up to 
date as those who don’t affect a firm’s ability to respond to 
and defend against attacks. 

PROCESSES AND PROCEDURES are crucial in defining how 
a firm’s activities, roles and documentation are used to mitigate 
cyber risks. Cyber threats change constantly so processes and 
procedures need to be adaptable and continually reviewed.

TECHNOLOGY is the means to cyber security breaches, but it is 
also a potential solution to them. Once a firm identifies the risks it 
faces, it can put in place the technologies to mitigate threats.

 » PHISHING is sending emails to people asking for 
sensitive information (such as bank details) or 
encouraging them to visit a fake website – around 135 
million phishing attacks are attempted every day.

 » SPEAR-PHISHING is a personalised and targeted 
version of phishing. Here threat actors use social 
engineering to present themselves as trusted individuals 
or information sources as it is often easier to exploit an 
individual’s weaknesses than a system’s.

 » DENIAL-OF-SERVICE (DOS) attacks aim to flood 
a target with fake requests, so as to exhaust server 
resources, whereas distributed denial-of-service 
(DDoS) attacks are launched from multiple devices, 
distributed across the internet and are generally harder 
to deflect due to the volume of devices involved. Each 
can be used as a smokescreen while threat actors 
conduct more invasive attacks in the background.

 » MALWARE is malicious software designed to be harmful 
to a computer user and could include spyware (programs 
that spy on your online activities), viruses (programs that 
corrupt other programs) and Trojan horses (programs 
that look OK but hide something nasty).

 » RANSOMWARE is malware that takes the victim’s 
computer hostage by making it unusable and 
demanding payment to release it.

 » CLONING/WATER HOLING involves setting up a fake 
website or compromising a real one to exploit visiting users 
— like a crocodile in a water hole, waiting for a thirsty buffalo, 
threat actors wait for unsuspecting users to visit the 
affected website where they attack either through stealing 
information or injecting malware into the user’s systems.

SURVEY 
Identify potential 

vulnerabilities 

AFFECT 
Carrying out activities 
within a system that 

achieve the attacker’s goal

BREACH 
Gain unauthorised  

access

DELIVERY 
Exploit a  

vulnerability

CYBER CRIMINALS’ TOOLKIT
Threat actors employ a wide range of tools to meet their objectives:

There are many resources available to board members to help them understand cyber threats and assess how prepared 
their firms are for them. Board members aren’t expected to be cyber security experts, but they need to be able to ask the 
right questions and know when they are getting the wrong answers. 

RESOURCES:

 » NCSC: Cyber Security Toolkit for Boards

 » FCA: Cyber Security — Industry Insights

 » IA: Building Cyber Resilience in  
Asset Management

 » NASAA: Cybersecurity Checklist  
for Investment Advisors

 » The Pensions Regulator: Cyber Security  
Principles for Pension Schemes

 » IOSCO: Cyber Task Force — Final Report

DEFENCE! 
IT IS ALMOST IMPOSSIBLE TO PREVENT A CYBER ATTACK, BUT THERE ARE STEPS 
THAT FIRMS CAN TAKE TO ENSURE THEY UNDERSTAND THE THREATS AND PUT 
MEASURES IN PLACE TO DEFEND AGAINST ATTACKS. THESE STEPS SHOULD COVER . . .

GOVERNANCE

 » What kind of expertise about 
cyber security exists on the 
board of directors?

 » Does the board understand  
the firm’s total risk exposure  
from a cyber attack perspective  
(e.g. financial, third parties,  
legal, customer risk, reputation), 
including cyber insurance 
coverage?

RISK ASSESSMENT

 » Does the firm have a robust,  
well documented programme  
to monitor the exposure and 
report on cyber risks?

 » How frequently are cyber 
security risk assessments 
conducted (quarterly,  
annually, etc.)?

 » How does the firm evaluate the 
effectiveness of its cyber risk 
programme?

OUTSOURCING

 » What has the firm done to protect 
itself against third-party cyber risks?

RISK MITIGATION

 » What authentication methods are 
used to control access to systems 
and data?

 » What training does the firm have 
in place for employees?

TESTING

 » Does the firm perform 
vulnerability assessments  
and/or penetration tests?

RESPONSE

 » How many times was the firm  
the target of an attack during  
the past year, and how far did  
the most serious attack reach  
in the system?

FINANCIAL IMPACT

 » Has the firm quantified and 
assessed the potential financial 
impact of an interruption caused 
by a cyber attack?
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Secure Digital Finance 
(Framework)

Convenience and competition, 
crypto assets legislation,  

and digital operational and 
cyber resilience are key.

Industrial Strategy 
Package

Clean, circular, digital and 
global. It will cover SMEs 
and single market rules.

A FAIR AND 
COMPETITIVE 

ECONOMY

TECHNOLOGY WORKING  
FOR PEOPLE
Cutting-edge Digital Capabilities
Creating a legislative framework for trustworthy AI.  
Building capacities in cyber, blockchain  
and quantum computing.

Single Market for Cybersecurity
Review of NIS Directive and  
establishment of a joint Cybersecurity Unit.

�Oversight of the use and performance 
monitoring of AI and ML.

�Adequate knowledge to challenge the 
outcomes. 

�Clear processes so firms can identify 
issues early on.

�Transparency to investors, regulators 
and others.

Measures seek to achieve:

THE COMMISSION’S VISION

Four Outcomes  
(going forward)
Focusing on online safety, freedom of 
expression, fairness and the digital economy.

Digital Strategy/Fintech  
Action Plan
Consultation aims for a  
tech-neutral, innovation-friendly, 
defragmented and data-driven  
financial sector.

A HEALTHY PLANET
Destination Earth (2021)
Develop a “Digital Twin of the Earth” to improve environmental 
prediction and crisis management capabilities. 

Climate Neutrality (2030)
For climate-neutral, energy-efficient, sustainable data centres.  
Measures for telcos to improve their footprint.

A GLOBAL APPROACH
IOSCO Guidance on AI and  
Machine Learning (ML)
Weighing execution speed and reduced  
costs against amplified risks, inefficiency  
and consumer harm. 

Six measures to assist IOSCO members in  
creating appropriate regulatory frameworks  
to supervise market intermediaries and  
asset managers that use AI and ML.

Basel Committee on Banking Supervision consultation  
on Operational Resilience Principles
Current ICT rules need to be improved.

PROVIDING GLOBAL INSPIRATION 

The European Commission’s Global Digital 

Cooperation Strategy (2021)

Bringing to the world a European approach to  

digital transformation


