Treasury and Trade Solutions

MASTER ACCOUNT AND SERVICE TERMS

EHEPAJIbBHI YMOBW OBC/TYTOBYBAHHA

PAXYHRY TA HAOAHHA NOCAYT

1. Introduction

1.1 The Terms (as defined in 1.4 below) apply to each bank account (an
“Account”) opened using a Customer Activation Form signed by the
Customer or in any other manner acceptable to the Bank, and are binding
on the Customer and the direct or indirect bank subsidiary of Citigroup Inc.
that holds the Account (“Bank”). If the Bank has more than one branch,
then “Bank” means the branch where the Account is held or the branch
that performs the Service (as defined below). In addition, the Terms apply
to products and services provided by the Bank that are account-related
and to any other product or service which is expressed to be subject to the
MAST (or any predecessor account terms and conditions of the Bank) (a
“Service”). These Master Account and Service Terms (the “MAST”) include
the Confidentiality and Data Privacy Conditions referred to in Section 9
hereof (“CDPC”), which also apply to Trade Transactions (as defined in the
CDPC) to the extent provided in the CDPC.

1.2. The MAST are supplemented and/or amended for Accounts and
Services provided in certain countries or territories by local conditions (the
“Local Conditions”) that will be supplied to the Customer by the Bank and
will be binding on the Customer and the Bank.

1.3. If there is a conflict between the MAST and any Local Conditions, the
Local Conditions prevail; and if there is a conflict between the MAST or
any Local Conditions and any agreement or other conditions relating to a
Service including any Service-related materials such as user guides (a
“Service Agreement”), that Service Agreement prevails.

1. Betyn

1.1 YmoBM (AK BM3HAYEHO HMXKYe Yy po3gini 1.4) 3acTocoBylOTbCA 40
KOYHOro 6aHKIBCbKOrO paxyHKy («PaxyHOK»), WO BiAKPUTUIA BignoBiaHO
00 dopmMu aKkTMBAULIT KIiEHTA UM Y BYAb-AKMI IHWWUIA NPUAHATHUIA gnn
BaHKy cnocib, i € 060B’A3KOBUMM AN KnieHTa Ta NpAMOT YM Henpamoi
6aHKiBCbKOT oYipHbOT KomnaHii Citigroup Inc., aAka obcnyroBye Takuii
PaxyHOK («BaHK»). AKWo BaHK mae 6inblue, HiK oAHe BigdineHHs, Toai
«BaHK» 03Hauyae BiadineHHA, B AKOMY PaxyHOK 06CnyroByeTbcs, uum
BigAaineHHs, Ake Hagae Mocnyrm (AK BM3HayeHO HukYe). Kpim Toro, ui
YMOBM 3aCTOCOBYIOTbCA A0 NPOAYKLII Ta nocayr, HagaHux baHkom
CTOCOBHO paxyHKy, Ta A0 byab-AKoi iHWOI npoayKuii yM nocayr, ki
nignopagkosaHi ymosam MAST (uv 6yab-aKMm nonepegHim ymosam
BaHKy, WO perynooTb obcnyroByBaHHA paxyHKy) («Mocayra»). L
FeHepanbHi yMmoBM 06CNyroByBaHHA paxyHKy Ta HagaHHA nocayr “Master
Account and Service Terms” (I'Y), BKAtoYaOTb YMOBU KOHiAEHLINHOCTI
Ta ceKkpeTHocTi gaHux “Confidentiality and Data Privacy Conditions” (YK),
3a3HaveHi B Po3gini 9, AKi Takox 3actocosytoTbca o0 KomepuiiHux
onepauin (ak su3HayeHo B YK) B mexax, nepegbayeHnx YK.

1.2. Ymosu 'Y, gonosHeHi Ta/abo 3miHeHi gna PaxyHkis Ta Mocayr, wo
HaZATbCA Y NEBHUX KpaiHax UM TepuTopisx, BiANOBIAHO A0 micLeBMX
ymoB («Micuesi ymoBu»), HagatoTbes KnieHTy baHKOM i €
0608’a3koBUMM anA KnieHTa Ta BaHKy.

1.3. Y pasi BUHMKHEHHA NPOTUPIY MiXX ymoBamu Y Ta Micuesnmm
YMOBaM#, NepeBaxkHy cuny matotb Micuesi yMoBu; y pasi BUHUKHEHHA
npoTUpIY Mixk ymoBamu Y un byap-akumm MicueBMmmn ymoBamm Ta
6yab-AKOI0 YroZi0H0 UM iHWMMM YMOBaMMU, NOB’A3aHMMM 3 Mocayramu,
BK/IIOYAtOUM byab-AKi JOKYMEHTH, WO CTOCYtoTbCA Mocayr, Taki Ak
iHCTPYKLii KoprcTyBaya («Yroga npo Nocayr»), NepeBakHy cUay mMae
Yroga npo nocayru.
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1.4. When used herein, the term “Terms” refers collectively to the MAST,
the Local Conditions and the Service Agreements.

2. Authority

The Bank may rely on the authority of each person designated in writing
(in a form acceptable to the Bank) by the Customer to send
Communications (defined below) or do any other thing until the Bank has
received written notice acceptable to it of any change from a duly
authorized person and the Bank has had a reasonable time to act (after
which time it may rely on the change).

3. Communications

3.1. Each of the Customer and the Bank will comply with certain agreed
security procedures (the “Procedures”) designed to authenticate the
Customer’s log-on to the Bank’s connectivity channels and to verify the
origination of communications between them such as enquiries, data and
other information exchanges, advices, transactional instructions, and
account management instructions (each a “Communication”). Depending
upon the method of Communication used by the Customer, the
Procedures may constitute one or more of the following measures:
unique transaction identifier, digital signatures, encryption algorithms or
other codes, multifactor authentication, user entitlements, schedule
validation or such other measures as in use for the Communications
method agreed to by the Customer. Procedures for Communications
involving MIFTs (as defined in 3.4 below) are provided in connection with
the use of that service.

3.2. The Bank is not obliged to do anything other than what is contained
in the Procedures to establish the authority or identity of the person
sending a Communication and may rely upon the authority and identity
of such person if the Bank complies with the Procedures. The Bank is not
responsible for errors or omissions made by the Customer or the
duplication of any Communication by the Customer and may act on any
Communication by reference to a bank identification or account number
only, even if a bank or account name is provided. The Bank will promptly
notify the Customer (by telephone if appropriate) if a Communication is
not acted upon for any reason.

3.3. If the Customer requests the Bank to recall, cancel or amend a
Communication, the Bank will use its reasonable efforts to comply and
the Customer shall be responsible for all costs, losses and other
expenses related thereto.

3.4. If the Bank acts on a manually initiated funds transfer (“MIFT”)
instruction in accordance with the Procedures, the Customer will be
responsible for any costs, losses and other expenses related thereto.

4. Credits and Debits

4.1. The Bank is not obliged to make a credit to an Account before
receipt by the Bank of a corresponding and final payment in cleared
funds. If the Bank makes a credit before such receipt, the Bank may
reverse all or part of the credit (including any interest thereon), make
an appropriate entry to the Account and require repayment of an
amount corresponding to such credit if it has been withdrawn.
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1.4. MocnnaHHA HA TePMiH «YMOBM» BBAXKaTW MNOCUIAHHAM Ha YMOBM
'Y, Micuesi ymosu Ta ymosu Yroa npo nocayru.

2. NoBHOBaXeHHA

BaHK MoKe NPUAHATU NOBHOBAXEHHA KOXKHOT 0CO6M, NpMU3HaYeHol
KnieHTom y nnucbmosiii dopmi (y dopmi, NpuinHATHIA ana BaHKy) ans
BianpasneHHs MoBigoMAEHb (BU3HAUEHHSA AKNX HABOAMTLCA HUKYE) TA
3piicHIOBaTN Byab-aKi iHWI onepauii, 4O oTpUMaHHA BaHKoM
HaNeXHoro MMCbMOBOIO NOBIAOMIEHHA NPO byAb-AKi 3MiHM Big,
Ha/Ie’KHO YNOBHOBaXeHOoi 0cobu, nicaa 3akiHYeHHA 06rpyHTOBAaHOIO
nepiogy 4yacy, HeobxigHoro baHKy Ana BUMHEHHS BignoBigHWX Ain, baHK
MOKe NPUNHATU TaKy 3MiHY.

3. MNosigomneHHa

3.1. KnieHT i BaHK 30608B’A3yI0TbCA AOTPUMYBATUCA NEBHUX Y3TrOAMKEHUX
npoueayp 6esneku («Mpouesypun»), NPU3HaYEHUX 419 NepeBipKu
ABTEHTUYHOCTI Nig Yac Bxoay KnieHTa go KaHanis 38’A3Ky BaHKy Ta
nepeBipKM NOXOAXKEHHA NOBIAOMIEHb MiXK HUMU, TAKUX AK 3anuUTu, AaHi
Ta iHWKIM 0BMiH iIHpopMmaLlieto, peKomeHAaaLiT, TPaH3aKLiNHI iHCTPYKU;i
Ta IHCTPYKLI LWOAO0 YyNPaBAiHHA paxyHKOM (pa3om — «[1oBiAOMAEHHA).
3anexHo Big metogy ObmiHy iHpOpMaLLi€lD, L0 BUKOPUCTOBYETLCA
KnieHtom, Mpoueaypu MoXKyTb CKAaAaTM oanH abo AeKiNbKa HaCTyNHUX
3ax0AiB: YHIKaNbHUI onepauinHnii ineHTudiKaTop, umMdposi nignucuy,
anropuTmMu WndpyBaHHSA YM iHWI Kogu, 6aratodpakTopHa igeHTMdIKaLiS,
HaliMeHyBaHHA KOPUCTyBaya, NnepesipKa rpadika un iHWi nogibHi
3ax04M, AKi 3aCTOCOBYIOTLCA AN MeToay 06MiHy MoBigoMAEHHAMMU,
norogxeHoro Knientom. Mpoueaypu woao ObmiHy iHpopmauieto ans
nocayrv MIFT (AK BU3HAUYEHO HUXKYe B NYHKTI 3.4) 3aCTOCOBYHOTLCA Y
3B’A3KY 3 BUKOPUCTAHHAM L€l nocayru.

3.2. baHK He 3060B’A3aHMI BUMHATM ByAb-AKi iHWI 4i1, KPIM TUX, WO
nepeabayeri NMpoueaypamu, gna BCTaHOBNEHHA NOBHOBAYKeHb Ta
ocobu BignpasHWKa MOBIJOMNEHHA | MOXKe NOKAAATUCA Ha
NMOBHOBAXEHHA Ta BiZLOMOCTI NPO TaKy 0coby, AKWO baHK AOTPUMYETLCA
Mpoueayp. baHK He Hece BiANOBIAANbHOCTI 328 NOMUAKM YN YNYLLLEHHA
KnieHTta abo 3a aybntoBaHHA byab-akoro MoBigoMAEHHS, | MOXKe AiaT!
Ha nigcTasi 6yab-akoro MNoBiAoMAEHHA AnwWe Yepe3 NOCUNAHHA Ha
ineHTMdiKaLito 6aHKy UM 3a3HaYEeHHS HOMEPY PaxyHKY, HaBiTb AKLW,0
3a3HayeHo HallMeHyBaHHA H6aHKy YM paxyHKy. BaHK Biapasy NoBuHeH
nosigomut KnieHTa (TenedpoHom, AKLWO Le HeobxigHo), AKWOo BaHKom
He Bynn BUMHeHI aii 3a MoBigOMNEHHAM 3 ByAb-AKOT NPUYMHMU.

3.3. AKwo KnieHT BUMarae Big baHKy BiAKANMKATK, CKacyBaTn un
3MiHUTK MoBigomneHHs, BaHK byae BUKOPUCTOBYBATM BCi PO3YMHI
3ycunna gna uboro, a KnieHT HecTume BignNoBiAanbHICTb 3a yCi
BUTPATH, 30UTKM Ta iHLWIi BUAATKK, NOB’A3aHI 3 LMM.

3.4. AKwo baHK gie Ha nigcTaBi iIHCTPYKL,T WO BUMArae py4yHoro
BignpasneHHa («MIFT», manually initiated funds transfer) Knient
HecTUMe BiANOBiAaNbHICTb 3a ByAb-AKi BUTPATK, 3OUTKM Ta iHLWI
BMAATKK, NOB’A3aHI 3 MM, 33 YMOBU AOTPUMaHHA BaHKoM
Npoueayp.

4. 3apaxyBaHHA KOWTIB Ha PaXyHOK Ta CMMCaHHA KOWwTiB 3 PaxyHKy
4.1. baHK He 3060B’'s13aHMIA 3apaxoByBaTU Ha PaxyHOK Byab-aKui
nAaTi>K 40 OTPUMAHHA HUM BiANOBIAHOrO NiATBEPAXKEHHA. AKLLO
BaHK 3apaxoBye Ha PaxyHOK byab-AKy CyMy 40 OTPUMAHHA TaKoro
niaTBepaKeHHn, BaHK MoXKe aHy/1l0BaTU 3apaxyBaHHA BCi€l cymum abo
i YacTUHYM (BK/HOYAOYM BCi HapaxoBaHi MPOLEHTU Ha TaKy cymy),
BHECTM BignoBigHWI 3anuc Ao PaxyHKy Ta BUMaraTv KomneHcawii

STANDARD CONDITIONS OF THE BANK ACCOUNT AGREEMENT OF JSC “CITIBANK”/ CTAHOAPTHI YMOBW JOTOBOPY BAHKIBCbKOIO PAXYHKY AT «CITIBAHK»
Approved by the Management Board of JSC “CITIBANK” Minutes No.535 dated 23 November 2018 / 3aTBepaeHo lMpasaiHHam AT «CITIBAHK» MpoTokon Ne 535 Big 23 nuctonaga 2018p.

© 2018 Citibank, N.A. All rights reserved.

Citi and Citi and Arc Design are trademarks and service marks of Citigroup Inc. or its affiliates and are used and registered throughout the world. citi.com/treasuryandtradesolutions



Treasury and Trade Solutions

4.2. The Bank may, but is not obliged to, make a debit to an Account,
whether based upon payment instructions from the Customer or in
accordance with the Terms that might result in or increase a debit

balance. If the total amount of debits to an Account at any time would

exceed the immediately available funds credited to the Account, and
any available credit lines that may be utilized for such purpose, the
Bank may decide which debits it will make (in whole or in part and in
the order it selects).

4.3. Unless otherwise provided in an agreement signed by the Bank
and the Customer, the Bank may at any time cancel any extensions of
credit with respect to any Account or Service. The Customer will
transfer to the Bank on closure of an Account and otherwise on

demand from the Bank sufficient immediately available funds to cover

any debit balance on an Account or any other utilized extensions of
credit and any interest, fees and other amounts owed.

5. Checks and Payment Instruments

The Customer will make reasonable efforts to avoid any fraud, loss,
theft, misuse or dishonor in respect of checks, payment
instruments and related materials. The Customer will promptly
notify the Bank in writing of the loss or theft of any check or
payment instrument and will return to the Bank or destroy any
unused checks, payment instruments and related materials when
the relevant Account is closed.

6. Statements and Advices

The Customer shall notify the Bank in writing of anything incorrect
in a statement or advice promptly and in any case within thirty (30)
days from the date on which the statement or advice is sent in
writing or made available to the Customer. Nothing herein is
intended to prevent the Customer from notifying the Bank of any
errors or corrections beyond such time, provided that the Bank
shall not be responsible for any losses caused by such delay in
notification.

7. Interest, Fees and Taxes

7.1. The Customer shall pay to the Bank all fees, interest and other
amounts that apply to the Accounts and Services. Unless otherwise
agreed in writing, the Bank may modify any fees, interest rates and
other amounts at any time (but subject to any legal requirement as
to notice).

7.2. All such fees, interest and other amounts are payable to the
Bank without deduction for taxes or amounts of a similar nature
(“Taxes”), which are the responsibility of the Customer. If any such
Taxes are paid by the Bank or any of its affiliates, the Customer
shall promptly reimburse the Bank for such payment.
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CYMM, AKa BiANOBiAAE TAKOMY HaZXOAMKEHHIO, AKLLO BOHA byna
cnucaHa.

4.2. baHK MOKe, ane He 30608’A3aHNI, cnMCcyBaTK 3 PaxyHKy byab-
AKY CyMy Ha OCHOBI NAATIXXHUX IHCTPYKLiM Big KnieHTa abo
BiANOBIAHO A0 YMOB, AKLLO Taka NPOBOAKa NpuBese A0 YTBOPEHHA
abo 36inbweHHA aebeToBoro canbao. AKWO 3aranbHa Cyma, CnMcaHa
3 PaxyHKy B byAb-AKMI MOMEHT Npusee A0 NepeBULLEHH:A CYMU
3apaxoBaHMX Ha PaxyHOK KOLUTIB, L0 HaAAlOTbCA Y HeramHe
po3nopAAKeHHA | ByAb-AKMX AOCTYNHUX 3apaxyBaHb, AKi MOXYTb
6yTN BUKOPWUCTAHI 1A Takoi meTn, BaHK MoxKe NPUINHATK pilleHHn
npo Te, AKi KOWTK cnucyBaTu 3 PaxyHKy (BCi UM ix yacTuHy i B
06paHOMy HUM NOPAAKY).

4.3. AKLWO iHLWe He 3a3Ha4YeHO B AOrOBOPI, YKAALEHOMY MiK BaHKOM
Ta KnieHTom, BaHK Mmoxe y byab-AKnin yac aHynoBaTv Byab-Aki
onepaLw,ii No 3apaxyBaHHIO KOLWTIB NO BigHOLWEHHIO A0 byab-AKOro
PaxyHKy um Mocnyr. B pasi 3akpuTTa PaxyHKy 4u 3a iHWKNX 06CTaBUH
3a BuMmoroto baHKy, KnieHT nepekaxke f0 baHKy KowTw, Wwo
HaJaloTbCA Yy HeraiHe po3nopAAKeHHS, B CYMi, AKa € fOCTaTHLOIO
ONA NOKPUTTA Byab-AKoro AebeToBoro canbgo Ha PaxyHKy um byab-
AKOI iHLWOT CymM, LLLO 3apaxoBaHa Ha PaxyHOK, a TaKoXK Byab-AKMX
npoueHTiB, 360piB Ta iHWMX CyM, WO NiANAraloTb ONAATI.

5. Yeku Ta NnaTixKHi LOKYMeHTH

KNieHT NOBUMHEH AOKNaAAaTH HAaNEXKHUX 3YCUb, W06 YHUKHYTH
6yAb-AKOrO WaxpaicTBa, BTPaTH, KPaaixKKK, 310BXKMBaHHA abo
BiZLMOBM B OMN/aTi YEKiB, NNATINKHUX LOKYMEHTIB Ta NOB'A3aHMX 3
HUMMK maTepianis. KnieHT noBMHeH Bigpa3sy nosigoMmnTtn baHk
NUCbMOBO NPO BTPATY YU KPALiIKKY ByAb-AKOro Yeky un
NAATIXXHOTO JOKYMEHTY i NOBUHEH NOBepPHYTM BaHKy abo 3HULWUTH
byab-AKi HEBMKOPWCTaHI YeKM, NNaTiXKHi LOKYMEHTHM i NOB’A3aHi 3
HUMW maTepianu, Kou BigNoBiAHMI PaxyHOK 3aKpuTO.

6. Bunuckm i aBiso

KnieHT noBMHEH NoBiaomuUTK BaHK y nucbMoBiit dopmi npo byab-
AKi NOMW/IKM Y BUMMCKAX YM aBi30 Bigpasy i y byab-AKoMy BUMALKY
npoTarom Tpuauat (30) AHIB 3 AaTK, Bif AKOT BUNUCKM YM aBi30
6ynn HagicnaHi B NMCbMOBIM dopmi un bynmn HagaHi KnieHToBi.
Hiwo He 3a3HayeHe TyT He NOBMHHO NepeLluKoaXKaTu KnieHToBi
nosifAomMnTM BaHK Npo 6yab-AKi TOMWAKM Y BUNpPaBAEHHSA | N03a
BCTAaHOB/IEHUM TEPMIHOM, 332 YMOBM, WO baHK He HecTume
Bif4NoOBIAaNbHOCTI 32 ByAb-AKi 36UTKKU, CNPUYMHEHI TaKOtO
3aTPMMKOIO Y NOBIAOM/IEHHI.

7. MpoueHTyn, 360pU Ta NOAATKM

7.1. KnieHT noBuHeH cniatut BaHKy BCi 360pK, NPOLLEHTH Ta iHLWi
KOLUTW, WO CTOCYoTbCA PaxyHKiB Ta MNocayr. AKWoO He norog)eHo
iHWe B NncbMoBiN dopmi, BaHK MorKe 3miHIOBaTH Byab-AKi 360pw,
NPOLEHTHI CTaBKM Ta iHLWIi cymmn y Byab-AKkuiA vac (ane 3
ypaxyBaHHAM 3aKOHOA,ABUYMX BUMOT LLOAO HaAaHHA
noBigoOMNEHHS).

7.2. Yci Taki 360pK, NPOLEHTM Ta iHWI cymu nianaratoTe cnaaTi
BaHKy 6e3 BMpaxyBaHHA NOAATKIB YM Cym NoAibHOro xapakrepy
(«MopaTkMy»), 3a cnaaTy AKMX Hece BignoBiganbHicTb KNieHT. AKWo
Taki MopaTtku cnnavytoTbea bBaHkom abo byab-aKoto 3 1oro ¢inii,
KnieHT noBMHEH Biapasy BiawKoayBaTn BaHKy Takuit nnaTix.
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7.3. The Customer is responsible for all Taxes on earned interest
and other payments made by the Bank to the Customer. If required
by any applicable Government Requirement (as defined below), the
Bank shall deduct or withhold for or on account of Taxes from any
such payments to the Customer. The Bank shall timely pay the full
amount withheld to the relevant governmental authority in
accordance with such Government Requirement. The Bank shall
notify the Customer of any such withholding as soon as reasonably
practicable.

7.4. The Customer shall notify the Bank in writing within 30 days of
any change that affects the Customer’s tax status pursuant to any
Government Requirement (e.g., a change in the Customer’s country
of residence or in its legal entity classification, or if it ceases to be
or becomes a financial institution).

7.5. Unless otherwise agreed in writing, the Bank may debit any
Account for fees, interest or other amounts due to the Bank.

8. Performance

8.1. The Bank will perform in good faith and with reasonable care,
as determined in accordance with the standards and practices of
the banking industry. In connection with its provision of Services
under the Terms, the Bank may use any communications, clearing
or payment system, intermediary bank or other entity (each, a
“System”) and Services are subject to the rules and regulations of
any such System.

8.2. Neither the Customer nor the Bank shall have any liability
for any special or punitive damages, indirect, incidental or
consequential losses or damages, or any loss of profit, goodwill
or business opportunity, whether or not the relevant loss or
damage was foreseeable or contemplated, even if one party
advised the other of the possibility of such loss or damage.

8.3 Any obligation of the Bank with respect to an Account is (i)
subject to the Government Requirements of the country or
territory in which the Bank is located, and (ii) is enforceable only
at and against the Bank, which is the sole place of payment and
not at or against another branch or affiliate of the Bank. The
Bank is only obliged to make payments in respect of an Account
in the currency in which the Account is denominated at the time
of such payment or as may otherwise be required by
Government Requirement (as defined below).
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7.3. KnieHT Hece BiANOBiAaNbHICTb 3a cnaiaTy ycix MNoaaTkis Ha
OTPVMMaHI NPOLLEHTH Ta iHWIi NAaTexi, 3gilMcHeHHi BaHKOM Ha
Kopuctb KnieHTa. AKLWLO Le BUMAraeTbCa YNHHO BUMOTOLO
3aKOHOAABCTBA (AK BU3HAUYEHO HU¥KYe), BaHK NOBMHEH cnucaTh Yn
YTPMMaTH KoWTK 3 PaxyHKy Ha cymy MoaaTkis 3 Byab-AKMX TaKuX
nnatexis KnieHTy. BaHK NOBMHEH CBOEYACHO cnaiavyyBaTh NOBHY
CyMY, LLO YTPUMYETbCA Ha KOPUCTb BiAMNOBIAHOIO AepKaBHOroO
OpraHy BiANOBIAHO 4O BMMOT 3aKOHOA4aBCTBA. BaHK NnoBUHEH
nosigomunt KnieHTa npo 6yap-AKke Take YTPUMAHHA Yy HaMKopOoTLWi
MOM/IMBI CTPOKM.

7.4. KnieHT noBuHeH nosigomutn baHk B nucbMoBii dopmi
npotarom 30 gHiB Npo 6yab-AKi 3MiHK, AKi CTOCYHOTLCA CTaTyCy
nAaTHMKa noAaTkis KnieHTa BigNoBiAHO 4,0 BMMOT 3aKOHOaBCTBA
(HanpuKknag, 3miHa KpaiHM NPOXKMBaHHA/MICLLE3HaXOAXKEHHSA
KnieHTa un 3miHa B Knacudikauii topuanyHoi ocobu, abo AKLLO BiH
nepecrae 6yT1 abo ctae piHaHCOBOO YCTAaHOBOIO).

7.5. AKWO iHWe NorogeHo NUCbMOoBO, BaHK MoXe BUKOHATH
nebeTtyBaHHA Byab-AKoro PaxyHKy Ha cymy 360piB, MPOLLEHTIB YK
iHWIi cymn KowrTis, 3aboproBaHi baHKy.

8. BUKOHaHHA 060B'A3KiB

8.1. baHK byae cym/liHHO BUKOHYBaTK CBOT 060B'SI3KM 3 HA/IEXKHOO
06a4nmBICTIO, AIK Lie BU3HAYEHO BigNoBIAHO 40 NPUAHATHUX HOPM
i NPaKTUKKM y BaHKIBCLKIM ranysi. Y 38’a3Ky 3 HaAaHHAM CBOIX
Mocnyr BignosigHO A0 YMoB, BaHK Ma€e NpaBo BUKOPUCTOBYBATH
byab-aKi 3aco6bu 3B'A3KyY, KNiPUHroBy abo NAaTiKHy cucTemy,
6aHKM-NocepeaHnNKM UM iHLWi opraHisauii (KoKeH oKpemo
«Cucteman) Ta Mocnyru, aki peryntooTbca Npasuaamm Ta
NoNoXKeHHAMM Byab-AKOT Takoi CucTemu.

8.2. KnieHT i BaHK He HecyTb BignNoBiAaNbHOCTI 32 byab-AKi
cneujanbHy Yv WTPadHY WKOAY, HENPAMI, BUNALKOBI UM
HacNigKoBi 36UTKM | LIKOAY UM 33 Byab-AKy ynyLweHy Buroay,
3iNncoBaHy AiN0BYy penyTaLito YM BTPaAYeHi MOXKANBOCTI ANA
6i3Hecy, He3anexHo Big Toro, 4v byau BoHU
nepenbayyBaHMMM YK OYIKYBAHMMM, HABITb AKLLO OAHA
CTOPOHA NOBIAOMAANA iHLLIN NPO MOXKAUBICTb HACTAHHA TAKUX
36MTKiB UM WKOAM.

8.3 byapb-AKe 30608'A3aHHA BaHKy cTOCOBHO PaxyHKy (a)
nianopAAKOBYETbCA HOPMAM 3aKOHOAABCTBA KPaiHW un
TepuTopii, Ae 3HaxoANTLCA BaHK, i (6) NOWMPIOETLCA TiNbKM HA i
wopn0 BaHKy, AKMIN € EANHUM MiCLLEM NAATENXKY, A HE WOoA0
iHWoT ¢inii um adiniioBaHoi 0cobu baHKy. baHK 30608B’A3aHMI
NpoBOAMTY NaTeXi 3a PaxyHKOM y BantoTi, B AKil PaxyHOK
BIAKPUTUIM Ha Yac 34iACHEHHA TaKOro NAATEXY, AKLO iHLWe He
nepeabayeHo YNHHUM 3aKOHOAABCTBOM (AK BU3HAYEHO
HUXKYe).
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8.4. Neither the Customer nor the Bank will be responsible for
any failure to perform any of its obligations with respect to any
Account or Service (including, with respect to the Bank, a
request for payment or transfer from an Account) if such
performance would result in a breach by it, its related branches,
affiliates, or the Systems, of any Government Requirement or if
its performance is prevented, hindered or delayed by a Force
Majeure Event; in such case its obligations will be suspended for
so long as the Force Majeure Event continues (and, in the case
of the Bank, no other branch or affiliate shall become liable).
Neither the Bank nor any of its related branches or affiliates will
be responsible for any action taken to comply with economic
sanctions or Government Requirement (and no other branch or
affiliate shall become liable). “Force Majeure Event” means any

event due to any cause beyond the control of the relevant party,

such as restrictions on convertibility or transferability,
requisitions, involuntary transfers, unavailability of any System,

sabotage, fire, flood, explosion, acts of God, economic sanctions,

Government Requirement, civil commotion, strikes or industrial
action of any kind, riots, insurrection, war or acts of government
or similar institutions. “Government Requirement” means any
applicable law or regulation, any requirement or decree of a
legal, governmental, regulatory or similar authority, or an
agreement entered into by the Bank and any governmental
authority or between two or more governmental authorities
(such law, regulation or authority may be domestic or foreign).

8.5. Without prejudice to any other provision in the Terms, this
Section 8 applies to all rights and obligations of the Customer
and the Bank in respect of the activities contemplated by the
Terms, including, without limitation, any claims arising in
connection with such activities that may be made against either
party, whether arising from breach of contract, tortious or
similar acts, or otherwise.

9. Customer Information

Responsibilities of each party relating to the privacy and
confidentiality of information are set forth in the CDPC, which
are incorporated herein by reference.

10. Closing an Account; Termination

10.1. Subject to any requirements of applicable law or unless
otherwise agreed in writing, the Bank or the Customer may
close an Account or terminate all or part of any Service upon
written notice.

10.2. On closure of an Account, the Bank will, subject to the
Terms, pay to the Customer any final cleared funds standing
to the credit of the Account (and any interest due) as at the
time the Account is closed.

citi

8.4. Hi KnieHT, Hi BaHK He HecyTb BiANOBIfANbHOCTI 32
HEBWKOHAHHA 6yab-AKOro cBoro 0608’A3Ky CTOCOBHO byab-
AKoro PaxyHKy um Mocayru, (BKAOYAOUM Ti, WO CTOCYOTbCA
BaHKy, BUMOTM NAaTexy 4v nepeseseHHs KowWTiB 3 PaxyHKy),
AKLLO BUKOHAHHA TaKWUX AiMi CNPUYNHUTD NOPYLIEHHA BUMOT
3aKOHOAABCTBA HUM, BiANOBIAHUMM diniamu, adininoBaHnmm
ocobamm 4n CucTeMamm, UM AKLLO TAKOMY BUKOHAHHIO
nepeLKoaatoTb, YCKNAAHIOTb YM 3aTPUMYIOTb BUKOHAHHA
dopc-MarKopHi 06CTaBUHM B TAKOMY BMNAAKY BUKOHAHHA
30608B’A3aHHA NPU3YNUHAETLCA Ha BECb Yac Aii Takoi dopc-
MaKopHOT 06CTaBuHM (i, AKLLO Le cTocyeTbes baHKy, Big Takol
BiANOBIAANbHOCTI 3BiNbHAETLCA ByaAb-AKa Moro ¢inia um
adininosaHa ocoba). Hi BaHk, Hi byab-aKa 3 ioro ¢inin um
adinioBaHmx ocib He HecTUMe BiANOBIAANbHOCTI 33 byAb-AKi
Ajii 3 MeTol AOTPUMAHHSA EKOHOMIYHUX CaHKLi Yu BUMOT
3aKoHoZaBcTBa (i byab-aKa iHwa ¢inia un adininosaHa ocoba
He HEeCTMMYTb BifgNoBiAanbHOCTI). «dopc-makopHa
o06cTaBMHa» 03Ha4vae byab-AKy 06CTaBMHY No3sa chepoto
KOHTPO/ItO BigNOBIAHOT CTOPOHMU, TaKi AK 0OMEXKeHHSA
MOK/IMBOCTI 06MiHY Ba/IlOTK abo nepeKasy BatoTh, PEKBI3ULT,
npMMycoBi TpaHchepTH, HeZoCTYNHICTb Byab-AKoT CucTemu,
OMBepCia, NOXKeXi, NOBEHi, BUBYXM, CTUXiNHI IMXa, EKOHOMIYHI
CaHKLji, BUMOra 3aKOHO4aBCTBa, IPOMAAChKi 3aBOPYLUEHHS,
CTpanKu Ta byab-AKi TPYA,0BI KOHPNIKTU, BYHTU, MOBCTaHHS,
BiMHM UM Aji ypagy abo noaibHUX iHCTUTYLIN. «Bumora
33aKOHOZABCTBa» O3Ha4aE byab-AKe YNHHE 3aKOHOAABCTBO abo
HOpMM, BYyAb-AKY BUMOTY abo fleKpeT 3aKOHO4aBuoro,
YPALOBOrO, PEryNATOPHOr0 abo aHAaNorivYHOro opraHy BAagu,
4n yrogy, yKnageHy mixk baHkom Ta 6yab-AKUM LeprKaBHUM
OpraHoOM 4YM MixK ABOMa YuM Binblue opraHamm Bnagu (Take
33aKOHOZABCTBO YM OpraHu BAaAM MOXKYTb BYTU NOKaNbHUMM
4Yn iIHO3EMHUMM).

8.5. be3 0bMeKeHHA Woa0 6yab-AKMUX iHLWMX NONOXKEHb B
YmoBax, Lei Po3ain 8 3acTocoBYETLCA A0 YCix Npas i
0608B’A3KiB KnieHTa i BaHKy CTOCOBHO Aisfi/IbHOCTI,
nepesnbayeHoi YMoBamMu, BKAKOYAOYM, ane He oBmexytoumnce,
byAab-AKi NpeTeH3ii, o BUHUKAIOTb Y 3B’A3KY 3 TaKOIO
LiANBHICTIO, AKI MOXYTb BUHUKHYTU NPOTWU iHLIOT CTOPOHM, B
pe3ynbTaTi NOPYLIEHHA KOHTPAKTY, AeNIKTHUX YU CXOXKUX il
a60 iHWUM YHOM.

9. IHnpopmauisa KnieHta
0608B’513KM KOXKHOI CTOPOHK, NOB’A3aHi 3 KOHDIAEHUAHICTIO
iHpopmauii, BuKNageHi B ymosax YK, ki € YacTuHow umnx Y.

10. 3akpuTTa PaxyHKy. MpunuHeHHs gii Y

10.1. BianoBiaHo A0 6yab-AKMX BUMOT YNHHOTO
3aKOHOA,ABCTBA, ab0 AKLLO iHLWWe He NOroAKeHo NMUCbMOBO,
BaHK 4n KNieHT MOKyTb 3aKpUTK PaxyHOK abo NpMNUHUTK
HagaHHA 6yab-AKkux Mocayr NOBHICTIO ab0 YaCTKOBO LUIAXOM
HaACUNAHHA NMMCbMOBOTO NOBIAOMNEHHA.

10.2. Mpw 3aKkpuTTi PaxyHKy BaHK, AK BU3HaYeHO YmoBamu,
cnnadye KnieHTy Byab-aKi 3aMWKN KOLUTIB, LLLO 3apaxoBaHi
Ha PaxyHOK (pa3om i3 BigcoTkamu, Wo nignsaraoTb BUNAaTI)
Ha MOMEHT 3aKpUTTA PaxyHKy.
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11. General

11.1. Neither the Customer nor the Bank may assign or
transfer any of its rights or obligations under the Terms
without the other party’s prior written consent, which will
not be unreasonably withheld or delayed, provided that the

Bank may make such an assignment or transfer to a branch or

affiliate if it does not materially adversely affect the provision
of services to the Customer. The Bank shall provide notice of
any such assignment or transfer.

11.2. If any provision of the Terms is or becomes illegal,
invalid or unenforceable under any applicable law, the

remaining provisions of the Terms will remain in full force and

effect (as will that provision under any other law).

11.3. No failure or delay of the Customer or the Bank in
exercising any right or remedy under the Terms will
constitute a waiver of that right. Any waiver of any right will
be limited to the specific instance.

11.4. The Customer and the Bank consent to telephonic or
electronic monitoring or recording for security and quality of
service purposes and agree that either party may produce
telephonic or electronic recordings or computer records as
evidence in any proceedings brought in connection with the
Terms.

11.5. Written notice shall be effective (i) if delivered to the
Customer’s principal business address specified in the
Customer Activation Form or to the Bank’s address on the
most recent statement for the relevant Account or (ii) if sent
to such other address as one party may notify the other party
in writing, including an address for notices to be sent
electronically. Notices shall be in English unless otherwise
agreed or required by local law.

" u

11.6. Unless otherwise provided, when “written,” “writing”
and words of similar meaning are used in the Terms, they
refer to both paper and electronic forms such as e-mails,
faxes, digital images and copies, electronic notices capable of
being stored and printed, and similar electronic versions.

11.7. Unless otherwise agreed in writing, the Bank may make
any currency conversion using exchange rates that are
reasonable in the relevant market at the time and for the size
and type of the transaction.

11.8. The Customer will provide to the Bank all documents
and other information reasonably requested by it in relation
to any Account or Service.

N

11. 3aranbHi N0ON0XKeHHA

11.1. Hi KnieHT Hi BaHK He MOXKyTb YCTynaTh 4n nepegasatm
cBOi NpaBa abo 0608’A3KM BigNOBIAHO A0 UMX YMoB be3
nonepeaHbOi NMCbMOBOI 3roaM iHWOi CTOPOHM, Y HaAAHHI
AKOT He MoKe 6yTM HeOBIPYHTOBAHO BigMOBNEHO UM
HaZaHHA AKOT byae Heobr'PYHTOBAHO 3aTPUMyBaTUCA, 3@
YMOBMU, Lo baHK morke 3pobunTu Taky nepegady npas ¢inii
yn adinioBaHoOi 0COOM, AKLLO L B 3HAYHIM Mipi He maTume
HeraTMBHOIO BMJIMBY Ha HagaHHA nocayr KnieHTosi. baHk
NOBWHEH NOBIJOMUTU NPO ByAb-AKY TaKy nepesayy npas.

11.2. AKwo 6yab-AKe NONOKEHHA UUX YMOB € abo cTae
HE3aKOHHUM, HEYMHHUM abo TaKMUM, LLLO He MoKe byTu
BMKOHaHe B NPMMYCcOBOMY NOPAAKY BignosiaHO Ao 6yab-
AKOro YWNHHOTO 3aKOHOAABCTBA, iHLLi MONOXEHHA LMX YMOB
MaTMMYTb MOBHY CUAY (AK i TaKe NONOMKEHHA BigNoBiAHO A0
6yab-AKOrO iHWOro 3aKOHO4ABCTBA).

11.3. BiamoBa abo 3aTpuMKa 3i cTopoHu KnieHTa um baHKy
npwv 3acTocyBaHHi byAb-AKOro Npasa Yn 3acoby NpPaBoBOro
3aXUCTY BiANOBIAHO A0 UUX YMOB He 03HA4YaTUMYTb BiAMOBY
Big, Takoro npaea. byab-sKa BigMoBa Big, byab-aKoro npasa
CTOCYETbCA INLIE KOHKPETHOIO BUNAZAKY.

11.4. KnieHT i BaHK fatoTb 3roay Ha TenedpoHHUI Ymn
€/1eKTPOHHMIA MOHITOPUHT YK 3aMnuc 3 MeToto 3abe3neyeHHs
6e3neKu Ta AKOCTI NOCAYT Ta NOFOAXKYIOTL Te, Lo byab-AKa
CTOPOHa MOXKe npes’ABUTU 3anncun TenedoHHUX PO3MOB,
[AaHi eNeKTPOHHUX YM KOMN'IOTEPHUX CUCTEM AIK AOKa3W ann
6yab-aKMX NPOBaAKEHb, MOPYLIEHUX Y 3B’A3KY 3 YMOBaMM.
11.5. NMucbmoBse NoBiAOMAEHHA Byae BBAXKATUCA YUHHUM,
(i) AKWo BOHO fOCTaB/eHe 3a OCHOBHO pobouoto agpecoto
KnieHTa, AKa BKa3saHa y Popmi aKTUBaLLii KNiEHTA, A
nMcbMmoBe NoBigomneHHA baHKy Ha agpecy baHky,
BM3HA4YeHy B OCTaHHI BUNMCL 3a BiaNoBiAHUM PaxyHKom
yu (ii) AKWO BOHO HadicnaHe Ha iHLWY TaKy agpecy, Ky ogHa
CTOPOHA MOKe NOBIAOMMUTH iHLWIN CTOPOHI MMCbMOBO,
BK/IOHAOUM €N1eKTPOHHY aApecy AN eNEeKTPOHHUX
nosigomaeHsb. MoBiAOMIEHHA CK1aAat0TbCA aHININCbKOO
MOBOIO, AIKLLO HE MOroAXEeHO iHLIe UM iHLWe He BUMAraeTbCA
JIOKaZIbHUM 3aKOHO,3aBCTBOM.

11.6. AKLWO He 3a3HAYEHO iHLWEe, KOAKU C0BA KHANMUCaHNNY,
«nucbmoBa Gopma» Ta CNOBA 3i CXOXKMM 3HAYEHHAM
BMKOPUCTOBYIOTbCA B YMOBAX, BOHW CTOCYIOTbCA Naneposoro
Ta eNeKTPoHHOro popmaTy, a came eNeKTPOHHOI NoLTH,
dakcy, umdposux 306parkeHb Ta KOMii, eNeKTPOHHUX
NnoBiZOM/IEeHb, fIKi MOXKHa 36epiraTi Ta ApyKyBaTH, Ta
noAibHUX eNeKTPOHHMUX BepcCii.

11.7. AKWoO iHWe He y3rogeHo NMcbMoBo, BaHK moxe
KOHBEepTYBaTH ByAb-AKYy Ba/OTY, KOPUCTYHOUNCb OBMIHHUMM
Kypcamum, AKi € NPUNHATHUMM Ha BigNOBIAHOMY PUHKY Ha
Len yac Ta BignoBigHO 40 PO3Mipy i TUNY TpaH3aKL;i.

11.8. KnieHT noBMHeH Hagaty baHKOBI BCi AOKYMEHTHU Ta
iHWY iHGOpPMaLLtO, LLLO MOXKYTb BYTM OBIPYyHTOBAHO
HeobXigHMMM y 3B'A3KY 3 06C/IYroByBaHHAM PaxyHKy uu
HagaHHAM Mocayr.
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11.9. Each party represents and warrants to the other party
that (i) it has obtained and is in compliance with all necessary
and appropriate consents, approvals and authorizations for
the purposes of its entry into and performance of the Terms,
and (ii) its entry into and performance of the Terms will not
violate any applicable law or regulation.

12. Law; Jurisdiction; Immunity

12.1. In relation to any Account or Service, the Terms are
governed by the law of the country or territory in which that
Account is held or Service is provided, unless, in relation to
Services, otherwise provided in a Service Agreement.

12.2. In relation to any Account or Service, the courts of the
country or territory in which that Account is held or Service is
provided have exclusive jurisdiction to hear any dispute
arising out of or in connection with the Terms, unless, in
relation to Services, otherwise provided in a Service
Agreement, and the Customer and the Bank irrevocably
submit to the jurisdiction of such courts.

12.3. Each of the Customer and the Bank waives to the fullest
extent it can all immunities, whether sovereign or otherwise,
it may have, including, without limitation, immunity from
legal proceedings, immunity from execution of any judgment
and immunity in respect of any form of relief that may be
granted against it.

SN
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11.9. byab-siKa CTOPOHa MOBIAOMAAE i rapaHTye iHWIN
CTOPOHI, Wo (i) BOHa oTpUMana i LOTPUMYETLCA YCixX
HeobxigHuWX i BigNoBigHMX NOroAsKeHb, A03BONIB i
YNOBHOBAXeHb ANA YKAaAaHHA UMX YMOB Ta iX BUKOHAHHS, i
(ii) yknagaHHA | BAKOHAHHA YMOB He NOpPYLYIOTb }KoaHe
YMHHE 3aKOHOaBCTBO Y4 HOPMM NpaBa.

12. 3akoHopascTBO. FOpucaukuis. ImyHitet

12.1. Wopo 6yap-akoro PaxyHky um Mocayr ui Ymosu
peryniooTbCA 3aKOHO4ABCTBOM Ti€i KpaiHW Yn TepuTopii, ae
0b6cnyrosyeTbes PaxyHOK UM HagatoTbea Mocayru, AKWo
wopo Mocnyr iHwe He nepeabayeHo Yroaoto nNpo nocayru.

12.2. Wopo 6yap-akoro PaxyHKy um Mocnyr cyam Kpaiiu um
TepuTopii, B AKi 06CNYyroByeTbCA PaxyHOK YM HaaatoTbeA
Mocnyru, MatoTb BUKOYHY IOPUCAMKLiIO po3rnaaati byab-
AKi CNopw, WO BUHMKAIOTbL B pe3y/bTaTi UM y 38’A3KY 3
YmoBamu, AKLWLO woao Mocayr iHwe He nepenbayeHo
Yrogoto npo nocayry, i KnieHt Ta baHK 6e3ymoBHO
nignopAAKOBYIOTHCA KOPUCAMKLLIT TAKUX CyaiB.

12.3. Ak KnieHT, Tak i baHK BigMmoBAAOTLCA B MOBHIM Mipi,
HACKINbKM Le MOK/IMBO, Bif, NpaBa Ha iMYHITET, CyBEpPeHHWU I
ab0 iHWWI, AKMIA BOHM MOXKYTb MaTyu, BK/IKOYatouun, cepes,
iHWOro, IMyHITeT Big CyA0BUX NPOBaAMXKeEHb, IMYHITET Big,
BMKOHAHHSA CY0BOrO PilleHHA Ta iMyHITET CTOCOBHO byab-
AKOro 3acoby NpPaBOBOro 3aXMUCTY, WO MoXke byTu
3aCTOCOBaHWUM NPOTU HUX.
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CONFIDENTIALITY AND DATA PRIVAY CONDITIONS

YMOBM MPO KOH®IAEHLIMHICTb TA
CEKPETHICTb JAHMX

1. Introduction.

These Conditions form part of the terms and conditions that apply
between the Customer and the Bank in relation to the provision of
Accounts and Services to the Customer. For the purpose of these
Conditions, “Services” shall also include any services, transactions or
dealings between the Bank and the Customer, whether or not related to
the Customer’s Account; these Conditions shall be in addition to any
other terms and conditions agreed to between the Bank and the
Customer. These Conditions set out each party’s obligations in relation to
Confidential Information and Personal Data received from the other party
in connection with the provision of Accounts and Services. Some
provisions of these Conditions are region-specific and will only apply in
respect of the regions or countries specified. In some countries, further
country- specific terms are required, and these will be included in the
Local Conditions and/or Regulatory Disclosures, Declarations and
Representations (RDDR) for that country. Except to the extent prohibited
under applicable law or expressly agreed otherwise by the parties, and
subject to any mandatory minimum notice period prescribed by
applicable law, these Conditions may be updated from time to time with
general applicability to customers upon written notice to the Customer. If
there is a conflict between these Conditions and any agreement between
the Bank and the Customer related to any Bank product or Service, the
agreement related to the Bank product or Service prevails to the extent
of any such conflict.

2. Protection of Confidential Information.

The Receiving Party will keep the Disclosing Party’s Confidential
Information confidential on the terms hereof and exercise at least the
same degree of care with respect to the Disclosing Party’s Confidential
Information that the Receiving Party exercises to protect its own
Confidential Information of a similar nature, and in any event, no less
than reasonable care.

3. Use and disclosure of Confidential Information.

The Disclosing Party hereby grants the Receiving Party the right to use
and disclose the Disclosing Party’s Confidential Information to the extent
necessary to accomplish the relevant Permitted Purposes. The Receiving
Party will only use and disclose the Disclosing Party’s Confidential
Information to the extent permitted in these Conditions.

4. Exceptions to confidentiality.

Notwithstanding anything in these Conditions to the contrary, the
restrictions on the use and disclosure of Confidential Information in these
Conditions do not apply to: information that: (i) is in or enters the public
domain other than as a result of the wrongful act or omission of the
Receiving Party or its Affiliates; or their respective Representatives in

1. Beryn.

Li YmoBu popmytoTb YaCTUHY YMOB, AKi 3aCTOCOBYOTbCA KnieHTom Ta
BaHKOM cTOCOBHO 06CNyroByBaHHA PaxyHKiB UM HagaHHA Mocayr
KnieHToBi. Ons uinen umx Ymo — noHATTA "Mocayrn" TakoxK BKIOYAE
byab-aKi nocnyru, TpaHcakuii abo onepaduii mixk bBaHkom Ta KnieHTom,
He3anexHo Big, Toro, Yv Nos'A3aHi BOHU 3 PaxyHKom KnieHTa; i Ymosu
MOYTb BYTM AOMNOBHEHI BYAb-AKUMM IHLUIMMW YMOBaAMM, MOTOAKEHUMM
MixK BaHKom Ta KnieHTom. Lli YMOBM BCTaHOBOIOTb 060B’A3KM KOXKHOIT
CTOPOHM LWoao 36epexeHHA KoHbigeHuiHoi iHbopmaLii Ta
MepcoHanbHUX AaHUX, OTPMMAHMX Bif, iHLWOT CTOPOHM Y 3B'A3KY i3
06cnyroByBaHHAM PaxyHKiB Ta HagaHHAM Mocayr. Jeski NoNoXKeHHs
LMx YMOB XapaKTepHi AN NeBHOro perioHy i byayTb 3acTocoByBaTUCA
TiZIbKM CTOCOBHO 3a3HAa4YeHMX PErioHiB UM KpaiH. B Aeaknx KpaiHax
BMMaratoTbCs cnewianbHi YMOBM, WO CTOCYIOTLCA KpaiHu, i BOHW ByayTb
BK/tOYeHi B MicueBi ymoBM Ans Takoi KpaiHu Ta/abo B 3akoHoaasui
po3KpuTTA, eknapauii Ta TeepaykeHHa (RDDR) B wilt KpaiHi. 3a
BMHATKOM BUNAAKIB, KOMU e 3a60POHEHO 3rifHO 3 YUHHUM
3aKOHOA,ABCTBOM ab0 AKLLO iHLE NOroAKeHO CTOPOHAMMU, Ta 3
ypaxyBaHHAM 6yab-AKoro 060B'A3KOBOro MiHiMaNbHOTO CTPOKY
NoBIAOMNEHHA, BCTAHOBNEHOIO YUHHMM 3aKOHOAABCTBOM, Lii YMOBM
MOXYTb OHOB/HOBATMCA Yac Bif, Yacy Ta 3aCTOCOBYBAaTUMYTbCA A0
KNEHTIB B 3ara/JIibHOMY NOPAAKY i 3 MMCbMOBUM NOBiIZOMNEHHSA KnieHTa.
Y pasi BUHWUKHEHHA NPOTUPIY MiXK LMK YMOBaMK Ta Byab-AKMM
[0rOBOPOM, YKNAZEHUM MixK BaHKom Ta KnieHTom, Lo noB'a3aHni 3
6yab-aKMM npogyKTom abo Mocnyroto baHKy, gorosip, NoB's3aHuiA 3
npoAykTom abo lMocnyroto, maTume nepeBakHy cy/y B pasi
BMHUKHEHHA 6yAb-AKOr0O TaKoro NpoTupivys.

2. 3axuct KoHdiaeHuiHOoi iHdopmauii.

Opeprkytoya CTopoHa 36epiratume KoHdigeHuinHy iHbopmauiito
Po3skpuBatoyoi CTOpoHU KOHPIAEHLiIMHOW BiANOBIAHO 40 LMX NPaBuUA i
3aCTOCOBYBATMME MPUHAMHI TOM CaMWUi piBEHb 3aXMCTYy CTOCOBHO
KoHopiaeHLinHOT iHpopmaLii Poskpusatouoi CTopoHu, akuii Ogeprrytoda
CTOpOHa 3acTOCOBYE A8 3aXMCTy BnacHoi KoHiaeHuinHoi iHdopmaLii
QHaNOoriYHOro XapaKTepy, i, y byab-aKoMy BUNAAKY, 3 HE MEHLLOK
PO3yMHOI0 06epeXHicTHo.

3. BUkopucTtaHHA Ta po3kputTa KoHdigeHuiitHoi iHpopmauii.
Poskpueatoua CTopoHa uym Haaae npaso Ogepkyroyin CTOpoHi
BMKOPUCTOBYBATM Ta po3KpmBaTH KoHoigeHUiliHy iHpopmaLito
Po3kpuBeatoyoi CTOpoHU TiElo Mipolto, WO € HeObXiAHO AN BUKOHAHHSA
BignosiaHux [ossoneHux uinein. Ogeprkytoya CTopoHa
BMKOpUCTOBYBaTMME Ta po3KpuBaTume KoHiseHLuinHy iHbopmauito
Po3kpwuBatoyoi CTOpoHMU, 1LLe B MeXKax A03BOJIEHUX LMK YMOBaMM.

4. BUHATKMK

He3Baxkatoum Ha byab-aKi NONOKEHHA LMX YMOB NPO NPOTUNENKHE,
0b6MeKeHHA Ha BUKOPUCTAHHA Ta po3KpuTTa KoHoiaeHuinHoT
iHbopmauii He 3acTocoBytoTbes Ao: iHGopmaluii, wo: (i) € abo ctae
ny6niYHOO He B pe3y/ibTaTi NPOTMNPABHOI Ajii UM 6e3aisnbHOCTi
Opaepytoyoi CTopoHu abo i AdininosaHmx ocib um ix ynoBHOBaXKEHMUX
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breach of these Conditions; (ii) is lawfully obtained by the Receiving Party
from a third party or already known by the Receiving Party in each case
without notice of any obligation to maintain it as confidential; (iii) was
independently developed by the Receiving Party without reference to the
Disclosing Party’s Confidential Information; (iv) an authorized officer of
the Disclosing Party has agreed in writing that the Receiving Party may
disclose on a non-confidential basis; or (v) constitutes Anonymized
and/or Aggregated Data.

5. Authorized disclosures.

5.1 Affiliates and Representatives.

Receiving Party may disclose the Disclosing Party’s Confidential
Information to the Receiving Party’s Affiliates and to those of the
Receiving Party’s and its Affiliates’ respective Representatives who have a
“need to know” such Confidential Information, although only to the
extent necessary to fulfil the relevant Permitted Purposes. The Receiving
Party shall ensure that any of its Affiliates and Representatives to whom
the Disclosing Party’s Confidential Information is disclosed pursuant to
this Condition 5.1 shall be bound to keep such Confidential Information
confidential and to use it for only the relevant Permitted Purposes.

5.2 Other disclosures.

With respect to the Customer’s Confidential Information, Bank Recipients
may: (i) disclose it to such third parties as may be designated by the
Customer (for example, the Customer’s shared service center) and to
Customer Affiliates; (ii) disclose it to Payment Infrastructure Providers on
a confidential basis to the extent necessary for the operation of the
Account and the provision of the Services; and (iii) use it and disclose it to
other Bank Recipients for the purpose of supporting the opening of
accounts by, and the provision of Services to, the Customer and
Customer Affiliates at and by the Bank and Bank Affiliates.

5.3 Payment reconciliation.

When the Customer instructs the Bank to make a payment from an
Account to a third party’s account, in order to enable the third party to
perform payment reconciliations, the Bank may disclose to the third
party the Customer’s name, address and account number (and such other
Customer Confidential Information as may be reasonably required by the
third party to perform payment reconciliations).

5.4 Legal and regulatory disclosure.

The Receiving Party (and, where the Bank is the Receiving Party, Bank
Recipients and Payment Infrastructure Providers) may disclose the
Disclosing Party’s Confidential Information pursuant to legal process, or
pursuant to any other foreign or domestic legal and/or regulatory
obligation or request, or agreement entered into by any of them and any
governmental authority, domestic or foreign, or between or among any
two or more domestic or foreign governmental authorities, including
disclosure to courts, tribunals, and/or legal, regulatory, tax and
government authorities.

6. Retention and deletion.

i
MpeacTaBHMKIB CTOCOBHO NopyLeHHA Lux YMoB; (ii) € 3aKOHHO
oTpumaHoto OgeprKyrouoto CTOPOHORO BiZ, TPETbOT CTOPOHM UM BXKE €
Bigomoto Ogeprkytodin CTOpoHi y byab-AKoMy BUNagKy 6e3
noBifAOMIeHHA Npo byab-ake 30608’A3aHHA 36epiraTy ii
KOH®iAeHUiMHicTb; (iii) 6yna HesanexHo po3pobaeHoto OgepiKyoHot0
CTopoHoto 6e3 nocnnaHHs Ha KoHigeHuinHy iHbopma,ito
Poskpusatouoi CtopoHu; (iv) 6yno nMcbMoBO NOroaxKeHo
YMOBHOBAXeHOo cNyK60B0oto ocoboto Poskpueatoyoi CTOpoHH, Wwo
Opeprkytoya CTOpoHa MOKe PO3KPUTK TaKy iHGopMaLLito Ha
HeKoHOiAeHUiMHIN ocHOBI; UM (V) cTaHOBUTL AHOHIMHI Ta/a60 36ipHi
LaHi.

5. YnoBHOBaXKeHe pO3KpUTTA.

5.1 AdiniiioBaHi ocobu Ta MpeacTaBHUKK.

Opeprkytoya CTopoHa MorKe po3KpuTH KoHdiageHuinHy iHpopmauito
Poskpueatoyoi CTopoHu AdiniioBaHnm ocobam OgeprKytoyoi CTOpoHM,
Ta ynoBHoBaXkeHUm lNpeactaBHMKam OgeprKytovoi CTOPOHMU, Y AKKX €
«noTpeba 3HaTM» Taky KoHoiaeHuiiHy iHbopmaLito, o4HaK TiNbKKU B
obcarax, HeobXigHMX AN BUKOHaHHA [lo3BoNeHuX Linei. Ogepxytoya
CTopoHa rapaHTye 3abesneunTy, Wo byab-xTo 3 ii AdiniioBaHmx ocib Ta
MpeacTaBHYMKIB, AKMM KoHoigeHUiliHa iHpopmauia Po3kpuBaroyoi
CTOpPOHM pO3KpMTa BigNoBIAHO A0 Lboro NyHKTy 5.1 6yayTb 30608’A3aHi
3abe3neyyBaTu il KOHOIAEHUHICTb Ta BUKOPUCTOBYBATH Ti iMwe ann
BiANOBiAHMX [JO3BONEHMUX Linei.

5.2 IHWi BUNnagku po3kputTa KondiaeHuiliHoi iHdpopmauii.

LLlo cTocyetbeca KoHdineHuinHoi iHdopmauii KnieHta, To Oaeprysadi
BaHKy MOKyTb: (i) pO3KPUTU i TUM TPETIM CTOPOHAM, AKMX BU3HAYaAE
KnieHT (Hanpuknag, CninbHomy LeHTpy nocayr KnieHTa), Ta
AdiniioBaHnm ocobam KnieHTa; (ii) poskpueaTy ii MoctayanbHMKam
nnaTixHoi iHGPaCTPYKTYpM Ha KOHDIAEHLVHI OCHOBI B MexXaXx,
HeobXiAHMX ANA BUKOHAHHSA onepaLiit 3 06cnyroByBaHHA PaxyHKy Ta
HagaHHA Mocayr; (iii) BUKOpPUCTOBYBaTM Ta PO3KPUBATY ii iHWINM
OpeprKyBayam baHKy, oTpuMaHy Big KnieHTa 3 meToto BigKputTa
paxyHKiB KnieHTom Ta AdiniioBaHnmm ocobamum KnieHTa i HagaHHA im
Mocnyr y BaHKy Ta BaHKOM, a TakoK y AdininoBaHMm ocobam BaHKy Ta
AdiniioBaHnmmM ocobamm baHky.

5.3 MNorop KeHHA nnaTexy.

Konn KnieHT Hapae iHCTpyKLii BaHKy 34iMCHUTM NAaTixK 3i cBOro PaxyHKy
Ha paxyHOK TPeTbOi CTOPOHWU, ANA 34iIMCHEHHA NepPeBipKU NNaTexy
TPEeTbOIO CTOPOHOO, BaHK MOXKe PO3KPUTU TPETilN CTOPOHI
HalmeHyBaHHA KnieHTa, agpecy i HOMep paxyHKy (Ta iHwy
KoHoiaeHuilHy iHdopmaLito KnieHTa, AKa MOKe HaNIeXXHUM YUHOM
BMMaraTuca TPETbOIO CTOPOHOI, W06 3A4iIMCHUTU Y3rOAKEHHS NAATEXY).

5.4 lOpuaunyHe Ta HOPMATUBHE PO3KPUTTA.

Opaepskytoda CTopoHa (i y Bunaakax, konu baHk € OgeprKyrouoo
CTopoHoto OzeprKyBadi 6aHKy Ta MocTayanbHUKK NNATiIXKHOT
iHOpacTPyKTYpu) moxke po3kpuTn KoHdiaeHUinHy iHpopmaLito, AKLWLO
L,e BUMaraeTbCca BiANOBIAHO A0 Cy[0BOro npotecy abo BiAnoBiaHO A0
6yAb-AKOrO iHLWOro iIHO3eMHOro abo BHYTPILHbOAEPKABHOIO
topMAanYHoro Ta/abo HopmaTMBHOro 30608’A3aHHA YK BUMOTH, abo
YroAu, YKNaaeHoi MixK 6yab-KUM 3 HUX | Byab-aKMM AepKaBHUM
OpraHoMm B/agM, BHYTPILHbOAEPKABHUM UM iIHO3EMHUM, ab0 MixK Byab-
AKMMU ABOMA abo binblue BHYTPiLLHbOAEPKABHUMM ab0 iIHO3EeMHUMM
opraHamu BAaAu, BKIOYAOUM PO3KPUTTA cyaam, TpnbyHanam Ta/abo
OPUANYHUM, PETYTIOYUM, NOAATKOBUM Ta AEPKABHUM OpraHam
Blaaum.

6. MpaBo Ha 36epeKeHHsA Ta 3HULLEHHA.

STANDARD CONDITIONS OF THE BANK ACCOUNT AGREEMENT OF JSC “CITIBANK”/CTAHOAPTHI YMOBW JOrOBOPY BEAHKIBCbKOIO PAXYHKY AT«CITIBAHK»

Approved by the Management Board of JSC “CITIBANK” Minutes No.535 dated 23 November 2018 / 3atBepaskeHo MpasninHam AT «CITIBAHK» MpoTtokon Ne 535 Big 23 anctonaga 2018p.
© 2018 Citibank, N.A. All rights reserved.

Citi and Citi and Arc Design are trademarks and service marks of Citigroup Inc. or its affiliates and are used and registered throughout the world. citi.com/treasuryandtradesolutions



Treasury and Trade Solutions

On closure of Accounts, termination of the provision of the Services, each
of the Customer and Bank Recipients shall be entitled to retain and use
the other party’s Confidential Information, subject to the confidentiality
and security obligations herein, for legal, regulatory, audit and internal
compliance purposes and in accordance with their internal records
management policies to the extent that this is permissible under
applicable laws and regulations, but shall otherwise securely destroy or
delete such Confidential Information.

7. Data privacy.

7.1 Compliance with law.

The Receiving Party will comply with applicable Data Protection Law in
Processing Disclosing Party Personal Data in connection with the
provision or receipt of Accounts and Services.

7.2 Compliance with GDPR/Equivalent Laws.

Without limiting Condition 7.1 (Compliance with law), to the extent that
the Processing of Personal Data is subject to the GDPR or any Equivalent
Law: (i) each party is responsible for its own compliance with applicable
Data Protection Law; and (ii) the Customer confirms that any Customer
Personal Data that it provides to the Bank has been Processed fairly and
lawfully, is accurate and is relevant for the purposes for which it is being
provided and the Bank may rely on the Customer's compliance with such
undertaking and, where applicable, assistance from the Customer
pursuant to Condition 7.6 (Legal basis for Processing).

7.3 Security.

The Bank will, and will use reasonable endeavors to ensure that Bank
Affiliates and Third Party Service Providers will, implement reasonable
and appropriate technical and organizational security measures to
protect Customer Personal Data that is within its or their custody or
control against unauthorized or unlawful Processing and accidental
destruction or loss.

7.4 Purpose limitation.

The Customer hereby authorizes the Bank to Process Customer Personal
Data in accordance with these Conditions and to the extent reasonably
required for the relevant Permitted Purposes for the period of time
reasonably necessary for the relevant Permitted Purposes.

7.5 International transfer.

The Customer acknowledges that in the course of the disclosures
described in Condition 5 (Authorized disclosures), Disclosing Party
Personal Data may be disclosed to recipients located in countries which
do not offer a level of protection for those data as high as the level of
protection in the country in which the Bank is established or the
Customer is located.

7.6 Legal basis for Processing.

7.6.1 Except as noted in Condition 7.6.2:

(A) When the Customer is the Data Subject: To the extent that the
Customer is the Data Subject of Customer Personal Data Processed by
the Bank, then the Customer consents to the Bank’s Processing of all of
such Customer Personal Data as described in Conditions 3 to 7.

citi

Mpu 3aKkpUTTi PaxyHKiB, NpUNUHEHHI HagaHHA [ocayr KOXXHOMY
KnieHToBI Ta ycim Oaep:kyBayam baHKy HagaeTbeA NpaBo 36epiraTv Ta
BMKopucToByBaTu KoHoigeHUiiHy iHpopmaLito iHWOi CTOPOHY,
BMKOHYIOUYM NPU LLbOoMy 3060B'A3aHHA WO A0 3abe3neyeHHs
KOH}iAeHUiMHocTi abo 6e3neku, nepeabadeHi LMmn Ymosamu,
OOTPUMYHOUYMCh 3aKOHHUX, HOPMATUBHUX, AYAUTOPCbKMUX Linen,
BHYTPILLHIX LiNei, a TaKOX AOTPUMYIOUYMCb BHYTPILLIHbOI MOMITUKK
yNpaBAiHHA 4OKYMEHTOOHIrom B MeXKax 403BONIEHUX YUHHUM
3aKOHOAABCTBOM, OZHAK B iHWOMY BUNaaKy KoHbiaeHUiHy
iHbopMmauito cnig 3sHUWKTK abo BUZANUTHU.

7. 3aXuUCT faHux.

7.1 JoTpMMmaHHA 3aKOHOA,aBCTBa.

Opeprkytoya CTopoHa NOBMHHA AOTPUMYBATUCA YNHHOTO
3akoHogascTBa Logo 3axucty [aHnx npu O6pobui nepcoHanbHUX
AaHux Po3kpusatoyoi CTOpoH#M y 3B°A3KY 3 06C/1lyroByBaHHAM PaxyHKy Ta
HaZaHHAM abo oTpMmaHHam Mocayr.

7.2 fotpumaHHa 3P3[1/EKBiBaNneHTHOro 3aKOHOAABCTBA.

He obmexytoun ymosy 7.1 (JOoTpMMaHHA 3aKOHOAaBCTBA), OCKiNIbKK
0O6pobKa NnepcoHanbHMX gaHux nignagae nig, aito 3P3[ abo byab-aKoro
EKBiBaNIEHTHOrO 3aKOHOA,ABCTBA: (i) KOXKHA CTOPOHA Hece
BiANOBIAANbHICTb 32 BAacHe AOTPUMAHHA Aito4oro 3aKoHOAaBCTBA
Woao 3axucty Aanux; i (ii) KnieHT niatBepaxye, Wwo 6yab-aKi
MepcoHanbHi aaHi KnieHTa, ski BiH Haaae baHKy, 6yan 0bpobneHi yecHo
Ta 3aKOHHO, € TOYHUMM Ta aKTYyaZIbHUMK ANA Linel, ANA AKUX BOHU
HagaHi, i BaHK moXe NoknagaTnca Ha AO0TPMMaHHA KnieHTom BuMor
3aKOHOAABCTBA Ta, Ae Le MoXe byTh 3aCTOCoBaHO, Ha Aonomory
KnieHTa BignosigHo Ao ymos 7.6 (MpaBoBa 6a3a ana O6pobku).

7.3 be3neka.

baHK 3abe3neyyBaTme i BXXMBATUME BiANOBigHMX 3ax04iB Wob
AdinitoBaHi ocobu Ta IHWI NocTayaNnbHUKKM NOCAyr 3abesnevyBanm
BCTAHOB/IEHHA PO3YMHMUX i HANEXKHUX TEXHIYHUX Ta OpraHi3auinHnx
3axopais 6e3neku gna 3axucty NepcoHanbHUX AaHnx KnieHTa ki
3HaX0AATbCA B MOro po3nopaaKeHHi abo nig Moro KOHTponem, Big,
HecaHKL,ioHOoBaHOi abo He3akoHHOI O6PO6KM Ta BUNALKOBOTO
3HUMLLEHHA YM BTPaTW.

7.4 O6meKeHHA.

Lum KnieHT ynoBHoBarKye baHK 06pobaaTu NepcoHanbHi gaHi KnieHTa
BiANOBIAHO A0 UMX YMOB Ta A0 Ti€i Mipy, LLO HAaNEXHUM YUHOM
BMMAraeTbca A5 BiaAnoBiaAHWMX [Jo3BONEHMX Ljinei Ha nepioa Yacy, LWo €
06r'pyHTOBaHO HEOBXiAHWM AN BiANOBIAHUX [LO3BONEHUX Linei.

7.5 MixkHapopHa nepegava.

KnieHT niaTBEpAXKYE, WO B NpOLECi PO3KPUTTA, 3a3HAYEHOro B CTaTTi 5
(YnosHoBaeHe po3kpuTTa), MepcoHanbHi AaHi Poskpueatouoi CTopoHu
MOXYTb 6YTW PO3KPUTI OAEPIKYBaYaM, AKI 3HAXOAATLCA B KpaiHaX, WO
He HaJalTb TaKMN CaAaMUIA BUCOKMIA PiBEHDb 3aXUCTY ANA LMX AAHUX, AKUA
iCHye B KpaiHi, Ae 3HaxoauTbes baHk abo KnieHT.

7.6 OpuguuHe nigrpyHTa ana O6po6ku.

7.6.1 3a BMHATKaMM, nepeniyeHnmm B YMoBi 7.6.2:

(A) Konu KnieHT € Cy6’ekTom MepcoHanbHUX AaHux: [Jo TOro vacy,
noku KnieHt € Cy6’ektom MepcoHanbHUX AaHux KnieHTa, wo
0O6pobnsatTbea baHkom, KnieHT norogyKyeTbcs Ha 06pobKy baHKkom ycix
Takux MepcoHanbHUX faHux KnieHTa, Ak we nepenbayeHo B cTaTTaAx 3-7.
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(B) When the Customer is not the Data Subject: to the extent that the
Bank Processes Customer Personal Data about other Data Subjects (for
example, the Customer’s personnel or Related Parties), the Customer
warrants that to the extent required by applicable law or regulation, it
has provided notice to and obtained consent from such Data Subjects in
relation to the Bank’s Processing of their Personal Data as described in
these Conditions (and will provide such notice or obtain such consent in
advance of providing similar information in future). The Customer further
warrants that any such consent has been granted by these Data Subjects
for the period reasonably required for the realization of the relevant
Permitted Purposes.

7.6.2 To the extent that the Processing of Personal Data is subject to the
GDPR or any Equivalent Law then the provisions of this Condition 7.6.2
shall apply:

(A) When the Customer is the Data Subject: when the Customer is the
Data Subject of Customer Personal Data Processed by the Bank, then the
Customer hereby acknowledges that the Bank will Process Customer
Personal Data as set forth in the relevant TTS Privacy Statement
accessible at https://www.citibank.com/tts/sa/tts-privacy-
statements/index.html (or such other URL or statement as the Bank may
notify to the Customer from time to time) and the Bank may seek
consent prior to conducting certain Processing activities from the
Customer from time to time as its legal basis for Processing Customer
Personal Data under the GDPR or any Equivalent Law; and

(B) When the Customer is not the Data Subject: when the Bank
Processes Customer Personal Data about other Data Subjects (for
example, the Customer’s personnel or Related Parties), the Customer
warrants that it shall provide notice to, and shall seek consent from (and
promptly upon the Bank’s request shall provide evidence to the Bank of
having provided such notices and/or obtained such consents) such Data
Subjects in relation to the Bank’s Processing of their Personal Data in
accordance with any instructions of the Bank from time to time (which
may include the form and the manner in which a notice is to be provided,
or any consent is to be obtained). In connection with the foregoing, the
Customer warrants that it will provide Data Subjects with a copy of the
relevant TTS Privacy Statement accessible at
https://www.citibank.com/tts/sa/tts-privacy-statements/index.html (or
such other URL or statement as the Bank may notify to the Customer
from time to time).

7.7 Employee reliability and training.

The Bank will take reasonable steps to ensure the reliability of its
employees who will have access to Customer Personal Data and will
ensure that those of its employees who are involved in the Processing of
Customer Personal Data have undergone appropriate training in the care,
protection and handling of Personal Data.

7.8 Audit.

The Bank shall provide the Customer with such information as is
reasonably requested by the Customer to enable the Customer to satisfy
itself of the Bank’s compliance with its obligations under Condition 7.3
(Security). Nothing in this Condition 7.8 shall have the effect of requiring
the Bank to provide information that may cause it to breach its
confidentiality obligations to third parties.

(B) Konm KnieHT He € Cy6’ekTom MNepcoHanbHUxX gaHux: [o Toro yacy
noku baHk O6pobasie MNepcoHanbHi aaHi KnieHTa npo iHwmux Cy6’ekTiB
AaHux (Hanpuknag, nepcoHan KnieHta um Mos’sa3aHUX cTOpiH), KnieHT
rapaHTye, WO B Mexax, HeobXiAHMX Bi4NOBIAHO A0 YNHHOTO
3aKOHOAaBCTBa, KnieHT noBigomus Ta oTpumas 3roay Big Cy6’ekTiB
TaKUX faHux Ha O6pobky baHKOM ixHix MepcoHanbHUX JAHUX, 3TiAHO
umx Ymos (i 3a3ganeriab HagacTb Take nNosigomieHHa abo oTpumae
TaKy 3ro4y Ha HaJaHHA NoAibHoi iHbpopmaLii y manbyTHbomy). KnieHT
rapaHTye, Wo byab-AKa Taka 3rofa HagaeTbes umm Cyb’ekTamm AaHux
Ha nepiog, WO HaNeXHNUM YNHOM BUMAra€eTbCA ANA peanisau,ii
BiANOBiAHMX [JO3BONEHWUX LiiNei.

7.6.2 [lo Toro yacy nokn O6pobKa MepcoHanbHUX AaHUX € NPegMeTOM
3P3[, un byab-akoro EKBiBasIeHTHOrO 3aKOHOAABCTBA, MOJIOXKEHHA
NYHKTY 7.6.2. unx YMOB MatoTb 3aCTOCOBYBaTUCA:

(A) Konu KnieHT € Cy6’ekTom MepcoHanbHUX AaHUX: KOau KnieHT
AsnaeTbea Cyb’ekTom aaHux MNepcoHanbHUx AaHux KnieHTa, wo
06pobnstoTbea baHkom, KnieHT uym nigTBepasKye, wo baHk byae
06pobnsaTH MepcoHanbHi AaHi KnieHTa, AK e BCTaHOB/IEHO Y
BiANOBiAHIN 3aABi Npo KOHPiAeHLiNHicTb KasHauelncbKux Ta
KomepuinHux pilleHb, AOCTYMNHIM Ha
https://www.citibank.com/tts/sa/tts-privacy-statements/index.html
(abo iHwin URL-aapeci abo B iHWIl 3asaBi Npo AKi bBaHK MorKe Yac Big
yacy iHbopmyBaTu KnieHTa), i BaHK Mmo¥Ke BUMaraTu aroau Big, KnieHta
00 34iACHEHHA NeBHUX NpoLeciB 06pobKM AK LOPUANYHY OCHOBY ANA
06p0o6KuM MepcoHanbHMx AaHnx KnieHTa Ak we Bumaraetbea 3P3/, abo
6yab-AKUM EKBiBaNEHTHUM 3aKOHOAABCTBOM i

(B) Konu KnieHT He aBnseTbca Cy6’eKTOM AaHUX: [0 TOrO Yacy NOKM
BaHk O6pobnse MNepcoHanbHi AaHi KnieHTa npo iHwmx Cy6’ekTiB AaHNX
(HanpuKknaa, nepcoHan KnieHTta um NMos’azaHMx cTopiH), KnieHT
rapaHTye, Lo BiH NpoiHdopMye Ta OTpuMmae 3roay (i HeraitHO Ha BUMoOry
BbaHKy HaJacTb A0Ka3u baHKy Npo HagaHHA TakuX NosigomaeHs Ta / abo
OTPUMaHHA TakuX 3roa) Big, Takmx Cy6’eKTiB AaHWX NO BiAHOLIEHHIO A0
06p0o6KM ixHiX MepcoHanbHMx AaHnx baHKom y BignoBigHOCTI 3
iHCTpYKUiamn BaHKy, WO HagaBaTUMYTbCA Yac Big Yacy (aKi MOXyYTb
BK/t0YaTM dopmy Ta crnocib y saKii nosigomneHHA mae 6yTu HagaHe). Y
3B'A3KY 3 BULLE3a3HaYeHUM KNieHT rapaHTye, Wwo HagacTb Cy6 ekTy
[aHWX Konito BiAnoBiAHOro MonoxeHHA Npo KOHGIAEHUINHICTb
KasHauelcbkmx Ta KomepuiiHuX pileHb, 4OCTYNHOMY Ha
https://www.citibank.com/tts/sa/tts-privacy-statements/index.html
(abo iHwin URL-aapeci abo Bunucu,i, Nnpo wo BaHK moxe iHpopmyBaTh
KnieHTa nepiognyHo).

7.7 HagiHicTb Ta HaBYaHHA NPaLiBHUKIB.

BaHK NOBMHEH BXMBATU HaNeXHUX 3axoais, Wwob 3abesneunTtn
HaAiMHICTb CBOIX NPaLiBHUKIB, AKi MatoTb A0CTYN A0 MNepcoHanbHMX
naHux KnieHTa, i noBUHeH 3a6e3neynTy, Wo NpaLiBHUKK, AKi
3aMatoTbcA 06pobKoto MepcoHanbHUX AaHMx KnieHTa, npoiwam
BigNoBiAHE HaBYaHHA 3 06POOKM, 3aXMCTY Ta NOBOANKEHHSA 3
MepcoHanbHUMM AaHUMMU.

7.8 Ayaur.

BaHK noBMHeH HagaTtv KnieHTy iHpopmau,ito, Aka 0brpyHTOBaHO
BMMaraeTbcs KnieHTom, Wwob nepekoHaTmca B AOTpMMaHHi BaHKom iioro
30608’A3aHb BigNoBiAHO A0 NYHKTY 7.3 (KoHiaeHUiMHIcTb Ta 6e3neka).
Hiwo B NyHKTi 7.8 HE NOBMHHO BBa*KaTMUCA NiACTAaBOK 414 TOro, W06
BMMaraTtu Big, baHKy HagaHHA iHPOPMaLLii, LLLO MOKEe CMPUYUHUTU
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8. Security Incidents.

If the Bank becomes aware of a Security Incident, the Bank will
investigate and remediate the effects of the Security Incident in
accordance with its internal policies and procedures and the
requirements of applicable law and regulation. The Bank will notify the
Customer of any Security Incident as soon as reasonably practicable after
the Bank becomes aware of a Security Incident, unless the Bank is subject
to a legal or regulatory constraint, or if it would compromise the Bank’s
investigation. The parties agree that in relation to a Security Incident,
each party will be responsible for making any notifications to regulators
and individuals that are required under applicable Data Protection Law.
Each party will provide reasonable information and assistance to the
other party to the extent necessary to help the other party to meet its
obligations to Data Subjects and regulators. Neither the Bank nor the
Customer will issue press or media statements or comments in
connection with the Security Incident that name the other party unless it
has obtained the other party’s prior written consent.

9. Definitions
Capitalised terms used in these Conditions shall have the meanings given
to them in the Master Account and Service Terms or as set out below:

“Affiliate” means either a Bank Affiliate or a Customer Affiliate, as the
context may require;

“Anonymized and/or Aggregated Data” means information relating to
the Disclosing Party received or generated by the Receiving Party in
connection with the provision or receipt of the Account and Services and
in respect of which all direct personal identifiers have been removed,
and/or which has been aggregated with other data, in both cases such
that the data cannot reasonably identify the Disclosing Party, its Affiliates
or a natural person;

“Bank Affiliate” means any entity, present or future, that directly or
indirectly Controls, is Controlled by or is under common Control with the
Bank, and any branch or representative offices thereof, including
Citibank, N.A. and Citigroup Technologies, Inc.;

“Bank Personal Data” means Personal Data relating to a Data Subject
received by the Customer from the Bank, Bank Affiliates and/or their
respective Representatives in the course of receiving Accounts and
Services from the Bank. Bank Personal Data may include names and
contact details, to the extent that these amount to Personal Data under
applicable Data Protection Law;

“Bank Recipients” means the Bank, Bank Affiliates and their respective
Representatives;

“Conditions” means these Confidentiality and Data Privacy Conditions;

“Confidential Information” means:
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nopyLeHHa HUM 3060B’A3aHb NPO KOHOIAEHLiMHICTL Nepes TpeTimu
CTOPOHaMMU.

8. lHuMAeHTH iHpopmauiiHOi 6e3neKu.

AKWO BaHKy cTa€ BigoMo npo byab-akui IHUMAEHT iHbopmaLiMHOI
6e3nekn, baHK NOBMHEH NPOBECTU PO3CAIAYBAHHA Ta YCYHYTU HACAIAKM
Takoro IHunaeHTy iHpopmauiiHoi 6e3nekun BignNoBigHO A0 BHYTPILWHIX
NoAITUKK Ta NpoLeayp i BUMOT YUHHOTO 3aKOHOAAaBCTBA. baHK noBMHeH
nosigomut KnieHTa npo 6yab-aknii IHUMAEHT iHbopmaLinHoT 6e3nekmn
Y HAaKopOTLWi, OBIPYHTOBAHO MOMKAMBI CTPOKM NicasA TOro, K baHKy
CTaHe BigoMo npo IHUMAEHT iHbopMauiiHOi 6e3nekn, 3a yMoBM, WO
BaHK He nianArae 3aKoHOAaBYOMY OBMEXKEHHIO i Lie He MOCTaBUTb
po3cnigyBaHHA baHKy nig 3arpo3y. CTOPOHU NOroAKyTbCA, WO No
BigHOLWEHHI0 A0IHUMAEHTY iHDOPMaLiNHOT 6e3neKn, KOXKHA CTOPOHa
byae 30608'A3aHa NOBIAOMAATY peryaoyMm opraHam Ta GisnyHum
ocobam, AKLWO Le BUMAraeTbCa BiANOBIAHO A0 YNHHOTO 3aKOHOAABCTBA
Npo 3axMCT AaHuX. KoXHa CTOpoHa NOBUHHA HAaAaBaTU HaNEXKHY
iHpopmaLito Ta LonomMory iHWIN CTOPOHI B TiK Mipi, B AKil Le
HeobXiaHO, Wob KOXKHA CTOPOHA 3MOr/1a BUKOHATK CBOi 0608’A3KM
nepes Cy6’ekTamum faHux Ta peryatoodnmm opraHamu. Hi baHk, Hi
KNieHT He NOBMHHI pobUTU 3asBM YM JaBATU KOMEHTapi B Npeci Ta meaia
CTOCOBHO IHUMAEHTY iHpopMaL,iiHOT 6e3neKku, ae 3rafyeTbea iHWa
CTOPOHA, AKLLO0 Ha Lie He OTPMMaHO MUCbMOBY 3roAy iHLOI CTOPOHMU.

9. Bu3HayeHHs.

TepMiHK, HanUCcaHi 3 BeNIMKOT ByKBM B LIMX YMOBAX, MaloTb 3HAYEHHS,
AaHi im B TeHepanbHMX ymoBax 06C/lyroByBaHHA paxyHKy Ta HaZaHHA
nocnyr, abo BigNoOBiIAHO A0 BU3HAYEHb HUNKYE:

«AdiniioBaHa ocoba» o3Hauyae abo AdinioBaHy ocoby baHky, abo
AdiniioBaHy ocoby KnieHTa, BignoBiAHO 40 KOHTEKCTY;

«AHOHiIMHI Ta/a60 36ipHi gaHi» 03HayaloTb iHpopMaLLito PO3KpuBatoUOi
CTOpoHM , Wo Byna ogepKaHa un BupobaeHa Oaepskytodoto CTopoHoto,
y 3B’A3Ky 3 06C/1lyroByBaHHAM PaxyHKy Ta HagaHHA Mocayr Ta woao akoi
yci npami NepcoHanbHi iaeHT1dikaTopu 6yan suganeHi, Ta/abo 6yau
3i6paHi 3 iIHWKWMM AaHMMK; B 060X BUNAAKAX TaKi AaHi HE MOXKYTb
[0CTaTHLO ifeHTUdIKyBaTn Po3kpusatouy CTopoHy, ii AdiniioBaHumx ocib
abo ¢isnuHy ocoby;

«AdiniioBaHa ocoba baHKy» 03Hayae byab-aKy OpraHisauito, AKa icHye
3apas abo byze icHyBaTM y MabyTHbOMY, AKa Npamo abo
onocepegkoBaHo KoHTpontoe, KoHTpotoeTbea abo 3HaxoAnTbCA Mig,
3aranbHUM KoHTponem BaHKy, a TakoxK byab-ske 1i BiagineHHs abo
npeacTaBHMLTBO, BKAtoYatoum Citibank, N.A. Ta Citigroup Technologies,
Inc.;

«MepcoHanbHi AaHi BaHKy» 03Ha4aloTb MepcoHanbHi AaHi, NoB’A3aHi 3
Cy6’ekTOM paHux, oTpumaHi KnieHtom Big, BaHKy, AdiniioBaHux ocib
BaHKy Ta/abo ixHix BignosiaHux MpeacTaBHMKIB B NpoLeci
obcnyrosyBaHHA PaxyHKy Ta HagaHHA Mocnyr. NepcoHanbHi gaHi baHky
MOXYTb BK/IIOYATW iIMEHa Ta KOHTaKTH, AKLO BOHW CTAHOBAATb
MepcoHanbHi gaHi BignoBiaHO A0 3aKOHOAABCTBA WOAO0 3aXMUCTYy AAHUX;

«OpeprKyBadi bBaHKy» 03HavatoTb baHk, AdiniosaHi ocobu baHKy Ta
iXHix BignoBigHWx MpeacTaBHUKIB;

«YMOBM» 03HaYaloThb Li YMOBM NPo KOHDIAEHLUIMHICTb Ta CEKPETHICTb
JaHuX;
«KoHdigeHuiiHa iHpopmaLia» 03HauaE:
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(A) where the Disclosing Party is the Customer or a Customer Affiliate, or
any of their respective Representatives: information relating to the
Customer or Customer Affiliates or their respective Representatives or
Related Parties received by Bank Recipients in the course of providing
Accounts and Services to the Customer, including all Customer Personal
Data, Customer’s bank account details, transactional information, and
any other information which is either designated by the Customer as
confidential at the time of disclosure or that a reasonable person would
consider to be of a confidential or proprietary nature; or

(B) where the Disclosing Party is the Bank or a Bank Affiliate, or any of
their respective Representatives: information relating to the Bank or
Bank Affiliates or their respective Representatives received or accessed
by the Customer, Customer Affiliates and their respective
Representatives in connection with the receipt of Accounts and Services
from the Bank, including Bank Personal Data, information relating to the
Bank’s products and services and the terms and conditions on which they
are provided, technology (including software, the form and format of
reports and online computer screens), pricing information, internal
policies, operational procedures and any other information which is
either designated by the Bank as confidential at the time of disclosure or
that a reasonable person would consider to be of a confidential or
proprietary nature;

“Control” means that an entity possesses directly or indirectly the power
to direct or cause the direction of the management and policies of the
other entity, whether through the ownership of voting shares, by
contract or otherwise;

“Customer Affiliate” means any entity, present or future, that directly or
indirectly Controls, is Controlled by, or is under common Control with the
Customer, and any branch thereof;

“Customer Personal Data” means Personal Data relating to a Data
Subject received by or on behalf of the Bank from the Customer,
Customer Affiliates and their respective Representatives and Related
Parties in the course of providing Accounts and Services to the Customer.
Customer Personal Data may include names, contact details,
identification and verification information, nationality and residency
information, taxpayer identification numbers, voiceprints, bank account
and transactional information (where legally permissible), to the extent
that these amount to Personal Data under applicable Data Protection
Law;

“Data Protection Law” means any and all applicable laws and/or
regulations relating to privacy and/or data protection in relation to the
Processing of Customer Personal Data or Bank Personal Data, including
any amendments or supplements to or replacements of such laws and/or
regulations and including without limitation and as applicable: (i) the EU
Directive on Data Protection (95/46/EC) and the EU Directive on Privacy
and Electronic Communications (2002/58/EC); (ii) any national laws
implementing such directives; (iii) the “GDPR”; and (iv) any Equivalent
Law;
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(A) Tam, ge Poskpusatouoto CtopoHoto € KnieHT, AdiniioBaHa ocoba
KnieHTa un byap-akuii BignosigHuii MNpeactaBHUK: iHpopmau,ia KnieHTa,
AdinitoBaHux ocib KnieHTa, ix BignosigHux MpeacTaBHUKIB un
MoB’A3aHMX CTOpiH, OTpMMaHy OaepskyBadyamu BaHKy B npoueci
o0b6cnyrosyBaHHA PaxyHKy uM HagaHHs Mocayr, BKAOYaouM yci
MepcoHanbHi aaHi KnieHTa, gaHi 6aHKiBCbKOro paxyHKy KnieHta,
iHpopmauito Wwoao onepauii i byap-aKy iHWY iHGopMmau,ito, siKa abo
BM3HayeHa KnieHTom K KoHigeHLiMHA Ha MOMEHT PO3KPUTTA, abo ARy
BignosigHa ocoba BM3Hauuna 6 Ak iHpopmauito KoHdigeHuiHoro abo
npuBaTHOTO XapaKTepy; abo

(B) Tam, oe Poskpusatovoto CtopoHotoe baHk, AdiniioBaHa ocoba
BaHKy abo 6yab-aKkuii BignosigHuMi MpeacTaBHUK: iHpopmaLia BaHKy,
AdiniioBaHux ocib BaHKy, ixHix BignosiaHux MpeacTaBHUKIB OTPUMaHY
KnieHTom, AdininoBaHnmn ocobamm KnieHTa Ta ixHimu BignosigHumm
MpeactaBHMKamMu B npoLieci 06¢cyroByBaHHA PaxyHKiB UM HagaHHA
Mocnyr, BKAtoYatoum NMepcoHanbHi AaHi baHky, iHbopmauito, nos’asaHy 3
NPOAYKLIE, MOCAYramu Ta yMoBaMM, Ha AKMX BOHW HaAaloTbCA,
TexHo/orii (30Kpema nporpamHi 3acobu, dopmu i popmatu 3BiTiB Ta
iHTepaKTMBHI KOoMN'lOTepHi AaHi), iHbopMaLLio NPO LiHM, BHYTPILLHI
NoniTUKK, NpoLeaypu Woao onepaLit Ta 6yab-aKy iHwWy iHpopmaLito,
AKa abo BM3HayeHa baHKOM AK KOHIAEHLiiHA HA MOMEHT PO3KPUTTS,
abo aky BianosigHa ocoba Bu3Haumna 6 sk iHpopmau,ito
KOoHOigeHUiiHOro abo NpMBATHOTO XapaKTepy;

«KoHTponb» 03HayvaE Te, WO OpraHisauia mae npame abo
onocepegKoBaHe NpaBo ynpaBaaTh abo 3abesnedyBaTv KepyBaHHA
MeHeaXMEeHTOM Ta NOITUKOLO iHLWOT OpraHi3auii BHacNigoK BONOAIHHA
aKLiasMM 3 MPaBOM ron0cy, Ha NiAcTaBi 4oroBopy abo B iHWKI cnoci6;

«AdiniioBaHa ocoba KnieHTa» o3Hayae byab-aKy opraHisauito, fAka
icHye 3apa3 abo 6yae icHyBaTV y MalibyTHbOMY, AKa Npsmo abo
onocepegkoBaHo KoHTpontoe, KOHTpotoeTbecA abo 3HaxoANTbCA Mig,
3arasibHUM KoHTposiem KnieHTa, a TakoX byab-ake ii BigaineHHs;

«MNepcoHanbHi aaHi KnieHTa» 03HayatoTb NepcoHanbHi AaHi, Nos’s3aHi
3 Cy6’ekTOM paHux, oTpumaHi bBaHkom abo Big imeHi baHKy Big KnieHTa,
AdinitoBaHux ocib KnieHTa Ta ixHix BignosigHux MpeacTaBHMKIB Ta
Mos’A3aHuMX CTOPiH B Npoueci 06cnyroByBaHHA PaxyHKiB abo HafaHHA
Mocnyr KnieHty. NepcoHanbHi AaHi KnieHTa MOXKyTb BKAOYATH iMeHa,
KOHTaKTHY iHpopMauito, ineHTUdIKaLinHI AaHi, AaHi Npo pe3yabTaTn
nepesipkK, iHbopmaL,ito MPO rPOMaZAHCTBO Ta MiCLLe MPOXKMUBAHHSA,
ineHTMdIKaLiiHi HOMepy NNaTHMKIB NOAATKIB, FONOCOBI NO3HAYKY,
iHbopMmaLito Npo BaHKIBCbKMI paxyHOK Ta onepaw,ii 3a HUM (ae ue
[,03BOJIEHO 3aKOHOM), B Tili Mipi, HACKiIbKM BOHW MOKYTb BBaXKaTuCA
MepcoHanbHUMM AaHMMM BIANOBIAHO A0 YUHHOTO NOKA/IbHOTO
3aKOHOA,ABCTBA LWOAO0 3aXMUCTy abo KOHPIAEHLIMHOCTI AaHNX;

«3aKOHOA,aBCTBO LWOAO 3aXUCTY AaHMX» O3HaYae byab-AKi Ta BCi
3aCTOCOBHI 3aKOHM Ta/4M HOPMATUBHO-NPABOBI aKTH, LLO CTOCYHOTLCA
06po6KuM MepcoHanbHMx aaHux KnieHTta um MNepcoHanbHUX JaHWUX
BaHKy, BKtOYaoum byab-AKi 3MiHW, NONPABKM YM JONOBHEHHA 0 TaKUX
3aKOHIB Y4 HOPMATMBHO-MPABOBMX aKTiB, BK/NOYAOUM, ane He
0bMeKyUMCh, AKLWO Le MOoXKe byTun 3acTocoBaHo: (i) AnpekTusa
€BponNencbKoro KOMITeTy 3 3axucty AaHux (95/46 / €C) ta Anpektusa
npo KoH}iAeHUIMHICTb Ta eNeKTPOHHI 3acobu 38’a3Ky (2002/58 / €C); (ii)
6yab-AKi HaLiOHANbHI 3aKOHMU, AKi 3aNPOBaAKYIOTb TakKi AupekTmnay; (iii)
3aranbHuii PernameHT 3axucty Oanux (3P34) i (iv) EKBiBaneHTHe
3aKOHOZ,ABCTBO;
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“Data Subject” means a natural person who is identified, or who can be
identified directly or indirectly, in particular by reference to an identifier
such as a name, an identification number location data, an online
identifier or to one or more factors specific to his or her physical,
physiological, genetic, mental, economic, cultural or social identity, or, if
different, the meaning given to this term or nearest equivalent term
under applicable Data Protection Law. For the purpose of these
Conditions, Data Subjects may be the Customer, Customer Affiliates, the
Bank, their personnel, Related Parties, customers, suppliers, payment
remitters, payment beneficiaries or other persons;

“Disclosing Party” means a party that discloses Confidential Information
to the other party;

“Disclosing Party Personal Data” means Customer Personal Data or Bank
Personal Data, as the context permits;

“Equivalent Law” means the laws and/or regulations of any country
outside the EEA that are intended to provide equivalent protections for
Personal Data (or the nearest equivalent term under applicable data
protection law and/or regulation) of Data Subjects as the GDPR, including
without limitation, the data protection laws of Jersey, Macau, Morocco,
Switzerland and the United Kingdom;

“GDPR” means the General Data Protection Regulation (EU) 2016/679
and any laws and/or regulations implementing or made pursuant to such
regulation;

“Payment Infrastructure Provider” means a third party which forms part
of a payment system infrastructure, including without limitation
communications, clearing or payment systems, intermediary banks and
correspondent banks;

“Permitted Purposes” in relation to the Bank’s use of the Customer’s
Confidential Information means the following purposes: (A) to provide
Accounts and Services to the Customer in accordance with the Terms; (B)
to undertake activities related to the provision of Accounts and Services,
such as, by way of non-exhaustive example: (1) to fulfil foreign and
domestic legal, regulatory and compliance requirements (including US
anti-money laundering obligations applicable to the Bank’s parent
companies) and comply with any applicable treaty or agreement with or
between foreign and domestic governments applicable to any of the
Bank, Bank Affiliates and their agents or Payment Infrastructure
Providers; (2) to verify the identity of Customer representatives who
contact the Bank or may be contacted by the Bank; (3) for risk
assessment, information security management, statistical, trend analysis
and planning purposes; (4) to monitor and record calls and electronic
communications with the Customer for quality, training, investigation
and fraud prevention purposes; (5) for crime detection, prevention,
investigation and prosecution; (6) to enforce or defend the Bank’s or
Bank Affiliates’ rights; and (7) to manage the Bank’s relationship with the
Customer, which may include providing information to Customer and
Customer Affiliates about the Bank’s and Bank Affiliates’ products and
services; (C) the purposes set out in Condition 5 (Authorized disclosures);
(D) any additional purposes expressly authorised by the Customer; and
(E) any additional purposes as may be notified to the Customer or Data
Subjects in any notice provided by, or upon the instruction of, the Bank
pursuant to Condition 7.6.2 ;
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«Cy6’eKT gaHnx» o3Havae ¢isnyHy ocoby, iaeHTMdikoBaHy, abo Taky,
Lo MOKe byTu ifeHTUdiIKoBaHO nNpsamo abo onocepeaKoBaHo, 3
NOCUNAHHAM Ha TaKi ineHTudiKaTopum AK iM’'a, ineHTUdIKaLitHKI Homep,
iHbopMaL,ito NPO MicLe3HaXoAKeHHA, OHNAMH iaeHTUdiIKaTopu abo Ha
04HY abo KinbKa 03HaK $i3nyHOi, Gi3ioNorivyHOI, NCUXIYHOI, FeHETUYHOI,
€KOHOMIYHOI, Ky/IbTYPHOI Ta coLiaNbHOT NPUHANEKHOCTI, abo, y iHWKNX
BMNaZKax, BiANOBIAHO A0 YUHHOTO 3aKOHOAABCTBA WOA0 3aXUCTY
OaHUX. Y KOHTeKcTi umnx Ymos Cy6’ekTamm faHnx MOXKyTb 6yTu KnieHT,
AdiniioBaHi ocobu KnieHTa, baHk, ix nepcoHan, Mos’a3aHi CTOPOHY,
KNIEHTM, NOCTaYaIbHUKM, BiANPaBHUKM rPOLLOBOrO NepeKasy,
OTPMMYyBaui rpoLOBOro nepekasy abo iHwi ocobw;

«Po3Kpusatoya CTOpoHa» 03HA4a€ CTOPOHY, L0 PO3KPMBAE
KoHoiaeHUinHy iHdopMmaLito iHWIiN CTOPOHI;

«lMepcoHanbHi AaHi Po3kpusatouoi CTOpoHU» 03HayatoTb MepcoHanbHi
AaHi KnieHTa um MNepcoHanbHi aaHi baHKy, BiANOBIAHO A0 KOHTEKCTY;

«EKBiBaNieHTHe 3aKOHOAABCTBO» 03HAYAE 3aKOHW | NONOXKEHHA Byab-
AKOT KpaiHM 3a merkamu EBPONENCbKOro cotosy, AKi Npu3HayeHi ana
3abe3neyeHHs eKBiBasIeHTHOrO 3ax1cTy MepcoHanbHUX AaHux (abo
HaMbAMKYOTO eKBiBASIEHTHOTO TEPMiHY BigNOBIAHO 4,0 YNHHOTO
3aKOHO4aBCTBA Ta / a60 HOPMATMBHUX aKTIB LLO PErytoloTb 3aXMCT
nepcoHanbHux aaHux) Cy6'ekTiB AaHuUx, Takux aK 3P3/1, BKatovatouun,
ane He 0OMEXKYHUMNCh, 3aKOHWU NPO 3aXUCT NEPCOHANbHUX AAHUX
[sxepci, Makao, Mapokko, LLsetiuapii Ta CnonyvyeHoro Koponisctsa;

«3P3A» 03Ha4ae 3aranbHuUit PernameHT 3axucTy JaHux (EC) Ta byab-aki
3aKOHM UM iHLI HOPMATMBHI aKTH, L0 3aMPOBAAKYIOTb PEFNIAMEHT UM
NOCTaHOB/AOTLCA BiAMNOBIAHO A0 TAKOTO PernameHTy.

«lMocTayanbHUK NNATIXKHOT IHPPACTPYKTYPU» O3HAYAE TPETIO CTOPOHY,
AKa GOPMYE YaCTUHY iHOPACTPYKTYPM NAATINKHOI CUCTEMMU, BKOYAOUN,
cepeg, iHWOro, KOMyHiKauii, KNipMHroBi UM NAaTiKHi cuctemn, GaHKK-
nocepegHUKN abo 6GaHKN-KOPECTIOHAEHTH;

«[lo3BONEHiI LiNi» y KOHTEKCTI BUKOpUCcTaHHA BaHkom KoHoiaeHuUiiHOT
iHbopmauii KnieHTa o3HavatoTb HacTynHi uini: (A) ob6cayrosysaTn
PaxyHKu Ta Hagasatu Mocayrn KnieHTy BignosigHo ao Ymos; (B)
BMKOHYBATW AifNIbHICTb, NOB’A3aHy 3 06C/1yroByBaHHAM PaxyHKiB un
HagaHHAM Mocayr, AK HaBeAEeHO Yy HAaCTYNHOMY HEMOBHOMY NPUKNaAi:
(1) oTpUMyBaTMCA IHO3EMHMX Ta BITYUN3HAHUX 3aKOHOLABUYMUX BUMOT Ta
BHYTPILIHIX HOpM (BKAOYatoun Hopmu CLUA npo 30608’A3aHHA Npo
60pOTLOY 3 BiAMMBAHHAM rPOLLEN, LLLO 3aCTOCOBYHOTLCA A0 FOIOBHUX
KoMMaHin BaHKy) Ta 4oTpumyBaT1ca Byab-AKOro YUHHOTO Jorosopy abo
Yyrogm 3 iHo3eMHMMU Ta BHYTPILWHIMKW OpraHamu Biagy abo mixK HUMm,
[in AKOT NOWMPIOETbCA Ha Byab-akuii baHK, AdinilioBaHi ocobu baHky Ta
TXHiX areHTiB un MocTayanbHUKiB NAaTixKHOT iHGpacTPyKTYpY; (2)
nepesipaTM 0coby NpeacTaBHUKIB KNieHTa, AKI KOHTaKTYOTb 3 BaHKoM
a60 3 AKMMM MOXKe KOHTaKTyBaTK BaHK; (3) ouiHIOBaTU PUSKKK,
34iACHIOBATM MEeHeAXKMeHT 6e3nekn iHpopmau,ii, CTaTUCTUYHKIA aHani3
Ta aHani3 TeHAeHUiN i uine nnaHysaHHA; (4) 34iCHIOBAaTU MOHITOPUHT i
3anuc A3BiHKIB Ta 34iMCHIOBATN €N1eKTPOHHE CMiNKyBaHHA 3 KnieHTom 3
MeTolo 3abe3neyeHHs AKOCTI HaZaHHA NOCAYT, NPOBEAEHHA HAaBYAHHS,
po3cnifyBaHHA Ta NonepeaKeHHs WaxpancTea; (5) BuABNATH,
nonepeasKaTtu, po3caigysaTh 3104MHU; (6) nigcunioBati abo 3axmaTm
npasa baHky abo adiniiosaHux ocib BaHKy; Ta (7) ynpasnaTtu
BiAHOCMHaMu baHKy Ta KnieHTa, AKi MOXYTb BKAOYATU HAJAHHA
iHbopmauii KnieHTy Ta AdiniioBaHnm ocobam KnieHTa npo NpoayKLUito i
nocnyrv baHky Ta AdiniiosaHux ocib baHky; (B) gotpumysatuca ujinei,
BM3HaYeHuX B cTaTTi 5 (YnoBHoBaxeHe po3kputTa); () byab-akKi iHwi
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“Permitted Purposes” in relation to the Customer’s use of the Bank'’s
Confidential Information means the following purposes: to enjoy the
benefit of, enforce or defend its rights and perform its obligations in
connection with the receipt of Accounts and Services from the Bank in
accordance with the Terms, and to manage the Customer’s relationship
with the Bank;

“Personal Data” means any information that can be used, directly or
indirectly, alone or in combination with other information, to identify a
Data Subject, or if different, the meaning given to this term or nearest
equivalent term under applicable Data Protection Law;

“Processing” means any operation or set of operations which is
performed on Personal Data or on sets of Personal Data, whether or not
by automated means, such as collection, recording, organization,
structuring, storage, adaptation or alteration, retrieval, consultation, use,
disclosure by transmission, dissemination or otherwise making available,
alignment or combination, restriction, erasure or destruction, or, if
different, the meaning given to this term or nearest equivalent term
under applicable Data Protection Law;

“Receiving Party” means a party that receives Confidential Information
from the other party;

“Related Party” means any natural person or entity, or branch thereof,
that: (i) owns, directly or indirectly, stock of the Customer, if the
Customer is a corporation, (ii) owns, directly or indirectly, profits,
interests or capital interests in the Customer, if the Customer is a
partnership, (iii) is treated as the owner of the Customer, if the Customer
is a “grantor trust” under sections 671 through 679 of the United States
Internal Revenue Code or is of equivalent status under any similar law of
any jurisdiction, domestic or foreign, (iv) holds, directly or indirectly,
beneficial interests in the Customer, if the Customer is a trust; or (v)
exercises control over the Customer directly or indirectly through
ownership or any arrangement or other means, if the Customer is an
entity, including: (a) a settlor, protector or beneficiary of a trust; (b) a
person who ultimately has a controlling interest in the Customer; (c) a
person who exercises control over the Customer through other means; or
(d) the senior managing official of the Customer;

“Representatives” means a party’s officers, directors, employees, agents,
representatives, professional advisers and Third Party Service Providers;

“Security Incident” means an incident whereby the confidentiality of
Disclosing Party Personal Data within Receiving Party’s custody or control
has been materially compromised so as to pose a reasonable likelihood of
harm to the Data Subjects involved;

N

Citl

uini, yiTko BM3HaueHi Knientom; Ta (I') Byab-akKi iHWI AoAaTKoOBI uini, Npo
AKi Mmorke ByTn nosigomneHo KnieHTy un Cy6'ekTam gaHux y byab-skomy
noBigOM/EHHI, HagaHoMy BaHKom abo BigNOBIAHO A0 IHCTPYKLM
baHky, BignosigHo fo ymos 7.6.2;

«[l03BO/IEHI LiNi» Yy KOHTEKCTI BUKOpUCTaHHA KnieHTom KoHoigeHuiHoi
iHpopmauii BaHKy 03HayYaloTb HACTYMHI LiNi: KOPUCTYBaTUCA CBOIMM
npasamu, 3abesneyvyBati BUKOHAHHSA YM 3aXMLLATKN CBOT NpaBa Ta
BMKOHYBATU CBOT 060B’A3KM y 3B’A3KY 3 06CNyroByBaHHAM PaxyHKy Ta
HagaHHA Mocnyr baHKom BiANOBIAHO A0 YMOB, @ TAaKOX ynNpaBaaTu
BiAHOCMHamu KnieHTa 3 baHKoM;

«lMepcoHanbHi AaHI» 03HaYalOTb byAb-AKY iHGOpPMaLLito, Lo MOKe ByTK
BMKOpMUCTaHa, Npamo abo onocepeaKoBaHO, CAMOCTiMHO abo B
KoMbiHau,i 3 iHwWoto iHdopMaUieto ans iaeHTUdIKauii dpismyHoi ocobu,
ab0, y iHWKX BUNagKaX, AKLWO iHLWe BU3HAYeHHs faHe LbOMY TEPMiHOBI
abo HanbaMKYOMYy BigNOBIAHOMY TEPMIHOBI 3riZ4HO 3 YNHHUM
3aKOHOAABCTBOM LLOA0 3aXUCTY AAHUX;

«06pobKa» 03Hayae byab-AKy onepaLito abo HM3KyY onepawin, akKi
BMKOHYIOTbCA 3 [lepcoHasibHMMM faHnMmn abo HM3Koto MepcoHanbHUX
[AaHWX aBTOMATUYHUMK abo HeaBTOMATUYHUMM 3acobamm, HanpuKAag,
36UpaHHA, 3anuc, opraHisain, CTPYKTypyBaHHs, 36epiraHHA, aganTauis
ab0 3miHa, NOBEPHEHHS, KOHCYNbTaLif, BUKOPUCTAHHSA, PO3KPUTTA
yepes nepegayy, nowmpeHHA abo 3abesneyeHHA AOCTYNY B iHWKWIA
cnocib, peryntoBaHHA abo NOeAHaAHHA, 0OMeXKeHHA, CTUPaHHA abo
3HWLLLEHHSA, ab0, AKLLO iHLWEe BU3HAYEHHA JaHe LbOMY TEPMIHOBI 4YM
HanbAMKYOMY BiANOBIAHOMY TEPMIHOBI BigNOBIAHO A0 YUHHOTO
3aKOHOAaBCTBA LLOAO 3aXUCTY AaHUX;

«OpepKytoya CTOPOHa,» 03HAYaE CTOPOHY, WO OTPUMYE
KoHodiaeHLUinHy iHbopMmaLito Bif, iHLWLOT CTOPOHMU;

«lMoB’A3aHa cTopoHa» 03Havae byab-AKy ¢isnyHy ocoby um
opraHisauito, uu i BiggineHHs, wo: (i) sonoaie, npamo abo
onocepeaKoBaHO, akuiamu KnieHTa, akwo KnieHT € Kopnopaduieto, (ii)
BO/I0AjE, NpAMO abo onocepeaKoBaHo, NPUBYTKaMK, BiLCOTKAMM Umn
YyacTuHoto Kanitany KnieHta, AKWo KnieHT € ToBapmcTBOM, (iii)
BBAYKAETbCA BNACHUMKOM KnieHTa, AKWO KNiEHT € «TpacTom, AKUW Hapae
[0TaLio» BiANOBIAHO A0 po34inie 671-679 BHyTPiWHBOro NOAAaTKOBOIO
Kopekcy CLUA uyM mae piBHO3HaYHMIA cTaTyC BignosiaHO 40 byab-aKoro
aHaNOoriYHOro 3aKOHY ByAb-AKOT FOPUCAMKLIT, BHYTPILHbOAEPKABHOT UM
iHo3emHoi, (iv) Bonogie, npamo abo onocepeakosaHo, beHediliapHumm
YyacTKamu KnieHTa, aKwWwo KnieHT € Tpactom; abo (v) 34ilMCHIOE KOHTPO/Ib
Hag KnieHTom, npamo abo onocepeaKkoBaHo, Yepes BONOAIHHA, byab-
AKUIA forosip abo B iHWMI cnocib, aKkwo KnieHT € opraHisauieto,
30Kpema: (a) 0coboto, AKa YKNALAE aKT PO3MNOPALKEHHA MAaHOM Ha
KOPMCTb iHLWOT 0c0bM, 3aXMCHMKOM abo beHediuiapiem TpacTy; (6)
0cob6010, AKa, 3PELUTOl, MAa€E KOHTPO/IbHWUI NaKeT B KaniTani KnieHTa; (8)
ocobolo, AKa 34ilMCHIOE KOHTPOb Hag KnieHTOm Yepes iHwi 3acobu, abo
(r) nocaposoto ocoboto KnieHTa;

«MpeacTaBHMKN» 03HAYAIOTb C/TY*KOO0BLIB, AMPEKTOpPIB, NPALiBHUKIB,
areHTiB, NPeACTaBHUKIB, NPOPECINHUX KOHCYNbTAHTIB CTOPOHM Ta iHLWKNX
NOCTa4yaNnbHUKIB NOCAYT;

«lHunaeHT iHpopmauiiiHoT 6e3neKn» 03HaYa€e iIHUMAEHT, Yepes AKUI
KoHOigeHUiMHicTb NMepcoHanbHUX AaHnx PosKkpuBatoyoi CTOpoHH, B
npoueci ix 36epiraHHsa abo KoHTponto Oaepxkytoyoto CTopoHoto, byna
CYTTEBO MNOpPYLIEHA 0 BUHUKHEHHA OBI'PYHTOBAHOIO PU3MKY
3anogiaHHa wkogm Cyb’ekTam BiANOBIAHUX AaHUX;
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“Third Party Service Provider” means a third party reasonably selected «lHWMIA NOCTa4YaNbHUK NOCAYr» 03HAYAE TPETIO CTOPOHY, AOLINbHO

by the Receiving Party or its Affiliate to provide services to or for the 06paHy Ogeprkytoyoto CtopoHoto abo i AdiniioBaHoto ocoboto, gan
benefit of the Receiving Party, and who is not a Payment Infrastructure HagdaHHA nocnyr Oaepkytodint CTopoHi abo Ha ii KopUcTb, i AKa He €
Provider. Examples of Third Party Service Providers include technology MocTavanbHUKOM NNaTiXKHOT iIHPPACTPYKTYpK. Mpuknagn IHWNX
service providers, business process outsourcing service providers and call  nocTayanbHUKIB NOCAYr BKAOYAIOTb MOCTAYasIbHUKIB TEXHIYHUX MOCAYT,
center service providers; and NoCTayanbHUKIB ayTCOPCUHIOBUX Nocayr BisHec-npouecy Ta

NOCTaYaNnbHUKIB NOCAYT KONN-LEHTPY; i
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LOCAL CONDITIONS

MICLLEBI YMOBMW [1151 BEAEHHSA PAXYHKIB

These Local Conditions for Accounts held and Services provided JSC
“Citibank” in Ukraine, supplement and/or amend, and are to be read
together with the Master Account and Service Terms or any other
terms and conditions that may be in effect (“MAST”); Confidentiality
and Data Privacy Conditions (“CDPC”); Cash Management User Guide
(“UG”); and, if applicable, Regulatory Disclosures, Declarations, and
Representations (“RDDR”). If there is a conflict between the MAST,
CDPC, Local Conditions, UG and the RDDR, the RDDR will

prevail. These Local Conditions, the MAST, CDPC UG, and RDDR may
be updated from time to time with general applicability to customers
and upon prior written notice to Customer.

BANKING SECRECY

The Bank and the Customer agree that the definition of “Confidential
Information” provided in CDPC shall for all purposes of the
Agreement include, without limitation, any and all information
defined as “banking secrecy” pursuant to applicable laws of Ukraine.

AMENDMENTS

The Bank may send to the Customer a written offer to amend the
standard Terms. If the Customer does not provide to the Bank a
written objection regarding proposed by the Bank amendments
within 30 (thirty) calendar days from the date of sending of relevant
Bank’s notice, such amendments shall be considered as agreed by the
Customer (silent consent) and will be effective after the expiry of the
above-mentioned 30 (thirty) days period. If the Bank receives
Customer written objections within 30 (thirty) calendar days from the
date of sending of relevant Bank’s notice, then the Bank shall have a
right to unilaterally terminate the Agreement and close the Accounts.

PROCEDURE OF ACCOUNT CLOSING AND
TERMINATION OF THE AGREEMENT

The Bank or the Customer may each unilaterally terminate the
Agreement and close an Account or terminate all or part of any
Service for any reason upon written notice, provided that in case of
closure of the Account by the Customer it shall submit a duly
executed account closure application.

Li Micuesi ymosu ana segeHHA PaxyHKiB Ta HagaHHa MNocnayr AT
"CitibaHK" B YKpaiHi, 3 4ONOBHEHHAMM Ta/abo 3miHamu,
3aCTOCOBYIOTbCA PA30M 3 YMHHUMM [eHepanbHUMKN YyMOBaMu
06cyroByBaHHA paxyHKy Ta HafaHHA nocayr abo byab-aKumm
iHWKWMW YUHHUMU NpaBuaamu (Hagani —Y) ; YmoBamu npo
KOH®IAEHLIMHICTb Ta CeKpeTHICTb AaHunx (Hagani - YK); LoBigHUKK 3
yNpaBAiHHA TPOLWOBMMM KowTamm (Hagani - AYTK); Ta, aKwo
3aCTOCOBHO, HOPMaTUBHUM PO3KPUTTAM iHPOpMaLLii, 3asB Ta
npeacTaBieHHs iHdopmaii " Regulatory Disclosures, Declarations,
and Representations " (HP). kw0 icHye KOHOAIKT mix Y, YK,
Micuesumu ymosamu, KYTK 1a HP, nonoskeHHa HP 6yayTb
nepesakaTu. LLi Micuesi ymosu, I'Y, YK, KYTK Ta HP moxyTb
nepiogM4YHO OHOB/OBATUCA 3 3ara/IbHUM 3aCTOCYBaHHAM A/1A KIEHTIB
Ta nicna nonepeAHbOro MMCbMOBOTO NOBIAOMNEHHA KNiEHTY.
BAHKIBCbKA TAEMHMULUA

baHK Ta KnieHT norogkyoTbes, Wo BU3HAYEHHA TEPMiHY
«KoHopiaeHuiliHa IHbopmauia», HaBegeHe B YK, gns ycix winen uboro
[oroBopy BKIOYaTUMeE, 6e3 0bMmerKeHHs, byab-aKy iHpopmalLito, AKa €
«BHaHKIBCbKOIO TAEMHMLLEI0» 3riAHO 3aKOHOA4ABCTBA YKpaiHu.

3MIHHU

baHK moxe Hagicnatn KnieHTy nMMcCbMOBY NPOMO3ULLII0 MPO BHECEHHA
3MiH 8o CTaHZapTHUX yMOB. Y pasi HenogaHHA KAieHTOM MMCbMOBUX
3anepeyeHb A0 baHKy Woa0 3anponoHoBaHMXx bBaHKoOM 3miH NpoTArom
30 (TpMALATN) KaNeHZAaPHUX AHIB 3 A4aTU BiANPaBAEHHSA BiANOBIAHOMO
noBigoMaeHHA baHKy, TaKi 3MiHM BBaXKalOTbCA NOrOAXKEHUMMU
KnieHTom (MoBYa3Ha 3roza) Ta HabMpatoTb YUHHOCTI NiC/A 3aKiHYEHHA
BULLEe BKazaHoro 30 (TpUALATK) LEHHOTO CTPOKY. Y BUNAAKY
oTpMMaHHA baHKom nMcbmoBMx 3anepeyeHb KnieHTta npoTtarom 30
(TPMAULATN) KaneHZaPHUX AHIB 3 A4aTU BiANPaBAEHHSA BiANOBIAHOIO
noBigomMneHHA baHK Mae NpaBo B 04HOCTOPOHHLOMY MOPAAKY
po3ipBaTu uen [orosip Ta 3aKpUTU PaxyHKM.

NOPAAOK 3AKPUTTA PAXYHKY TA PO3IPBAHHA
DOroBorPy

BaHK 4n KNieHT MOXKyTb B O4HOCTOPOHHBbOMY NOPAAKY PO3ipBaTh
[Jorosip Ta 3akpnTK PaxyHOK abo NpUNUHUTU HaJaHHA Byab-AKMX
Mocnyr NOBHiCTO abo 4aCTKOBO 3 ByAb-AKMX MiACTaB WAAXOM
HaZCUNAHHA MMCbMOBOTO NOBILOM/IEHHSA, 32 YMOBW, LLO Y BUNAAKY
3akpuTTA PaxyHKy KNieHTOM OCTaHHii MOBUHEH HaZaTU HaNeXHUM
YMHOM NiAnNncaHy 3aABYy NPO 3aKPUTTA PaXYHKY.
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CTAHOAPTHI YMOBW JOIMOBOPY BAHKIBCBLKOIO PAXYHKY AT«CITIBAHK»
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CTAHOAPTHI YMOBW OIMOBOPY BAHKIBCBKOIO PAXYHKY AT«CITIBAHK»
|. lepegmoBa

Oakyemo, wo ana notped Baworo 6isHecy Bu obpann KasHauencobki Ta komepuivHi piweHHs CiTi
(TTS) no ynpasniHHIO rpowwosumMmn Kowtamu. MeTtoro aaHoro [losigHvKa 3 ynpasriHHA rpoOLLOBUMMN
KOWTaMn € HagaHHS KrlieHTaM iHCTPYKLUiM, WO MICTATb oKNnagHy iHdopmauito npo nocnyru, ski
OOCTynHi knieHtam banky. 3i 3mictom [oBigHvka 3 ynpaBfiHHA [POLIOBMMM KOLTaMu Crig
03HANOMUTUCb pa3oM 3 ymoBamMu bBaHKy, Wo perynioiTb 06CNyroByBaHHS paxyHKy. Y LbOMY
00BigHWKY, NoHATTS «CiTi» Ta «baHk» BMKOPUCTOBYHOTLCA SIK B3aEMO3aMiHHI. Llen OoBigHUK Moxe
yac Bif Yacy OHOBIOBATUCS, | NPO Byab-AKi 3MiHM Oyde NOBIAOMIIEHO Yepe3 Halli 3BuYarHi 3acobu
3B'A3KY.
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CTAHOAPTHI YMOBW JOIMOBOPY BAHKIBCBLKOIO PAXYHKY AT«CITIBAHK»

Il. TMocnyrun nepekasy KOLUTIB

A. Bngun nepekasy kowTiB B YKpaiHi

Mepekasun Mixk paxyHkammn «CiTi»: nepekasmn KoLWTIB MK paxyHkamm krieHTiB «CiTi» B YKpaiHi

MicueBi nepekasn KOLITIB: BHYTPILUHI €NeKTPOHHI Nepekasun KOLWTIB Ta eNeKTPOHHI 3annTh Ha
CMMUCaHHA KOWWTIB B pexumi OGnmM3bkoMy [0 peanbHoro 4acy, obpobneHi Cucrtemoro
enekTpoHHux MNnatexis (CEI), aka niaTpumye nepekasu sik BENIMKUX, TakK i HEBESTMKUX CYyM.

MixxHapoOHi nepekasu KOWTIB: HagalTb MOXNUBICTbL KnieHTam «CiTi»  34ilncHIoBaTK
MDKHapOOHI nepekasvM B LUMPOKOMY fdiana3oHi BanoT Yy dopMi BUXIOHUX e€feKTPOHHUX
nepekasis

B. Bignpaska nnaTtexy

1.

4.
5.

KnieHt Hagcunae B «CiTi» nnaTikHy iHCTPyKUito, odopMreHy BignoBigHO OO0 PWUHKOBMX
CTaHOapTiB, 4Yepe3 cepsicM enekTpoHHoro BaHkiHry «CiTi», wo Oynu ysromkeHi Ha eTtani
niaknioYeHHs nocnyru, skntodatoun CitiDirect BE® Ta CitiConnect®

«CiTi» 3Bipde nignucyM Ha nnaTKHIA IHCTPYKUIT 3 nignMcamu, WO MICTATbCA Yy KapTui i3
3paskamu nignucie, Ha BiANOBIAHICTb, WO MOXe TakOoX BKMOYaTU MepeBipKy Mo TenegoHy.
BaHk He 3aiicHioBaTUMeE 06pOBKY IHCTPYKLIT Y BUNaaKy, AKLWO NigNUC He NPOWLLOB NepPeBIPKY.

«CiTi» Hanpaensie iHCcTpykuito 4o CENN anga noganbLuoi o6pobku.
CElN HanpaBnse iHCTpyKLUito 6aHKy OTpyMyBada KOLUTIB.

BaHk OoTpMMyBa4a 3apaxoBy€ KOLWUTU HaA paxXyHOK OTpuMyBa4ya.

He icHye »oaHnx obMexeHb Ha cymy 06pobneHnx TpaH3akuin abo Ha uini 34iNCHEHHSA nnaTexy
(komepuiiHUMI, NO4ATKOBUI, FPOLLIOBUI PUHOK TOLLLO) 3@ BUHATKOM BUNaT 3apobiTHOT nnaTtw, Wwo
nignarae nepes.ipui cnnatyv NoAaTkiB nepes BUKOHAHHAM, Ta iHLWMX PerynapHuUx nnatexis, sKi
MOXYTb 6yTN NpeaMeTOM BarnOTHOrO peryroBaHHs.

Mpumitka: baHk Gyge giatm 3rigHo 3 BMMOrow KnieHTa BigknukaTtu, ckacyBatyu abo 3MiHMTK
NNaTikHY IHCTPYKLIO, SKLO Lie He 3ab0pPOHEHO 3aKOHOAABCTBOM YKpaiHu.

Akwo Ha paxyHKy KnieHTa He BucTavae kowTiB, baHk noBepTae nnatixHe AopyyeHHs KrieHTy.
BaHk He BMKOHY€E YacTKoBi nnaTexi.
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CTAHOAPTHI YMOBW 0OITOBOPY BAHKIBCbKOIO PAXYHKY AT«CITIBAHK»
C. lNopgosxeHHs onepauinHoro aHa ans KnieHrta

TepmiH 3aBepLUEHHA
OaHKiBCbKUX onepauin
(MicueBuM yac)

Micuesi nepekasu 16:00
Nepekas iHO3eMHOT BanioTu 11:00
Mepekas mix paxyHkamu «CiTi» 18:00
3apnnaTHi nnatexi 16:00

[ata BantoTyBaHHA

a
a
a

A

Y BUHSITKOBMX BMNagKax a4ns KnieHTiB, ki NoTpebyoTb NOAOBXKEHHS onepauinHoro 6aHKiBCbKOro
OHS, MOXYTb OYTW BCTAHOBMEHI NOAOBXEHI TEPMiHN 3aBepLUeHHS 6aHKIBCbKMX onepawin 3rigHo

oKpemux Tapudis.

KnieHTn NOBMHHI NOBIZOMUTM CBOMO NpeacTaBHMKA MO 06CYyroByBaHHIO KITIEHTIB MPO NpUGNN3HUN
obcAar Ta KinbKicTb nnaTexis, WO nignsratTb 0b6pobLui nicng 3BMYaNMHOIO Yacy 3aBepLUEHHS
GaHkiBcbkux onepadin (16:00 ansa rpmeBHeBux nnatexiB Ta 12:00 gna nnatexiB B iHO3EMHIN
BantoTi). MogoexeHnn TepmiH 3aBepLUEHHsST DaHKIBCbKUX onepavwi 4inCHWIA TiNbKW AN AHA, KOnu
NogaeTbCs 3anuT. AKLWO KMIEHTM NOTPebyoTh NOLOBXEHOrO TEPMiHY 3aBepLUeHHs] 6aHKIBCbKMX
onepauinn binblwe ogHOro AHs, BULE3a3HaA4YeHe MOBiAOMIEHHS] MOBUHHO HagcunaTtucs «CiTi»

KO>XHOIo AHA.
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Ill. Tlocnyrmn BXigHUX NnaTexis

A. OTpMaHHA nnaTexy

1.
2.

CETI nanpasnse iHcTpyKuito go «CiTi» BignoBigHO 40 MicLEeBUX NpaBui Nepekasy KoLTiB.

«CiTi» kpeanTye paxyHok KnieHTa.

Byab-siki BigMoBM abo noBepHeHHSA KowTiB, iHiyinoBaHi «CiTi», 6ygyTb NOBEPHYTI Ha paxyHOK
nnatHuka 6e3 BUKOHaHHS. [1NaTHUKY CMOBILLAETLCA NPUYNHA NOBEPHEHHS.

B. lNocnyru iHkacauil roTiBKOBMX KOLUTIB

«CiTi» nponoHye Nocnyru iHkacauii roTiBKOBMX KOLUTIB 3a AOMNOMOIoH OKPEMOro nocradasnbHuka
nocnyr. Mocnyru BknoyawTb B cebe HacTynHe:

IHKacauist roTiBkoBmMx KowwTiB: 36ip 6aHKHOT Ta MOHET i3 npuMilleHb KnieHTa y nonepegHbo
Y3ropKEHWI Yac ang AOCTaBKM OO0 LEHTPIB iHKacauii Ta nepepaxyHKky

O6pobka roTiBkoBMX KowrTiB: [lepepaxyHok Ta o06pobka (CopTyBaHHA Ta YynakoBkKa)
iHKacoOBaHMX rPOLLOBMX KOLUTIB B MPU3HAYEHUX LEHTPaX nepepaxyHKy roTiBKOBUX KOLWITIB Ta
3apaxyBaHHsi Ha paxyHoK KnieHTa.

Mpouec iHkacauii roTiBKOBMX KOLUTIB

1.

KnieHT Ta nocTadanbHWMK MOCAYr MOBWMHHI nignucatn yrogy, WO MICTUTb HaCTyrMHy
iHdopmauito:

¢ ®dakTnyHa agpeca/kogmn Micub iHkacauii KnieHTa.

o [pacpik iHKacaLii rpoLLIOBUX KOLITIB - AHi Ta Yac iHKacaLil roTiBKOBMX KOLUTIB.

e IM's Ta KOHTAKTHUI TenedoH YNOBHOBaXXEHOro npeacTaBHuKa KnieHTa

e |M'A Ta KOHTaAKTHUI TeNed)OH YNOBHOBAXXEHOIro NpeacTaBHUKa NocTavanbHuKa nocnyr
e LliHa, ysromxeHa 3 nocta4anbHUKOM NOCNyr

KnieHT 3anoBHioe ycTtaHoBneHy copmy «CiTi» Ana HanawTyBaHHA MOCMAyrK iHKacauii Ta
obvpae cnoci® onnaTtu nocnyr: aBTOMaTWYHE CNMCaHHS KOLWTIB 3 paxyHKy abo onnaTta
nocTayanbHKKY NOCAYr 3riAHO PaxXyHKY.

KnieHT roTye rpoLuoBi KOWTKU Ans iHKacauii 4o NpnbyTTa noctadanbHUKa NOChyr.

a. [powosi KowTN NOBMHHI ByTKM nNepepaxoBaHi, Bi4COPTOBaHI 3a HOMiHANoOMm, 6aHKHOTU
0o6B’A3aHi Ta MOHETW BKMNafeHi B Miweykn Onst MOHET. He [03BONSAETbCS MPOBOAUTM
obaHgepontoBaHHas  abo  ob6B’A3yBaHHA  GAHKHOT,  BUKOPWUCTOBYHUM  HEBIPHY
KnacudikaLinHy CTpiyKy, He3Baxaluu Ha HOMiHanbHYy BapTiCTb, HanMCaHOK Ha CTpidli
BiO pyKw.

b. 3HoLwweHi 6aHKHOTN COPTYIOTLCA OKPEMO.

c. [epen BknageHHAM roTiBKM Y CyMKY, ynoBHOBaxkeHa ocoba KnieHTa (5K 3a3Ha4veHo B
aHkeTi KnieHTa) 3060B’d3aHa 3amoBHWUTM KOMMAEKT OnaHkiB (CynpoBigHY BidAOMICTb,
HaKnagHy i KONito CynpoBigHOT BiAOMOCTI) A0 KOXHOI CyMKW. lignucaHi konii NoOBMHHI 6yTu
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onnomMmboBaHi B cymui Tak, Wwob nnomba 3Haxogunacb sikomora 6nvkye go Byana. KiHui
lwnaraTy Bif 3aB’si3aHOro By3na B na3y niomobu NOBMHHI MaTh JOBXWHY He Ginblue ABOX
CaHTUMeTpIB.

d. lNocTavanbHWK nocryr He npurMMe OnnomMboBaHy CYMKYy 3 TFOTIBKOK, SKLWO CyMKa
NOLLKOAXEHa, posipBaHa, BiobMTOK Ha Mnombi HediTkMi, abo sKWo € po30iKHICTL MK
CYMOI0, HanmcaHo ungpamum, Ta Cymoro, HannMcaHow CrnoBamm B O4aHUX OKYMEHTaXx.

e. KnieHt 3060B’a3aHnn Hagatn GesnepelukogHy, gobpe OCBITNEeHy Ta 0e3neyHy 30HYy
[oCTyny Ang iHKacauii roTiBKOBUX KOLUTIB.

4. Tlpu3aHayeHoOro rnocravarnbHUKa MOcnyr 3ycTpiyarTb Ta CYNpPOBOAXYIOTb A0 Micus iHKacauil
roTiBKOBMX KOLUTIB.

5. KnieHT nepeBipse ocoby npeacTaBHMKa nocTtadvanbHuka nocnyr (iaeHTudikauinHnum Homep,
AOBIpEHICTb Ta nepenycTky), pobuTb BiANOBIAHI MOMITKM B peecTpaLinHin kKapTLi Ta 3acBigyye,
WO nianuMc npefcTaBHUKa NocTavarnbHWKa Nocrnyr crisnagae 3 nianMcoMm Ha cnyxo6osBomy
NOCBIAYEHHI Ta AOBIPEHOCTI.

6. [lMicna iHkacauii roTiBKOBMX KOLWITIB, NPeACTaBHMK MOcCTayanbHUKa nochyr nignucye
CYNpoBigHY BiAOMICTb, sika NigTBEPAXYE OTPUMAHHS CYMKMW.

7. [lNpenctaBHUK [OOCTaBMASiE TPOLIOBI KOWTW A0 NPUMILLEHb nocTadvarnbHuka nocnyr Ans
nigpaxyHKy roTiBKOBUX KOLUTIB.

8. [polwoBi KowTK nepeBipalOTbCA Ha AedekTw, nigpobkn Ta HEenpuUHATHI NOMITKM Ta
nigpaxoBytoTbcs. Cyma, CnpaBXHICTb Ta CTaH rpowoBux 6aHKHOT Ta MOHET NepeBipATLCS
nocTtayanbHUKOM NOCIYT.

9. lpowoBi 6aHKHOTM abo MOHeTW, SAKi BUSBUNUCHL NigpobneHumun, OyayTb posrnagaTuca
noctavyanbHUKOM MOCIYr BiANOBIOHO 4O YMHHMX 3aKOHIB Ta npasun. byab-ski noB'a3aHi 3 uum
BUTpaTn abo Hacnigku € BignosiganbHicTio KrieHTa.

10. Akwo roTiBka 3ibpaHa go 13:00, kowTn Ha paxyHok KrieHTa OyoyTb 3apaxoBaHi TOro X AHs.
Yci rpowosi kowTwn, 3idpaHi nicna 13:00. abo B Hepoboumii aeHb GyayTb 3apaxoBaHi Ha
paxyHok KnieHta go 11:00 HacTynHoro pobo4oro gHs.

C. Nocnyrn 3 npyunmaHHs nnaTexis

«CiTi» NponNoOHye pilleHHs 4ns NpUAMaHHA nnaTexis Big disnyHMx ocid no Bcin YkpaiHi.

[Mpouec npuMaHHA nnaTexis

1. KnieHT NOBMHEH BIOKPUTU 0OOATKOBUIN NMOTOYHUIA PaxyHOK, sikni Byae BMKOPUCTOBYBaTUCA
nuwe Ana npUnMaHHA nnaTexis.

2. KnieHT Hagae nnaTtHMKaM cneuianbHi nonepefHbLO HaapyKoBaHi NNaTiKkHI JOPYYEHHA Ans
30iCHEHHA NnaTexy. 3pa3ok NNaTiKHOro AOpYYeHHs noBuvHeH 6yTtu nigTBepaxexHun "Citi"
0o Toro, 9k KnieHT HagacTb MOro nnaTtHuKam.

3. lnaTHUKM 34INCHIOKTL NnaTexi 3a OOMOMOrow nonepeaHbL0 HaApYKOBAHOro MMaTiPKHOMoO
OOpYyYeHHSN Yyepes 6aHKN-nocTavanbHUKM NOCAYT.

4. KowTtmn 6yayTb 3apaxoBaHi Ha paxyHok KrnieHTta «CiTi» He ni3Hile HacTynHoro pobo4voro AHs
nicns Toro, ik nocTavanbHUK NOCNYr OTpMMaB NnaTix.

D. Cepsic 061Ky paxyHkiB aebitopis
7|CTtopiHKa
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Cepsic 06niky paxyHkiB paebitopie «CiTi» (ARMS) — dannoBe pilleHHs, WO nonarae y
KOMOGiHyBaHHI iHCTPYMEHTIB Ta MeToAiB nepefavi iHopmalii i3 36arayeHHaM geTtanen onepauii
000aTKOBOW iHhopMaLlieto, WO, Y CBOK Yepry, Aornomarae CTBOPIOBaTU CTaH4APTMU30BaHI 3BiTK
Ta aBTOMAaTM3yBaTW PEKOHCUNSALLIO paxyHkiB AebiTopi..

ARMS koHconigye AaHi no BXiagHMM nnaTexam y cTaH4apTU3oBaHi 3BiTu. CTaHAapTM30BaHUNM 3BiT
Jonomarae poasnisHatv Ta 3iCTaBUTU KMOYOBI AdaHi 3 AeTanen nnatexis, Wo6 nonerwuTu
OTPUMaHHSA NnaTexiB Ta ix pekoHcunauito. «CiTi» NigTpUMye sK 3pyyHi Ans pO3yMiHHS NOAMHOL,
Tak i 3BiTM Ta pannn, WO 34YUTYIOTbCS MAaLUMHOW, ANA nonerweHHs obpobku aebiTopcbkoi
3aboproBaHoOCTi KNieHTIB.

Mpouenypa koHconigauii nonsrae y HacTyrnHoMmy:
1. «CiTi» oTpyMye BXigHW NNaTix Big NNaTHUKa Ta 3apaxoBye NnaTtiK Ha paxyHok KnieHTa.

2. Ha ocHoBi y3romxeHoro cnocoby onnatu, cepsicy 3 obMmiHy iHpopmMauieio Ta napameTpis
paxyHky, «CiTi» oTpMMye AaHi Npo TpaH3akuii i Haacunae X y BHYTPIWHE iHdopMmauiiHe
cXxoBuLLE.

3. «CiTi» cTaHgapTU3ye AaHi, Wo MICTATbCA B TPaH3aKLil.

4. «CiTi» CTBOpIOE 3BiTU y MOMNEpeaHbO Y3roKEHUM 4vac i Hagcunae 3BiTM abo dannu 3a
[IOMOMOTOI0 Y3ro[PKEHOIO eNeKTPOHHOro cepBicy 3 06MiHy iHdbopmalieto, CitiDirect BE® a6o
CitiConnect®

«CiTi» 36aravye sKiCTb KOHCOMILOBaHUX AaHWX NPO onfiaTy 3a AOMOMOrol aBTOMAaTU30BaHOI
3BipKM OaHUX.

Mpouec 3BipkM IPYHTYETLCA Ha TabNUUAX 3 4aHMMK, Wwo HagaTbes KnieHtom. [JocTynHi HacTynHi
BUAW 3BipKu:

o BusHaudeHHs nnaTHMKa — 40 AeTanen BXigHWX nnaTiKHUX onepauin i3 6ibniotekn nnaTHUKIB
KnieHTa popaeTtbca iHpopmauia npo nnatHuka. Lle Moxe BKNovatv  yHiKanbHWUA
iAeHTuikaTop nnaTHKKa, iM's abo iHWy HeobxigHy iHopMaLio Npo nNnaTHuKa.

e 3Bipka gaHux nnaTtHuka 3rigHo iHdopMmauii Big KnieHTa, wo nondrae y poslwmpeHHi BXigHWX
nnaThkKHUX onepauin nnaTiKHOK iHdopMaLieto, ska HagaeTbes KnieHTy Big nnaTHUKa.

Mpouenypa po3LWMPEHHS AaHUX MONSrae B HACTYNMHOMY:

1. KnieHT roTye cBoi channm 6ibniotekn i nepegae ix Yepes y3roaKeHUn enNeKTPOHHNIA CepBic 3
obMiHy iHgopmaLieto - CitiDirect BE® abo CitiConnect®.

2. «CiTi» HagcMnae enekTpoHHe NOBiAOMMNEHHs KnieHTy, nigTBepaXytoum oTpuMaHHsa danny
GibnioTekw.

3. Konu «CiTi» oTpuMye BXigHU nnaTix Big nnaTHUKa, nnaTtik 06pobnaeTbca Ta 3apaxoByeETbCA
Ha paxyHok KnieHTa.

4. TloTim gaHi nnatexy nepenarnTbCsa B CXOBULLE JaHMX YEpEe3 CepBic KoHconigaLii.

5. Ak Tinbkn npouenypa koHconigauii 3aBeplueHa, «CiTi» MOYMHAE PEKOHCUNALI OaHUX,
BMKOPWUCTOBYIOYM JOCTYNHI BiAMNOBIAHI KNtoYi/ineHTudikatopu.

8|CtopiHka
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6.

Akwo igeHTudikatopu 3b6iraotbcs, «CiTi» gogae Ao gertanen nnartexy iHgopmauio 3
bibnioTekn KniieHTa.

Axwo ineHTudikaTopu He 36iratoTbes, «CiTi» Hagcunae cnosiweHHs KnieHTy ansa nogansLuoi
po60TK 3 LaHUM BUKMOYEHHSIM.

Micns 3aBeplueHHs1 pekoHcunsuii, «CiTi» CTBOPIOE 3BiTM Yy nonepegHbo Y3romKeHU yac i
nepegae 3BiT YM (haninu yepes y3rooKeHUNn eneKTPoHHUI cepsic 3 0bMiHy iHopmauieto -
CitiDirect BE® a6o CitiConnect®.

PekoHcunsauia paxyHkiB-chakTyp - Lie nocryra Ha OCHOBI NpaBuI, 3rigHo sikux BigOyBaeTbCs 3Bipka
nnartexis, Wo 3apaxoBytTbcs «CiTi» Ha paxyHku KnieHTa, i3 cymamu nnaTexis, WO MICTATbCA Y
danni, Wwo HagaeTbest KnieHTom.

Mpouenypa pekoHcUNALiT paxyHKy-hbakTypy HacTynHa:

1.

KnieHT rotye 6ibnioTeky paxyHkiB, LLO OYikylOTb onnaTtu, Ta nepegae dann 3a 4OnoMorow
Y3rompKeHUX eNneKkTPOHHUX cepBiciB 3 06MiHy iHdbopMalieto - CitiDirect BE® a6o CitiConnect®.

«CiTi» Hagcunae niaTBEpAXEHHS erIEKTPOHHOI0 NMOLUTO NP0 OTPUMAaHHA AaHux 6ibnioTekn
KnienTa.

Konu «CiTi» oTpuMye BXigHMI NnaTixX Big nnaTHWKa, BiH 0Opo6nseTbCa Ta 3apaxoByeETbCA Ha
paxyHok KnieHta «CiTi».

MoTiMm gaHi Npo onnaty nepefakwTbCsA A0 BHYTPIWWHLOrO CXOBULLA AaHUX Yepe3 cepBsic
KoHconiaauii.

Mig 4ac pekoHcunauil, AeTani nnaTexy CKaHYyTbCA Ha npegMeT HaABHOCTI B HUX
ideHTUIKaTopiB, L0 BUKOPUCTOBYIOTHCA SIK OCHOBHUWIA KITHOY A4NS TOro, Wwob oTpymaTi CNMCoK
HeonnayeHux paxyHkis 3 6ibnioteku.

3rigHo 3 ysromkeHumun npasunamn, «Citi» gogae iHdopmauilo Woao CyMn HaBnpoTu
HEeOonnayYeHoro paxyHky.

«CiTi» CTBOpPIOE 3BiTU Ta PO3LLNPIOE AaHi AK LLIOAO NOBHICTIO 3BiPEHNX CYyM, TaK i TUX, WO Bynn
3BipeHi YacTKOBO.

«CiTi» roTye 3BiTU y nonepeaHbO Y3rofKeHUN Yac i Hagcunae 3BiT Y annm nNo y3rogKeHomy
eneKkTPOHHOMY cepBicy 3 06MiHy iHcbopMmalieto - CitiDirect BE® abo CitiConnect®.
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V.

|[HWI ymMOBU

KnieHT caMOCTIHO OLiHIOE IOPUANYHI, PErynaTyBHi, NO4aTKOBI Ta GyxranTtepcbki Hacnigkn HagaHHS
nocnyr.

Yac Big 4acy baHk Hagae KnieHTy Tapwudu, npouenypu, BUMOr, OOBIOHUKM, MOCIOHWKM Ta iHLW
Martepianu, Wo onucyTb NpoLeaypu, BUMOrM Ta 06MeXEeHHS LLOAO0 BUKOPUCTAHHS NOCHYT.

O6pobka BxigHMX Ta BUXIGHMX MAaTexiB PeryneTbCca npaBunammn, BCTaHOBMEHMMW BigNoOBigHOK
nnatixHoto cuctemoto. Kpim Toro, aaHmi [JosigHuk Binobpaxae onepadinHi npouenypu «Citi». «CiTi»
Ta knieHTn «CiTi» NOBWHHI 4OTpMMYBaTUCS NpaBun NIATPKHUX CUCTEM Ta onepauiiHMX npouenyp,
npo AKi noeTbCca B 4aHOMY A0BIOHUKY.

Micna sanoBHeHHs KnieHToM Ta goctaBku Ao baHKy BignoBigHUX peecTpauinHux ¢opm, BaHk
HagaBaTUMe NOCyrn No o6CNyroByBaHHIO paxyHkiB KrnieHTa yepea cuctemy KnieHT-IHTepHeT-baHK,
BMKOPUCTOBYIOUM KOMIMIEKCHY cucteMy ob6pobku Ta nepefadi enekTpoHHUX POo3paxyHKOBUX
AOKYMEHTIB Ta/abo iHWKMX iIHCTPYKLiK, BiANOBIAHO A0 BMMOr 3aKOHOAABCTBA YKpaiHU Ta yMOB Yroaum
(9K BM3Ha4eHO y 3asBi Ha BIOKPUTTS paxyHKy), a TakoX BKIOYaKum Ui 3sefeHi npoueaypu 6esneku.
MpaBa, 3060B'A3aHHsA, BigNOBIgANbLHICTL CTOPIH Ta BPEryntoBaHHSA CMopiB LOAO BUKOPUCTaHHSA
cuctemn KnieHT-IHTepHeT-6aHK BU3Ha4atoTbCa B Yrogi (B Tomy uncni y umx Npouenypax).

Cuctema «KnieHT-IHTepHeT-baHk» o3Ha4yae cuctemy CitiDirect BE Ta 1i mobinbHi gogatkm CitiDirect
BE Mobile ta CitiDirect BE Tablet, a Takox 6yab-aki mogudikauii Ta 3mMiHu Uiel cuctemm, aki baHk
MOXe 3acTocyBaTy B ManbyTHLOMY.

[Ona paxyHkiB KnieHTa, Wo 3apeecTpoBaHuMi B YKpaiHi, (yHKuis AaMmiHicTpaTopa cuctemmu
3gincHoeTbea bankom. Poni Ta 060B'A3kn AgMiHicTpaTopa cuctemmn HaBsegeHo B Pozaini V (A) uboro
[oBigHuka. KnieHT He BKka3dye cBOIX AQMIHICTpaTopiB CUCTEMI B XKOAHIN peecTpauiniHin dopmi.

Bbyab-aka iHCTpYKUiA Ha 34iMCHEeHHA nepekasy KowWTiB 3 paxyHKy KnieHTa, Wwo 3apeecTpoBaHui B
YkpaiHi, noBuHHa 6yTn aBTopu3oBaHa Yy CitiDirect BE «kopucTyBayem cuctemu, WO Mae
NMOBHOBAXEHHS Ha PO3MNOPAMPKEHHS PaxyHKOM BIiAMOBIAHO OO0 KapTKu i3 3paskamu nignucis. 3a
HeobXigHOCTI, piBeHb NigNMCy BiAMNOBIAHO OO KAPKM i3 3paskaMu Nignncis MoXxe NpUpiBHIOBATMUChb 00
npaBa CTBOPEHHS NnaTexy, Noro Bignpaekn abo aBTopmsallii.
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V. KoHconigoBaHi npoueaypu 6esnekn TTS

Ak 3a3HayveHo B po3aini «lMosigomneHHs» MeHepanbHMX YMOB 06CNyroByBaHHsS paxyHKy Ta HagaHHs
nocnyr (abo iHWKNX 3aCTOCOBHUX YMOB BUKOPUCTAHHA paxyHKy) («MAST»), wo 6ynu yknageHi mix
Knientom T1a baHkom, Humk4ye HaBegeHo onuc npoueayp 6esnekn («[pouenypw»), wWo
BukopuctoBytoTbca TTS «CiTi» no BigHOWEHHIO A0 Takmx nocnyr abo cepsiciB 3 06MiHY
iHbopMmaLieto.

e CitiDirect BE® (Bknto4awum eneKkTpOHHe ynpaBriHHSa OaHKiBCbkUMU paxyHkamu (eBAM),
TreasuryVision® Ta WorldLink®)

e TexHororii ronocoBoro poanisHaBaHHsA IVR?!

o EnektpoHHa nowTa/dakc 3 baHKOM, 3a BMHATKOM IHCTPYKUIW, WO BUMaralwTb pPYy4HOro
BignpaeneHHs (MIFT)

e CitiConnect®
e |HWIi MicUeBi eNeKTPOHHI KaHanu nepedadvi gaHnx

HasgHicTb nocnyr abo cepsgiciB 3 0OMiHy iHbopMaLieto MOXe BiAPI3HATUCH B 3aNeXHOCTI BiJ PUHKY.
Lli npouenypu MoXyTb Yac Big 4acy OHOBMNOBATUCHL Ta HagaBaTuCh KnieHTy enekTpoHHUM abo iHWnm
cnoco6oM. MpoaoBxeHHA BUKOpUCTaHHA KnieHTom Oyab-skMx i3 BuLLe3asHaydeHux nocnyr abo
cepsiciB 3 06MiHy iHhopMaLieto nicna oTpuMaHHs iHopmadii Npo oHoneHi Mpoueaypu (Lo Moxe
BKIOYaTy, ane He obmexyeTtbcs, nybnikauieto oHosneHnx npouenyp y CitiDirect BE wono nocnyr
abo cepsicy 3 06MiHy iH(popmaLieto) o3HavYae NpUHATTS KnieHToM Takmx oHoBneHux npouenyp. L
npoueaypyn matTb Oyt npouutaHi pasom 3 MAST, MAST moxe 4yac Big 4acy 3MmiHoBaTUCA.
BusHayeHHsi, BKasaHi 3 BenuKoI NiTepu, AKi He BU3HAYeHi iHaKwe y LbOMY [AOKYMEHTi, MaioTb
3Ha4yeHHs, Wo BM3Ha4YeHe MAST.

A. Ponb Ta BignosiganbHicTb AgMiHicTpaTopa cuctemmn?

Ona nporpam, goctynHux y CitiDirect BE®, baHky HeobxigHi ABi okpemi ocobu, wob BBOAUTM Ta
3aTBEPAXYBaTU IHCTPYKUi; OTKe, NOTPiOHO MiHiMyM aABa AaMiHicTpaTopa cuctemun. byab-aki aBa
AOMiHicTpaTopa cucTemu, 4itoum ChifibHO, MOXYTb HafaBaTW IHCTPYKLiT Ta/abo nigTBEpOKEHHS Yepes
KaHanu 3B'a3ky Lwoao dyab-sakoi dyHKUiT AgmiHicTpaTopa cuctemmn abo, 4ns nonerweHHsa KOMyHikauii
— yepes IHTepHeT. byab-gki Taki [NoBigoMneHHs, 3aTBepaXeHi ABoMa AgMiHIicTpaTopaMmn cuctemu,
OyoyTb npurHATI Ta 0bpobneHi BignosigHO o npaBun baHky. BaHk pekoMmeHAye NpU3HaAYUTH
LLoOHanMeHLWe Tpbox AOMiHicTpaTopis cuctemun anga 3abesnedeHHs 6esnepepBHOl poboTu. KrieHTt
npusHadae cBoix ApgMiHicTpaTopiB cuctemu y ®Popmi nigkniodeHHs TTS cepsiciB 3 0OMiHy
iHopmauieto. AgMmiHicTpatop cuctemmn KriieHTa TakoXX MOXe BUCTynatu B AKOCTi AZMiHicTpaTopa
cuctemu gns TpeTix ocib (Hanpuknag, adininosaHoi ocobu KnieHta) Ta 3gincHioBaTK BCi HEOOXiOHI
Ail (BKIOYauM nNpusHadeHHs KOpUCTyBadiB ANsi paxyHKy(-iB) TpeTboi ocobu), 6e3 Oyab-akoro
A00aTKOBOro NpU3HayeHHs, AKWO Taka TpeTa ocoba nignucye opmy yHiBepcanbHOro goctyny (abo
iHWY Taky dopMy J03BOIY, WO NpMiMaeTbes 6aHkoM), Wo Hagae KnieHTy npaBo JocTyny 40 CBOro
paxyHky(-iB). Lle ctocyeTbcs nuwe paxyHKy(-iB), Ha SKUA (5IKi) pPO3NOBCIOMAXKYETLCSA BiAMOBIAHWNA
A03Bin.

1 Onuisi He docmyriHa & YkpaiHi
2 @yHKuis AdmiHicmpamopa cucmemu Ha cb0200Hi He docmyrnHa 0nsi Npsimo2o docmyrly 00 paxyHkKie 8 YKpaiHi,
Kpim eunadkie, KOU KITiEHM, WO 3apeecmposaHull 3a MexxaMu YKpaiHu, cmeoptoe Kopucmyeadie cucmemu 0risi
rpaea rnepeesnsidy yKpaiHCbKUX paxyHKie
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CTAHIOAPTHI YMOBMW OFOBOPY BAHKIBCHKOIO PAXYHKY AT«CITIBAHK»
Ponb AgMiHicTpaTopa cucTemm BKoYae, ane He oOMeXyeTbCH, HaCTYNHUMM YHKLISMK:

1. BcraHoBneHHa Ta nigTpumMka AOCTyny Ta nNpaB KOPUCTyBadiB, y TOMY 4UCAi camumx
AOMiHicTpaTopiB CMCTEMMU, BKIOYAKOYK Taki Ail:

(a) cTBOpEHHS, BMaaneHHsa abo 3miHa obnikoBMX 3annciB KOPUCTYBaYiB Ta HagaHWX Npas
(3BepHITb yBary Ha Te, WO iM'S KOpUCTyBaya NOBMHHO BignoBigaTH igeHTUdIKaLinHUM
OOKyMeHTamMm)

(b) cTBOpPEHHST NpochiniB JoCTyny, SKi BU3HAYalOTb PYHKLIT Ta gaHi, OCTYNHI ANs PisHUX
KOpUCTYBauiB, i

(c) cTBOpeHHsA abo BMaaneHHs obnikoBux AaHMX KopucTyBaya
2. CTBOpeHHSA Ta 3MiHa 3anucis y GibnioTekax KnieHta (Hanpuknag, wabnoHn nnaTtexis
3. 3miHa mapwpyTy aBTOpM3aLii nnatexy?

4. Bwu3sHa4eHHH 06NikoBUX OaHMX AUHAMIYHOro naposns abo iHWKux obnikoBMX AaHUX 4OCTYNy 40
cuctemn abo naponis kopuctyBadis KnieHTa

5. IHdopmyBaHHs BaHKy y pasi nigo3pu komnpomeTadii 6e3neku

6. Kpim iHworo, AamiHicTpaTopy CUCTEMW BCTaAHOBIIOOTbL MiMITU ONA KOpUCTyBayiB no
TpaH3akLisiM Ta npogyKTam, 40 SKUX Kopuctysay mae goctyn. Lli nimitn He BigcnigkoBytoTbCH
Ta He nepesipaTbea baHkom; KnieHT camMOoCTiMHO crigkye 3a TakuMu niMiTamu BignosigHoO
A0 CBOIX BHYTPILHIX MOMITUK Ta BUMOT, SiKi BKIKOYaOTb, ane He obMexXykTbCs, NniMiTamu,
BCTAHOBNEHUMM pilleHHaMU [MpaBniHHA abo iHWWM aHanoriYHMM SOKYMEHTOM.

Ansa po6otn 3 goaatkom eBAM? HeoGXigHi HAacTynHi nocaau:

MouaTkoBa yctaHoBka eBAM BumMarae npmsHadeHHs1 TpbOX agMiHicTpaTopie 6e3nekn Ta ogHOro
KopnopaTuBHOro cekpetapsa. [Bi Okpemi cTapwi agMmiHicTpaTMBHI poni AiloTb ChifbHO Ans
CTBOPEHHSA KOPUCTYBa4iB Ta HadaHHA M MOBHOBaXKeHb/ nNpaB OOCTYyny A0 AaHUX Ta poboumx
npouecis. Lli MexaHiamMyn He KOHTPOMIOKTLCH Ta He nepeBipATbCA baHkom; poboudi npouecn Ta
4ii KopucTyBadiB koHTpontoThes KnieHTom ansa 3abe3neyeHHs 4OTpUMaHHSA NOMiTUK, BUMOT Ta
piBHIB aBTOpM3aUii Ta 3aTBepaXkeHHs KnieHTa (i BNacCHWKIB paxyHKiB), BKMOYalun, ane He
obMexyuncb TMMK, WO BCTaHoBneHi Pagot gupektopie KnieHTta (i BnacHWKiB paxyHkiB) abo
eKBiBaneHTHUM KepiBHUM OpraHom.

Ona eBAM noTpibHi Taki poni:

1. AamiHicTpaTop 6e3neku: BUKOHYE (OYHKLIT, onucaHi B (1) a-C BuLe, B pamMKax NOBHOBaXEHb
AnMmiHicTpaTopa cuctemu

2. KopnopaTuBHUM cekpeTap: rapaHTye, Lo poboyi npouecu, KOpUCTyBadi, SKUM HaaHa porb
YNOBHOBaXXEHOro aBTOpM3aTopa, i iX 3aKpinneHHsl 3a pobouYnMuM NpouecamMu BignoBiaawTb

3 [Ins iHcmpyKuiti Ha nepekas Kowmig 3 yKpaiHCbKUX paxyHkKie BaHKoM 8uMazaembCsi HasigHicmb 080X OKPEMUX
Kopucmyeadig 019 cmeopeHHs ma asmopu3sauii iHcmpykuii. 3a HeobxiOHocmi, pieeHb nidnucy 8idnogidHo Ao
KapKu i3 3paskamu nidnucie Moxe npupieHrogamuck 00 rpasa cMEOPeHHs rnamexy, Uoz2o eidnpasku abo
asmopu3sauji.

4 [lodamok eBAM He suxkopucmosyembcsi 8 YkpaiHi
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BHYTPILUHIM NpaBunam, BUMOram, piBHAM aBTopu3aLil Ta 4o3BOMNaM, BCTaHOBNeHUM Pagoto
aunpekTtopie KnieHTa (i BnacHukamun paxyHkis) abo ekBiBaneHTHMM KEPIBHMM OpraHoMm

3. YnoBHOBaXXe€HW aBTOPU3aTOP: MAE LUMPOKI MOBHOBaXXEHHSA A5 BUKOHAHHA Ta aBTopm3aauii
po6o4oro npotecy

4. IHidiaTopu 3anuUTy: Lie 0cobuM, YNOBHOBAaXEHI 34iMCHIOBATN aAMiHICTpPATUBHI 3adadvi, Taki sk
BBeEHHS 3anuTiB Ha ynpassiiHHA paxyHKkaMun Ta aBTopusaTtopamMmn B joaaTky eBAM

ApgMminictpatop 6e3nekn, KopnopaTuBHuii cekpeTap Ta YNOBHOBaXXEHWA aBTOPM3aTOP HECYTb
BignoBiganbHicTb 3a:

a) BusHaueHHs1 Ta KepyBaHHs HanawTyBaHHSIMW iepapXii Ta KepyBaHHSA Micuem/npouecom,
Hanpuknag, BCTAHOBMEHHA pobo4vMx MpoueciB Ta NPU3HaYEeHHS KOPWUCTyBadiB Ta pPiBHIB
CXBarneHHs

b) CTBOpeHHs [o4aTKOBMX CTapwmx YNpaBhiHCbKUX poOrien Ta MPU3HAYEeHHA Ha HUX
KopucTyBauiB (siki MOXYTb B6yTn abo He € cniBpobiTHMKamn KnieHTa)

c) IHdopmyBaHHA BaHky, SKWO € nigctaBu nigosptoBaTy, WO G6e3neka abo KOHQIAEHUIMHICTb
Oyab-a9KMX OaHWX NPO KOPUCTYBadiB (BKMKOYa4uM CcTapli agmiHicTpaTtvMBHi poni) 6ynu
nopyLueHi abo CKOMNPOMETOBaHI

d) 3a HeobOXigHOCTI, 3anoOBHEHHSs, 3MiHy, 3aTBepKeHHA Ta/abo [OMNOBHEHHS opM Ha
nigknioveHHsa KnieHTta, ski yac Big 4acy MOXyTb 06rpyHTOBaHO BMMaratucb baHkom y 3B's3ky
3 HagaHHaM KnieHty nocnyr t1a/abo npoaykTis

Mpouenypn onucyloTb NEBHI 3acobu nepesipkn cnpaBxHOCT ("3acobu aBTeHTUiKauii"), sKi
3agisHi gns BUKMOYHOI igeHTudikauil Ta nepeBipkn noBHoBaxeHb KnieHTa Tta/abo Oygb-sikoro
Moro KopucTyBaya, $SK MpaBuno, 3a [OMOMOrol TakuX MexaHiamiB, Ak napu ID
KopucTyBa4da/naponb, LMgpoBi cepTudikatn Ta TokeHn 6e3nekn (Lo BUMKOPUCTOBYOTLCS Yepes
anapaTtHe abo nporpamHe 3abe3neyveHHs), ki CTBOPIOITb ANHAMIYHMI Naponb ANnsa JOCTyny A0
cnyx6 abo cepgiciB nepegayi gaHMx KOXHOro paay, konu KnieHT abo kopuctysad nigknoyaoTbes
Ao cuctem abo y pasi camo aBTeHTudikauii. Byab nacka, 3ayBaxTe, WO AOCTYMHICTb Pi3HUX
3acobiB aBTeHTUIKaLIi BiAPI3BHAETLCA B 3aNeXHOCTI Bif MiCLLEBMX YMOB.

AOmiHicTpaTopu cuctemm Ta yci KOPUCTyBaui, SKi Xo4yTb (a) cTBoptoBatT abo 3aTBepaxyBaTu
TpaH3akuil (i Yuin Npodinb KopucTyBava A03BOMSE iM Le pobuTn) i/abo (b) oTpumaTn gocTtyn Ao
cuUCTeM BigNOBIAHO 40 MOBHOBaXEHb, NOBMHHI BUKOPUCTOBYBATW HasiBHi 3aCobu aBTeHTUiKau,i
(5Ki, Ik 3a3HaYeHO BULLE, MOXYTb OHOBIIOBATUCh Yacy Bif 4acy).

HacTynHi 3acobu aBTeHTUdiKaUil MOXYTb OyTK JOCTYNHUMKU AN AOCTYNy A0 BULLE3a3HayYeHnx
cnyx6 abo kaHaniB nepenadi AaHVX B NoegHaHHi 3 ID kopucTyBada®:

5 3a 3amosuysaHHsIM 6 YkpaiHi 3acobom asmeHmucdbikauil € TokeH: Bidnoegiob Ha 3anum. BukopucmaxHsi iHwux
3acobie asmeHmudpikayii mae 6ymu y3200xeHe 3 baHKOM.
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3aci6 ayreHTUikauii

Onuc

TokeH: Bignosiagb Ha 3anuT

(i) MoGinbHMI [OOATOK Ha OCHOBI MPOrpamMHOro TOKEHY (Hanpuknag,
MobilePASS) abo (ii) disuunuii TokeH (Hanpwknap, SafeWord Card,
Vasco), siki B 000X BMMNagKkax BUKOPUCTOBYKOTbCS AN CTBOPEHHS
OWHaMIYHOro mapons nicns aBTeHTUdIKaLil 3a 4ONOMOrol 4-3Ha4yHOro
PIN-koay. Mpu goctyni ao CitiDirect BE® cuctema cTBoptoe 3anuT, a
TOKEH, L0 BUKOPUCTOBYETLCS, CTBOPIOE KOA BiAMOBIAi, O BBOAUTLCA Y
cuctemy.

TokeH: OgHOpa3oBuWiA Naporb

(i) MOBGiNbHUIA JO4ATOK Ha OCHOBI MPOrpPamMHOro0 TOKEHY (Hanmpuknag,
MobilePASS) abo (ii) disuunuin TokeH (Hanpwknap, SafeWord Card,
Vasco), AKMn BMKOPUCTOBYETLCHA ANSi CTBOPEHHSA AMHAMIYHOro napons
nicna aeTeHTUdikauii 3a pgonomorot 4-3HavyHoro PIN-kogy. Llew
AVHaMiYHUA Naponb BBOAUTLCA B CUCTEMY AN OTPUMAHHS JOCTYMY.

OpHopasosuit kog no SMS

[OuHamiyHMI Naponb LOCTaBNSIETLCA KOPUCTyBayeBi Yepe3 SMS, nicns
4YOro KOpPMCTyBay BBOAMTb OUHAMIYHUI Naponb i 3ax1LLEHNIA Napornb AN
OTPMMaHHS 4OCTYNy A0 CUCTEMU

["lonocosun ogHOpas3oBui Kop,

OunHamivHnn napornb [OCTaBMAETLCA KopucTyBauyesBi Yyepes
aBTOMaTMYHUI FONOCOBMM [A3BIHOK, MiCMAsi 4YOro KOpuCTyBay BBOAWTL
OMHaMIYHUIA Naponb i 3axMLWeHUn naponb Afs OTPUMaHHA AOCTyny OO0
cuctemu

BbaraTtocakTtopHa aBTeHTUIKaLis

[unHamiyHuin naponb CTBOPIETLEA 3a AonoMoroto TokeHa SafeWord Card
abo MobilePASS, nicnsa 4oro Takuii AMHaAMIYHUIA Maponb BBOAMTLCS
pas3oM i3 3axvLLeHMM naponeM ANs1 OTPUMaHHSI JOCTYNy 4O CUCTEMW.

Lingposi ceptudikatu

Lincoposuii ceptudpikaT, BUAaHUn 3aTBEPAKEHUM LEHTPOM cepTudikauii,
BUKOPUCTOBYETLCA 3 MeTOK aBTeHTMdikauil. Lindposi ceptudikatn
BUKOPUCTOBYIOTb MexaHiam 306epiraHHa kntova i BignosigHui [MIH, i
MOXyTb OyTn BuaaHi IdenTrust, SWIFT (3SKey) abo iHWMMM
Y3rofKeHUMK nocTayanbHUKamm.

3axuLieHnit naponb

KopurcTyBay BBOAMTL CBill 3aXULLEHWIA Naporb AN AOCTYNy A0 CUCTEMMU.
3axuLLeHnii naposb, K NpaBuno, obMexXye MOXIUMBOCTI KOPUCTyBaya B
cucTeMi, Hanpuknag, iHpopmauio MoXHa nepernsgaTu, ane MoOXmBICTb
30IMCHUTY TpaH3aKLUito BiACYTHS.

Cuctema  iHTEpaKTUBHOI  YCHOI
signosigi ("IVR") Ta enekTtpoHHa
nowra

KopucTtyBauam, siki 3B'si3ytoTbCcsi 3 6aHkoM, Oyae 3anponoHOBaHO BBECTU
PIN-kon abo HapgatuM iHWy iHdopmauito Ans  nigTBepOXXEHHS
aBTOPM30BAHOro AOCTYNY No TenedoHy abo eNneKkTPOHHOK MOLLUTOH).

dakc Mignucn Ha kopecnoHaeHLii, Wo oTpumyeTbcs baHkoM, 3a BUHATKOM
sanuTie MIFT, GygyTb 3BipeHi 3 nignvcamu, WO MICTATbCA B pilUEHHI
npaeniHHA KnieHta.

MTLS MpoTtokon Mandatory Transport Layer Security (MTLS) cTtBOptoe

3axvLLEHWIA, NPUBATHUI ENEKTPOHHNI 3B'A30K Mi>K GAHKOM Ta 30BHILLHLO
CTOPOHOI. ENeKTpoHHe NOBIOOMMEHHS, BignpaBneHe 3a AOMOMOro
LbOro KaHany, Hagcunaerbcs yepes |HTepHeT uepes 3awmdpoBaHuii
kaHan TLS, Lo cTBOpoeTbCA Nifg Yac NiaKIMOYEHHS.

Besneuynun PDF

3awmndppoBaHi  €neKkTpoHHi NUCTM  OO0CTaBnsAlTbCA A0  3BUYANHOI
MOLUTOBOI CKPUMHbKM $SIK AOKyMeHT PDF, skuii BiAKPUBAETLCS LUIISAXOM
BBEEHHs1 0COOUCTOro napons, i, Ik caMme NoBiAOMIEHHS, TaK i BCi foAaHi
Gannu wudpyoTbes. MpuBaTHUA Napornb MoXxe byTn CTBOPEeHWI nicns
OTPMMAaHHS NEePLIOro 3axmLLEeHOro eNeKTPOHHOIo NncTa.

o6 gisHatuch Ginble npo 6yab-akuMi 3 Uuux 3acobiB aBTeHTUMiKaLil, nepernsiHbTe CTOPIHKY
Login Help gosigku B CitiDirect BE®:
(https://portal.citidirect.com/portalservices/forms/loginHelp.pser)
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CTAHIAPTHI YMOBM IOrOBOPY BAHKIBCBKOIO PAXYHKY AT«CITIBAHK»
Onsa CitiConnect®®:

o HAxkwo KnieHT BupiUNTb BUKOPUCTOBYBATU 3arafibHOOOCTYMHE iHTepHeT-3'€QHaHHa aAng
nigkntodeHHs go «Citi», Bkmtovatounm HTTPS, G6esnedynmnn FTP ta FTPS, Bank Ta KnieHT
obMiHOTLCA cepTudikaTamn Ge3nekun, WO 3abe3neynTn MOBHICTIO 3alMpoBaHUA Ta
3axuLeHn kaHan 3B'A3Ky i 0OMiHY noBigoMneHHsamMu. BaHk npuiMatume Tinbku  Ti
MoBigOMMEHHS, WO HagXo4ATb i3 L3y 3axuLieHoro 3B'a3ky KnieHTa, BUKOPUCTOBYHOYM
ceptudikatn 6e3neku, SkMmmn obmMiHanucek baHk Ta KnieHT, i HaBnaku, baHk nepegaeaTume
MoBigoMneHHA Tinbky A0 W3y 3B'A3Ky KnieHTa, BUKOPMCTOBYIO4M Taki XX caMi cepTudikaTtu
Geaneku.

o HAkwo KnieHT Bupiwye ukopuctoByBaTu CitiConnect® gna SWIFT, to gnsa 6yab-skux
nnaTikHUX OOpYyYeHb Ta iHCTPyKUin, wo cTtocytoTbca SWIFT, Bkntovatoum 3miHy abo
CKacyBaHHS TakuX iHCTpykKuin, Mpoueaypwu, Aki ByayTb BUKOPUCTOBYBATUCA ANS NepeBipku
TOro, WO NnaTtiKHe opyYeHHS abo iHCTPYKLUiS oTpuMaHi Big KnieHTa Ta ynoBHOBaXXeHOi ocobu
KnieHta, € Takumu, sk ue nepeabadeHo JorosipHoto aokymeHTauieto SWIFT (ockinbku Taka
OokymeHTauia BusHadvaetbcss SWIFT i vac Big yacy moxe 0yTn 3amiHeHa abo AOMOBHEHA), LU0
BKroyae, 6e3 obmexeHb, il 3aranbHi nonoxeHHa Ta ymosu Ta Onuc nocnyrn FIN abo sk
3a3HayeHo B Byab-sKMxX iHWNX YMOBaX, siki MOXyTb 6yTn BcTaHoBneHi SWIFT. BaHk He Hece
Bi4NOBIAanNbHOCTI 3a 6yab-siki noMunkn abo 3atpumkn B cuctemi SWIFT. MNosigomneHHsa go
Banky matoTb 6yT HagaHi y bopmarti Ta Takoro Tuny, ki HeobxiaHi Ta BU3HaveHi SWIFT.

o [lpu BukopuctarHi VPN, sk KnieHT, Tak i baHk npusHavatoTe eanHy IP-agpecy, 3 sakoi 6yayTb
HagcunaTtucsa Ta/abo otpumysaTtuca lNosigomneHHs Big KnieHTta Ta baHka. baHk npunmatmme
Tinbkn Ti NoBigoMNeHHs, Wo noxoasTb i3 3a3Ha4veHol IP-agpecn KnieHTa, i HaBnaku, baHk
nepegasaTtume NoBigoMNeHHs TiNbkn Ha BkasaHy IP-agpecy KnieHTa.

o KnieHT Ta bBaHK TakoX MOXYTb BUKOPUCTOBYBATU 3axULLEHU anapaTtHuin MOLyNb
aBTeHTUiKauii goaaTtkoBo Ao aBTeHTUdikauii VPN. Lle Bumarae Big baHky Ta KnieHTa
BCTaAHOBNEHHSA NPUCTPOIO Ha cepBepax, NpM3HayYeHnx Ang 3B'a3ky Mk baHkom Ta KnieHTom.

BaHk Bumarae:

e 3axuct KnieHtom 3acobiB ayTeHTUdikauii, Bknoyaoum Byab-aki peectpauiviHi AaHi Ta/abo
ceptudikatn 6esnekn, Wo nos'a3aHi 3 3acobamn aBTeHTUIKaUil (pasom «PeecTpauinHi
OaHi») Ta 3abe3neyeHHs [OCTyny Ta pPO3MNOBCOAXEHHS PeecTpauiiHux faHux nuwe
ynoBHoBaxxeHMM ocobam KnieHTa. 3acobu aBTeHTUdiKaLii Ta NoB'A3aHi 3 HUMK PeecTpaLinHi
0aHi € meTogaMn, 3a AOMOMOro kX baHk nepeBipsic NoxomkeHHs [loBigoOMNeHb, Lo
HagcunatTbea KnieHtom ana baxky.

o KrnieHT noBMHEH BXWTWM BCiX HeobXigHMX 3axodiB Ans 3axucTy PeecTpauiiHux OaHux.
BignosigHo, baHk HanonernMeo pekomeHaye, Wwob KnieHT He nepenaBas PeecTpauiiHi oaHi
OyOb-siKii TPETIN CTOPOHI.

B peskux opucoukuigax Anst OTpUMaHHA OOCTyny Ofs BUKOHAHHA BU3HaAYeHUX YHKUIA Bif
disnyHMx ocib (Ta ix BignoBigHUX PeecTpauiHUX AaHUX) BUMAaraeTbCs MPOWTM Mpouenypy
ineHTudikauii BignoBigHO 40 BUMOr 3aKOHOAABCTBA LLoA0 NpoTuail BiAMMUBAHHIO KOLLTIB.

BbaHk po3ymie, Wo y geskux sunagkax KnieHT moxe nepenatu PeecTpauinHi aHi TpeTin CTOPOHI
abo nocravanbH/Kam nocnyr (BKITtOvatoun, ane He 0OMEXYHUUCD,
Oyab-Koro nocrtayanbHuKa 3 06pobku 3apobiTHOI NnaTtu), Wo Bn3HadeHi KnieHtom gns gocrtyny
po Peectpauiiiux gaHmx KnieHta (Taka TpeTsi cTopoHa abo nocTtayanbHUK nocnyr Hagani -

6 |Hcmpykuii Ha nepeka3 kowmie, HadaHi cepeicom CitiConnect, nompebyomb asmopusauii y CitiDirect BE
Kopucmyesadem, W0 Mae rnpaso Po3rnopsiOKeHHS PaxyHKOM.
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«YNOBHOBaXeHa TPETA CTOPOHA») 3 METOK JOCTYNY Ta BUKOPUCTAHHA Byab-aKoro 3 6aHKIiBCbKNX
enNeKTPOHHMX KaHanie Big iMeHi KnieHTa. Y Bunagky, akwo KnieHT BupiunTb HagaTu CBOI
peecTpauiiHi YNOBHOBaXEHi TPETin CTOPOHi, baHk Hanonernveo pekomeHaye, Wwob KnieHT
npunMae Ta rapaHTyBas, Lo Oyab-ska YNoBHOBaXeHa TpeTs CTOpoHa byae BXMBaATU YCi PO3YMHI
3ax04M OnA 3axXMCTy peecTpauiHuX A4aHuX Big pO3rofnolweHHsA 6yab-SKoOMYy HE YNOBHOBaXKEHUM
cniBpobiTHMKaAM TPETbOI CTOPOHU. BaHK YyNOBHOBaXKEHUN NPUAMATU PILLEHHS WOoA0 Oyab-sKoro
MoBigoMneHHs, sike BiH OTPUMYE Bi4 YMNOBHOBaXEHO! TPeTbOi CTOPOHW BiA iMeHi KnieHTa
Bi4MOBIAHO A0 UMX Npoueayp.

e KnieHT 6yge nepegaBaTt faHi Ta iHWKMM YMHOM obmiHioBaTucs MNosigoMneHHAMM 3 BaHkom,
BUKOPUCTOBYIOUN |HTEPHET, €neKTPOHHY nowTy Ta/abo dakc, ski He 06OB'A3KOBO €
6e3neyHnMmM cuctemamm 3B's3Ky Ta 4OCTaBkM. baHK BUKOPUCTOBYE NPOBigHI rany3esi MeToamn
wundpyBaHHa (BM3HayeHi BaHkom), ki gonomarawTb 3abe3neunTy KOHMIOAEHUIVHICTb
iHdbopMmaLii Ta 1T winicHicTb nNig Yac nepegadi.

o Axkwo KnieHT nigosptoe 4n BUABUTL TEXHIYHMI 36in abo Byab-SKUIN HEHANEXHUN AOCTyN A0
cepsicie baHky, kaHanis 3'egHaHHa abo 3acobiB aBTeHTUdiKauil Oyab-sikolo o0coboro
(He3anexHo Big Toro, ynoBHoBaXkeHa ocoba uu Hi), KnieHT HeranHo nosigomnsie npo ue baHk.
Y BMNagKky HenpaBOMIpPHOro AocTyny abo BMKOPWUCTAHHS YNOBHOBaXXeHOK ocoboto, KrieHT
NOBWHEH HEranHO BXUTU 3aX0A4iB 418 NPUNMHEHHS JOCTYNY YNOBHOBAaXXEHOI 0cobu 4o nocnyr
BaHky abo kaHaniB 3'eaHaHHS.

o HAxkwo KnieHT BuKkopucTOBYE opmaTyBaHHA annis, nporpamHe 3abesneyeHHs AOns
LWndopyBaHHS (He3anexHo Big Toro, HaaaHe baHkoM abo TPeTLOK CTOPOHOK) AN NiATPUMKM
dopmaTyBaHHs Ta po3mnidHaBaHHA OaHMX Ta iHCTpyKuin KnieHTa Ta Agie BignosigHo Jo
MosigomneHb 3 «CiTi», To KnieHT 6yae BMKOPUCTOBYBaTU Take nporpamHe 3abesneyeHHs
nvwe onsa uinewn, gns sKoro BOHO 6yna BCTaHOBMEHO.

e KnieHT norogxyetbcs, WO baHk Moxe npudynuHUTK goctyn KopucTtyBadiB A0 nocnyr, sKi
BMMaratTb BUKOPUCTaHHA PeecTpauinHux gaHux (i) y pasi nigo3pm B HecaHKuUioHoBaHOMY abo
LuaxpancbKoMy BMKOPUCTaHHI PeecTpauinHux gaHux ta/abo (ii) ansa 3axucty Cepsicsi Ta/abo
PeecTpauinHnx gaHux.
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CTAHOAPTHI YMOBW JOIMOBOPY BAHKIBCBLKOIO PAXYHKY AT«CITIBAHK»

VI. TlpuKiHUEBI NONOXEHHS

Oakyemo, wo obpanu baHkiBcbki onepauii Ta Toprosi piweHHsa «Citi» (TTS) gns notpeb,
noB'A3aHMX 3 ynpaBfiHHAM rpowoBuMK KowTamn. Byab nacka, 3BeptamMTecsa OO BaLloOro
MeHemkepa 3 NuTaHb BiGHOCKH i3 «CiTi» y BUNagKy 0yab-aKknux 4o4aTKOBUX NUTaHb, SKi BU MaeTe

BigHocHO nocnyr TTS.
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BaHkiBCcbki onepadii Ta TOpro.i piLleHHs
citi.com/tts

IHbopmauis, WO MICTUTBCS Ha UMX CTOpiHKax, He € puanyHo abo NoaaTKOBOK KOHCYmMbTALIE, i MU paguMo Halum
yuTayam 3BEPHYTUCS 40 CBOIX KOHCYMbTaHTIB. He BCi NpoAyKTK Ta nocnyru JOCTYMHi y BCix reorpadivHmx perioHax. byab-
SIke HeCaHKUiOHOBaHe BUKOPWCTaHHS, KOMitoBaHHS abo po3ronolleHHsi 3ab60pOHEHO 3aKOHOM i MOXe MpU3BECTU A0
nepecnigyBaHHs. Citibank, N.A. - 3apeecTpoBaHa komnaHis 3 OOMEXeHOK BiOMOBIAANbHICTIO 3rigHO i3 3akoHoM
HauionanbHoro 6aHky CLUA Ta ii ronoBHuii odic 3HaxoauTbes 3a agpecoto: 399 Park Avenue, New York, NY 10043, U.S.A.

Citibank, N.A. INNongoHcbka ¢inisi 3apeectpoBaHa y Benwkin Bputanii B Citigroup Center, Canada Square, Canary Wharf, A ®
TNonpoH E14 5LB 3a Homepom BR001018, i ynoBHOBaxeHa Ta peryntoeTtbesi Cnyxboto chiHaHcoBoro Harnsgy MAB Ne GB
429 6256 29. OgHoocibHo HanexuTb Citi Inc., New York, U.S.A. ‘ I I

© 2018 Citibank, N.A. Bci npaBa 3axvueni. Citi Ta Arc Design € ToBapHUM 3HakoM Ta 3Hakom obcnyroByBaHHsA Citigroup
Inc., AKMIN BUKOPUCTOBYETLCA Ta PEECTPYETLCHA Y BCbOMY CBITI.
TpaBeHb 2018 poky
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Introduction

Thank you for choosing Citi's Treasury and Trade Solutions (TTS) for your cash management
business needs. The objective of this Cash Management User Guide is to provide customers with a
manual containing detailed information of services available to them and is to be read together with
account terms and conditions. In this guide, Citi and Bank may be used interchangeably. This guide
may be updated from time to time and any changes will be communicated through our regular

channels.
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Payment Services

A. Types of Payments Services in Ukraine

Book Transfers: Transfers of funds between Citi accounts in Ukraine

Domestic Funds Transfers: Near real-time domestic electronic funds transfers and electronic
requests for debits processed via the System for Electronic Payments (SEP), which
supports both high-value and low-value transfers.

Cross Border Funds Transfers: Allow Citi customers to make international transfers in a
wide range of currencies as outgoing telegraphic transfers

B. Sending a Payment

1.

4.

5.

The Customer sends a payment instruction to Citi, formatted to market standards and as
outlined at the time the payment service was implemented via Citi e-banking channels,
which include CitiDirect BE® and CitiConnect®

Citi will verify the signatures, which may include verification via telephone, against the
signatures contained in the Signature Card. If a signhature cannot be verified the instruction
will not be processed by the Bank.

Citi forwards the instruction to SEP for further processing.
SEP forwards the instruction to the beneficiary bank.

The beneficiary bank credits the beneficiary account.

There are no restrictions on processed transaction amounts or the purpose of a payment
(commercial, tax, money market, etc.) except for payroll payments, which are subject to a tax
check before execution, and other regular payments, which may be subject for currency control
check.

Note: The Bank will act on the Customer’s request to recall, cancel or amend a payment
instruction, unless prohibited by Ukrainian law.

If there are insufficient funds in the Customer’s Account, the Bank will return the payment order
to the Customer. The Bank does not execute partial payments.
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C. Customer Extended Cut-Off

Cut Off time (Local) Value Date
Domestic Wire 4:00 p.m. D
Foreign Currency Transfer 11:00 a.m. D
Book Transfer 6:00 p.m. D
Payroll 4:00 p.m. D

In exceptional circumstances, customers who require an extended operating banking day for
may establish late cut-off times for a separate fee.

Customers should inform their Customer Experience Representative of the approximate value
and number of payments to be processed past normal cut-off (4:00 p.m. for UAH and 12:00
p.m. for foreign currency payments). An extended cut-off time is only valid for the particular day
it is requested. If customers require extended cut-offs for more than one day, the above-
mentioned notification must be sent to Citi each day.
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Receivables Services

A. Receiving a Payment

1. SEP forwards the instruction to Citi based on the locally defined clearing cycle.

2. Citi credits the Customer’s Account.

Any rejections or returns by Citi will be credited back to the payer account. The reason for the
return is communicated to the payer.

B. Cash Collection Services

Citi offers door-to-door cash collection and exchange using its dedicated service provider. The
services include the following:

e Cash Collection: Pickup of physical currency notes and coins from the Customer’s premises
at a pre-agreed time for delivery to cash collection and counting centres.

e Cash Processing: Counting and processing (sorting and packaging) collected cash in
designated cash counting centres and crediting to the Customer’s Account.

Cash Collection Process

1. The Customer and service provider must have a signed agreement covering the following:

Actual address/codes of Customer sites to be collected

Cash collection schedule — days and time of cash collection

Name and contact telephone number of the Customer’s authorized representative
Name and contact telephone number of the service provider’s authorized representative

The pricing agreed with the service provider

2. The Customer completes the Citi cash collection set-up form and selects direct billing or
service provider billing.

3. The customer prepares the cash for collection prior to the service provider’s arrival.

a. Cash must be counted, sorted by face value, banknotes bundled, and coins placed in

the coin sack. It is prohibited to band or bundle banknotes utilizing an incorrect
denomination slip, regardless of the handwritten denomination.
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b. Worn out banknotes should be separated.

c. Before placing the funds into the sealed container the Customer’s authorized person (as
specified in the Customer's Application Form) will complete a set of forms
(accompanying sheet, consignation and copy of the accompanying sheet) for each bag.
Signed copies should be sealed within the pouch so that the seal is located as close to
the lock as possible. The entire twine from the knot to the end, which is tucked into a
groove of the seal, should not be more than two centimeters long.

d. The service provider will not accept sealed cash containers if they are damaged, torn,
have an illegible sealing mark, or contain a discrepancy between the sum written in
digits and the sum written in words in the enclosed documents.

e. The Customer will provide an unobstructed, well-lit and secure access area for cash
collection.

4. The appointed service provider is met and escorted to the cash collection area.

5. The Customer verifies the identity of the service provider’s representative (ID, power of
attorney document and attendance card), makes relevant notes in the registration card, and
certifies that the signature of the service provider’s representative matches that on the
service certificate and power of attorney documents.

6. Upon collection of the cash, the service provider’'s representative signs the acceptance form
confirming receipt of the package.

7. The representative delivers the cash to the service provider's cash counting facilities.

8. The cash is inspected for defective, counterfeit and unacceptable notes and counted. The
amount, authenticity and condition of the currency notes and coins are verified by the
service provider.

9. Currency notes or coins found to be counterfeit will be dealt with by the service provider
according to applicable laws and regulations. Any related costs or consequences are the
Customer’s responsibility.

10. If cash is collected before 1:00 p.m., the Customer’s Account will be credited on the same
day. All cash collected after 1:00 p.m. or on a non-business day will be credited to the
Customer’s Account before 11:00 a.m. on the next business day.

C. Mass Collection Services

Citi offers solutions for payment collection from individuals across Ukraine.
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Mass Collection Process

1. The Customer must open an additional current account to be used only for mass collection.

2. The Customer provides payers with a special pre-printed payment orders for payment
initiation. Payment order draft must be confirmed by Citi before the Customer provides it to
payers.

3. Payers will make payments using the pre-printed payment order via Service provider
banks.

4. Funds will be credited to the Customer’s Citi account not later than next working day after
payment was received by Service provider.

D. Account Receivables Matching Service (ARMS)

The Citi Accounts Receivable Matching Service (ARMS) is a file-based solution that combines a
complete range of channels and instruments with enriched transaction data, allowing
standardized reporting and, ultimately, straight through reconciliation.

Consolidation

ARMS includes the consolidation of incoming payments data into standardized reporting.
Standardized reporting helps to recognize and integrate key data points from the payment
information to facilitate the receipt of payments and cash application. Citi supports both human-
and machine-readable reports and files to help facilitate the Customer account receivables
processing.

The consolidation procedure is as follows:

Citi receives an incoming payment from the payer and credits the payment into the Customer’s
Account.

1. Based on the agreed payment mode, channel and account parameters, Citi extracts the
transaction data and delivers it to an internal data warehouse

2. Citi standardizes the data contained in the transactions.

3. Citi generates reports at the pre-agreed time and delivers the reports or files via the agreed
Citi e-banking channel, CitiDirect BE® or CitiConnect®

Data Enrichment

Citi enriches the quality of consolidated payment data through automated data matching.
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The data matching process relies on the Customer providing specific data tables. The following
types of data matching are available:

e Payer Matching, which involves enriching incoming payment transactions with additional
payer information from the Customer’s library of payers. This may include a unique Payer
ID, name, or other relevant payer information.

e Payer Advice Matching, which involves enriching incoming payment transactions with
payment information that is provided by the payer to the Customer.

The data enrichment procedure is as follows:

1. The Customer prepares its library data files and transmits them via the agreed Citi
e-banking channel, CitiDirect BE® or CitiConnect®.

2. Citi sends an e-mail to the Customer confirming receipt of the library data file.

3. When Citi receives an incoming payment from a payer, the payment is processed and
credited into the Customer’s Account.

4. The payment data is then transferred to the data warehouse via the consolidation service.

procedure using available matching keys/identifiers.

6. If the identifiers match, Citi enriches the payment data with information from the Customer
library.

7. If there is no match, Citi emails an alert to the Customer to take appropriate
exception actions.

8. Once the data matching is completed, Citi generates reports at the pre-agreed time(s) and
delivers the report or files via the agreed Citi e-banking channel, CitiDirect BE®
or CitiConnect®.

Invoice Reconciliation

Invoice reconciliation is a rules-based service that extracts payment data received by Citi into
the Customer’s account and applies the payment amount against a data file provided by
the Customer.

The invoice reconciliation procedure is as follows:
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1. The Customer prepares a library of unpaid items and transmits the file via the agreed Citi
e-banking channel, CitiDirect BE® or CitiConnect®.

2. Citi emails the Customer contact, confirming receipt of the Customer library data.

3. When Citi receives an incoming payment from the payer, it is processed and credited into
the Customer’s Citi account.

4. The payment data is then transferred to the internal data warehouse via the consolidation
service.

5. During invoice reconciliation, payment data is scanned for reconciliation identifiers and,
using these identifiers as a primary key, a list of unpaid items is pulled from the unpaid items
library.

6. Citi then applies the payment amount against the unpaid items using the conditions agreed.
7. Citi reports and enriches both full and partially reconciled items.

8. Citi generates reports at the pre-agreed time and delivers the report or files to the agreed
Citi e-banking channel, CitiDirect BE® or CitiConnect®.
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V. Other Considerations

The Customer will make its own assessment of the legal, regulatory, tax and accounting
implications of the services.

From time to time, the Bank shall deliver to the Customer fee schedules, procedures, requirements,
guides, manuals and other materials describing the procedures, requirements and limitations
surrounding the use of the services.

The clearing of payments and receivables is governed by the rules set by the corresponding
clearing system. Additionally, this User Guide reflects Citi's operating procedures. Both Citi and its
customers must adhere to the clearing rules and operating procedures, as detailed in this guide.

Upon completion by the Customer and delivery to the Bank of the relevant onboarding forms, the
Bank will provide services through the Client-Internet-Bank system on maintaining Accounts of the
Customer using the complex system of processing and transmitting electronic settlement
documents and/or other instructions in accordance with requirements of the Ukrainian legislation,
and the terms of the Agreement (as defined in the Account Opening Form), including these
Consolidated Security Procedures. The rights, obligations, liabilities of the parties, and dispute
settlement provisions in relation to the use of the Client-Internet-Bank system are determined in the
Agreement (including these Procedures).

The “Client-Internet-Bank” system shall mean CitiDirect BE system and its mobile applications, as
well as any modifications and changes to this system, which may be applied by the Bank in the
future.

For the on-shore accounts domiciled in Ukraine, the Security Manager function for the Customer
will be performed by the Bank. Roles and responsibilities of the Security Manager function are
outlined in Section V (A) of this User Guide. The Customer may omit the designation of its own
Security Managers in any onboarding form.

Any instruction for funds transfer from a Ukraine-domiciled Customer account will be authorized in
CitiDirect BE by a user with the authority to operate the account as per the signature sample card.
Signature authority level as per the signature sample card may be aligned with payment input,
payment release or authorization functionality, if required.
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TTS Consolidated Security Procedures

As referenced in the Communications section of the Master Account and Service Terms (or other
applicable account terms and conditions) (“MAST") that has been entered into between the
Customer and the Bank the following is a description of the security procedures (“Procedures”)
used by Citi Treasury and Trade Solutions in connection with the following Services or connectivity
channels.

¢ CitiDirect BE® (including Electronic Bank Account Management (“eBAM”), TreasuryVision®, and
WorldLink®)

e Interactive Voice Response (“IVR")!

o Email/fax with the Bank excluding Manually Initiated Funds Transfer (MIFT)
e CitiConnect®

e Other local electronic connectivity channels

Availability of the Services or connectivity channels will vary across local markets. These
Procedures may be updated and advised to the Customer by electronic means or otherwise from
time to time. Customer’s continued use of any of the above noted services or connectivity channels
after being advised of updated Procedures (which may include, but is not limited to, the posting of
updated Procedures on CitiDirect BE in connection with the service or connectivity channel) shall
constitute Customer’s acceptance of such updated Procedures. These Procedures are to be read
together with the MAST as such MAST may be amended from time to time. Capitalized terms not
otherwise defined herein shall have the meanings ascribed to them in the MAST.

A. Security Manager Roles and Responsibilities?

For the applications accessible in CitiDirect BE, the Bank requires two separate individuals to input
and authorize instructions; therefore a minimum of two Security Managers are required. Any two
Security Managers, acting in concert, are able to give instructions and/or confirmations through the
connectivity channels in relation to any Security Manager function or in connection with facilitating
our communication via the Internet. Any such Communications, when authorized by two Security
Managers, will be accepted and acted on by the Bank. The Bank recommends the designation of at
least three Security Managers to ensure adequate backup. The Customer shall designate its

1 IVR is not available in Ukraine.

2 security Manager Roles and Responsibilities currently do not apply for direct access to accounts domiciled in Ukraine, except where a non-
Ukraine client is setting up users for view only access to Ukraine accounts. For the Ukrainian Customer accounts Security Manager function is
performed by the bank . Please contact your Customer Service representative for further information.
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Security Managers on the TTS Channels Onboarding Form. A Security Manager of the Customer
may also act as the Security Manager for a third party entity (for instance, an affiliate of the
Customer) and exercise all rights relating thereto (including the appointment of users for that third
party entity’s Account(s)), without any further designation, if that third party entity executes a
Universal Access Authority form (or such other form of authorization acceptable to the bank)
granting the Customer access to its Account(s). This only applies in relation to Account(s) covered
under the relevant authorization.

The Security Manager function includes, but is not limited to:

1. Establishing and maintaining the access and entitlements of users (including the Security
Managers themselves), including activities such as:

a. creating, deleting or modifying User Profiles (including Security
Manager Profiles) and entitlement rights (please note that user
name must align with supporting identification documents)

b. building access profiles that define the functions and data
available to various users, and

c. enabling and disabling user log-on credentials

2. Creating and modifying entries in Customer maintained libraries (such as preformatted
payments and beneficiary libraries) and authorizing other users to do the same

3. Modifying payment authorization flows3

4. Allocating dynamic password credentials or other system access credentials or passwords
to the Customer’s users

5. Notifying the Bank if there is any reason to suspect that security has been compromised.

6. Security Managers also assign transaction limits to users for those Bank products to which
the Customer has access. These limits are not monitored or validated by the Bank;
Customer should monitor these limits to ensure in compliance with Customer’s internal
policies and requirements, including but not limited to, those established by Customer’s
Board of Directors or equivalent.

Specifically related to the eBAM Application, the following roles are required *:

8 For payments initiated on Ukraine accounts in CitiDirect BE the Bank requires two separate users to input and authorise instructions. Signature
level as per signature sample card may be aligned with payment input, payment release or authorization functionality as required.

4 eBAM Application is not available in Ukraine
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The initial set-up on the eBAM Service requires the designation of three Security Officers and
one Corporate Secretary. Two separate Senior Administrative Roles act in concert as
maker/checker to set up and assign User function/data entitlements and Workflows. These
arrangements are not monitored or validated by Bank; Workflows and User activity are
monitored by the Customer to ensure compliance with Customer’s (and Account Owners’)
internal policies, requirements, and authorization and approval levels, including but not limited
to those established by the Customer’s (and Account Owners’) Board of Directors or equivalent
governing body.

The following roles are required for the eBAM Service:

1. Security Officer: fulfills functions described in (1) a-c above within the roles of Security
Managers

2. Corporate Secretary: ensures that Workflows, Users set up as Designated Authorizers,
and their assignment to Workflows meet internal policies, requirements, authorization and
approval levels, as established by the Customer’s (and Account Owners’) Board of Directors
or equivalent governing authority

3. Designated Authorizer: have broad, senior authority to initiate and authorize Workflow
activities

4. Reqguest Initiators: are individuals authorized to perform administrative activities such as
entering account and signer management requests into the eBAM system

The Security Officers, Corporate Secretary, and Designated Authorizers are responsible for:

a) Defining and administering hierarchy setup and site/flow control, such as establishing
Workflows and identifying Users and levels of approval

b) Creating additional Senior Administrative Roles and appointing Users thereto (who may or
may not be employed by the Customer)

c) Notifying Bank if there is any reason to suspect that security or confidentiality of any User
(including Senior Administrative Roles) credentials has been breached or compromised

d) Where relevant, completing, amending, approving and/or supplementing such Customer
implementation forms as may be reasonably requested by Bank from time to time in
connection with the provision of services and/or products to Customer
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The Procedures include certain secure authentication methods (“Authentication
Methods”) which are used to uniguely identify and verify the authority of the
Customer and/or any of its users typically through mechanisms such as User ID
/ password pairs, digital certificates, and security tokens (deployed via hardware
or software) which generate a dynamic password used to access the services or
connectivity channels each time the Customer or a user logs in or authenticates
themselves. Please note that availability of the Authentication Methods
described below varies based on local markets.

Security Managers and all users who want to (a) initiate or approve transactions
(and whose User Profile permits them to do so) and/or (b) access the systems
in accordance with entitlements must use the available Authentication Methods
(which may be updated from time to time as described above).

The following Authentication Methods are available to access the above-noted
services or connectivity channels in combination with a User 1D5:

5 Token: Challenge Response is configured as the default authentication method for clients in Ukraine. Use of other authentication methods by
Ukraine clients should be pre-agreed with the Bank.
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Authentication Method

Description

Token: Challenge Response

Either a (i) mobile application based soft token (e.g. MobilePASS) or (ii)
physical token (e.g. SafeWord Card, Vasco) which in each case is used
to generate a dynamic password after authenticating with a 4 digit pin.
When accessing CitiDirect BE®, the system generates a challenge, and
a response passcode is generated by the utilized token and entered into
the system.

Token: One-Time Password

Either a (i) mobile application based soft token (e.g. MobilePASS) or (ii)
physical token (e.g. SafeWord Card, Vasco) which is used to generate a
dynamic password after authenticating with a 4 digit pin. This dynamic
password is entered into the system to gain access.

SMS One-Time Code

A dynamic password is delivered to a user via SMS, after which the user
enters the dynamic password and a secure password to gain access to
the system

Voice One-Time Code

A dynamic password is delivered to a user via an automated voice call,
after which the user enters the dynamic password and a secure
password to gain access to the system

MultiFactor Authentication

A dynamic password is generated via a SafeWord Card or MobilePASS
token, after which such dynamic password is entered along with a
secure password to gain access to the system.

Digital Certificates

A Digital Certificate issued by an approved certificate authority which is
used for authentication. Digital Certificates utilize a Key Storage
Mechanism and a corresponding PIN, and may be issued by IdenTrust,
SWIFT (3SKey) or other agreed-upon providers.

Secure Password

A user enters their secure password to access the system. A Secure
Password typically limits a user’s capabilities on the system, such that
information can be viewed and no transaction capabilities are enabled.

Interactive Voice Response
(“IVR") & email

Users contacting the bank will be prompted to enter a PIN number or
provide other information to validate authorized access over the phone
or over email.

Fax

Correspondence received by the Bank, excluding MIFT requests, will be
signature verified based on the information that is contained in the
Customer’s board resolution.

MTLS

Mandatory Transport Layer Security (MTLS) creates a secure, private
email connection between the bank and the external party. An email
transmitted sent using this channel is sent over the Internet through an
encrypted TLS tunnel created by the connection.

Secure PDF

Encrypted emails are delivered to a regular mailbox as a PDF Document
that is opened by entering a private password, both the message body
and any attached files are encrypted. A private password can be set up
upon receipt of the first Secure Email received.
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To learn more about any of these Authentication Methods, please refer to the Login Help page on
CitiDirect BE®: (https://portal.citidirect.com/portalservices/forms/loginHelp.pser)
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For CitiConnect®¢:

e |f the Customer chooses to use a public Internet connection to connect to Citi, including
HTTPS, secure FTP, and FTPS, the Bank and the Customer will exchange security
certificates to ensure both the communication channel and the messages exchanged are
fully encrypted and protected. The Bank will only accept Communications originating from
the Customer’s secured communications gateway using the exchanged security certificates,
and vice versa, and the Bank will only transmit Communications to the Customer’s
communication gateway using the exchanged security certificates.

e |f the Customer chooses to use CitiConnect® via SWIFT, then for any payment orders and
instructions involving SWIFT, including amending or cancelling such orders, the Procedures
that will be used to authenticate that a payment order or instruction is that of the Customer
and authorized by the Customer shall be those as provided for in the SWIFT Contractual
Documentation (as such term is defined by SWIFT and as may be amended or
supplemented from time to time) which includes without limitation its General Terms and
Conditions and FIN Service Description or as set forth in any other terms and conditions that
may be established by SWIFT. The Bank is not responsible for any errors or delays in the
SWIFT system. Communications to the Bank are to be provided in the format and type
required and specified by SWIFT.

e If using a VPN, both the Customer and the Bank will designate a single IP address from
which Communications between the Customer and Bank will be sent and/or received. The
Bank will only accept Communications originating from the Customer’s designated IP
address, and vice versa, and the Bank will only transmit Communications to the Customer’s
designated IP address, and vice versa.

¢ The Customer and the Bank may also use a Hardware Security Module Authentication to
accompany VPN Authentication. This requires the Bank and the Customer each to install a
device on the servers designated for Communications between the Bank and the Customer.

Any instruction for funds transfer delivered by CitiConnect® channel requires authorization of the
instruction in CitiDirect BE® by the user with the authority to operate an account.

The Bank requires:

e Customer’s safeguarding of the Authentication Methods including any log-on credentials
and/or security certificates associated with the Authentication Methods (collectively, the
“Credentials”) and ensuring that access to and distribution of the Credentials are limited

6 payment instructions for a Ukraine account delivered using CitiConnect require authorization of the instruction in CitiDirect BE® by a user with
the authority to operate the account.
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only to authorized persons of the Customer. The Authentication Methods and associated
Credentials are the methods by which the Bank verifies the origin of Communications
issued by the Customer to the Bank.

e The Customer should take all reasonable steps to protect the Credentials. Accordingly, the
Bank strongly recommends that the Customer does not share the Credentials with any third

party.

Certain jurisdictions may require individuals (and their corresponding credentials) to be
identified as compliant with applicable AML legislation requirements before granting access to
perform certain functions.

The Bank understands that the Customer may, in some cases, wish to share the Customer’s
Credentials with a third party entity or service provider (including without limitation any third
party payroll provider) designated by the Customer to have access to the Customer’s
Credentials (such third party entity or service provider shall be referred to herein as an
“Authorized Third Party”) for the purpose of accessing and utilizing any of the banks electronic
channels on the Customer’s behalf. In the event that the Customer elects to share its
Credentials with an Authorized Third Party, the Bank strongly recommends that the Customer
takes, and ensure that any Authorized Third Party takes, all reasonable steps to protect the
Credentials from being disclosed to any non-Authorized Third Party personnel. The Bank is
authorized to act upon any Communication that it receives from an Authorized Third Party on
behalf of the Customer in compliance with these Procedures.

C. Data Integrity and Secured Communications

o The Customer will be transmitting data to and otherwise exchanging Communications with
the Bank, utilizing the Internet, email and/or fax, which are not necessarily secure
communication and delivery systems. The Bank, utilizes industry leading encryption
methods (as determined by the Bank), which help to ensure that information is kept
confidential and that it is not changed during transit.

¢ If the Customer suspects or becomes aware of, a technical failure or any improper access to
or use of the Bank’s services, connectivity channels or the Authentication Methods by any
person (whether an authorized person or not), the Customer shall promptly notify the Bank
of such occurrence. In the event of improper access or use by an authorized person, the
Customer should take immediate actions to terminate such authorized person's access to
and use of the Bank’s services or connectivity channels.

o If Customer utilizes file formatting, encryption software (whether provided by the Bank or a
third party), to support the formatting and recognition of the Customer’s data and
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instructions and acts upon Communications with Citi, then the Customer will use such
software solely for the purpose for which it has been installed.

¢ The Customer accepts that the Bank may suspend the access of the Users to the Services
that require the use of the Credentials (i) in case of suspicion of unauthorized or fraudulent
use of the Credentials and/or (ii) in order to safeguard the Services and/or Credentials.
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V1.

Conclusion

Thank you for choosing Citi Treasury and Trade Solutions (TTS) for your cash management
needs. Please feel free to contact your Citi relationship manager with any additional questions
that you have regarding TTS services.

Treasury and Trade Solutions
citi.com/tts

The information contained in these pages is not intended as legal or tax advice and we advise our readers to contact their
own advisors. Not all products and services are available in all geographic areas. Any unauthorised use, duplication or
disclosure is prohibited by law and may result in prosecution. Citibank, N.A. is incorporated with limited liability under the
National Bank Act of the U.S.A. and has its head office at 399 Park Avenue, New York, NY 10043, U.S.A. Citibank, N.A.
London branch is registered in the UK at Citigroup Centre, Canada Square, Canary Wharf, London E14 5LB, under No.
BR001018, and is authorised and regulated by the Financial Services Authority. VAT No. GB 429 6256 29. Ultimately owned
by Citi Inc., New York, U.S.A.

© 2018 Citibank, N.A. All rights reserved. Citi and Arc Design is a trademark and service mark of Citigroup Inc., used and
registered throughout the world.
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