Treasury and Trade Solutions

Security Procedures
[lpouedypsl besonacHocmu

Ravyinci3gik pacimaepi

1. Introduction

These “Security Procedures”, as referenced in the Communications section of the Master Account and Service Terms
("MAST") (or other applicable account terms and conditions), are designed to authenticate the Customer’s log-on

to the Bank's connectivity channels and to verify the origination of Communications between Bank and Customer

in connection with the following Services or connectivity channels (the availability of which may vary across local
markets).

Hacmosuwue lMNpouedypsl 6esonacHocmu, Kak ycmaHosneHo 8 Pazdesne “CoobuerHus” Obuyux ycnosull eedeHus Cyema
U okazaHusa Yenye (“O6bwue ycnosus”) (Uunu Opyaux NpuMeHUMbIX YCa08Ull 06CAyHUBaHUS c4emos), paspabomarsi 014
noomeepxdeHus NOOUHHOCMU peaucmpayuu KnueHma e KaHanax cessu baHKka u Nodmeep oeHus NPOUCXOHOeHUs
CoobueHuli mexdy baHkom U KaueHmom 8 omHoweHUU CAedyrouwux Yesye unu KaHan08 cessu (0ocmynHocme
KOMOPbIX MOXEM 0M/IU4amMbCA 8 3a8UCUMOCMU OM YC108Ul MECMHbIX PbIHKOB).

Ocbl Kayincizaik pacimaepi, LUOT sKyprisy »aHe KbI3MeT KepceTy Typasibl *ambl WapTTapabliH, («annbl wapTTap»)
(Hemece WoOTTapFa KbI3MET KOPCETY/iH ©3re KONAAHbINATLIH TasanTapbiHa) «Xabapaamanap» TapayblHaa
KenTipinreHaen, kenece Kbiamettep Hemece balinaHbIC KaHanaapbiHa KaTblCTbl KAMEHTTi baHKTiH 6aiinaHbic
KaHan4apblHAA TipKeAreHiH pacTay YuWiH aHe baHKk neH KnneHT apacbiHAarbl XabapnamanapapiH, WhIKKaH

YKepiH pacTay YLUiH (0n1apabiH KO/KETIMAINIM *KeprifikTi HapblKTapAarbl TananTapfFa HannaHbICTbl ©3repyi MyMKiH)
93ipNEeHreH.

- CitiDirect BE® (including WorldLink®)
CitiDirect BE® ((kmrouyas WorldLink®)
CitiDirect BE® (WorldLink® kockaHaa)

- CitiConnect®
CitiConnect®
CitiConnect®

« Society for Worldwide Interbank Financial Telecommunication ("SWIFT")
Obujecmao 8CeMUPHbIX MEHBAHKOBCKUX (huUHAHCO8bIX KaHanos (“SWIFT”)
ByKin anemaik 6aHK apanbik Kapbl KaHanaapbl KoFambl (“SWIFT”)

+ Manual Initiated Funds Transfer (“MIFT")
lnamexHas UuHCMpyKuusa Ha bymaxcHom Hocumene (“MIFT”)
Kafas TacbiManaayLibl HbiCaHbIHAAFbI Tonem HyckaybiFbl (“MIFT”)

« Interactive Voice Response (“IVR")
NHMeparkmusHsili peyesoli omeem (“IVR”)
MHTepaKkTMBTIK aybi3wa Kayan (“IVR”)

+ Email/Fax/Mail/Messenger/Phone with the Bank
SneKmpoHHas noymay/ghakc/nouma/mecceHorep/mene@doH ¢ baHkom
dneKTpoHApl noluTa/dakc/nowta/mecceHakep/baHkneH TenedoH

« Other local electronic connectivity channels
Llpyaue mecmHsle 371eKmMpPOHHbIE KaHAs1bI CBA3U
backa »eprinikTi 6alinaHbic KaHanaapbl
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These Security Procedures are to be read together with the MAST and may be updated and advised to the Customer
from time-to-time by electronic or other means, including but not limited to posting updates to the Security
Procedures on CitiDirect BE. Unless otherwise provided by law, Customer's continued use of any of the above noted
Services or connectivity channels after being advised of updated Security Procedures shall constitute Customer's
acceptance of such updated Security Procedures. These Security Procedures cover the following:

Hacmosuwue lNpouedypsi 6ezonacHocmu 00s#HbI Yumamaecs coemecmHo ¢ OBUUMU YCI08UAMU U MO2YM 8pems om
8pemMeHU Nepecmampusamsca u 00800UMbCA 00 ceedeHUs KaueHma ¢ NOMOWbIO 371eKMPOHHbIX CPeocme Ces3u Usu
UHbIM 06PA30M, BK/1HOYAS, HO HEe 02paHU4u8asace nybaukauuel 06HosneHHsIx [pouedyp bezonacHocmu Ha CitiDirect
BE. Ecsu uHoe He npedycmMompeHo 3aKOHOOaMes1bCMaoM, UCNosb308aHUe KaueHmom /1060l U3 8biluenepeyuc1eHHbIX
Yesye unu KaHaros ces3u nocsie Mmoao, Kak oH bydem npouH@GOPMUPOBAH 0 nepecmompe u 0bHosseHuUU [pouedyp
b6esonacHocmu, bydem cyumamecs NPUHAMUEM MAaxux nepecmompeHHsix [pouedyp besonacHocmu. Hacmosaujue
lpouedypel bezonacHocmu NoKpsIsarom caedyrouiee:

Ocbl Kayincisaik pacimaepi annbi lWapTTapmeH Bipre oKblybl TUIC XaHE YaKblT YaKbITbIMEH KaliTa KapacTblpblybl
MYMKIH »KoHe KnneHTKe anekTpoHabl bainaHbIc Kypanaapbl apKblibl Hemece 6acka ToCiAepMEH, COHbIH iWiHAE,
Bipak, LeKkTenmel »kaHapTbinFaH Kayincisaik pacimaepin CitiDirectBE xkyieciHae »apusanay apKbibl sKeTKisinea.
©3reci 3aHHamameH Ke3genmereH 60nca, KNMEeHTNEH Ke3 KeslreH ofapblaa aTafFaH KblameTTepi Hemece HainnaHbIc
KaHandapblH o1 Kayincisaik pacimaepiHiH KaiTa KapacTbipybl XKaHe KaHapTblybl *KeHiHAE xabapnaHablpbliFaHHaH
KeMiH KonaaHybl COHAaM KaliTa KapacTbIpblFaH KaHe KaHapTblaraH Kayincisaik pacimaepid kKabbingay 60bin
caHanaapl. Ocbl Kayincisaik pacimaepi MblHanapabl KaMTUabl:

A. Authentication Methods
Cnocobbl aymeHmugukayuu
TyNHYCKaNaHAbIpy a4icTepi

B. Customer Responsibilities
OmeemcmeeHHocmb KnueHma
KAMeHTTIH Kayankepuwiniri

C. Data Integrity and Secured Communications
LiennocmHocmb OQHHbIX U 3aWUWEHHAA C8A3b
[epeKkTepajiH OyTiHAjr KaHe KopFanfaH 6aiinaHbic

D. Security Manager and Related Functions
AOMuHUcmpamop bezonacHocmu u coomseemcmsyrowue yHKUuU
Kayincisajik akimLuici )aHe calikec dyHKUMANap

2. Authentication Methods
Cnocobbl aymeHmugukayuu
TynHyCKanaHAablpy agictepi

The Security Procedures include certain secure authentication methods (“Authentication Methods") which

are used to uniquely identify and verify the authority of the Customer and/or any of its users authorized by

the Customer typically through one or a combination of mechanisms such as user ID/password pairs, digital
certificates, biometrics, security tokens (deployed via hardware or software), seal/signature verification, and/or
devices associated with the Authentication Methods (collectively, the “Credentials”). Authentication Methods and
associated Credentials allow the Bank to verify the origin of Communications received by the Bank.

[Mpouedypsl besonacHocmu 8K4aom 8 cebsa onpedesneHHsie cnocobsl aymeHmugurayu (“Cnocobel
aymeHmuguxayuu”), Komopsle Ucnossb3ytomcs 074 00CmMosepHol UGeHMUGBUKAUUU U NPOBEPKU NOAHOMOYUL
KnueHma u/unu 06020 uz e2o nosibaosamerset, ynoaHOMOYeHHbIX KaueHmom, Kaxk Npasusio, ¢ NOMOWBIO MAKUX
MEXAHU3MO8, KaK: Napa yHUKA6HO20 UOEHMUMUKAMOpPa NOsb3080Mess/Naposs, UUdpossie cepmupurkamsi,
buomempuKa, mokeHsl 6e3onacHocmu (npumeHseMble ¢ NOMOUIbIO ANNAPAMHO20 UsU NPO2PAMMHO20 0becneyeHus),
nposepKa nodauHHocmu ne4amu/nodnucu, u/unu npucnocobreHus, ceasaHHsie co Cnocobamu aymeHmugukayuu
(cosmecmHo “flaHHble asmopu3auuu 018 8xo0a 8 cucmemy”). Cnocobbl aymeHmMuUGpUKaUUU U coomeemcmcsyrouiue
ZaHHble aemopusayuu 0715 8x00a 8 cucmemy no3sosnsom baHky nposepums npoucxoxdeHue CoobujeHud,
nosty4YeHHsIx baHKkom.
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Kayincisaik pacimaepi 6enrini 6ip TynHyCKanaHabIpy a4icTepiH («TynHYKcanaHabIpy 94iCTepi») KaMTuapl, onap
3[eTTe naaanaHyLbIHbIH Biperei calikecTeHaipyLwi Ky6bl/Kynus ces3, caHabl cepTuduKkaTTap, BUOMETPUKa,
Kayincisik TokeHaepi, (annapaTtTbik Hemec ebafaapaamasblk KaMTamachl3 eTy apKblibl KOAAAHbIAATLIH), MepaiH,/
KONTaHbaHbIH, AYPLICTbIFbIH TEKCEPY, KaHe/Hemece TynHyCKanaHAapIpy aaicTepimeH bainaHbiCTbl Kypanaap (bipre
«Hyrere Kipy yLIiH aBTOPAACTbIPY AEPEKTEPI») CUAKTLI MeXaHWU3MAEPI apKblabl KAMEHTTIH KoHe/Hemece OHbIH,
Ke3 KenireH nanaanaHyLbICbiHbIH, OKINETTIKTEePIH AypbIC TYNHYCKaNAHABIPY KaHe TeKcepy YLWiH KoAAaHblNaabl.
TynHyCKanaHAbIpy aAicTepi MeH cankec Kyrere Kipy YLWiH aBTOPAACTbIpy AepeKTepi baHKKe Kenin TycKkeH
xabapnamanapapiH LWbIKKaH *KepiH Tekcepyre MyMKiHAK 6epeai.

More information regarding Authentication Methods for access to Services and/or connectivity channels may be
accessed on the CitiDirect BE Login Help website. Customer may at any time select an available Authentication
Method. During implementation of Services or connectivity channels, Bank may set-up a default Authentication
Method, which Customer may change at any time to another available Authentication Method.

bonee noOpobHas uHgpopmayusa kacamessHo Cnocobos aymeHmugpuKkayuu 018 00cmyna K Ycay2am u/usnu KaHaaam
ces3u docmynHa Ha calime CitiDirect BE Login Help. KnueHm moxem 8 noboe spems 8616pams 0ocmynHsili

Cnocob aymeHmuuKayuu. Bo spemsa npumeHeHUsA Ycye unu KaHasn08 cea3u barHk moxem ycmaHosumes Cnocob
aymeHmuuKayuu no ymon4aHuro, Komopbil KaueHm moxem uameHuUms 8 toboe spema Ha 0pyaoli docmynHeil
Cnocob aymeHmMuguKkayuu.

KbiameTTepre skaHe/Hemece HainaHbIC KaHaa4apbiHa KOMKETIMAINIKKe apHanfaH TynHYCKanaHabipy aaicTtepi
Typanbl ToNbiFbipak aknapat CitiDirect BE Login Help caitTbiHaa 6ap.KAMEHT Ke3 KenreH yakbITTa KO/KeTIMA)
TynHyCKanaHablpy aAiciH TaHAal anapl. KplameTtep Hemece 6aiinaHbIC KaHan4apbiH KoAaaHy 6apbicbiHAa baHK
YHCIi3 Kenicim bonbliHWwa TynHyCKanaHablpy a4iciH opHaTa anagpl, KAMEeHT OHbl Ke3 KeareH yakbITTa backa Ko/KeTiMAj
TyNHYCKanaHAablipy 849CiHE e3repTyre KyKblbl.

The following Authentication Methods are available to access the services and/or connectivity channels:
Cnedyroujue Cnocobbl aymeHmugpuKkayuu 0ocmynHsl 0718 0ocmyna K Ycsyeam u/unu KaHanam cesasu:

KbiameTTepre skaHe/Hemece BaiinaHbIC KaHan4apbiHa KOMKETIMAINIKKe apHanfaH Keneci TynHycKanaHabipy aaicTepi
6ap:

CitiDirect BE Authentication Methods / Cnoco6ebl aymenmugukayuu CitiDirect BE /

CitiDirect BE TynHycKkanaHAbIpy aaicTepi

Biometrics A digital authentication method that utilizes a user’s unigue physical traits, (such as a
buomempuka fingerprint and facial recognition), built-in biometric technology on the user's mobile device,
BromeTtpumka and cryptographic technigues to gain access to CitiDirect BE. Physical trait data is not

transferred to the Bank when the user selects this authentication method.

Llughposoli cnocob aymeHmugukayuu, Komopsil Ucnosb3yem YHUKA/IbHbIe huauyeckue
XAPaKmMepucmuKuU noss3o08amess (Makue Kak omne4yamok nasbya U pacno3Ho8aHuUe auya),
buomMempuYecKyro MmexHos102Ut0, BCMPOeHHYH0 8 MobusibHoe npucnocobrieHue nosb308amerss
U Kpunmoepaghu4eckue mexHu4eckue ocHauweHuUs 014 honyyeHus docmyna K CitiDirect BE.
JlaHHble 0 (hu3U4eCcKUX XapakKmepucmuKkax He nepedaromca baHky npu eeibope 0aHH020
cnocoba aymeHmugukayuu KnueHmom.

CitiDirect BE-ke KonKeTiMAinikKe ne 60y YWiH NaaanaHyLwbiHbIH biperelt dnsmKanbik,
cunaTTaMasiapbiH (CaycaKTbiH, i3i )KaHe BeT-anNeTiH TaHy), NainaanaHyLwbiHbIH yANbI
KYPbIIFbICbIHA eHri3inreH BUOMETPHKAbIK TEXHONOTUAHBI, KIHEKPUNTOrpadUAbIK
TEXHWKabIK *KababIKTay1ap apKbl/bl icKe KOCbINATbIH TYMHYCKANaHAbIPYAbIH CaHAbl SACi.
KAneHT TYNHyCcKanaHAbIpyAblH, OCbl 94iCiH TaHAafFaH »KaFaainaa dusnKkanbik cunaTTamanap
Typanbl AepekTep baHkke bepinmena;.
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Challenge
Response Token
TOKeH: MexaHusm
8b1308-0meem
TOKeH: WaKbIpTy-
Kayan MexaHu3mi

Either (i) a mobile application based soft token (e.g. MobilePASS) or (ii) a physical token

(e.g. SafeWord Card, Vasco), which in each case is used to generate a dynamic password

after authenticating with a PIN (e.g. 4-digit PIN). When accessing CitiDirect BE, the system
generates a challenge and a response passcode is generated by the utilized token and entered
into the system. This authentication method, when combined with a secure password results
in multifactor authentication.

J1ubo (i) MobusnbHbIG NPO2PAMMHBIL MOKeH Ha 0CHOB8E MOBUbHO20 NPUOXEHUS (K npuMepy,
MobilePASS) unu (i) pusudeckuli mokeH (k npumepy, SafeWord Card, Vasco), komopeili

8 KaXOOM Cry4Yae ucnose3yemcs 011A 2eHepUPO8AHUA OUHAMUYECKO20 NApPOsIA NOCse
aymeHmueuKayuu ¢ NOMowbto 4-3Ha4yHo20 nuH-kooa. Mpu docmyne k CitiDirect BE cucmema
2eHepupyem 661308, @ 0MaemHblIl KOO-NAPO/b 2EHEPUPYEMCA C NOMOWbIO NPUMEHUMO20
moKeHa u 8sodumca 8 cucmemy. [aHHsIl cnocob aymeHmu@puKayuu 8 Co4emaHuu ¢
6e30nacHsIM Naposem NPUBoOUM K MHO20(haKMOopHOU aymeHmMUGpUKAUUU.

Hemece (i) yanbl KocbiMLIa HerisiHAer yanbl 6afaapaamarnbik TokeH (Mbicanbl, MobilePASS)
Hemece (i) op *afaanaa 4-TaHHanbl NMUH-KOA, apKbl/bl TYNHYCKANaHAbIPbIFAHHAH

KeMiH AMHAMMKabIK KyNMACe3ai reHepaLumaiay yiwiH KonaaHblnaTbiH GU3MKabIK,

TokeH (Mbicasnbl, SafeWord Card, Vasco. ). CitiDirect BE —re Ko/KeTiMAINIK KesiHae »yite
LIAKBIPTYAbl reHepaumanaibl, an xayanTtbl Kynuaces3-Ko, KOAA4aHbINaTbiH TOKEH apKbi/bl
reHepaumanaHbin, xyere exrisineai. TynHycKanaHablpyablH 6y aaici Kayincis KynuscesbeH
Bipre KonaaHblNaTbiH 60/1ca, KendaKTOP/bl TYMHYCKANAHABIPYFa SKenei.

One-Time
Password Token
ToKeH:
00HOPA308bIL

Either (i) a mobile application based soft token (e.g. MobilePASS); or (ii) a physical token (e.g.
SafeWord Card, Vasco) that is used to generate a dynamic password after authenticating with
a PIN (e.g. 4-digit PIN). This dynamic password is entered into the system to gain access.

J1ubo (i) MobusnbHbIG NPO2PAMMHBIL MOKeH Ha 0CHOB8E MOBUTbHO20 NPUOXEHUS (K npuMepy,

napone
Toker: 6ip perTik | MobilePASS) unu (ii) pusudeckuti mokeH (k npumepy, SafeWord Card, Vasco), komopbiti
KYMnACe3 8 KaXOOM C/1y4ae ucnose3yemcs 018 2eHepuUpO8aHUA OUHAMUYECKO20 NAPO/IA NOCse

aymeHmuguKayuu ¢ NOMOoWbo 4-3Ha4Ho20 NUH-KoOa. [aHHbIG OuHamu4eckul naposb
ggooumcsa e cucmemy 014 nosayveHus docmyna.

Hemece (i) yanbl KocbIMLLA HerisiHAeri yanbl bafaapaamarnbik TokeH (Mbicanbl, MobilePASS)
Hemece (i) ap *KaFfaanaa 4-taHbanbl NMMH-KOL apKblbl TYMHYCKANAHAbIPbIFAHHAH KeMiH
OMHAMUKaNbIK KYNMUACe3ai reHepaLmanay yLWiH KoAAaHbINaTbIH GU3MKabIK TOKEH (Mblcaisbl,
SafeWord Card, Vasco. ) CitiDirect BE-ee Ko/mKeTiMaiNiK Ke3iHae Kyiie WaKbIpTyapl
reHepauuAnainbl, an sKayanTbl Kynnaces-Koa, KONAaHbIIaTbIH TOKEH apKbl/ibl XKyliere
eHrisineai.

Secure Password
be3zonacHsili
napose

Kayincis kynuaces

A user enters his or her secure password to access the system. A secure password typically
limits a user’s capabilities on the system, for example, by only permitting that certain
information be viewed by the user. This authentication method, when combined with a
challenge response token results in multifactor authentication.

Mons3osamess 8800uUM ceoli 6e3onacHsIti Naposs 075 Nosy4YeHUs ocmyna 8 CUCmemy.
be3onacHsili naposie, KaK NPAsUso, 02paHUYUBaEM NOsb308AMEsTbCKUE BO3MOMHOCMU
8 cucmeme, K npumepy, N03807155 NPOCMOMP NOs16308aMesIeM MOsIbKO onpedesneHHol
uHgopmayuu. aHHeIli cnocob aymeHmMu@uKauuu 8 Co4emaHuU ¢ MOKEHOM MEXAHU3MA
8b1308-0Meem npusoouUmM K MHO20(haKMOopHOU aymeHmMuUGUKayuU.

Hyiere KomKeTiMmainikke ne 6oy yLiH NaiaanaHyLlbl 3iHiH KynusacesiH eHrisej. Kayincis
KyM1ACes aaeTTe NaiaanaHyLwblHbIH, Kyneaeri MyMKIHAIKTePiH WeKTenai, Mbicabl,
naaanaHylliblFa TeK KaHa benrini bip aknapaTTbl Kepyre MyMmKHiAiK bepeai. ofb30BaTe b
BBOAMT CBOI 6€30MacHbIM Napoib ANA NOAYYEeHWA A0CTyNa B cMcTeMy. TyNHYCKanaHAbIpyabIH
6yn aici TOkeHMeH bipre KonAaHbINaTbIH 60/1ca, KendaKTOPAbI TYNHYCKaNaHAbIPYFa aKkenesi.
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SMS One-Time
Code
O0Hopa308bIl KOO
no SMS

SMS 6oibiHLWa 6ip
PETTIK KOA,

A dynamic password delivered to users via SMS, after which the user enters the dynamic
password and a secure password to gain access to the system.

,ﬂUHGMUHECKUﬁ naposb omnpasnaemca nonszosamernto Yepes SMS, nocrne ye2o nossL3osamerib
8800UM OUHAMUYECKUL naporsie u 30WUWEeHHbI naporsib o4 nostyYyeHuA docmyna K cucmeme.

OnHaMmKanbiK Kynuaces nanganaHywbliFa SMS apKblibl )KoA4aHabl, OAaH KeliH
nanaanaHyLbl Xynere KOMKETIMAINKKE ne 60y YLWiH AMHAMUKAbIK KYNUACE3 MEH KOpFasifaH
Kynuacesai eHrisesj.

Voice One-Time
Code

[on10cosol
00HOPA308bIli KOO
Bip peTTiK
[aYbICTbl KOA,

A dynamic password delivered to users via an automated voice call, after which the user
enters the dynamic password and a secure password to gain access to the system.

,ﬂUHGMU’-lECKUU naporsib npedocmasﬂﬂemc;q nos16308amersito ¢ NOMOWbHO asmomamu4eckoco
20/10C08020 8613080, NOC/1E Y€20 NOs16308AMESIb BB0OUM OUHAMUYECKUU naporsib u
30WUU{€HHbIlj naporsib ond nosy4YeHuA docmyna K cucmeme.

JOMHaMMKanbIK KYNMAces naiaanaHyLlblFa aBTOMaTTbl TYPAEri AaYbICTbIK WAKbIPTY apKbi/bl
VCbIHbIAAAbI, OAaH KeliH NaiaanaHyLbl JKyMere KoMKeTIMAIKKe ne 60y VIWiH AMHAMUKaNbIK,
KYMMACO3 MEeH KOopFa/iFaH KYNMACe3ai eHrises;.

Digital
Certificates
Lughpossie
cepmucghukamel
CaHAplK,
cepTudnKaTTap

A digital certificate is an electronic identification issued by an approved certificate authority
for authentication and authorization. Digital certificates may be attributed to corporate
legal entities (“Corporate Seals") or individuals (“Personal Certificates”). The Customer is
responsible for properly verifying the identity of all users of Personal Certificates acting on
behalf of the Customer in accordance with local law.

Lughposoli cepmuchukam npedcmassasem cobol 31eKMPOHHYH UOEHMUMUKAUUI, 8bIOGHHYHO
0op2aHOM cepmucpuKayuu 0718 aymeHmuguKkayuu u aemopu3ayuu. Liugpossie cepmugukamel
MO2ym NpunuUCbIBaMbCA KOPNOPamMuBHbIM topududeckum auyam (“KopnopamusHas

neyams”) nubo gusuyeckum auuam (“fepcoHanbHell cepmugukam”). KnueHm Hecem
omeemcmeeHHOCMb 30 NPasusbHoe nodmaepxdeHue nuyHocmel 8cex nons3osameneli
MepcoHasbHbIX cepmupuramos, delicmayroujux om umeHuU KaueHma 8 coomeemcmauu ¢
MECMHbIM 30KOHOOAMEN6CMBOM.

CaHAblK cepTUdMKaT cepTndUKaTTay OpPraHbIMeH TYMHYCKANaHAbIPY KaHe aBTopAaHAbIpY
yLiH BepinreH snekTpoHAb! carikecTeHaipy 60bin Tabblinaasl. CaHapIK cepTudmnKkaTTap
KOpnopaTMBTIK 3aHAbl TyiFanapra («kKopnopaTnBTik mep») HEMece eke Tyafanapra («[Jepbec
cepTMdnKaT») bepinyi MyMKiH. KIMeHT xKeprinikTi 3aHHaMara calikec KAMeHTTiH aTbiHaH
apekeT eTeTiH depbec cepTndunKaTTapasl 6ap/blk NarkganaHyLwblNapabiH Keke 6acbiH AypbIC
KyanaHAbIpy YLWiH »KayanTbl 6onasbl.

The Bank and the Customer are required to use digital certificates provided by authorized
persons, to ensure all Communications exchanged via a public Internet connection or an
otherwise unsecure Internet connection are fully encrypted and protected.

baHK u KnueHm 0653aHbI UCNos16308aMb UUgposbie cepmuguramsi, npedocmassieHHsle
YNOSTHOMOYEHHBIMU /IUYAMU 0718 0becnedeHus NosIHO20 WUpPOBAHUA U 3aLUMbI 8CEX
CoobujeHutl, 0bMeH Komopbix NPoucxooum ¢ NOMouwbro NybaAUYHO20 UHMepHem CoeOUuHeHUA
Usnu UHo20 Opy2020 He6e30NaCHO20 UHMepPHEM COeOUHEHUS.

BaHK »kaHe KNMeHT onapmeH aiMacy KenwwinikTi MHTepHeT BainaHbicy Hemece backa Kayincis
emec MHTepHeT BainaHbICy apKbl/bl XKy3ere acbipblaaTbiH 6ap/bIk Xabapaamanapabl TONbIK,
Wwndpney KoHe KOpFayblH KaMTaMacbI3 eTy YLiH YaKINeTTi TyAFalapMeH YCbIHbIFaH CaHAbIK,
cepTMdUKaTTapAbl KONAAHYFa MIHAETTI.
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Security Procedures

Mpouyedypsl bezonacHocmu

Kayinci3gik pacimgepi

CitiConnect for Files Authentication Methods / Cnocobsr aymermugpukayuu CitiConnect das ®alinoe /

@alinapra apHanraH CitiConnect mynHycKanaHobIpy adicmepi

Whitelist When
Using CitiConnect
3aHeceHue IP-
adpeca s benwblli
CNUCOK npu
CitiConnect
CitiConnect
KafgambiHaa IP-
MEKeHXanapl aK,
Ti3iMmre eHrisy

Digital See description above.

Certificates

Ljugppossie Cmompemb onucaHue 8biule.

cepmughukamel

CaHAbIK oFfapblaasbl cMNaTTaMaHbl KapaHpis.

cepmugukammap

|P Address Certain Internet communications received by the Bank, for example, via a Virtual Private

Network (VPN), may also rely on the parties exchanging information using pre-agreed
Internet Protocol (IP) addresses. The Bank will only accept communications originating

from the Customer’s designated IP address, and vice versa; and the Bank will only transmit
Communications to the Customer's designated IP address, and vice versa. Used in conjunction
with Digital Certificate method above.

Hexomopsie coobuieHus, nosydeHHble BAHKOM C NOMOWbIO UHMePHema, K NpUMepy, No
cpedcmeam Virtual Private Network (VPN), mo2ym makxe nepedosamsca CmopoHamu
UCNosb3ysA 3apaHee co2naco8aHHbIU IP-adpec. baHk 6ydem npuHUMAmMe MOsbKO COOBWEHUS,
UCxo0AuUe U3 yKazaHHo2o IP-adpeca KnueHma, u Haobopom, a makxe baHKk bydem
Hanpasaames coobuweHUs MosbKo Ha YKa3aHHbIG IP-adpec KnueHma, u Haobopom. []JaHHbIl
€Nocob Ucnosb3yemcs COBMECMHO C LIugposbIM cepmugUuKamMom, YKA3aHHbLIM 8blLUE.

BaHKKe MHTepHeT apKbl/bl, Mbicanbl Virtual Private Network (VPN) apKbiabl Kein TyckeH
Kelbip xabapnamanap coHAal-aK TapanTapMeH anaplH ana KenicinreH IP-mekeHxanapl
KON 4aHa OTbIPbIN }KOAAAHbINYbI MYMKiH. BaHK KNnMeHTTiH aTanfaH IP-meH:KaliblHaH KenreH
xabapnamanapzpbl faHa KabbinaanTbiH 601aapl, caHbIMeH KaTap, baHk xabapnamanapapl
KnneHTTiH aTanfaH IP-meKkeH»KalblHa FaHa »Kon4alTbiH 6onaapl, *KaHe KepiciHwe. byn aajc
*oFapblaa aTanFaH CaHablK cepTudmKaTneH bipre KonaaHblNaabl.

CitiConnect API Authentication Methods / Cnocob aymenmugurayuu CitiConnect AP /

CitiConnect APl mynHycKanaHObIpy 30ici

Whitelist When
Using CitiConnect
3aHeceHue IP-
adpeca 8 benbili
CNUCOK npu
CitiConnect
CitiConnect
KafoanbiHAa |P-
MEeKeH»Kalabl akK,
Tisimre eHrisy

Digital See description above.

Certificates

Ljugppossie Cmompemb onucaHue gbiwe.
cepmughukamel

CaHapik oFfapblaasbl cMNaTTaMaHbl KapaHpis.
cepTMdMKaTTap

|P Address See description above.

Cmompemsb onucaHue sblule.

)‘HOFaprLLanI CMnaTTaMaHbl KapaHbl3.

CitiConnect for SWIFT Authentication Methods / Cnocob aymenmugpurayuu CitiConnect das SWIFT /

SWIFT-ke apHanraH CitiConnect mynHyckanaHObIpy d0ici

Digital
Certificates
Lugppossie
cepmucghukamel
CaHAplK,
cepTudnKaTTap

See description above. Can be used in conjunction with SWIFT Authentication method below.

Cmompems onucaHue 8oiwe. [jaHHbIG cnocob Moxem Ucnon6308ameCs COBMECMHO CO
cnocobom AymerHmucgpukayus yepes SWIFT, yKa3aHHbIM HUMe.

YKofapblgafbl cMnaTTamaHbl KapaHbl3. byn aaic TemeHae kepcetinreH SWIFT apKbibl
TynHycKanaHablpy aficimeH Bipre KoAAaHbIAybl MyMKIH.
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Security Procedures

Mpouyedypsl bezonacHocmu

Kayinci3gik pacimaepi

SWIFT
Authentication
AymeHmucuKayus
yepe3z SWIFT
SWIFT apkblabl
TynHYCKanaHabIpy

Communications sent between the Bank and the Customer via the SWIFT network, including,
but not limited to, account information, payment orders, and instructions to amend or
cancel such orders, will be authenticated using procedures defined in SWIFT's Contractual
Documentation (as amended or supplemented from time to time) which includes without
limitation its General Terms and Conditions and FIN Service Description or as set forth in
other terms and conditions that may be established by SWIFT. The Bank is not obliged to do
anything other than what is contained in the SWIFT procedures to establish the sender and
authenticity of these Communications.

CoobujeHus, omnpassdemolie mexoy baHkom u KnueHmom yepes cemos SWIFT, 8ktoyas,

HO He 02paHU4uBaACy, UHGopmayuel o cyeme, NAamMeHHbIX NOPYYEHUAX U UHCMPYKUUU

No U3MEHeHUo Usiu OmMmeHe makux nopy4eHud, 6yoym aymeHmuguyupo8aHs! Ucnons3ya
npouedypel, onpedesneHHsle 8 [Joecosope Ha obcayrusaHue SWIFT (c yuemom usmeHeHul u
0onosHeHUl, BHOCUMbIX 8peMSA 0m 8pemMeHU), Komopsblill 8KkroYaem be3 oepaHuyeHus Obujue
nosnoxceHuA u onucaHue ycnyeu FIN unu Kak npedycmompeHo 8 n1obbix Opyaux ycrosusyx,
Komopsie mo2ym bsims ycmaHossneHsl SWIFT. baHK He 065a3aH npednpuHUMame Kakue-nubo
delicmeus Kpome mex, Komopeble cooepxamcs 8 npouedypax SWIFT 54 ycmaHo8eneHuUs
omnpasumess u hodnuHHocmu CoobuyeHud.

SWIFT apKblnibl BaHK neH KAneHT apacbiHAa KonaaHaTbiH xabapaamanap, CoHbIH, iWiHae, Bipak
LUeKTeIMeN, WOT Typasibl aknapaT, TesiemM TarncblipManap MeH CoOHZalM Tancbipmanapabl e3repty
Hemece KYLLIH oo Typasbl aknapaT SWIFT KbiameT kepceTy LLapTbiHaa (yakbIT yakbiTbIMeH
EHri3iNeTiH e3repTyaep MeH TObIKTbIPYIapAbl €CKepe OTbipbin) 6enrineHreH pacimaepai
Ko/ZlaHa OTbIPbIN TYMHYCKANaHAbIpbINATbIH 6onaabl, aTanfaH LWapT wekTeyci3 *Kannbl
epexkenepi *kaHe FIN KbiameTTepiHiH cnnatTamacbiH Hemece SWIFT-neH opHaTbINaTbIH Ke3
KenreH 6acka WapTTapaa KkesaenreHaepai Kamtnabl. baHk Xabapnamanapabl onaayLwbiHbl
YKOHE OHbIH TYNHYCKabIFbIH Tekcepy ywiH SWIFT pacimaepiHae kepceTinreHHeH backa
KaHAal na 6acka Wapanap KonaaHyFa MiHAETTI emec.

The Bank is not responsible for any errors or delays in the SWIFT system. The Customer is
responsible for providing communications to the Bank in the format and type required and
specified by SWIFT.

baHK He Hecem omeemcmeeHHOCMU 30 Kakue-1ubo owubKU Usiu 3a0epHKu 8 cucmeme
SWIFT. KnueHm Hecem omaemcmeeHHoCMb 3a npedocmassneHue baHKy coobuieHuli 8 Makom
hopmame u 8 MaKoM 8UOe, Komopble mpebyromcs u onpedesneHsl SWIFT.

BaHk SWIFT yieciHAe OpbiH anfaH KaHaan Aa KaTenep Hemece KelwikTipy/aep yLWiH »KayanTbi
emec. KnmeHT baHkke xabapaamnap ycbiHy ywiH SWIFT-neH Tanan eTinreH xxaHe 6enrineHrex
HblCaH/a XaHe TypAe XKayankepLUilikke TapTblaaabl.

Transmissions and Communications sent or received via SWIFT facilities are subject to SWIFT
rules and regulations in effect, including membership rules. The Customer is responsible for
being familiar with and conforming to SWIFT messaging standards.

Mepedaya daHHbIx u CoobuieHuUl, omnpasneHHbIX U0 NOAYYEeHHbIX C NOMOULbHO COOPYHEHUL
u obopyodosaHus SWIFT nodnadarom nood deticmesue delicmayrowux Npasus U UHCmpyKyul
SWIFT, eKntoyaa npasuna yneHcmasa. KaueHm Hecem omeemcmeeHHOCMb 30 03HAKOM/IeHUe U
coomeemcmeue cmaHoapmam nepedayu coobuwieHul SWIFT.

SWIFT KypblAfblaapbl MeH abablKTapbl apKbl/ibl }KOAAaHFAH Hemece KabblagaHFaH
Xabapnamanapapl XXeHenTy MyLienik Typanbl epexenepai kockaHaa, SWIFT spekeTTi
eperkenep MeH HycKay/blkTap 6oMbiHLIa Ky3ere acbipanaabl. KaveHt SWIFT xabapnamnappbl
YKOHeNTY CTaHAAPTTaPbIMEH TaHbICY KOHe COMKECTIri YLWiH »KayanTbl 6onabl.
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Security Procedures

Mpouyedypsl bezonacHocmu

Kayinci3gik pacimaepi

SWIFT Authentication Method / Cnoco6o aymenmugurkayuu SWIFT

SWIFT mynHycKanaHObIpy 30ici

SWIFT
Authentication
(Direct
Connection

for Financial
Institutions)
AymeHmucukayus
yepe3z SWIFT
(Mpsamoe
coeduHeHue

0714 (huHACO8BbIX
uHCcMuUmMymos)
SWIFT apKbinbl
TYMHYCKaNaHAbIPY
(Kapbi
WHCTUTYTTapbIHa
apHanFfaH Tikenein
Kocy)

Communications sent between the Bank and the Customer via the SWIFT network, including,
but not limited to, account information, payment orders, and instructions to amend or

cancel such orders, will be authenticated using procedures defined in SWIFT's Contractual
Documentation (as amended or supplemented from time to time) which includes without
limitation its General Terms and Conditions and FIN Service Description or as set forth in
other terms and conditions that may be established by SWIFT. The Bank is not obliged to do
anything other than what is contained in the SWIFT procedures to establish the sender and
authenticity of these Communications.

CoobuwieHus, omnpasnsemble Mmexdy baHkom u KnueHmom yepes cemo SWIFT, sknro4as,

HO He 02paHu4uBascs, UHGopmayuel o cyeme, NaamextHbiX NOPYYEHUAX U UHCMPYKUUU

NO U3MEHEHUIO Unu ommeHe makux nopy4eHud, 6yoym aymeHmu@uyupo8aHsl Ucnosb3ys
npouedypsl, onpedeneHHbie 8 [loecosope Ha obcnyxusaHue SWIFT (c yuemom usmerHeHul u
0onosiHeHUl, BHOCUMbIX BDEMSA OM 8peMeHU), Komopelli 8kAYaem 6e3 o2paHudeHua Obuue
nosoxeHus u onucaHue ycayau FIN unu Kak npedycmompeHo 8 stobbix Opyaux yCrao8usx,
Komopele moz2ym bsime ycmaHoaneHsl SWIFT. baHk He 06A3aH hpednpuHUMame Kaxkue-1ubo
delicmesus Kpome mex, Komopsble cooepxamcs 8 npouyedypax SWIFT 054 ycmaHosneHus
omnpasumensa u nodauHHocmu CoobuwieHud.

SWIFT apKbl/ibl BaHK NeH KAneHT apacbiHAa *oaaaHaTbiH xabapaiamanap, CoHbIH, iLiHae, bipak,
LUeKTe/IMeM, WOT Typasibl aknapaT, TesiemM TarncblipManap MeH CoOHAalM Tancbipmanapabl e3repty
Hemece KyLLUiH oo Typasbl aknapaT SWIFT KbiameT kepceTy LLapTbiHaa (yakbIT yaKkbIiTbIMEH
eHri3iNeTiH e3repTyaep MeH TObIKTbIPYIapAbl €CKepe OTbipbIn) 6enrineHreH pacimaepai
KO/iZLaHa OTbIPbIN TYMHYCKANaHAbIPbIAaTbIH 601aabl, aTanfaH LapT wekTeyci3 *Kannbl
epexenepi *kaHe FIN Kpi3meTTepiHiH cMnatTamacbiH Hemece SWIFT-neH opHaTbIIaTbIH Ke3
KenreH H6acka WapTTapaa KesaenreHaepai Kamtuabl. baHk Xabapnamanapbl *KonaayLbiHbl
YKOHEe OHbIH, TYMHYCKa/bIFbIH Tekcepy yiiH SWIFT pacimaepiHae kepceTinreHHeH 6acka
KaHaam aa 6acka Wwapanap KongaHysa MiHAETTIi emec.

The Bank is not responsible for any errors or delays in the SWIFT system. The Customer is
responsible for providing communications to the Bank in the format and type required and
specified by SWIFT.

baHK He Hecem omaemcmaeHHOCMU 30 Kakue-1ubo owUbKU Usu 300epHKu 8 cucmeme
SWIFT. KnueHm Hecem omeemcmaeHHOoCMb 3a npedocmasseHue baHky coobujeHuti 8 makom
hopmame u 8 Makom 8ude, Komopble mpebyromcs u onpedesneHol SWIFT.

BaHk SWIFT »kyieciHae opblH anfaH KaHAal Aa KaTenep Hemece KewwikTipyaep YLWiH KayanTbl
emec. KameHT baHkke xabapaamnap ycbiHy yiiH SWIFT-neH Tanan eTinreH xaHe benrineHrex
HbICaHa *aHe TypAe KayankepLlinikke TapTblaaabl.

Transmissions and Communications sent or received via SWIFT facilities are subject to SWIFT
rules and regulations in effect, including membership rules. The Customer is responsible for
being familiar with and conforming to SWIFT messaging standards.

Mepedaya daHHbIx u CoobuweHul, omnpasaeHHsIX AUOO NOAYYEeHHbIX C NOMOULbHO COOPYHeHUU
u obopyoosaHus SWIFT nodnadarom nood delicmsue delicmesyrowux Npasus u UHCMpyKyud
SWIFT, sKarto4aa npasusa YsneHcmasa. KaueHm Hecem omeemcmeeHHOCMb 3a 0O3HAKOM/IEHUE U
coomeemcmaue cmaHoapmam nepedayu coobuieHut SWIFT.

SWIFT KypblinFelnapsi MeH #ab0blKmapbl apKblsbl ¥OA0aHFAH Hemece Kabbln0aHFaH
Xabaprnamanaposl ¥eHeamy myuesnik myparssi epexcenepoi KockaHoa, SWIFT apekemmi
epexcenep MeH HycKaynbikmap 60lbiHWa xy3eze aceipanadsl. KnueHm SWIFT
xabapaamnapobl HeHeamy cmaHOapPMMapbIMeH MAHbICY HaHe calikecmiel ywiH #ayanmel
607100bI.
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Security Procedures

Mpouyedypsl bezonacHocmu

Kayinci3gik pacimgepi

Digital/Electronic Signature Authentication Methods for Electronic Document Submission

Cnocob aymeHmuguKayuu 014 Noda4yu 31eKmpoHHo20 0oKymeHma Liugposas/dnekmpoHHaA Moonuck
CaHObIK/IneKkmpoHObl KonmaHba 31eKmpoHObl KyHamblH YCbIHYFA APHAAFAH MYHYCKAAAaHObIpY 30ici

Digital Signature

A type of electronic signature that leverages digital certificates to validate the authenticity

Lugpposas and integrity of a signature, message, software or digital document.
noonuce
CaHapIk KonTanba | BuO a1ekmpoHHoU nodnucu, npumeHsAouul Yugpossle cepmuukamel 011 NOOMeepHOeHus
NooOAUHHOCMU U Ues10CMHOCMU NOONUCU, COOBUEHUS, NPO2PAMMHO20 obecne4yeHus usnu
UUGPOoB020 OOKYMeHMA.
KonTaHbaHbIH, xabapaamaHblH, 6afaapaamanbik KAMTamMachI3 eTyiH *KaHE CaHabIK KyKaTTbiH,
OYPbICTbIFLI MeH BYTIHAIMNH pacTayFa apHaAFaH caHApbIK cepTUdUKaTTapabl KONAAHaTbIH
3NEKTPOHAbI KONTaHOAHbIH, TYPI.
Electronic An electronic symbol attached to a contract or other record, unique to and used by a person
Signature with an intent to sign. Electronic signatures can be established in the form of words, letters,
SneKkmpoHHaA numerals, symbols, click of a button on a website, upload of facsimile or scan of a physical
noonuce signature, signing on a touchscreen, or agreeing to any terms and conditions by electronic
ONeKTPOHAb! means. Created under the sole control of the person using it, it is logically attached to or
KonTaHba associated with a data messaqge, capable of identifying the person who consents to the data

message and certifying the person’s consent. Such Electronic Signature would be submitted
to the Bank through the Bank's electronic channels and in compliance with the associated
Authentication Methods described above.

SneKmpoHHbIU cuMB0s, npusaeaemoili K 002080py Usu UHOU 3anucu, NPUCyuul nuyy

U Ucnonb3yemsili UM ¢ Uesiblo NOONUCAHUSA. S1eKmpoHHble nodnucu mo2ym bbime
yCMaHo8seHbl 8 hopme €108, BYKS, UUGp, CUMBO/OB, WEMYKA KHONKU HO UHMepHem-
catlime, 3aepy3Ku paxkcumusie uau CKaHUpo8aHHoOU Konuu gusudeckoli noonucu, noonucu
Ha ceHcopHOM ducnsiee nubo coz2nauieHusa 31eKmMpPoHHbIM CNOCOOOM C NOAOHEHUAMU U
ycnosuamu. Co30aHHasA 018 eOUHOMUYHO20 KOHMPO/IA IUYOM, UCNOAb3YIOWUM UUDPOBYHO
noonuce, uugpPosas NOONUCL N02UYECKU NPUAA2AEMCHA K UU C8A3AHA C COObUeHUeM
O0aHHbIX, CNOCOOHbIX UOEHMUGPUUUPOBAMb AULO, CO2/1AUIAHUEECT C CO0bUEHUEeM OaHHbIX
U nodmeepxoaroujee coeaacue nuya. aHHas 3nekmpoHHas noonucs bydem nodaHa
baHKy Yepes an1ekmpoHHble KaHasbl baHka u omeeyaem coomeemcmaytoujum Cnocobam
aymeHmMuguKauuu, yKa3aHHbIM 8biule.

Tynfara TMECiNi HEMece 01 KO/ KO0 YLLIIH KOJaHblNaTblH, WapTKa Hemece Hacka »a3bafa
Koca bepineTiH aneKTpoHAbl TaHba. INeKTPOHALI KoNTaHbanap cesaep, apinTep, caHAap
HbICaHbIHAQ, MHTEPHET CaiTTa BaTbipMaHbl WepTy, GaKCUMUIE KYKTeY HEMECe yKeKe
TY/IFaHbIH KOJbIH, CEHCOP/bI Aucnaenaeri KonTanbaHbl CKaHepaey apKblabl Hemece
epexkenepmeH Hemece TasanTapMeH 31eKTPOHAbI HbICaHAA Kelicy apKblibl OPHATLINYbI
MYMKIH. CaHAbIK KONTaHOaHbl KOAAAHbINATLIH TyAFaMeH Aepbec BaKblnay YLWiH KypblafaH
CaHAbIK KoNTaHba AepeKTepai xabapaan oTbipFaH KaHe TYAFaHbIH KeaicyiH pacTanTbIH
xabapnamameH KeniceTiH TyaFaHbl CalikecTeHAipyre KabineTTi nepekTepre Koca

bepineni Hemece oHbIMeH 6ainaHbICTbl 60/1bIN TabblNaabl. By dnekTpoHabl KonTaHba
BaHKKe baHK KaHanzapbl apKbl/bl YCbIHbINATHIH 60Na/bl XOHE KOoFapblAa KepceTinreH
TyNHYCKanaHAbIPYAbIH, 94icTepiHe canKkec Kenea,.
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Security Procedures 10
Mpouyedypsl bezonacHocmu
Kayinci3gik pacimgepi

29
Manual Initiated Funds Transfer (MIFT) Authentication Method E § E:._
Crnocob aymeHmugukayuu laamexHas UHCMpPyKyusa Ha 6ymaxcHom Hocumesne (MIFT) % & o
Karaz maceimandaysiuumarel mesaem Hykcamacel TyrnHycKanaHOblpy adici (MIFT) § g g
MIFT Manually Initiated Funds Transfer (MIFT), including amendments, recalls, or cancelations of T g §
Authentication previous manual instructions, may be made by fax or letter or upload to CitiDirect. Not all % & =
AymeHmucgpurayus | forms are supported in all countries. Initiators are persons designated by the Customer who B S ;r'
yepe3 MIFT are authorized to initiate transactions in accordance with restrictions, if any, are identified by g £&
MIFT the Customer. Confirmers are person designated by the Customer that Bank may call back, at ==

TynHyckanaHapipy | its discretion, for confirmation of manually initiated instructions for funds transfers.

lnamexHas UHCMpPYKUUsa Ha bymaxcHom Hocumerne (MIFT), 8K/t04aa U3MeHeHUs, 0m3bi8bl
Unu ommeHsl npedbiOywiux NAamMexHsIx UuHcmpykuul, Moxem 6bimb ocyuecmasneHa paKcom
unu nucemom unu 3aepyskol Ha CitiDirect BE. He sce ¢hopmbl no0depicusaromcs 80 8cex
cmpaHax. iHuyuamopamu A8AAt0mMcA Nuya, Ha3Ha4eHHble KAueHmMom U ynosrHOMOYEHHbIE Ha
UHULUUPOBAHUE COesI0K 8 COOMBEMCMBUU C 02PAHUYEHUAMU, YCMAHOBAEHHbIMU KaueHmom,
ecs1u makosble umeromcs. [100meepHOaoUUMU TULAMU ABAAIOMCA UUQ, HO3HAYEeHHbIe
KnueHmom, Komopsim baHk no cobcmaeHHOMY YCMOMPEeHU MOXem nepe3soHUms 0715
NoomMBepHOeHUA NAAMEXCHbIX UHCMPYKUULU Ha BYMaxtHOM Hocumerne.

Kafas Tacbimanaaylblaasbl Tenem HycKamysbik (MIFT), COHbIH ilWiHAE anablHFbl TENEM
HYCKay/IbIKTapbl ©3repTy, Kepi KalTapy HEMeCe KyLLiH Xotonap Gakc Hemece XaT apKbl/ibl
Hemece CitiDirect BE —re KyKTey apKbl/ibl }Ky3ere acblpbliabl. HbicaHaapabiH, kelbipeyi
Oapnblk enaepae KonaaHblIManabl. bactamallbl peTiHae KAneHTneH opHaTbIFaH,

Dap bonraH Karaanaa, WekTeynepre carikec KaneHTneH maminenepai 6actama etyre
TafalblHAANFaH XKaHE yaKinajipinreH Tyaranap 60bin Tabblnaapl. PacTaylbl Tyafanap petiHae
onapfa baHK e3iHiH Kapaybl O0olbIHLLIA KaFa3 TacbiMaAaybllTaFbl TENEM HYCKaybIKTapabl
pacTay YLWiH KaiTa KoHbIpay LWana anaTblH KNMeHTNeH TafFalbiHAAAFaH TyNFanap 6onbin
Tabblnagpl.

In certain countries, mobile telephone numbers are not accepted as call back numbers.
Further details are provided in the applicable Country Cash Management User Guide, Global
Manual Transaction Authorization or Universal Nomination Form. MIFT is to be used by the
Customer as a contingency method to communicating instructions to the Bank.

B Hekomopbix cmpaHax MobusbHble mesegoHHbIe HOMepa He 80CNPUHUMAKOMCS KaK HOMepa
06pamHoe20 8b1308a. [JonosiHUMesbHble CeedeHUs NpedocmassieHbl 8 COOMBEMCMBYHWEM
Non1b308aMesbCKOM pyKOBOOCMBe NO CMPAHAM NO yNPasaeHUA HAAUYHBIMU CPEOCMBAMU,
[nobanbHoU asmopu3ayuu naamexHol mpaH3akyuu uau dopme yHu8epcasnbHo20
HomUuHuposaHuA. MIFT nodnexum ucnose308aHu0 KaueHmom 8 Kayecmee 4pe3sbivaliHo2o
Memooa nepedavu UHCMpPYKUUL BaHKy.

Keinbip enpepae ycanbl TenedoHaap Kepi barinaHbiCKa apHafaH Hemipaep peTiHae
KapacTbipblaagpl. Kocbimwa manimeTTep ensep 6oMbliHWa KOAMa-KO akWaHbl backapy,
Tenem TpaH3aKUMACBIH FafiaMaplK aBTOPAAHABIPY HEMECE 3P KaKTbl HOMUHAUMANGY HbICaHbI
DoWblHLWa caKkec MaraanaHy KeHiHaeri 6aclblibIKTa YCbiHbIAFaH. [lonoaHuTenbHble. MIFT
BaHKKe HyCKaybIKTap TabblCTayAbliH TOTEHLE 3AicCi peTiHae KAMeHTNneH KonaaHybiHa KaTaapl.




Security Procedures

Mpouyedypsl bezonacHocmu

Kayinci3gik pacimgepi

Mail, Fax, Email and Messenger Authentication Methods

Cnocob aymeHmugukayuu lNucemo, @akc, InekmpoHHasA nouma u MecceHOxep
Xam, ®akc, 3nekmpoHObl nowma #aHe MecceHOx3ep mynHYCKaAaHObIpy J0ici

Seal Image
Verification
lodmeepxoeHue
usobpaxeHus
neyamu

MepaiH, 6eliHeciH
pacTay

Correspondence received by the Bank via fax, mail, email or messenger, excluding MIFT
requests, are verified and collated with due care based on the seal image contained in the
Customer's authority document or similar document provided to the Bank.

KoppecnoHdeHuus, nosy4yeHHaa baHKoM ¢ NOMOWbHO (haKCa, NOYMBbI, /1eKMPOHHOLU noYymel
unu mecceHox epa, 3a UcKkarYeHuem 3anpocos MIFT, ¢ Hadnexawiel ocmMompumesibHOCMbto
NnooOmeep*#oaemca U C8epAEMCA Ha OCHOBe U306PaXeHUA ne4amu, COOepIaule20Ccs 8
00oKyMeHme 0 NOTHOMOYUAX KAueHma usu noxoxem 0oKymeHme, npedocmasneHHOM baHKyY.

BaHk MIFT cypaHbICTapbiH KocnafaHaa, GaKke, nowTa, 31eKTPOHAb! MOoLLTa Hemece
MeCCeHKep apKbl/ibl anfaH XaT-xabap TMicTi abalnbikneH pacTanbin, KNMeHTTiH eKineTTikTepi
Typasbl Ky»aTTa Hemece baHKKe YCbIHbIFaH YKCAC Ky*KaTTa KepceTinreH mepaiH 6enHecimeH
Ca/bICTbIpbINALAbI.

SawuueHHbIl
naponem ¢atin
PDF
KynuacesbeH
KOpfasifaH PDF
bannbl

Signature Correspondence received by the Bank via fax, mail email or messenger, excluding MIFT

Verification requests, are signature verified based on the information contained in the Customer's

loomeepxdeHue | authority document or similar document provided to the Bank.

noonucu

KonTaHBarbi KoppecnoHdeHyus, nonyyeHHas EaHKOM ¢ NOMOWbIO haKca, NoYMsl, 31eKMpPOHHOLU NOYMe!

pactay unu MecceHOmepa, 3a UckaoyeHuem 3anpocos MIFT, nodmeepxodaemcs noonucso Ha
OCHose UHpopmauuu, cooepxcawelics 8 00KyMeHme 0 NOTHOMOYUAX KAueHmMa usiu NOXoMem
O0oKymeHmMe, npedocmassieHHOM BaHKy.
BaHk MIFT cypaHbICTapbiH KocnafaHaa, GaKke, NowTa, 31eKTPOHAbI MOLITA HEMECe MECCEHAKED
apKbINbl anfaH XaT-xabap KAMEHTTIH, eKiNeTTiKTepi Typasbl KyKaTTa Hemece BaHKKe yCbiHbIAFaH
YKCAac Ky»KaTTa KaMTblaiFaH aknapaT HerisiHae KonTaHbameH pactanaabl.

Secure PDF Encrypted emails are delivered to a regular mailbox as PDF documents that are opened by

entering a private password. Both the message body and any attached files are encrypted.
A private password can be set up upon receipt of the first secure email received.

3awugposaHHsle 3n1eKmpoHHsIe NUCbMa 00CMasamMcs 8 0Obl4HbIL NOYMOBbI AUWUK 8 8ude
dokymeHma 8 popmame PDF, Komopsbili 0omKpsI8aeMCcsa ¢ NOMOWbIO /IU4HO20 haposs. Camo
coobuieHue, U ace npukpenseHHsle ¢alissl 3awugpoasiearomca. JIudHbIl Naposis MOHO
Hacmpoume nocsie Nosy4YeHUA Nepso2o CO0bWEHUA NO 3aWULeHHOU 31eKmpPoHHOU noyme.

LndpneHreH aNeKTPOH/bI XaTTap KeKe Kynuaces apKbl/ibl alwblnaTbiH PDF HbiCaHbIHAAFbI
KY)KaT TYPiHAE KoAiMri MOLITa XaliriHe »eTKizineani. XabapanamaHblH, e3i skaHe 6ap/ibIK Koca
bepinreH bannpap wubpneHeqj. HKeke Kynmacesai KopFanfaH 3NEKTPOH/bI NOLWITA apKbi/bl
BipiHWi xabapnamaHbl anFaHHHaH KeiiH banTayra 6onaabl.

MTLS
MTLS
MTLS

Mandatory Transport Layer Security (MTLS) creates what would be a secure, private email
connection between the Bank and the Customer. Emails transmitted using this channel are
sent over the Internet through an encrypted TLS tunnel created by the connection.

lpomokon Mandatory Transport Layer Security (MTLS) (Mpomokon 3aujumel mpaHcnopmHo2o
YPOBHS) cozdaem be3onacHoe YacmHoe coeduHeHUE NO 371eKMPOHHOU noyme mexdy baHkom
u KnueHmom. 31eKmpoHHble NUCbMA, 0MNPasseHHbIE C UCNO6308aHUEM 3MO20 KaHAA,
0mMnpasAAMCAC NOMOWbIO UHMepHema 4yepes 3auudpos8aHHsIl kaHas TLS, co30aHHbI
coeduHeHueM.

Mandatory Transport Layer Security (MTLS) xaTTamacb! (Kenik aeHreinaeri Kopray xaTTamachl)
BaHK neH KAneHT apacbiHaa 31eKTPOHb! MOLLTa apKbl/bl Kayincis MeHLLiK 6aliiaHbICTbl
opHaTabl. Byn KaHanabl KoAAaHa OTbIpbIN OMAaHFaH 31EKTPOHAb! XaTTap balnaHbicneH
opHaTblNFaH WwWudpaeHreH TLS KaHan apKpl/ibl MHTEPHET BoWbIHLLA KOAAaHadbl.
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KnueHmel, caszbisaroujuecs ¢ baHkom ¢ nomouwibio mesnegoHa 00sxHbI seecmu PIN-Ko0
ymobbl NoOM8eepOuUMb AB8MOPU308AHHbIL docmyn.

- 0
< 2 >
Phone Authentication Methods / Cnoco6 aymenmudukayuu TenegoH E § s
TeneghoH mynHycKkanaHobIpy adici % o
Q o
PIN Customers contacting the Bank via phone are prompted to enter a PIN to validate authorized E 3 §
PIN ko0 access. E g S
PIN Kop, JA =
B S
ifg

© S

T, £

BaHKkneH TenedoH apKblabl 6aiNaHbICHIN OTbIPFAH KAMEHTTEP aBTOPAAHAbIPbINFAH
KO/MKETIMAINIKTI pacTay ywiH PIN-Koz eHrizyre Tuic.

Verification Customers contacting the Bank via phone are prompted by the Bank's service representatives
Questions to provide correct verbal responses to verification questions in order to validate authorized
Modmeepxdarowjue | access.

sonpocel

PacTay cypakTapbl | K/UEHMbI, C6A3bIBaIOU4UECA C BAHKOM C NOMOW|bI0 MesledoHa OOMMiHbI NPedocMasume
npedcmasumesnam baHKa sepbarsibHble omaemesl Ha NOOMBEPHOAOULUE BONPOCLI YMObbI
noomeepoums a8mMopuU308aHHbIU docmyn.

BaHKkneH TenedoH apKblabl 6aiNaHbIChIN OTbIPFaH KAMEHTTEP aBTOPNAHAbLIPbINFAH
KO/MKETIMAINIKTI pacTay yWiH baHKTIH eKifaepiHe pacTay CypaKTapbiHa aybl3La XayanTap
VCbIHYbI TUiC. KNnneHTbl, cBA3biBatowmecs ¢ baHkom ¢ momoLLbto TenedoHa LONKHbI
npeLocTaBuTb NpeacTaBuTenam baHka BepbaibHble OTBETbI Ha MOATBEPKAAOLLME BOMNPOCHI
4yTOObl NOATBEPANTL ABTOPU30BAHHbIN AOCTYM.

The availability of Authentication Methods described above varies based on local markets.
ZLlocmynHocme Cnocobos aymeHmuguKayuu, 0nUCAHHAA 8bluie 8apbUpyemcs 8 3a8UCUMOCMU OM MECMHbIX PbIHKOS.

oFfapblaa cunatTanfaH TynHyYCKanaHAbIpy S4iCTEPIHIH KOMKETIMAINIT sKeprinikTi HapblKkTapFa 6alinaHbICTbl 83repyi
MYMKIH.

3. Customer Responsibilities
OmeemcmeeHHocmb KnueHma
KnueHmmix »cayankepuwiniai

3.1 Identifying Authorized Users: Customer is responsible for identifying: (i) all individuals acting on the
Account(s) on behalf of the Customer at an entity level for all Services and connectivity channels, and
(ii) each person acting on behalf of the Customer being duly authorized by the Customer to act on the
Customer's Account.
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DWHANYY AQUWIOHHIBWIWIIWO
sa|iqisuodsay Jawoisn)

Onpedenume ynosHOMOYeHHbIX Nosb3osamenel: KnueHm Hecem omeemcmeeHHOCMb 3a onpedesneHue:
(i) 8cex ghusuueckux nuy, deticmayrouiux no Cuemy(-am) om umeHu KaueHma Ha yposHe opeaHu3ayuu

8 OMHOWEHUU 8Cex Ycsye U KaHanos ceasu, u (i) kaxdoe nuuo, delicmayrowee om umeHu KaueHma
Hadnexauium obpazom ynosnHomo4yeHHo KnueHmom deticmsosame no Cdemy KaueHma.

YakineTTi naaanaHywbinapabl akpiHaay: KaveHT (i) 6apabik KbiameTTep »aHe 6alinaHbic KaHanaapbiHa
KaTbICTbl yiibIM AeHreniHae KnneHTTiH aTbiHaH LLoT(Tap) 6oMbIHIWa SpeKeT eTeTiH Bap/bIK, Keke
Ty/AFanapapl, aHe (i) KnmeHTTiH aTbiHaH apeKeT eTeTiH apbip TyaFa KnneHTneH KameHTTin, LWoTsl
OOMbIHWa SpEeKeT eTyre TUICTI TYpAe YaKiNAipiAreHiH alKbiHAAY YLWiH XKayanTsl 6onaapl.
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3.2 Customer is responsible for assigning and monitoring any transaction limits assigned to the
Customer and/or its users and ensuring that these limits (a) do not exceed the limits as required by
the Customer’s internal policies and other authority and constitutive documents such as Customer’s
Board of Director resolutions, Bank Mandates, Power Of Attorney, or equivalent document, and
(b) are properly reflected on all connectivity channels and user entitlements.

!suodsau Jawolisn)

KnueHm Hecem omeemcmeeHHOCMb 30 yCMAaHOB/eHUEe U MOHUMOPUHE /1100bIX MPAH3AKUUOHHbIX
AIUMUMO8 YCMAHOB/eHHbIX KaueHmy u/unu e2o nosisaosamesnam u obecneyusaem mo, Ymo amu
AumMumesl (a) He 6ydym npesoiuiams AUMUMBbI, YCMAHOB/EHHbIE BHYMPEHHUMU NOAUMUKAMU KaueHma
U Opyaumu OOKYMeHMamu o NOAHOMOYUAX U yupedumesibHbIMU OOKYMEeHMAMU, MAaKUMU KaK pelweHus
Cosema dupekmopos KnueHma, MaHdam baHka, LosepeHHocmu 1ub0 pasgHOUEHHbIM OOKYMEHMOM,

u (b) npasusbHO ompax3ceHsi 80 8CEX KAHAAX C8A3U U OOKYMeHMax, KACAroWUXCsa npas noss3osamesel.
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KaneHT KnneHTKe aHe/Hemece OHbIH, NaiaanaHyLibliapbiHa OPHaTLIIFaH Ke3 KeareH TpaH3aKLUMAbIK,
NIMMUTTEPA] OpHaTY VLI ¥ayanTbl 60naapl XaHe aTanfaH IMMUTTEP (a) KAMEHTTIH, iLKi cascaTTapbiMeH
YKOHE eKiNeTTiKTep Typasbl bacKka KyKaTTapMeH aHe KAneHTTiH, JMpekTopaapbl KeHeciHiH, baHk
MaHpaaTbl, CeHiMxaTTap Hemece YKCac Ky»KaTTap CUAKTbI KypbINTal Ky»KaTTapbiMeH benrineHreH
NIMMUTTEPAEH acnaiTbiHbIH, *aHe (b) Gapablik KaHaNAAP MeH NainAanaHyWwbliHbIH KYKbIKTapblHA KATbICTbI
Ky»KaTTapZa AypbIC KePCeTiNYiH KaMTamachI3 eTesi.

3.3 Certainjurisdictions may require individuals (and their corresponding Credentials) to be identified
by the Bank in accordance with applicable AML legislation requirements before granting access to
perform certain functions. Please contact your Customer Service Representative or visit the CitiDirect
BE website for further information.

Hexkomopebie topucoukyuu mo2ym nompebosame baHk udeHmugpuyupo8ame usu4eckux Auy (U ux
coomeemcmesyujue LaHHsle asmopusayuu 0715 8xo0a 8 cucmemy) 00 npedocmassieHua baHkom
docmyna K 8bIN0IHEHUK HEKOMOpPbIX hyHKUULU 8 coomeemcmauu ¢ NPUMEHUMbIMU MpebosaHUAMU
3aKoHoOaMesnbcmaa o npomusodelicmauu ommelsaHuto OeHee. [oxanylicma, cearumecs ¢ Bawum
lpedcmasumernem Cryxbbl no0depxKku nubo nocemume uHmepHem-cmparHuuy CitiDirect BE dns
donosHumMesnbHol uHgpopmayuu.

Kenbip toprcamKumanap baHKTEeH aKLWaHbl *KblbICTayFa KapcblblK Binaipy Typaibl KONAAHbICTaFbI
3aHHaMaHbIH, TasianTapbliHa calikec baHKneH Keinbip GyHKUMANapAbl OPbIHAAYFA KOMKETIMAINIKTI
VCbIHFaHFa AeliH KeKe TyFanapabl COMKecTeHaipyiH (aHe onapabiH TMICTi Myiiere Kipy yLiH
aBTOPNACTbIPY AEPEKTEPIH) Tanan eTyi MyMKiH. KocbiMLLa aknapaT KaxkeT bonfaH afaaaa Cisain Konaay
KbI3METiHi3AiH eKinimeH balinaHbicybiHbizabl Hemece CitiDirect BE MHTepHeT-napakLiacbiHa KipyiHi3ai
eTiHeMmi3.

3.4 Safequarding of Authentication Methods
CoxpaHHocms Cnocobos aymeHmugukayuu
TyNHYCKanaHAablpy 94iCTEPIHIH CaKTanybl

The Customer is responsible for safeguarding the Authentication Methods and Credentials with
the highest standard of care and diligence, and ensuring that access to and distribution of the
Credentials are limited only to persons that have been authorized by the Customer.

KnueHm Hecem omeemcmeeHHOCMb 3a coxXpaHHOCMb Cnocobos aymeHmugurkauuu u aHHbIX
asmopusayuu 0715 8X00a 8 CUCMEMY C 8bICOKOL cmeneHbro 3a60msu8oCcmMuU U OCMOMPUMEsIbHOCMU U
2apaHmupyem mo, ymo docmyn K [laHHeIM aemopu3auuu 05158 8xo00d 8 cuCmemy U UX pacnpocmpaHeHue
6y0ym oepaHu4eHsl MosibKO KPY20M /UU, YNOSHOMOYEHHbIX KaueHmMom.

KNneHT )ofapbl AeHreiaeri KaMKOPAbIKMNEH XaHe abainbikneH TyNHYCKanaHAbIpy a4icTepi MeH
Hyiere Kipy yLWiH aBTOpaacTbIpy AepeKTePiHiH CakTanybl YLiH *ayanTbl 6onaabl skaHe Kyiere Kipy yuwiH
aBTOP/IACTbIPY AepeKTePiHE KO/IKETIMAINIK KaHe 01apAbl TapaTy KyKblfbl KAMeHTNeH yakinaipiareH
Ty/IFaNlapMeH FaHa WeKTeneTiHiHe Keninaik bepea,.
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4. Data Integrity and Secured Communications
LlenocmHocme OaHHbIX U 30UWUWEHHASA C853b
JepeKTepaik 6yTiHAiri })kaHe KopFanfaH 6alinaHbIC

4.1

Communications sent by a third party: Where the Customer is using a Credential to identify and
authenticate their Communications as originating from them as a legal entity, the Customer is
responsible for exercising full control over the use of such Credentials when sending Communications
to the Bank, including where such Communications are sent by applications and/or systems that are
managed by a third party on behalf of the Customer. In all circumstances the Bank will (a) deem any
Communication it receives through an electronic connectivity channel, that has been received by

the Bank in compliance with these Security Procedures duly authenticated as originating from the
Customer, as a Communication instructed by the Customer and (b) may act upon any Communication
that it receives on behalf of the Customer in compliance with these Security Procedures.

sapjiqisuodsay Jawoisn)
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CoobuwieHus omnpasssemsie mpemeeli cmopoHol: Tam, 20e KnueHm ucnonsdyem [JaHHsle aemopu3ayuu
0719 8x00a 8 cucmemy 0719 U0eHmMuUGUKAYUU U aymeHmugurayuu ceoux CoobujeHul, npoucxooauux

0m Hez0 KaK opuduYecKo20 Auua, KaueHm Hecem omeemcmeeHHOCMb 30 NO/HbIU KOHMPOsTb

HaO ucnosb308aHuemM makux LaHHbIx aemopu3ayuu 075 8xo0d 8 cucmemy npu omnpasneHuu
CoobuwieHuli baHky, skar4as cumyayuu, 8 Komopsix COo0bWeHUs omnpasasomMcsa nymem 3a88KU U/unu
cucmemamu, Komopele ynpasasomca mpemseti cmopoHol om umeHu KnueHma. Bo scex cry4yasx baHk
(a) 6ydem npestomuposams, Ymo tobele COobUEHUS, NOsyYeHHbIe UM NOCPEOCMBOM 3/1EKMPOHHbIX
KaHas108 c8a3u 8 coomsemcmauu ¢ 0aHHbIMU [Tpoyedypamu 6e30nacHocmu U 00/IHHbIM 06pa30om
aymeHmuuUUpoBaHHbIMU KGK NPOUCXo0auumu om Knuenma, agnstomcs Coo0bWeHUAMU, NOpyHYeHHbIMU
KnueHmom u (b) moxem delicmeosams Ha 0CHOBAHUU /1106020 COObWEHUS, NOYYEeHHO20 UM Om UMeHU
KnueHma 8 coomeemcmauu ¢ Hacmoauwumu [pouedypamu besonacHocmu.

YWiHWi TapanTapMeH onAaHblnaTblH Xxabapaamanap: KAMeHT e3iHeH 3aHabl TY/1Fa PETiHAE KONAAHbINATbIH
©3iHiH, XabapanamanapblHbIH TYNHYCKaNaHAbIPY *KaHe COMKecTeHaipy YLiH Myiere Kipy yLUiH aBTopaacTbipy
OepeKTepiH KodaHblnaTbiH Kepaepae KaneHt Xabapnamanap KAMeHTTiH aTbiHaH YLWiHLLI Ty FanapmeH
HacKapblNaTblH TancbipbiC 6epY KaHe/HeEMECE KyMenepMeH KoaaHbINaTbIH Kafaanaapabl KOCKaHaa,
BaHkke CalikecTeHaipy Xabapaamanapbl *onaay KesiHae coHaar Myiere Kipy yLliH aBTopaacTbipy
OepeKTepai KonAaHyblH ToNbIFbIMeH BaKblnaybl YLWiH sayanTbl 6onaabl. bapablk »Kafaannapaa baHk (a) esi
ocbl Kayincisajk pacimaepiHe caiikec aneKTpoHAbl 6alinaHbIC KaHanaapbl apKblibl anfaH KaHe KaneHTTeH
Kenin TYCKeH peTiHAe TWICTI Typae TYNHYCKaNaHAbIpbIAFaH Ke3 kenreH Xabapnamanap KaveHTneH anbiHsaH
Xabapnamanap 60biN TabblNaTbiHbIH NPe3yMmuUMAnaniTbiH 6onaapl, *aHe (b) e3i KnneHTTiH aTbiHaH ocbl
Kayincisaik pacimaepiHe calikec afFaH Kes kenreH Xabapnama HerisiHae apekeT eTe anaapl.

The Customer will be transmitting data to and otherwise exchanging Communications with the Bank,
utilizing the internet, mail, email and/or fax which the Customer understands are not (i) necessarily
secure communications and delivery systems, and (ii) under the Bank's control.

Ani8ayuj ezeq
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XI9HHDQ QWIOHWIOU3f]

KnueHm 6ydem nepedasame OaHHbIE U UHbIM 06pa30om 0bmeHusamsca CoobueHUAMU ¢ baHKom,
UCNosb3ys UHMepHem, 31ekmMpPoHHYK NoYmy u/unu akc u KaueHm noHumaem, ymo amu cpedcmed cesasu
(i) He 0bs3amenbHO [8aAOMCS 6e3onacHbIMU cnocobamu ces3u U nepedayu OaHHbIX, U (i) He Haxodamca
noo KoHMpPosiem baHKa.

KNIMEHT MHTEPHETTI, 5/1eKTPOHAbI MOLWTaHbI }aHe/Hemece GaKCTbl nainganaHa OTbipbin, AepeKTepai
TabbICTal anabl *kaHe baHKNeH e3relle ajicneH Xabapaamanapabl anmacaTtbiH 601aabl, *KaHe KaneHT
ocbl Kypanaap 6anaHbicTapsl (i) AepekTepi TapaTyabiH *aHe HalaaHbICTbIH Kayincis saaci bonmaybl
MYMKIH eKeHZiriH, skaHe (i) baHKTiH baKblaiayblHAa eMeC eKeHAiriH TyciHea,.
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4.2 The Bank, utilizes industry leading encryption methods (as determined by the Bank), which help to
ensure that information is kept confidential and that it is not changed during electronic transit.

baHK ucnosb3yem nepedosble, NpUHAMble 8 0MpPAc/AU, Memoobl WUpPo8aHuUA (onpedesnsembix
camocmosmesibHO baHKOM), Komopsle NoMo2arom obecneyumes KOHGBUOEHUUAIbHOCMb UHGOPMAYUU U
HeB03MOMHOCMb U3MeHEHUA OGHHbIX 80 BPEMSA UX nepedayul.

Ani8ayuj ezeq
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XI9HHDQ QWIOHWIOU3f]

BaHK aKnapaTTbIH, KYyNMAbINbIFbIH XaHe 0napabl TabblcTay HapbICbiHAA LePeKTePAiH 83repMenTiHAIMNH
KaMTamacbI3 eTyre MyMKiHAiK 6epeTiH anaafbl, canaga KonaaHblAaTbiH Wndpaey saaicTepi (baHKkneH
eke benrineHeTiH) KongaHaabl.

4.3 |If the Customer suspects or becomes aware of a technical failure or any improper or potentially
fraudulent access to or use of the Bank's Services or connectivity channels or Authentication
Methods by any person (whether an authorized person or not), the Customer shall promptly notify
the Bank of such occurrence. In the event of improper or potentially fraudulent access or use by
an authorized person, the Customer should take immediate actions to terminate such authorized
person's access to and use of the Bank's Services or connectivity channels.

Ecnu KnueHm nodo3pesaem us1u emy CmaHo8umMcs u3secmHo 0 mexHu4ecKkom cboe unu
HeCaHKyuoHuUposaHHoOm docmyne, unu HeHGdﬂE’)f(GbL{EM ucnosb308aHUU Ycny2 baHKa, KaHa108
nodkno4eHus unu Cnocobos GymeHmUd)UKGL{UU M106biM Jsiuyom (H€308UCUMO Om maoeo, A8s1A€eMCA /iU

OHO YNO/THOMOYEHHbIM /TUUOM Usnu Hem), KnueHm OosnxeH HezameonumesnbHO ysedon/lumb baHK 06

3mom. B crydae, ecau ynosiTHoMoYeHHoe nuyo KaueHma nosy4usio HeHOOHEHOWUM O6pCI3OM 0ocmyn

Us1U 80CNOsI6308A/10C YCr1y2aMU UsU KAHAAAMU C8A3U, Mo KaueHm 0omieH He3ameonumes1bHo npuHAMob
mepebl on4 npekpaweHuqd docmyna MaKo20 YNOsIHOMOYEHHO20 /IUYA K YCr1y2aM U KaHanam ceAa3u baHKka u ux
ucnosib308aHUIO.

Erep KnneHT BaHKTIH KbI3METTepIH, KOCY apHaiapblH HeMece TYNHYCKaNaHAbIpy SAICTEPIH Ke3-KeareH
TyAFa (01 YKINeTTi Ty/1IFa EKeHiHe HEMeCe YaKINeTTi Ty/1Fa EMeCTIriHe KapamacTaH) TWicTi Typae
navaanaHbaraHbl HEeMece PyKCcaT eTIIMEreH KO/BKETIMAIM HEMeCe TEXHMKAbIK, Kiaipici Typanbl KyaikTeHce
Hemece ofaH Manim bosca, oHaa KnveHT by Typanbl baHkke aepey xabapnaybl Tvic.Erep, KAneHTTiH,
YOKINEeTTi Ty/1Fachl KbI3meTTepre Hemece HaiNaHbIC apHaapbiHa KOMKETIMAIKTI Hemece nanganaHyabl
TUICTi eMec TypAe iCKe KONAaHFaH Kafaalia OCblHAaM TYAFaHbIH BaHKTIH KbI3MeTTepiHe aHe HainnaHbic
apHanapbliHa KO/MKETIMAIMH KaHe NainaanaHyblH TOKTATY ViiH KAveHT aepey TYICTi Wapanapabl
Kabblnaaybl THic.

4.4 |If the Customer utilizes file formatting or encryption software (whether provided by the Bank or a
third party) to support the formatting and recognition of the Customer’s data and instructions and
acts upon Communications with the Bank, the Customer will use such software solely for the purpose
for which it has been installed.

Ecnu KnueHm ucnosnb3dyem npoepammHoe obecneyeHue 0719 popMamupos8aHus ¢atinos unu WugpposaHus
(Hezasucumo om moao, npedocmassieHo AU OHO BaHKOM Uau mpembum AULOM) 0718 NOOOEPHKU
hOPMAMUPOBAHUSA U PACNO3HABAHUSA OGHHbIX U UHCMPYKUUl KnueHma u delicmayem 8 omHoweHuUU
CoobuweHuli ¢ baHkom, mo KnueHm 6ydem ucnosie308ame makoe npo2pammHoe obecneyeHue
UCK/1t0YUmMesbHo 0715 mex uened, 07189 Komopbix OHO 6bl/10 yCmaHo81eHo.

Erep KAMeHTTIH AepeKTepi MeH HycKay/biKTapblH GopmaTTay }KaHe aliblipbin TaHyAbl KoAAay YWiH KaneHT
dalinmapapl dopmaTTayFa KoHe Wudpaeyre apHanFaH bafaapiamasblK KamTamachi3aaHablpyabl

(oHbl BaHK Hemece YLWiHLWI Ty/Fa YCbIHFAHbIHA KapamacTaH) naliaanaHca koHe baHKneH apaaarbl
xabapaamasnapra KaTbICTbl SPEKET eTce, OHAa KAMeHT ocbiHaal baraapaamanblk KamTamachi3aaHabIpyabl
on benrineHreq makcaTTapbl ywiH faHa naiganaHaTbiH 601abl.

4.5 The Customer accepts that the Bank may suspend or deny users' access to Services requiring the
use of Credentials (i) in case of suspicion of unauthorized or fraudulent use of the Credentials and/or
(ii) to safequard the Services or Credentials.
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KnueHm coenawaemcs ¢ mem, Ymo baHK Moxem npuocmaHosums docmyn nose3osamenel K

Yenyeam, Komopsie mpebyrom ucnosnb308aHUA [aHHbIX asmopu3ayuu 0715 8xo0a 8 cucmemy 0714
nonyyeHus docmyna K cucmeme (i) 8 cay4yae N0003peHUs 8 HECAHKUUOHUPOBAHHOM U/U MOWEHHUYECKOM
ucnosnb308aHUU [aHHbIX asmopusayuu 014 exoda 8 cucmemy u/unu (i) 0aa moao, ymobsi 3awumums
Yenyau unu []JaHHbIE a8MOpU3aLUU 0718 8X00d 8 CUCMEMY.

NWIOHIDLIOEIG
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(i) *yhere Kipy yLWiH aBTOpAacTbIpy AepeKTepiH pyKcaT eTiIMereH naiaanaHyra Hemece anankTbIKKa
KaTbICTbI KY/iK TyblHAaFaH afaanaa saHe/Hemece (i) KpismeTTepaj saHe/Hemece Hyiiere Kipy yLuiH
aBTOPNACTbIPY AePEKTEPIH KOpFay YLLIH XKyMere Ko/KeTIMAIK any yiiH Hylere Kipy yLiH aBTopaacTbIpy
nepekTepiH naiaanaHyabl Tanan eteTiH KpiametTepre ManganaHylblnapabiH KOmKeTiMmairiH baHk
YaKbITWa TOKTaTa anajbl AereHMeH KaneHT kenicea,.

5. Security Manager and Related Functions
AOmuHuUcmpamop 6esonacHocmu u coomsemcmeayroujue pyHKyuu
Kayinci3dik akimuiici #caHe calikec ¢hyHKUUANAP

For applications accessible in CitiDirect BE (with the exception of Personal Certificates discussed below), the Bank
requires the Customer to establish a “Security Manager” function. Security Managers are responsible for:

114 npunoxcerud, docmynHeix e CitiDirect BE (3a UcKkno4yeHuem [epcoHanbHbiX cepmugpuKamos, paccmampueaembix
Huxme) baHk mpebyem KnueHma ycmaHosume ¢yHKuuto “AdmuHucmpamop 6ezonacHocmu”. AOMUHUCMpPamopel
be3onacHocmu omeeyYarom 3a:

CitiDirect BE kyiieciHae KomKeTimai KocbiMLanap yuiH (TemeHae KapacTbipblinaTbiH Jepbec cepudurkattapapi
KocnaraHaa) baHk KameHTTeH «Kayincisajik akimuici» GyHKUMACLIH OpHaTyAbl Tanan etei. Kayincisaik akiMmuinepi
MbIHaNap YLUiH »ayanTbl:

5.1 Establishing and maintaining the access and entitlements of users (including Security Managers
themselves) including activities such as to: (a) creating, deleting or modifying user Profiles (including
Security Manager Profiles) and entitlement rights (Note that user name must align with supporting
identification documents); (b) building access profiles that define the functions and data available
to individual users; (c) enabling and disabling user log-on credentials; and (d) assigning transaction
limits (Note these limits are not monitored or validated by the Bank and Customer should monitor
these limits to ensure they are in compliance with the Customer's internal policies and requirements,
including but not limited to, those established by the Customer’s Board of Directors or equivalent);

[pedocmassneHue u mekywas No0oep3cka 0ocmyna u npas nosb3osamereli (8K0Yas Camux
AOMUHUCMpamopos 6e3onNacHOCmu), 8 MoM Yucsie caedyrowue hyHKUUU KakK: (a) co3oaHue, yoaneHue
unu usmeHeHue lpoguneli nonvzosamens (8 mom yucne pogunell AOMuHUCMpamopos 6esonacHocmu)
U HaodesieHue NOAHOMOYUAMU (0bpamume 8HUMAHUE, Yo UMSA Noab308amers O0AIHO co8nadams ¢
yoocmosepArowumu 0okymeHmamu); (b) cosoaHue npogpuneli docmyna, Komopesle onpedengaom pyHKYUU
U OaHHbIE, d0CMynHble UHOUBUOYA1bHbIM NO/16308AMENAM; (C) NOOK/IHOYEHUEe U OMK/I0YeHUe Y4emHblx
O0aHHbIX 8X000; U (d) onpedeneHue mpaH3aKUUOHHbIX IUMUMO8 (0bpamume 8HUMAHUE, Ymo OaHHbIe
AUMUMbI HE KOHMPOAUPYOMCA UU ymeepHoaromcs baHkom u KaueHm 00s1xeH KOHMpPoauposamse
OaHHbIe IUMUMbI 0715 0becneveHus COomaeemcmaus ¢ BHyMPEeHHUMU NOAUMUKAMU U mpebo8aHUaMU
KnueHma, 8KA04YaA, HO HE 02PAHUYUBAACL, MAKUMU OOKYMEHMAmMu, npuHameimu Cosemom OupeKkmopos
KnueHma nubo pasHoueHHbIMU OOKYyMeHmamu;

Ko/mKeTimainikTi skaHe naiaanaHylwbinapasi, (COHbIH, ilwiHae Kayinciaaik akimwwinepain, e3aepiHiH)
KYKbIKTapbIH YCbIHY ¥aHe afFbiMAafbl K04y KBPCETY, COHbIH, iWiHAE MbiHaAal GyHKUMANAP:

(a) NaraanaHyLbiHbIH TpodUabaepiH (COHbIH iWiHAe Kayincizaik aKiMLinepiHiH npoduabepiH) opHaTy,
YOI HEMece e3repTy KaHe eKiNeTTikTep TabbicTay (MainaanaHyLLbIHbIH aTbl }Keke HacbiH KyaaaHablpaTbiH
Ky»KaTTapZafbiMeH bipaeit 6oybl TWiC ekeHajriHe Hasap ayaapbiHbi3); (b) skeke nalaanaHybinapra
KomKeTiMmaj 60/bIn TabblinaTbiH QYHKUMANAP MEH AepeKTepai benrinenTiH KomKeTimainik npoduabaepiH
opHaTy; (c) Kipy ecenke any AepeKTepiH KOCy KaHe oto; KaHe (d) TpaH3aKUMANbIK AMMUTTEPAI OpHaTy
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(6yn AMuMUTTEp BaHKneH baKblnaHbin, 6ekiTiAMeNTIHIHE KaHe KaneHT 6yn aMmuTTepai KAMeHTTIH, ilwKi
cafcaTTapbl MeH TafanTapblHa, COHbIH, iWiHAe, 6ipak KaneHTTiH InpeKkTopaap KeHecimeH KabblnaaHraH
KYK¥KaTapbIMEH HeMeCe YKCacC Ky»KaTTapbIMeH LUEKTe/IMeN, COMKECTIriH KamTamachI3 eTy YiliH baKpliayFa
TUICTi eKeHiHe Ha3ap ayaapblHbI3);

NWIOHIDLIOEIG
downdwinHnwey
138eue Apandas

5.2 Creating and modifying entries in Customer maintained libraries (such as preformatted payments
and beneficiary libraries) and authorizing other users to do the same;
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Co30aHue u uameHeHue 3anuceli 8 nodoepxcusaembix KaueHmom 6ubauomerkax OaHHbIX (MAKUX KaK
wabnoHsl nnamexcel u bubsuomexa beHeguyUapPos), a Makxe npedocmasneHue paspeuieHuti opyaum
nosib3o8amesam 0eaames Mo He camoe;

KAneHT Konaay KepceTeTiH AepeKTep KiTanxaHacbiHaarbl *asynapasl (Tenemaep wabnoHaapbl KaHe
beHedMUMapaap KiTanxaHacbl CUAKTbI) OPHATY KaHe e3repTy, CoHAal-aK bacKka naiaanaHylbinapsa
aTaNFaH sapeKeTTepAj *Ky3ere acblpyFa pyKcaT bepy;

5.3 Modifying payment authorization flows;
ViameHeHue nocrnedosamesisHocmu asmopu3sayuu (000bpeHus) nnamexced;
Tenemaepai TYNHYCKaNaHAbIpyabiH (MaKyAdayabiH) PeTTiNIrH e3repTy;

5.4 Allocating dynamic password credentials or other system access credentials or passwords to the
Customer's users; and

lpucsoeHue duHamu4ecko20 udeHmuguKramopa usau naponaeti docmyna K cucmeme 0714 nosb3osamesneli
KnueHma; u

KAneHTTiH nanaanaHywblaapbiHa AMHAMMUKAbIK COMKECTEHAIPriLLTI Hemece »Kymere Ko/MKeTIMAINIK YLliH
KYNUACe3AepAi YCbIHY; KaHe

5.5 Notifying the Bank, if there is any reason to suspect that security has been compromised.

Yeedomume baHK, eciu ecme n0bbie 0CHOBAHUA hodo3pesams, Ymo bezonacHocms bblna
HapyueHa.

Kayincisaik 6yniHreHi )eHiHae Ke3 KenreH KYMaH TyblHAAFaH Kafaanaa baHkTi xabapaap ety.

Please note: Security Manager roles and responsibilities may vary or not be applicable in certain markets due
to regulatory requirements and/or operational capabilities. In such markets, the Bank may require additional
documentation and other information from the Customer to perform Security Manager functions on behalf of
the Customer.

Moxcanylicma, o6pamume sHUMaHue: PyHKYUU U 0683aHHOCMU AOMUHUCMpPamopa 6e3onacHocmu moaym
8apPbUPOBAMLCS UslU BbIMb HE NPUMEHUMbI Ha MeppUMOopPUU HEKOMOPbIX PbIHKO8 88UOY pe2y/1amopHbIX mpebosaHul
u/unu onepayuoHHsIx 8o3moxcHocmel. Ha makux peiHkax baHk moxem nompebosams 00NoAHUMEsTbHYH
00KYMeHmMayuto U UHY UHGopmayuto om KaueHma 0715 ocywecmsneHus AOMUHUCmMpamopom beaonacHocmu
c8oux yHKYul om umeHu KaueHma.

Hasap ayaapyblHbl3abl oTiHemis: Kayincisgik akimwinepiHin, GyHKUMANapb! peTTeyLi TananTapFa skaHe/Hemece
onepaumAnbIK MyMKIHAIKTepre 6alinaHbICTbl 9p Typ/i 6ONYbl MYMKIH HEMece Kelbip HapbiKTap ayMafbiHaa
KONA@HbIIMaNTbIH 601ybl MyMKIH. COHAal HapblkTapaa Kayinciaaik skmuicimeH KAneHTTiH aTbiHaH 63
byHKUMANAPbIH OpbIHAAY YWiH BaHK KAMeHTTeH KOCbIMLLIA KyXKaTTap MeH e3re aknapaTTbl Tafan eTyi MyMKiH.
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6. Use of CitiDirect BE by Security Managers
Ucnones3osaHue CitiDirect BE AOmuHucmpamopamu 6e3onacHocmu
Kayinci3gik akimuwicimeH CitiDirect BE »kyneciH KongaHy
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The Bank requires two (2) separate individuals to input and authorize instructions; therefore, a minimum

of two Security Managers are required. Any two Security Managers, acting in concert, are able to give
instructions and/ or confirmations through the connectivity channels in relation to any Security Manager
function or in connection with facilitating communications. Any such communications, when authorized by
two Security Managers, will be accepted and acted on by the Bank and deemed to be given by the Customer.
The Bank recommends the designation of at least three Security Managers to ensure adequate backup. The
Customer shall designate Customer's Security Managers on the TTS Channels Onboarding Form. A Security
Manager of the Customer may also act as the Security Manager for a third party entity (for instance, an
affiliate of the Customer) and exercise all rights relating thereto (including the appointment of users for that
third party entity's Account(s)), without any further designation, if that third party entity executes a Universal
Access Authority form (or such other form of authorization acceptable to the Bank) granting the Customer
access to its account(s). This only applies in relation to Account(s) covered under the relevant authorization.
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baHKy Heobxooumo 08a (2) yenosexa 08 88004 U a8MopuU3aAUUU UHCMPYKYUU, noamomy mpebyemcs, KaK MUHUMYM,
0sa AdmuHucmpamopa 6ezonacHocmu. /Tlobsie 0sa AOMuHuUcmpamopa bezonacHocmu, delicmasys co2/71aC08AHHO,
Mo2ym 0asame UHCMPYKUUU U / Unu NOOMBepHOeHUs Yepe3 KaHasbl C8A3U 8 OMHOWeHUU 60U yHKUUU
AdmuHucmpamopa 6esonacHocmu usu 018 cooelicmausa obmeHy uHgpopmayuel. /lrobsie makue CoobuieHus, ecau
OHU a8MopuU308aHbI 08ymMaA AOMUHUCMpamopamu bezonacHocmu, 6ydym npuHUMAamMeCA U UCNOAHAMbCA baHKOM

U cyumamscs nopy4eHuamu KnueHma. baHk pekomeHOyem Ha3HaYuUMe He MeHee mpex AOMUHUCMPamopos
be3zonacHocmu 0514 obecneyeHus 83aumMo3ameHsemocmu. KaueHm HasHayaem ceoux AOMUHUCMPAmopos
b6e3onacHocmu, ucnose3dya @opmy Ha nookyeHue K KaHanam TTS. AOmuHucmpamop 6esonacHocmu KaueHma
makxe moxem delicmeosams 8 Kayecmee AOMUHUCMpPamopa 6e3onacHocmu 018 KOMNAHUU-mpemaeux auy
(Hanpumep, agunuposaHHo20 npednpuamus KaueHma) u ocywecmenams ece C8A3AHHbIE C IMUM NPasa
(8Knt04as HasHa4eHue nosb3osameneli 0ns Cuema(-o08) makoli KOMNAHUU-Mpemse2o AuUa), 6ez Kako2o-1ubo
00N0IHUMENbHO20 HA3HAYEHUS, eC/U MAKAA KOMNAHUA-Mpemese Aul40 nodnuwem gopmy PaspeweHus Ha
npedocmassieHue yHusepcasibHo2o docmyna (unu by opyayro hopmy asmopusayuu 0ocmyna, npuemaemyto 05
baHKa), npedocmassnsas KaueHmy docmyn K e2o cyemy(-am). 5mo npumeHaemca mosbko 8 omHoweHuu Cdemar-os),
Ha Komopble pacnpOCMPAaHAEMCA 8 COOMBemMcmeyroulee paspewieHue.

BaHKKe HyCKay/bIKTapblH eHri3in, aBTopaHabIpy YLLiH eKi (2) afam KaxeT,; COHAbIKTaH KemiHzae eki Kayincizaik
oKimLLici KarkeT bonaabl. KenicinreH Typae apekeT eTe OTbIpbiN, Ke3 KeareH eki Kayincisaik skimuici Kayincisaik
SKIMLWICIHIH, Ke3 KenreH GyHKUMACbIHA KaTbICTbl HEMEece aknapaT asIMacyFa KOMeK KepceTy YLUiH BainaHblc
KaHan4apbl apKblabl HYCKAY/bIKTap *KaHe/HeMece pacTaynap ycbiHa anagpl. Kes kenreH coHgan Xabapnamanap,
erep onap eki Kayincisgik akimwicimeH aBTopiaHablpbinFaH 601ca, baHkneH KabbinaaHbin, opbiHAANATbIH 6oncaabl
*KoHe KAMeHTTiH Tancbipmackl 60/1bIn caHanabl. baHK ©3apa anmacybiH KaAMTaMachi3 eTY MaKCcaTbliHAA KeMiHAe

yw Kayincisaik saKiMmuwiciH TaralbiHAayFa keHec 6epeni. KnmeHT TTS KaHanaapbiHa KOCbinyFa apHanfaH HeicaHabl
KonAaHa oTbIpbin e3iHiH Kayincisgik sakiMmwinepiH TaranbiHAaMAbl. YWiHLWI TyAFa-KomnaHua KAneHTKe e3iHiH,
LLOTbIHA(TapblHa) KOMKETIMINIK YCbIHA OTbIPbIN OP KaKTbl KOMKETIMAINIKTI YCbIHyFa PYKCaT HbiCaHbiHa (Hemece baHk
YLWiH KoNaiabl 60abIN TabblNaTbIH, KO/KETIMAINIKTI aBTOPAaHAbIPYAbIH Ke3 KeareH Hacka HbiCaHbIHa) KO KOATbIH
6onca, KnnenTTiH Kayinciaaik skimulici KaHaal Aa KocbiMLa TaFaiblHAAYbIHChI3 COHAaM-aK YLWiHLWi TyAfanap-
KomnaHuanap (Mbicanbl, KAMeHTTiH abdunmmpneHreH KacinopHsl) yuwiH Kayincisaik akiMulici peTiHae spekeT eTe
anagpbl aHe COHbIMeH BaliNaHbICTbl BapbIK KYKbIKTapAbl (COHbIH iWiHAE COHAAM YWiHWI TYAFa-KOMNAHUAHbIH,
WoTTbIHa(TapblHa) NaaanaHywblnapabl TaFralbiHAAYAbI) XKy3€ere acbipa anafbl. bya caikec pyKcaT KaTbICTbl
lLoTKa(TapFa) KonaaHbinaabl.
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7. Use of CitiDirect BE by Security Officers (For Personal Certificates only)
Ucnones3osaHue CitiDirect BE Ogpuyepamu 6e3onacHocmu (MmosibKo 8 omHoweHuu
lMepcoHanbHbIX cepmugukamos)

Kayincizoik ogpuuepnepimen CitiDirect BE xcylieciH KondaHy (TEK KAHA [fepbec
cepmugukammapra Kamsicmei)

5132430 A3undas Aq 39 198,

The Bank requires two (2) separate individuals to manage digital certificates attributed to individuals
("Personal Certificates™). Therefore, two Security Officers are required to assign and removal Personal
Certificates to users, for the purpose of authenticating and authorizing Communications on the connectivity
channels. The Bank recommends the designation of at least three Security Officers to ensure adequate
backup. Any Communications authorized by Personal Certificates will be accepted and acted on by the Bank
and deemed to be given by the Customer.
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baHKy Heobxooumo 08a (2) omoesibHbIX Yesn08eKa 0718 ynpasaeHUs NePCcoHAIbHbIMU CepmuguKkamamu,

Komopble npunuceisaromcs gusuyeckum nuuyam (“fepcoHansHeie cepmugukamesl”). Tem camoim, 08a Oguuyepa
6e3onacHocmu 00s#HbI NPUCBAUBAMb NOMB308AMESAM U AUWAMSb UX [TepcoHanbHbIX cepmugpukamos 0114 uyenell
aymeHmugukayuu u asmopusayuu CoobuwieHul no KaHAAaM ceA3u. baHk pexomeHOyem Ha3HAYUMb He MeHee mpex
Ogpuyepos bezonacHocmu 0715 obecnedeHuUsA 83aumo3sameHaemocmu. /Tiobsie CoobuwieHUs, ecau OHU a8MopU308aHbI
[MepcoHanbHbIMU cepmupukamamu, 6yoym npUHUMAmMeCA U UCNOAHAMGCA BAHKOM U cYUMameca NopyYeHUAMU
KnueHma.

BaHKKe XeKe Ty/NFanapFa yCbiHbINATLIH Aepbec cepTudnkatTapabl («depbec ceptndurkaTTap») 6ackapy ywiH

eKi (2) benek apam KaxeT. CoHbIMEH, eKi Kayincizaik obuiiepi banaHbiC KaHanAaPbl apKbl/bl 3KOAAaHbINATbIH
Xabapnamanapap! TYNHYCKaNaHabIPy *KaHe aBTOPAaHAbIPY MaKCcaTTapbl YWiH NaaanaHywbsinapra epbec
cepTUdUKATTaPbIH YCbIHbIM, OaPAbI XKOtoFa TUICTi 6onaabl. baHK ©3apa a/IMacyblH KAMTaMachI3 €Ty MaKCaTbiHAA
KemiHae yw Kayincisaik oduuepiH TarabiHaayFa KeHec bepeai. Kes kenreH Xabapnamanap, erep onap Adepbec
cepTudmKaTTapMeH aBopiaHAapbIpblAFaH 6onca, baHkneH KabbliaaHbIn, OpblHAaNATbIH 60Maabl KoHe KANEeHTTIH,
Tancblpmacol peTiHae caHanaTblH 6onazbl.
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