Treasury and Trade Solutions

Confidentiality and Data Privacy Conditions
Ycnosua KOHUOeHUUAAbHOCMU U 3auUmbl OGHHbIX
LlepekmepoiH KynussblabiFbl MEH 0a1ap0bl KOPFAy wapmmaps!

Introduction 1.

These conditions (“Conditions")
explain how each party may use,

and must protect, the other party's
Confidential Information (including
Personal Data) in connection with the
provision by the Bank, and receipt and
use by the Customer, of accounts and
other products and services, whether
or not account-related (collectively,
“Services"). “Bank" has the meaning
specified in the terms and conditions
which incorporate or otherwise
reference these Conditions.

Protection of Confidential 2.
Information

2.1 Definitions

“Confidential Information” means
information (in tangible or intangible
form) relating to the disclosing party
and/or its affiliates (including any entity
that directly or indirectly controls,

is controlled by or is under common
control with, a party), branches or
representative offices (collectively,
“Affiliates") or their respective
Representatives or Owners, that is
received or accessed by the receiving
party or its Affiliates or their respective
Representatives in connection with
providing, receiving or using Services.
“Confidential Information"” includes
Personal Data, information relating to
the Bank's products and services and

BeepeHue

B HacToAwwmx Ycnosumax
KOHOUAEHUMAABHOCTA U 3aLLMTHI
AaHHbIX (ganee — «Ycnosusa
KOHOUAEHUNANbHOCTUY)
pa3bACHAETCA, Kaknm 0bpasom
KaXKAas U3 CTOPOH MOXKeT
MCMO/1b30BaTb U AO/IKHA 3alLMLLATh
KoHduraeHumManbHyto MHGopmaLmio
APYroi CTOpoHbI (BKAOYas
lNepcoHanbHble AaHHbIe) B CBA3M C
BeZleHWeM CHeTOB M NpeAocTaBAeHnEM
BaHKOM v nonyyeHvem u
ncnonb3osaHmem KaneHtom
NPOLYKTOB 1 YCAYT, KaK CBA3AHHbIX,
TaK MHE CBA3aHHbIX C BeAEHMEeM CYEeTOB
(nanee — «Ycnyrmn»). TepmnH «baHK»
MMeeT 3HaueHWe, yCTaHOB/EHHOE

B MOJIOXKEHWAX U YCI0BUSX,
BK/IIOYatOWMX B cebA HacToALmne
Ycnosus KoHOUAEHUMANBHOCTU DO
COAEPHKALLMX OTCINIKY K HUM.

3awmrta KoHpuaeHumanbHowM
MHpopmaLmm
2.1 TepmuHbl M onpegeneHus

«KoHdpumgeHumnanbHasa nHpopmaumna»
— MHbOPMaLMA Ha MaTeprabHbIX

WK HeMaTepUanbHbIX HOCUTENSX,
KacaloLanca pacKkpbIBatoLLLeN CTOPOHbI
n/mnm ee abdUNMPOBAHHbBIX L,
(BKAtOYan Ntoboe 1L, KoTopoe
NPAMO WM KOCBEHHO KOHTPOIMPYET
APYroe MLLO MAN OHTPOAKPYeTCA
OPYrUM IMLLOM, UM BMECTE C IPYTUM
JIMLOM HaxoaMTCA No, 06LmMm
KOHTpOAeM MHOTo nLa), duananos
NN NPEeACTaBUTENLCTB (BMeCTe —
«AdPUnMpoBaHHbIE ML) NN X
cooTBeTCTByOWMX MpeacTaButenei
nnv Bnagenbles, KoTopas bbiia
noayyYeHa NPUHUMALOLLLE CTOPOHOM,
ee AGOUNMPOBaAHHBIMM TMLLAMM

Kipicne

Ocbl JepekTepaiH KyNUAbIIbIFbI MeH
onapapl Kopfay WapTTapbiHaa —(6yaaH
api «KynuanbinbIK WapTTapbi»)
LOTTapAbl XKYpPrizyiMeH »aHe
baHKneH WwoTTapabl XKyprizyimeH
6aliNaHbICTbI aHe HalNaHbICTbl emec
oHIMAEP MeH KbiameTTepai (byaaH
api —«KpbI3meTTep») yCbiHybIMeH
YKoHe onapabl KAMeHT OHbIH, anbim,
KO/ AaHybIMeH BainnaHbICTbI
TapanTapAblH eKiHWi TapanTbiH,
Kynuaabl aknapaTblH (COHbIH, iWwiHae
[Lepbec nepektepai) nanganaHy
KON4apbl XKaHe Kopfay Tacinaepi
KepceTinreH. «baHK» TepMUHIHIH,

OCbl KynNunANbINbIKTbI KAMTaMachI3

eTy TopTibiH KaMTUTbIH Hemece OfaH
CinTeMe XacanfaH epexenep MeH
WapTTapaa benrineHreH mafbiHachl
6ap.

Kynuanbl aknapartTbl Kopfay

2.1 TepmuHAaep MeH aHbIKTaynap

«Kynuanbl aknapaT» — aHbIKTayLWbl
TaparkKa aHe/Hemece OHbIH,
abduaMmMpneHreH TyaFanapbiHa (COHbIH,
iWiHAe Tikenen Hemece aHama Typae
Hacka Ty/aFaHbl 6akblNanTbiH, backa
TyAfameH BakblnaHaTbiH Hemece backa
TY/IFaMeH Hemece Ty/IFaHbIH, *Kanbl
HaKpblaaybIHAaFbl Ke3 KeareH Ty/fa),
dunmnanaap, ekingiktepiHe (byaaHapi

— «AddunumpneHreHTynfanap»)
Hemece on1apapiH cankec Bkinaepi
Hemece MenepiHe KaTbICTbl 60NbIN
TabblNaTbiH, KabblnaaylblTapanneH,
OHbIH, AdDUNMMPAEHTEH TYIFaapbIMeH
Hemece on1apAblH calikec BKinaepi meH
anblHFaH Hemece onapfa KbiameTtepai
YCbIHY, Kabblnaay Hemece
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Confidentiality and Data Privacy Conditions
Ycno08us KOHUOeHYUAAbHOCMU U 3aUujUmbl OGHHbIX
LepekmepoiH KynusanblabiFel MeH 0aap0bl KOPFay wapmmapbl

the terms and conditions on which they
are provided, technology (including
software, the form and format of
reports and online computer screens),
pricing information, internal policies,
operational procedures, bank account
details, transactional information, and
any other information, in each case
that: (i) is designated by the disclosing
party as confidential at the time of
disclosure; (ii) is protected by applicable
bank secrecy or other laws and
regulations; or (iii) a reasonable person
would consider to be of a confidential
and/or proprietary nature given the
nature of the information and the
circumstances of its disclosure.

“Owner" means any natural person

or entity (or its branch) that: (i) owns,
directly or indirectly, stock of, or
profits, interests or capital or beneficial
interests in, a party; or (ii) otherwise
owns or exercises control over a

party directly or indirectly through
ownership, controlling interest or any
other arrangement or means, including:
(a) a person who ultimately has a
controlling interest in, or who otherwise
exercises control over, a party; or

(b) the senior managing official(s) of a
party.

“Representatives” means a party’'s
officers, directors, employees,
contractors, agents, representatives,
professional advisers and Third Party
Service Providers.

NN X COOTBETCTBYHOLWMMM
MpeacTaBuTENAMM MO0 CTAHOBUTCA
MHbIM 06PA30M AOCTYMHOM UM B CBA3M
C NpefoCTaBNeHWEM, MONYYEHNEM

WK UCMONb30BaHWEM YCAyT.
KoHduraeHumanbHan nHdopmaumsa
BK/ItOYaeT B cebs epcoHasbHble
OaHHble, MHGOPMALLMIO, KacatoLLytocA
NPOLYKTOB W ycayr baHKka 1 npasun

1 YCNOBUI MX NPELOCTaBAEHMA,
TEXHOMIOMMI (BKAOYan MporpammHoe
obecneyeHne, bopmbl 1 GopmaTtbl
OTYETOB M OHANH-3KPAHOB
KOMMbIOTEPOB), MHPOPMALLMIO O LieHaX,
BHYTPEHHME NOAUTUKM, OnepaLmoHHble
npoueaypsbl, PEKBU3UTbI GAHKOBCKMX
cyeToB, MHGOPMaLMIO 06 onepaumnx,

a TaKkxKe Ntobyto Apyryro MHGopmaLmio,
KOTOPas B KaXKA0M KOHKPETHOM
cnyvae: (i) onpeaeneHa packpbiBatoLLein
CTOPOHOM Kak KoHbUAEHUMANbHASA

Ha MOMEHT pacKpbITus; (ii) 3almiLeHa
3aKOHOATeIbCTBOM O HaHKOBCKOM
TalHe AW MHBIMWM HOPMATUBHbBIMM
npaBoBbIMM akTamu; Uau (iii) KoTopyto
JINLLO Pa3yMHO paccmaTpmBano bbl

KaK KOHOUAEHUMANbHYIO U/Uan
COCTaBAOLLLYHO KOMMEPYECKYHO TalHYy,
YYUTbIBAA XapakTep MHGOpMaLMK 1
06CTOATENBLCTBA €€ PACKPLITUSA.

«Bnageneuy — ntoboe dpusmyeckoe
NN topuandeckoe 1nuo (Mam dunvan
IOPUAMYECKOrO L), KOTOPOE:

(i) Nnpsamo nnm KoceeHHoBNaAgeT
aKUMAMM, NPUOBbLINBIO MK

KanuTaaom Kakoro-1mbo amua nam
HeHebMLMAPHBIM UHTEPECOM B HEM;
nnu (i) nHbiM 0bpasom Bnageet
KaKUM-MB0 NNLLOM NN KOHTPOAMPYET
€ro NPAIMO U/ KOCBEHHO Yepes

npaBo COHBCTBEHHOCTM, KOHTPO/bHBbIN
NaKeT akuuii MK NobbIM APYTMm
cnocobom, BKAoYas: (a) MU, KoTopoe
B KOHEYHOM UTOre MMEET KOHTPO/IbHBbIN
nakeT aKkLMIM Kakoro-1mbo anua uam
MHbIM 06PA30M KOHTPOIMPYET 3TO
muo; nnm (b) pykosoaauiee(-ue)
NO/IKHOCTHOE(-ble) MLO(-a) Kakoro-
nmbo nmua.

«MpepacTaBUTENN» — 10/KHOCTHbIE
VLA, AUPEKTOPA, COTPYLHMKM,
NOAPAAYMKM, areHTbl, NpeACTaBuUTeNN,
npodeccroHanbHble KOHCYTaHTbI U
CTOpOHHMWE NOCTABLLMKM YC/YT KaKoM-
B0 CTOPOHbI.

naviaanaHybiMeH 6ainaHbICTbl

Hacka Typae KomKkeTimai bonraH,
maTepuanbl Hemece matepuanapl
emec }eTKisriwTeri aknapart. Kynuanel
aknapart depbec aepektepaj, baHKTiH
OHIMAEPI MeH KbI3METTEepPIHE KaHe
onapapl YCbIHY epexenepimeH
WapTTapbliHa KaTbICTbl aKNapaTThl,
TeXHONOrMANAPAb! (COHbIH iWiHae
Haraapaamanblk KAMTaMachi3 eTy,
ecenTiKTep MeH KOMMbIOTEPNEPAIH,
OHNaMH-3KpaHAaPbIHbIH, NilWiHAEPI
MeH HblcaHzapsbl), baranap Typansi
aKknapaTTsl, ilWKi caacaTTapabl,
onepaumAnbIK pacimaepai, 6aHKTIK
WOT AepeKTemenepiH, onepaumsnap
Typanbl aknapaTTbl KAMTUAbI,
coHAal-aK apbip HaKTbl XKaFmanaa

(i) aHbIKTAyLWbI TapanneH xapuanay
CaTiHAE KyNWANbl aknapaT peTiHae
HenrineHre; (i) 6aHKTIK Kynua Typasbi
3aHHaMaMeH Hemece e3re HOPMaTUBTIK
KYKbIKTbIK aKTiIepMEH KopFfasfaH;
Hemece (iii) Ty1Fa aknapaTTbiH,
CMNATTAaMaCbIH ¥aHe OHbl Kapuanay
YaFfaannapblH eckepe oTbIpbIn Kynuasbl
aHe/Hemece KOMMEPLMATBIK Kyrus
60/bIN TabblNATbIH PETiHAE CaHas bl
TYPLE KapacTblpaTbiH Ke3 KenreH backa
aKnNapaTTbl KAMTUABI.

«Uerep» — (i) KaHA@Maa TyAFaHbIH,
aKUMANAPbIH, NaAackiH Hemece
KanuTanbIH Tikenel Hemece »KaHama
TYpAe neneHeTiH Hemece OHAafbl
beHeduumMapabl myaaeci bap;

Hemece (i) (a) coHbIHAa KaHaal aa
Bip TyNFaHbIH bakblnay akumManap
nakeTi bap Hemece CoN TyFaHblIH,
Hacka Typae baKblNaNTbIH Ty/IFaHbI;
Hemece (b) KaHaal Aa Bip TyaFaHbIH,
HackapyLbl NayasbiMbl TYAFAChIH
KOCKaH/a KaHaaw aa 6ip TyafaHbl
H6acka Typae bunik eTeTiH Hemece OHbl
MEHLUIK KyKblfbl, 6aKblnay akumuanap
nakeTi Hemece Ke3 KenreH H6acka Typae
Tikenen Hemece »kaHama DaKbINanNTbIH
Ke3 Ke/NreH »eke Hemece 3aHapl Ty/1Fa
(Hemece 3aHabl TyAFaHbIH GUAKANbI).

«OKingep» — KaHaan aa 6ip TyNfFaHbIH,
nayasblMbl TYFapbl, AMPEKTOpaapsl,
areHTTepi, Kbl3MeTKepnepi,
Mepajirepnepi, exkinzepi, kaciou
KeHecwwinepi xaHe LLeT KpiameT Aa bip
TyNFa.
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Confidentiality and Data Privacy Conditions
Ycno08us KOHUOeHYUAAbHOCMU U 3aUujUmbl OGHHbIX
LepekmepoiH KynusanblabiFel MeH 0aap0bl KOPFay wapmmapbl

2.2 Protection

The receiving party will keep the
disclosing party's Confidential
Information confidential on the terms
hereof and exercise at least the

same degree of care with respect to
the disclosing party's Confidential
Information that the receiving party
exercises to protect its own Confidential
Information of a similar nature, and

in any event, no less than reasonable
care. The receiving party will only use
and disclose the disclosing party's
Confidential Information to the extent
permitted in these Conditions.

2.3 Exceptions to Confidentiality

Notwithstanding anything in these
Conditions to the contrary but

subject to Data Protection Law, the
restrictions on the use and disclosure
of Confidential Information in these
Conditions do not apply to information
that: (i) is in or enters the public domain
other than as a result of the wrongful
act or omission of the receiving party
or its Affiliates or their respective
Representatives in breach of these
Conditions; (ii) is lawfully obtained

by the receiving party from a third
party, oris already known by the
receiving party, in each case without
notice of any obligation to maintain it
as confidential; (iii) is independently
developed by the receiving party
without reference to the disclosing
party's Confidential Information; (iv) an
authorized officer of the disclosing
party has agreed in writing that the
receiving party may disclose on a
non-confidential basis; or (v) has been
anonymized and/or aggregated with

2.2 3awuta KoHdpuaeHumanbHoi
nHpopmarmm

MpUHXMatOLLaA CTOPOHA

0b6A3aHa obecneynTb 3aLLUUTY
KoHdunaeHupmansHom MHdGopmaLmm
paCcKpbIBatOLLEN CTOPOHbI B
COOTBETCTBMM C HACTOALLYMM
YCn0BUAMM KOHOUAEHLMANBHOCTH

¥ MPOABAATL MO MeHbLUel Mepe

Ty XKe cTeneHb 3ab0TMBOCTY U
OCMOTPUTE/IHOCTU B OTHOLIEHWM
KoHdunaeHumansHom MHGopmaumm
pacKpbIBatOLLEN CTOPOHbI, KaKyto
NPUHKXMALOLLLAA CTOPOHA NPOABAAET
A5 3aLLMTbI CBOEM COBCTBEHHOM
KoHduraeHumanbHoM MHGopmaLm
aHaNIorMYHOro XapakTepa, Ho B tobom
cnyyae AeNCTBYA Kak MUHUMYM C
HaA/1eKallelt cTeneHbto 3ab0TMBOCTH
1 OCMOTPUTENBHOCTW. MpUHKMatoLLaA
CTOPOHa MOXKET MUCMO/b30BaTb U
pacKkpbIBaTb KoHGUAEHLMAbHYIO
MHbOPMALMIO PACKPbIBAIOLLLEH CTOPOHbI
TONbKO B TOW CTEMEHW, B KOTOPOW 3TO
[L0MYyCKaeTCA HACTOALMMM YC0BUA
KOHOUAEHUMANBHOCTY.

2.3 UcKkntoueHua 13 pexxmma
KoHUaeHuManbHOCTU

HeB3uMpas Ha Kakne-1Mbo NoAoKeHUA
HacTosAwero Mopaaka obecneyeHns
KoHOMAEHUMaNbHOCTY 06

06paTHOM, HO C y4eToM TpeboBaHMiA
3aKOHOAATENbCTBA O 3aLLUMTE AaHHbIX,
npeaycMOTPEHHbIE B HACTOALMX
Ycnosumsax KOHGUAEHUMANBHOCTH
OrpaHMYeHnA Ha UCNONb30BaHNE

1 packpbiTMe KoHbuaeHumanbHoM
MHbOpPMaLMM He pacnpoCTpaHAoTCA
Ha MHGopMaumto, KoTopas: (i) ABnaeTcs
MM CTAHOBMTCA 0OLLEA0CTYNHOW,
KpOMe KaK BcieacTeme
HenpaBoOMepHOro AeNCTBUA UK
6e34eCTBUA NMPUHUMAIOLEN
CTOPOHbI, ee AGPUANPOBAHHbIX

JINLL AW UX COOTBETCTBYHOLLIMX
MpeactaBuTenei, AeNCTBYIOLLIMX B
HapyLweHne HacTOALLMX YCI0BMMY
KoHOMAEHUManbHOCTY; (i) 3aKOHHbBIM
06pa3om nosyyeHa NpUHMMatoLLEN
CTOPOHOM OT TPETbEero AuLa b0 yxe
M3BECTHA NPUHMMAIOLLLEN CTOPOHE,
npuyem B KaxKAOM 13 3TUX cy4vaes be3
KaKnx-11bo 0b6s3aTenbeTs no

2.2 KynuanblaknapaTTbiKopfay

KabbinaayLibl Tapan AHbIKTayLLbl
TapanTbiH Kynusaabl aknapaTbiH OCbl
Kynuanbiibik lWapTTapbliHa Calikec
KOpfayblH KAMTamMacbI3 eTyre }aHe
YKoHe AHbIKTayLWbl TapanTbIH, KYNWAbI
aKnapaTbiHa KaTbICTbl, KEMIHAE,
Kabbinaaywbl Tapan e3iHiH CoFaH yKcac
Kynuanbl aknapaTbiHa KaTbICTbl Lapa
KoN4aHaTbiHAAM TypAe abalbikneH
YKOHE KaMKOP/bIKNEH dpeKeT eTyre
MiHAEeTTi, 6ipak 6ap/bIK Kafaannapaa
HapblHLLIA KaMKOP/IbIK MeH CaKTbIK,
6inaepi OTbIPbIN SPEKET TYre MIHAETTI.
KabblnaayLbl Tapan aHbIKTayLLbl
TapanTbiH Kynuanbl aknapaTbiH OfaH
oCbl KynuAnbINbIK LapTTapbIMeH on
bepineTiH AeHreinae FaHa naaanaHsin,
}apuanaysa KyKblabl 6onaapl.

2.3 KynuanbiK pexKMmiHeH Lwbifapy

Ocbl KynuanbinbIK WapTTapbiHAAFbI
KepiciHWwe Typasbl KaHaan aa
epeskeciHe KapamacTaH, bipak
[epekTepai KopFay Typasbl
3aHHaMaHbIH, TalanTapbIH eckepe
OTbIPbIN, OCbl Kynnanbinbik,
WwapTTapblHAa Ke3aenreH Kynuanb
aKnapaTTbl NakaanaHy xaHe
Kapuanay XeHiHaeri lWekTeynep:

(i) ocbl KynuanbinbIKTbl KaMTamachI3
eTy TopTOiH By3a OTbIpbIN apeKeT
eTeTiH KabblnaayLbl TapanTbIH, OHbIH,
AddUnmpneHreH Ty FanapbiHbIH,
Hemece 0/1apablH, CaMKec BKiNaepiHiH
3aHCbI3 9peKeTi Hemece apekeTciairi
cangapbiHaH backa, Kenuwinikke manim
60/1bIN TabbINATLIH HEMECE MM
6onbin bacTaraH; (i) apbip aTanraH
afaanaa KabblnaayLbl TapanTbiH,
KYMUANBINBIKTbI CaKTay BOMbIHLLA
MiHAETTEMeNEPIHCI3, KabblnaayLbl
TapanneH YWiHWi TynfafaH 3aHabl
Herizae benrini bonfaH Hemece 6enrini
601N TabbinaTbiH; (i) Kabbinaaywbl
TapanneH aHbIKTayLbl TapanTbiH,
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Confidentiality and Data Privacy Conditions

Ycno8usa KOHGUOEHYUAAbHOCMU U 3aWUMmbl OGHHbIX
LepekmepdiH, KynuAanelabiFel MeH 0aap0bl KOPFAy Wapmmapsi

other information such that neither
the Confidential Information of the
disclosing party nor the identity of any
Data Subject is disclosed.

3. Authorized Disclosure 3.

3.1 Definitions

“Bank Recipients” means the Bank,
Citigrouplnc Affiliates and their
respective Representatives.

“Payment Facilitator” means a

third party which that forms part

of a payment system infrastructure

or which otherwise facilitates
payments, including without limitation:
communications, clearing and other
payment systems or similar service
providers; and intermediary, agent
and correspondent banks; digital or
ewallets; or similar entities.

“Permitted Purposes’ means in
relation to a party's (or its Affiliates’ or
their respective Representatives') use
of the other party’s (or its Affiliates’

or their respective Representatives’)
Confidential Information:

(A) To provide, or to receive and use,
the Services in accordance with their
respective terms and conditions and to
undertake related activities, such as, by
way of non-exhaustive example:

cobN0AEHMIO KOHOUAEHUMANBHOCTN
NPUHUMaIOLLLE CTOPOHO;

(iii) camocTonTeNbHO paspaboTaHa
NPUHUMatoLLEe CTopoHOo M He3

CCbINIKK Ha KoHbMaeHumanbHyto
MHbOpMaUMIO pacKpbiBatoLeit
CTOPOHbI; (iv) TMCbMEHHO cornacoBaHa
YNOAHOMOYEHHbIM A0/IKHOCTHbIM
JIMLLOM PACKPbIBAtOLLE CTOPOHbI

KaK MHGOPMAaLWA, KOTOPas MOXKET
PACKPbIBATLCA MPUHMMAtOLLEN
CTOPOHOM Ha HEKOHOUAEHLMANBHOM
ocHose; uau (v) bbina obesnnueHan/
WK arpernposaHa ¢ Apyrom
MHbOPMaLMelt Takum 0bpa3om, 4To
HY KoHdpumaeHumanbHaa MHGopmaLma
PACKPbIBAIOLWEN CTOPOHbI, HW IMYHOCTb
Kakoro-nnbo CybbeKTa AaHHbIX He
pasrnalwatoTcs.

Pa3pelueHHOe pacKkpbiTue 3.
nHpopmaymumn
3.1 TepmuHbI M onpepeneHuns

«MNonyyarenm nupopmaumm baHka» —
baHk, AbdunnposaHHbie N1La
Citigrouplnc. 1 nx cooTseTcTByIOLLNE
Mpencrtasutenu.

«MnaTexKHblii NoCPegHUK» —TpeTbe
JINLLO, KOTOPOE ABNAETCA YaCTbIO
MHOPACTPYKTYPbI NAATEKHOMN CUCTEMDbI
WAV UHBIM 06pa3om 06CyKnsaet
nnaTexu, B TOM Yncne, cpeam
npoyero, TeNEKOMMYHMKALMOHHbIE,
K/MPUHIroBble 1 Apyrne pacyeTHble
CUCTEMbI MM MOCTABLUMKM
aHaNOMMYHBIX yCNyr, BaHKK-
nocpeaHWKN, BaHKM-areHTbl, baHKm-
KOpPeCcrnoHAEHTbI, LMPPOoBbIE

NN SNEKTPOHHbIE KOLLEbKM 1
aHaNorMyHble opraHMsaumm.

«Pa3spelueHHble Lenun» 03Ha4aeT B
OTHOLWEHMM UCMO/b30BaHNA OLHOM
CTOPOHOM (M1 ee AbGUANPOBAHHBIMM
JIMLLAMM, MU MX COOTBETCTBYHOLLIMMM
MpeacTtasutenamm) KoHduaeHumanbHoM
MHbOPMaLMM APYroi CTOPOHbI (MK

ee AGOUAMPOBAHHBIX INLL, UM NX
COOTBETCTBYIOWWIX [peAcTaBuTeNEN)
cnepytolee:

(A) MpenocTasneHwe nav NoaydYeHue
Mcnonb3osaHue YCayr 8 COOTBETCTBUM
C pPeryvpyowmmm Ux NpaBmuaamm

1 YCNOBUAMM M OCYLLLECTBNEHNE
CBA3aHHbIX C 3TUM AENCTBUN,
BK/IlOYatOLLIMX B cebs, cpeamn npoyero:

Kynuanbl aknapaTbiHa cinTeme
¥acaybIHCbI3 KeKe 33ipeHreH;

(iv) aHbIKTayLLbl TapanTbIH, YaKIiNeTTi
NayasbiMbl TY/IFaCbIMeH KabblnnayLbl
TapanneH Kynussbl eMec Herisae
YKapuAanaHyFa KaTaTblH aknapat
peTiHAe »a3balla Kenicim apKpbisbl
KenicinreH; Hemece (V) aHbIKTayLWbl
TapanTblH Kynuanbl aknapatsl 43,
KaHaan na aepektep CyObeKTICiHIH,
eKe 6achl skapuanaHbanTbiHaaM
TypAe Meci3aeHaipinreH xaHe/Hemece
Hacka aknapatneH bipikTipinrex
aKnapaTKa KaTbICTbl KONAAHbIIMANAbI.
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AKNapaTTbl pyKcar HerisiHae
»apuanay

3.1 TepmuHaep MeH aHblKTaynap

«BaHKTiIH aKknapaTbiH anywbinap» —
baHk, Citigrouplnc AbdunnmpnerreH
Ty/IiFanapbl XaHe onapAblH, carikec
Okinaepi.
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«Teneywi genpan» —Tenem
MHbPaKypbIbIMHbIH, 6ip 6eniri 6obIn
TabblNaTbiH Hemece Tenemaepai backa
TYPAE KbI3MET eTEeTiH YWIHLWI TyFa,
COHbIH illiHAE, 83renepaeH backga,
TEeNEKOMMYHUKAUMANBIK, KNVPUHITIK
*aHe 6acKa fia ecen alblpbicy
yrenepi Hemece yKcac KbI3MeTTepaj
YCbIHyWbINAP, Aennan-baHkrep,
KOppecnoHaeHT-baHKTep, areHT-
HaHKTep, CaH/bIK HEMECE 31EKTPOH/bI
KanTallanap MeH yKcac yibimaap.

«PyKcarT eTifireH makcatrap»

[ereH 6ip TapanneH (Hemece OHbIH,
AdOUNMMPAEHTEH TyFaNapbiMeH,
Hemece onapblH CalKec BKinaepimeH)
eKiHLWi TapanTbIH (Hemece O/HbIH,
AddUnnmpneHreH TyAfanapbiHbiH,
Hemece 01apAblH Calikec BKinaepiHiH)
Kynuanel aknapaTblH NaaanaHybiHa
KaTbICTbl MblHanapAbl 6ingipen;:

(A) KbIameTTepai yCbiHYAbl PETTEMNTIH
epexenep MeH WapTTapFa Cakec
KbI3meTTepaj ycbiHy Hemece Kabblingay
YKoHe nanganaHy KaHe CoHbIMeH
HaiinaHbICTbI iC-apeKeTTepAi y3ere
acblpy, COHbIH ilWiHAe, e3renepaeH
backa:
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(1) To fulfill applicable domestic
and foreign legal, regulatory

and compliance requirements
(including know your customer
(KYC) and anti-money laundering
(AML) obligations applicable to a
party and/or its Affiliates) and to
otherwise make the disclosures
specified in Condition 3.3 (Legal
and reqgulatory disclosure);

(2) To verify the identity

or authority of a party's
Representatives who interact with
the other party;

(3) For risk assessment, information
security management, statistical,
trend analysis and planning
purposes;

(4) To monitor and record calls and
electronic communications with
the other party for quality, training,
investigation and fraud and other
crime prevention purposes;

(5) For fraud and other crime
detection, prevention, investigation
and prosecution;

(6) To enforce and defend a party's
or its Affiliates’ rights; and

(7) To manage a party's relationship
with the other party (which

may include the Bank providing
information to the Customer and its
Affiliates about the Bank's and Bank
Affiliates' products and services);

(1) BbinonHeHMe NpMMEHUMbIX
TpeboBaHNt HaLMOHAIbHOTO U
MHOCTPaHHOTO 3aKOHOAATE/bCTBA,
KOMIM/IaeHC-KOHTPOAA (B

TOM YKC/IE MPUMEHUMBIX K
COOTBETCTBYHOLLEN CTOPOHE 1/
nnn ee AbGUAMPOBAHHBIM NLLAM
npoueayp «3Hali CBOEro KaMeHTa»
1 NOAIMTUKM NPOTUBOAENCTBIA
OTMbIBAHWIO IEHEKHBIX CPEACTB), A
TaKKe packpbITve MHHopMaLmmM B
cooTBeTcTBUM C . 3.3 (PackpbiThe
nHdbopmaumm no TpebosaHmio
YNONHOMOYEHHbBIXOPraHOB)
HacToALLMXYCNOBWIA
KOHOUAEHUMANBHOCTY;

(2) MoaTBEPKAGHME NMMYHOCTU UK
nonaHomouunin MNpeacrasutenei
OZHOW CTOPOHbI, OCYLLLECTBARIOLLMX
B3aMMO/ENCTBME C APYrov CTOPOHOW;

(3) OueHKa p1ckos, ynpasneHue
MHbOpPMaLMOHHOK 6e30MacHOCTbIO,
CTAaTUCTUYECKMI aHaNW3, TpeHa-
aHanu3, NaaHMpoBaHue;

(4) KoHTpoAb 1 3anmck TenedoHHbIX
NeperoBopoB 1 3/1EKTPOHHbIX
COOOLLEHMIT MeX Ay CTOPOHamMu

B LLenAx obecneyeHna Ka4ecTsa,
obyyeHunA nepcoHana, NpoBeseHnA
paccaeAoBaHWA, NpeaynpexaeHna
MOLUEHHMYECTBA U MHbIX
npecTyniexHu;

(5) MpeaynpexaeHne, BoisBAEHME,
pacciaeaoBaHMe MOLWEHHNYECKMX
onepaumii M UHbIX NPECTYNAEHUN U
YrO/I0BHOE Mpec/e0BaHMe BUHOBHbIX
mu;

(6) ObecneyeHme 1 3alLMTa Npas
CTOPOHbI NN ee AGOUANPOBAHHBIX
AL U

(7) YnpaBneHue oTHOLWEHNAMM
0AHOW CTOPOHbI C APYro CTOPOHOM
(4TO MOXKET BKAtOYATb B Ce6A
npeaocTasieHve baHkom KaneHTy
n ero AGOUAMPOBaHHBIM MLAM
MHGOPMALIMM O MPOAYKTaX 1 yCyrax
BaHKa 1 ero AbdUAMPOBaHHbIX NLL).

(1) ¥ATTbIK »KoHe LeTen 3aHHaMaCbIHbIH,
TananTapblH, KoMNnaeHc-H6aKpliayabl
(coHbIH, iWiHAE Calikec TapanKa kaHe/
Hemece OHbIH AdduanmpneHreH
Ty/IfanapblHa KaTbICTbl KOAAAHbINATLIH
«©3 KAMEHTIHMEH TaHbIC 601»
paCciMAEPIH KoHe aKLUanal KapaskaTTbl
YaNblCTayblHA KAPCbINbIKiH KaHe
aKlWwanaw K) opblHaay, COHAAMN-aK,

ocCbl KynuanbibIK LWapTTapbiHbIH,
3.3-TapmarblHa (YokineTTi
opraHaapabiH Tanabbl bonbiHWA
aKnapaTTbl }Kapuanay) carkec
aKnapaTTbl Kapuanay;

(2) EKiHWi TapanneH KapbiM-KaTblHacTa
6onFfaH bip TapanTbiH OKiNAEPIHIH,
YKeKe TY/IFaCblH Hemece eKiNeTTIKTePIH
pacTay;

(3) Toyekenaepaj baranay, aknapaTTbiK,
Kayinci3aikTi 6ackapy, CTaTUCTUKANbIK,
Tanaay, TpeHa-Tanaay, *ocnapiay;

(4) CanaHbl KaMTamachI3 ety
MaKcaTblHAa TapanTap apacbiHAarbl
TenedoH apKplNbl coltnecy meH
3N1EKTPOHAbI Xabapaamanapabl
HaKblaay Kyprisy sKoHe »Kasy,
KbI3METKEPNIEPAi OKbITY, Teprey
Yprisy, anasKTbik neH 6acka Aa
KbI/IMbICTAPAbIH, a1 bIH any;

(5) ananKTbIK onepaumanapabl KaHe
e3re fie KblIMbICTapabl aNAblH any,
aViKbIHAAY, TEPrey XKypPridy *KaHe KiHani
TY/IFaNapabl KbIZIMbICTbIK Kydanay
KYPrisy;

(6) TapanTbiH HEMECE OHbIH,
AddUnnmpneHreH TyAFanapbiHbiH,
KYKbIKTapblH KaMTaMachbI3 Ty }KaHe
KOpfFay; KaHe

(7) Bip TapanTbiH Kapbim-
KaTblHAaCTapbIH EKiHLWi TapanneH
H6ackapy (on baHKkneH KaveHTKe aHe
OHbIH, AQPUAMMPAEHTEH TyIFanapbiHa
BaHKTiH, aHe oHbIH AddununmpneHreH
TY/IFapaHblH, BHIMAEPi MeH KpiameTTepi
Typasbl akNapTTbl YCbIHYbIH KaMTYybl
MYMKIiH).
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LlepekmepOiH Kynusanbiabifel MEH 0aap0bl KOPFAy wiapmmapesl

(B) To make disclosures to third parties
to whose accounts the Customer
instructs the Bank or Bank Affiliates

to make or receive a payment from an
account, or to enable such third parties
to perform payment reconciliations;

(C) To make disclosures to Payment
Facilitators and to the Bank's and Bank
Affiliates' Third Party Service Providers
in connection with the provision of the
Services;

(D) To make disclosures to, and

to obtain information from, credit
information bureaus, credit rating
agencies, central banks or other bodies
in connection with risk-based analysis
and decisions by the Bank or where
such disclosures are otherwise required
by applicable law or regulation;

(E) To make disclosures to the
disclosing party's Affiliates and third
party designees;

(F) In connection with the provision
of products and services (including
supporting the opening of accounts)
by the Bank and Bank Affiliates to the
Customer's Affiliates; and

(G) For any additional purposes

expressly authorised by the other party.

“Third Party Service Provider"” means
a third party selected by the receiving
party or its Affiliate to provide services
to or for the benefit of the receiving
party, and who is not a Payment
Facilitator (eg, technology service
providers, business process service
providers, call center service providers,
outsourcing service providers,
consultants and other external
advisors).

(B) PackpbiTue nHdopmaumm

TPETbMM ML,AM, Ha CHETA KOTOPbIX
KnveHT nopy4aeT baHky nam ero
AdPUAMPOBAHHBIM NNLLAM MPOU3BECTH
WM NONYYMTL NAATEX CO cHeTa, MMbo
npeaocTaBaeHne TakMm TPETbUM
MLLAM BO3MOXKHOCTM NpOBeAeHNA
CBEPKM NnaTexe;

(C) PackpbITvEe MHGOPMaLIMK
[naTexxHbIM nocpeHuKam,
CTOpOHHMM NoCTaBLWMKam ycayr baHka
1 ero AGOUNMPOBAHHbIX INLL B CBA3N C
npefocTaBaeHvem Ycayr;

(D) PackpbiThe nHdopmaLmm
KpeauTHbIM 610po, KpeaMTHbIM
PENTUHIOBbIM areHTCTBam,
LeHTpasbHbIM HaHKam v Apyrum
opraHam B CBA3M C aHaM30M PUCKOB
VY MPUHATUEM pelleHunit baHKkom,a
TaKKe noayyeHne nHdopmaumm ot
HUWX, UMW KOTAA TaKoe PackpbiTue
nHbopmaumm TpebyeTca B MHOM CBA3M
B COOTBETCTBUM C MPUMEHUMbIM
3aKOHOAATENIbCTBOM.

(E) PackpbiTre MHbOpMaLMm
AddnnnpoBaHHbIM AMLAM
PACKPbIBAIOLLIEH CTOPOHbI 1
YNONHOMOYEHHbBIM TPETbUM SNLLAM;

(F) Llenn, cAsaHHble C
npeaocTaBaeHMemM NPoayKTOB

M yCyr (BKAOYAN MOAAEPIKKY
OTKpPbITUSA c4eTOB) BaHKOM U ero
AddUAMPOBAHHBIMU TMLAMM
AddnnmpoBaHHbIM MnLam KnneHTa; 1

(G) Ntobble apyrme uenw, KoTopble
NPAMO paspeLleHbl APYroi CTOPOHO.

«CTOPOHHMI NOCTaBLUUK YCAYr» —
TpeTbe ML, BbIbMpaemoe
NPUHUMaIOLLLE CTOPOHON UK ee
AdOUAMPOBAHHBIM MLIOM ANA
OKa3aHWA yCayr NprH1MAaloLLLEen
CTOPOHE WK B MHTepecax
NPVHMMAIOLLLE CTOPOHbI, KOTOPOE He
ABNAETCA [11aTEKHBIM NOCPEAHNKOM
(Hanpymep, NOCTaBLLMKM
TEXHOIOTMYECKUX YCAYT, MOCTABLUMKM
HV3HEeC-NPOLLECCOB, NOCTABLLUMKM
YCNYT KONN-LEeHTPa, MOCTABLLMKM
ayTCOPCUMHIOBbIX YC/YT, BHELHME
KOHCY/IbTaHTBI).

(B) OnapapiH, wWoTTapbiHa KaveHT
BaHKke Hemece oHbIH AddunpneHreH
TY/IFanapbliHa WOTTaH TeNeM XKacayfa
Hemece Tenem a/lyFa TancbipbiC
BepeTiH yLWiHWI TyNFanapfa aknapaTTbl
Kapuanay, Hemece COHAaM yLUiHLWi
Ty/fanapfa Tenemaep/i canbiCTblpyblH
MKYPrizy MYMKIHAIMH YCbIHY;

(C) Teneywi nennannapra, baHk
KbI3METTEPIH LWET YCbIHYLUbINAPbIFa
¥aHe OHbIH AddunnmpneHreH
TyAFanapbiHa KbI3MeTTep ycblHybiHa
6alinaHbICTbl aKNapaTThbl XKapuanay

(D) KpeauTTik BroponapFa, KpeanTTiK
PEWTUHT areHTTIKTepPiHe, OpTablK
HaHKTepre xaHe Hacka opraHgapfa
ToyeKkenaepAi Tanfay Kyprisy kaHe
BaHKneH Wwelwim kabblngaybiHa
HaiinaHbICTbl aKNapaTTbl XKapuanay,
COHZAaM-aK onapaaH aknapar any,
Hemece COHZAAaN akNapaTTbl }Kapuanay
KONAAHbICTafbl 3aHHaMafa Calikec
backa Herisaepe Tanan eTineTiH e3re
Kargannap.

(E) AKnapaTTbl AHbIKTayLLbI
TyAFanapabiH Abduammnpnerren
TY/IFaNapblHa XaHe yaKineTTi
VWIHWITTbI AHbIKTaYLWbI TyAFana

(F) BaHKNEH KaHe OHbIH,
AdbnnmpneHreH TyafanapbimeH
KnneHTTiH AddanmpneHrex
TyNFanapbiHa eHiMaep meH
KbI3METTePAi YCbiHYbIHA GalaaHbICTbI
MaKcaTTap (WoTTapApl awybiHa
KOpAEMAECY i KOCKAHAA); KoHe

(G) ekiHwi TapanneH Tikenen pykcat
eTinreH Kkes kenreH 6acka makcatTap.

«LLleT KbI3MeT YCbIHYLWbI» —
KabblngayLlbl TapanneH Hemece

OHbIH AbPUAMMPAEHTEH TyAFacbIMEH
Teneywigennan 6onbin TabblAMaNTbIH
KabblnaayLbl Tapanka Hemece
KabblngayLbl TapanTbiH MyaAenepiHae
KbI3MET KepCeTy YLUiH TaHA4anaTbiH
YWiHWI TyAFa (MblCasbl, TEXHONOTUANBIK,
KbI3MET YCbIHyLLbINAp, bU3Hec-
npoLeccopaap yCbiHyLbAap,
HalinaHbIC OpTaNblfbl KbI3METTEPIH
YCbIHYLLbINAP, Ay TCOPCUHT KbI3METTEPIH
VCbIHYLUbIAP, CbIPTKbI KEHecLlinep).
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Ycno8usa KOHGUOeHyUaAbHOCMU U 3aWUmbl OQHHbIX
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3.2 Permitted Disclosures

The disclosing party agrees (and
where required by applicable bank
secrecy or other laws is hereby deemed
to provide a waiver and/or release

to ensure) that the receiving party
may use and disclose the disclosing
party's Confidential Information to the
receiving party's Affiliates and to its
and their respective Representatives,
Payment Facilitators and any other
third party recipients specified in these
Conditions, who require access to
such Confidential Information to the
extent reasonably necessary to fulfil
the relevant Permitted Purposes. The
receiving party shall ensure that any
of its Affiliates and Representatives

to whom the disclosing party’s
Confidential Information is disclosed
pursuant to this Condition 3.2 shall

be bound to keep such Confidential
Information confidential and to use

it for only the relevant Permitted
Purposes.

3.3 Legal and Regulatory Disclosures

The disclosing party agrees (and where
required by applicable bank secrecy or
other laws is hereby deemed to provide
a waiver and/or release to ensure)

that the receiving party (and, where
the Bank is the receiving party, Bank
Recipients and Payment Facilitators)
may disclose the disclosing party's
Confidential Information pursuant to:
(i) legal process; (ii) any other domestic
or foreign legal and/or regulatory
permission, obligation or request;

(iii) agreement entered into by any

3.2 Pa3spelueHHoOe pacKpbiTue
nHpopmarmm

PackpbliBatoLLas CTOpoHa cornatlaerca
(1 B cnyyanx, Koraa aTo Tpebyetca
3aKOHOATeIbCTBOM O HaHKOBCKOM
TalHe WAK MHBIMWM HOPMATUBHbBIMM
NpPaBOBbIMM aKTaMM, HACTOALLMM
npesocTaBaAeT COOTBETCTBYHOLLMIA
OTKa3 OT OCYLLLEeCTBNeHNA NpaBa
U/MAn CooTBETCTBYHOLLIEE
ocBobOKAEHME OT 006s3aTeNbCTBA)
C TeM, YTO NPUHUMAtOLLAA

CTOPOHA MOXKET UCMO/Ib30BATH U
pacKkpblBaTb KoHbMAEHUMANbHYIO
MHbOPMaLMIO pacKpbiBatoLeit
CTOPOHbI AbOUNMPOBAHHBIM
IMLAM NPUHUMAIOLLE CTOPOHBI,
MpeacTaBuTENAM NPUHMMAtOLLEN
CTOPOHbI 1 ee AGOUAMPOBAHHbIX
nu, MnaTeskHbIM nocpeiHUKaM u
N06bIM APYTUM TPETBUM NLAM,
YKa3aHHbIM B HAaCTOALWMX YC0BUAX
KOHOUAEHUMANbHOCTH, KOTOPbIM
noctyn K KoHpuaeHLumanbHom
MHbOpMaLMKM B pasymHO
Heobxoanmom obbeme TpebyeTcs
019 BbINO/IHEHWA COOTBETCTBYHOLLMX
PaspelueHHbIx Lueneit. MprHMmMatoLLan
CTOpPOHa 06s3aHa obecneunTs,
4T06bI €2 AGDUAMPOBAHHbIE

nmua v Mpeactasuteny, KOTopbIM
KoHdunaeHumansHas nHGopmaums
PACKpPbIBAOLLLEN CTOPOHbI
PACKPbIBAETCA B COOTBETCTBUM C
HacToAwwMm n. 3.2, cobatoganm
KOHOMAEHUMANBHOCTb TaKoM
nHbopmaumm 1 Mcnonb3oBaNm

ee TO/IbKO A/15 COOTBETCTBYHOLLMX
PaspelueHHbIX Lienei.

3.3 PackpbiTne MH$OopMaLmn no
Tpe60BaHMIO YNOAHOMOYEHHbIX
opraHos

PacKkpblBatoLL,aa CTOPOHa cornallaeTca
(1 B cnyyanx, Koraa aTo Tpebyetca
3aKOHOZATE/IbCTBOM O HAHKOBCKOWM
TalHe WM UHBIMW HOPMATWBHbIMM
NpPaBOBbIMM aKTaMM, HACTOALLUM
npesocTaBAAeT COOTBETCTBYHOLMIA
0TKa3 OT OCYLLEeCTBEHWA MPaBa U/Uan
COOTBETCTBYIOLLEE OCBODOXKAEHNE

0T 006A3aTeNbCTBA) C TEM, YTO
npUHUMatoLLas CTOPOHa (a ecu
NPUHMMaIOLLIEN CTOPOHOW ABNAETCA
baHk, To Monyyatenu nHbopmaLmm
BaHKa 1 l1aTexHble NoCPeaHMKN)

3.2 PyKcart eTinreH aknapar *kapuanay

AHBbIKTayLLbl Tapan Kabblaaayuwbl

Tapan aHbIKTayLWbl TapanTbiH Kynuansl
aKknapaTblH onapfa Kynuanel aknapaTtka
KO/IKETIMAINIK OPbIHAbI TUICTI Kenemae
calKec PyKcaT eTinreH makcatTapapl
YKy3€ere acbipy YLWiH KaskeTTi 60/bIn
TabblNaTbiH KabblNAayLWbl TAPANTbIH,
AddunnmpneHreH TynFanapbiHa,
KabblnaayLibl TapanTbiH, OKinaepi

MeH OHbIH AdduammpneHreH
TyAFanapbiHa, Teneywi aenaanaapFa
YoHe oCbl KynuAanbinbIK LWapTTapbiHaa
KepceTinreH kes kenreH 6acka aa
VLWIHLWI TyNFanapFa )Kapuanan,
navganaHa anatbiHbIMeH Keniceai
(*kaHe on BaHKTIK Kynus Typasbl
3aHHaMaMeH Hemece e3re HOPMTaumBTIK
KYKbIKTbIK aKTilepmeH Tanan eTineTiH
Yafaannapaa, OCbIMeH KyKbIKTbl
)y3ere acblpyaaH caikec bac TapTy
)aHe/Hemece MiHAETTeMeAeH CalKec
6ocaTyabl ycbiHabl).Kabbinaaywbl
Tapan oNnapfa aHbIKTayLWbl TAPaNTbiH,
Kynuanel aknapaTbl OCbl 3.2-TapMaFbiHa
calikec Manim BonaTbiH 3iHiH,
AddunumpneHreH Tyaranapbl MeH
OKinaepi coHaan aknapaTTbiH,
KYMUANbINBIFBIH CAKTAUTbIHBIH XKaHe
OHbl TeK PyKcaT eTinreH makcaTtTa faHa
nanaanaHyblH KAMTamachI3 eTyre
MIHAEeTTI.

3.3 AknapartTbl yaKinerri
opraHgapAbliH Tanabbl 60ibiHLWA
}apuanay

AHbIKTayLLbl Tapan KabblnaayLbl
Tapan (an KabblngayLibl Tapan peTiHae
baHKk 60/1FaH kafaanaa oHaa baHKTiH
aKnapaTbiH anywblnap meH Teneyuwi
Oenfanaap) aHblKTaywbl TapanTbiH,
Kynusaabl aknapatbiH: (i) coT iciH
MYpPrisy ascbiHag; (i) ynTTbiK Hemece
LIeTe/IiK COT sKoHe/Hemece peTTenTiH
OpraHHbIH peTTeyLLi pyKcaTbiHa,
MiHAeTTemeciHe Hemece cypaHbicaHa
calikec; (iii) oHbIH Ke3reHi KaHaal aa
YNTTbIK HEMece LeTeNiKk MeMNEKeTTiK
OpraHbIMeH sKacackaHKeicimre calikec;
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Confidentiality and Data Privacy Conditions

Ycno8usa KOHGUOeHyUaAbHOCMU U 3aWUmbl OQHHbIX
LlepekmepdiH, KynuanblabiFel MeH 0a1ap0bl KOpFay wapmmapbl

of them and any domestic or foreign
governmental authority; or (iv) between
or among any two or more domestic

or foreign governmental authorities,
including disclosure to courts, tribunals,
and/or legal, regulatory, tax and other
governmental authorities.

4. Retention Period 4,

Each of the Customer and Bank
Recipients may retain, use, and as
applicable Process, the other party’s
Confidential Information for the period
of time reasonably necessary for the
relevant Permitted Purposes. On
termination of the provision of the
Services (including closure of accounts),
each of the Customer and Bank
Recipients shall be entitled to retain,
use, and as applicable Process, the
other party's Confidential Information
for legal, regulatory, audit and

internal compliance purposes and in
accordance with their internal records
management policies, to the extent
that this is permissible under applicable
laws and regulations, and otherwise

in accordance with these Conditions,
but shall otherwise securely destroy or
delete such Confidential Information.

MOMKeT (MOryT) packpbIBaThb
KoHbunaeHumansHyo nHbopmaumio
pacKpbIBatoLLEN CTOPOHDI: (i) B
pamKax cyaonpomnssoacTsa;(ii) 8
COOTBETCTBUM C ItOOLIM PEryATOPHbLIM
paspelleHnem, 0693aTeNIbCTBOM
MM 3aMPOCOM HaLMOHAIbHOTO

WK MHOCTPaHHOro cyaebHoro u/
N perynatopHorooprana; (iii)

B COOTBETCTBUM C COMMALLEHNEM,
3aK/IOYEHHBIM /TH0BbIM 13 HUX C
KaKMM-N1BO0 HaLIMOHANbHBIM UK
MHOCTPaHHbIM rOCYAapPCTBEHHbIM
opraHom; uau (iv) B COoTBETCTBUM

C cornaleHnem mexay tbbimm
[BYMSA UM HECKOJIBKMMM

HaLMOHa IbHBIMM UM MHOCTPAHHbBIMM
rocy4apCTBEHHbIMM OpraHamu,
BK/t04as PaCcKpbITHE MHbOPMaLK
cyaam, TpubyHanam u/mnm
OPUANYECKMM, PETYIMPYHOLLAM,
Ha/NOroBbIM U1 APYrMM
rocyapCTBEHHbIM OpraHam.

XpaHeHue
KoHdupeHumnanbHoii
nHpopmaumm

KAneHT 1 Kask Al 13 BaHKOBCKMX
noslyyaTenei MmoryT XpaHuTb,
MCNONBb30BaTb U MPY HEOBXOAMMOCTH
ObpabaTbiBaTb KoHOMaEHUMANbHYIO
nMHbOpMaUWMIO APYrol CTOPOHbI

B TEYEHME CPOKa, Pa3yMHO
HeobX0AMMOro 18 COOTBETCTBYIOLLMX
PaspelueHHbIx Leneit. Mocne
npekpaLleHua npeaoctaBneHms Yenyr
(BKtOYARA 3aKpbITUE cYeTOB) KAneHT n
KaXKAbli 13 BaHKOBCKMX NonyvaTenei
BMpaBe XPaHWTb, UCMONb30BaTb U1

npu HeobxoanumocTn ObpabaTbiBaTh
KoHbrAaeHLManbHyo MHGopmaLmio
OPYroi CTOPOHbI B OPUANYECKUX U
PErynAaTopHbIXX LeNsX, @ TaKXKe B Lenax
aymTa v BHYTPEHHEro KoMnaaeHc-
KOHTPOAA, B COOTBETCTBUM CO CBOMM
BHYTPEHHWM NOPALKOM apXMBHOTO
XPaHeHWs, ec/in 370 paspeLuaeTcs
NPUMEHVMbIM3aKOHOAATEIbCTBOM

M HACTOAWMMM YCNOBUAMM
KOHOUAEHUMANBHOCTH; B NPOTUBHOM
cnyyae KNnMeHT n Kaxapln 13
MonyyaTenein nHoopmaumm baHka
N0/KHbI 0becneynTs besonacHoe
YHUYTOXKEHWE NN yA3NEHWNE TaKoM
KoHdunaeHumanbHom nHdbopmaumm.

Hemece (iii) aknapaTTbl COTTapFa,
TpubyHanaapra KkoHe/Hemece

3aHrep ik, peTTeyLi, CanbiK KaHe
HacKa a MeM/IEKETTIK OpraHaapFa
KapuanayablKOCKaHAa, Ke3 KereH

eKi Hemece bipHelle yATTbIK Hemece
weTenaik memnekeTTik opraHaap
apacblHAA XacanfaH Kenicimre cankec
}apuanai anatblHbIMEH Kenicesi (skaHe
01 BaHKTIK KynuWsa Typasibl 3aHHaMameH
Hemece e3re HOpMTaTUBTIK

KYKbIKTbIK aKTiiepmeH Tanan eTineTiH
afaannapaa, oCbIMeH KYKbIKTbI
)y3ere acblpyaH caikec bac TapTy
}aHe/Hemece MiHAeTTEMeIeH CalKec
6ocaTyapl ycbiHaabl).
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UNTNIYINdODHU
INLI9dHOVd IOHHIMIAdEVd
3YNSOT1ISIA A3ZIYOHLNY

Kynuanbl aknapatTbl cakTay

KnneHT skaHe apbip BaHKTiK anyLwbl
eKiHLWi TapanTbiH, Kynuaabl aknapaTtbiH
calikec PyKcaT eTinreH makcatTapFa
YKEeTY YWiH OpbIHAbI KaXKeTTi 60o/bIn
TabblNaTbiH Mep3iMm illiHAEe cakTal
anagpl, NavfanaHa anajpbl sKaHe KaxkeT
bonca OHael anaapl. KeiameTTepai
YCbIHY afKaTanFaHHaH KeniH (LwoTTapapl
¥abybl Koca), 01 KoNAaHbICTaFbl
3aHHaMaMeH aHe ocbl KynuanbiibiK,
LIapTTapbIMeH pyKcaT eTineTiH 6onca,
eKiHWi TapanTbiH, Kynuaabl aknapaTtbiH
3aHM KaHe PeTTenTiH MakcaTTapAa,
COHAAN-aK ayauT KoHe KOMMIaeHc-
HaKblaay makcaTbiHAa KNNEHT skaHe
9pbip baHKiH aknapaTbiH anyLbl ©3iHiH
iLIKi MypafaTTbIK cakTay TopTibiHe
COMKec caKTayfa, NanaanaHyFa KaHe
KaxeT bonca OHaeyre KyKbibl
Honaabl; Kanllbl Xafaanaa Kanedt
¥KaHe OHbIH, 9p6ip BaHKTIK anyLWbIChl
coHAaan Kynuansl aknapaTTbl Kayincis
YKOMbINYbIH KAMTaMacbI3 eTyre THicTi.
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Confidentiality and Data Privacy Conditions
Ycno08us KOHUOeHYUAAbHOCMU U 3aUujUmbl OGHHbIX
LepekmepoiH KynusanblabiFel MeH 0aap0bl KOPFay wapmmapbl

5.

Information Security 5.

The Bank will, and will use reasonable
endeavors to ensure that Bank Affiliates
and Third Party Service Providers will,
implement reasonable and appropriate
physical, technical and organizational
security measures to protect Customer
Confidential Information that is within
its or their custody or control against
unauthorized or unlawful use (or in

the case of Personal Data, unlawful
Processing) and accidental destruction
or loss.

Personal Data 6.

6.1 Definitions

“Data Protection Law"” means any
and all applicable data protection
and privacy laws and regulations
relating to the Processing of Personal
Data, including any amendments

or supplements to or replacements
thereof.

“Data Subject” means a natural
person who is identified, or who can
be identified, directly or indirectly, in
particular by reference to an identifier
such as a name, an identification
number, location data, an online
identifier or to one or more factors
specific to his or her physical,
physiological, genetic, mental,
economic, cultural or social identity, or,
if different, the meaning given to this
term or nearest equivalent term under
Data Protection Law.

UHdopmaumoHHas
6e3onacHOCTb

BaHK NpUMeT pasymHble 1
Haa/exallime mepbl Grsnyeckon,
TEXHUYECKOM 1 OpraHM3aLMOHHON
6e30nacHOCTH 415 3aLWUTbI
KoHbunaeHumansHom nHbopmaLmm
KnneHTa, HaxoasLlenca B
PACNOPAKEHWUN NN MO KOHTPOSIEM
BaHKa nan ero AbGuaMpPoBaHHbIX UL,
1 CTOPOHHMX NOCTABLLMKOB YCAYT,

OT HeCaHKUMOHMPOBAHHOIO UK
HenpaBoMepPHOro NCMo/b30BaHUA
(nnm B cnydae MepcoHanbHbIX AAHHbBIX
oT HenpasomepHoi O6paboTkn),
CNlYYaNHOTO YHUYTOKEHNA UK YTPATbI,
a TaKKe NPUMeT pasymHble Mepbl K
obecneyeHnto NPUHATUA TaKMX Ke Mep
ero AdpuAnMpoBaHHbIMM INLEAMA 1
CTOPOHHUMM NOCTABLUMKAMM YCAYT.

MepcoHanbHble AaHHblIE

6.1 TepmuHbI M onpepeneHuns

«3aKOHOAATENbCTBO O 3alyuTe
AAHHBIX» — 1106ble NPUMEHUMbIE
3aKOHbI 1 MHbIE HOPMaTKBHbIE
NpaBoBble aKTbl B chepe obecnevyeHus
KOHOUAEHLMANbHOCTU MHGOPMALIMN
1 3aLLUMTbI MEPCOHAIbHbIX

OaHHbIX, Kacatoumeca O6paboTku
MepcoHabHbIX AaHHbIX, C
[OOMNONHEHNAMU U USMEHEHUAMM.

«Cy6beKT AaHHbIX» O3HaYaeT
bu3nyeckoe 1L, NPAMO UK
KOCBEHHO onpeaeneHHoe Um
onpeaensemoe, B YaCTHOCTH,
nocpeACcTBOM TaKoro MaeHTUdMKaTopa,
KaK UMS, UOEHTUDUKALMOHHbI

HOMEp, flaHHble O MECTOMOOKEHUN,
ceTeBON nAeHTUdUKaTOP, UK

0ZHOTO UM HECKO/IbKO haKTOpOB,
cneunduuHbIX Ana ero Gprsnyeckom,
dU3MONOTNYECKOM, TeHETUYECKOM,
NCUXMYECKOM, SKOHOMMYECKON,
KyNbTYPHOM UM COUManbHOM
NOEHTUYHOCTU; IMBO UMEET 3HaYeHue,
yCTaHOBNEHHOE /19 3TOr0 TEPMMHA
UM ona Hambonee 6AN3KOro K Hemy
TEepMMHaB 3aKOHOAATEeIbCTBE O 3aLuTe
[OaHHBIX.

AKNapaTTbIK Kayinci3gik

baHK baHKTiH HeEMeCe OHbIH,
AddunnmpneHreH TyNFanapbiHblH
aHe LLeT KbI3MeT yCbIHYLWblINapablH,
BuniriHae Hemece HakpblaayblHAAFbI
KnneHTTiH Kynuanel aknapatbiH
CaHKumMANaHbafaH Hemece 3aHCbI3
nanpanaxynaH (Hemece Jepbec
[OepeKTepi sKarFaaiblHAA 3aHCbI3
OHAeyaeH), Ke3AeMCOoK, *KOoMblIybIHaH
Hemece KoFanTyaaH KopFay YLUiH
bU3NKANBIK, TEXHUKANbIK KaHe
YVbIMLLAACTBIPYLUBIBIK Kayinci3airiHiH,
OpbIHAbI XaHe TUICTi WapanapbiH
KonaaHaapl, COHAAN-aK A1 COHaaM
Wwapanapapl e3iHiH AbdunmmpneHreH
Tynfanapbl meH WeT KbiameT
VCbIHYLLbINAP »KY3€ere acblpybiH
KaMTamacbI3 eTy YLiH OpbIHAbI
wapanap KongaHaabl.

Depbec pepektep

6.1 TepmuHaep MeH aHbIKTaynap

«[lepeKTepai KopFay Typasnbl
3aHHama» — [lepbec nepekTepai
eH/eyiHe KaTbICTbl, aknapaTTbIH,
KYMUANBINbIFbIH aHe fepbec
AepeKTepai KopFayblH KaMTamMachI3
eTy canacblHAafbl Ke3 KenreH

KO/ LaHbICTafbl 3aH/4ap MeH e3re
HOPMATUBTIK KYKbIKTbIK aKTinep,
TONBIKTBIPY/AP XKaHe e3repTynepai
Koca.

«[depeKTtep cybbeKTici» aereH

OHbIH, GU3UKaANbIK, GU3NONOTUANDIK,
reHeTUKa bIK, NCUXONOTUANbIK,
3KOHOMMKaNbIK, MaAEHN Hemece
2/1EYMETTIK CIMKECTIriH alKbIHAANTbIH,
aTbl-KeHi, CalKkecTeHipy HeMIpI,
OpHANACKaH Xepi Typanbl ManimeTTep,
YKeninik CoMKeCcTIHAIPriW CUAKTbI
epeKlweneriwTepre Hemece Hacka
afnanaa, lepekTepai KopFay Typanbl
KONAAHbINATbIH 3aHHaMacbiHa CalKec
CO/1 TEPMMHTE YKCaC HeEMece MaFblHachl
HOWbIHLLA COM TEPMMHTE YKCac Hemece
6ip He BipHelwe GakTopnapFa cinTeme
¥KacaW oTbIpbIn, CarKkecTeHAIpineTiH
YKeKe Ty/FaHbl 6ingipea,.
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Confidentiality and Data Privacy Conditions
Ycno08us KOHUOeHYUAAbHOCMU U 3aUujUmbl OGHHbIX
LepekmepoiH KynusanblabiFel MeH 0aap0bl KOPFay wapmmapbl

“Personal Data" means any
information that can be used, directly
or indirectly, alone or in combination
with other information, to identify

a Data Subject, or if different, the
meaning given to this term or nearest
equivalent term under Data Protection
Law.

“Processing” means any operation or
set of operations which is performed
on Personal Data or on sets of Personal
Data, whether or not by automated
means, such as collection, recording,
organization, structuring, storage,
adaptation or alteration, retrieval,
consultation, use, disclosure by
transmission, transfer, dissemination or
otherwise making available, alignment
or combination, restriction, erasure or
destruction, or, if different, the meaning
given to this term or nearest equivalent
term under Data Protection Law.

“Security Incident” means an

incident whereby the confidentiality of
disclosing party Personal Data within
the receiving party’s custody or control
has been materially compromised in
violation of these Conditions so as to
pose a reasonable likelihood of harm to
the Data Subjects involved.

6.2 Compliance with Data Protection
Law

In connection with the provision or
receipt and use of the Services: (i) each
party will comply with Data Protection
Law; and (ii) the Customer confirms
that any Personal Data that it provides
to Bank Recipients has been Processed
fairly and lawfully, is accurate and is
relevant for the purposes for which it is
being provided.

«MepcoHanbHble AaHHbIe» 03HaYaeT
NtobY0 MHOOPMALIMIO, KOTOPAs MOMKET
MCNONb30BATLCA, MPAMO MM KOCBEHHO,
OT/Ie/1bHO WU/IW B COYETAHMM C LPYroit
nHbopmaumen ans naeHTUdGUKaumm
Cyb6beKkTa AaHHbIX; b0 nmeeT
3HaYyeHWe, yCTaHOBNEHHOE /19 9TOro
TepMMHa UK ana Hambonee 61M3KOro
K Hemy TepMMHa B 3aKOHOAATeNbCTBE O
3almTe AaHHbIX.

«06paboTKa» 03HauaeT Ntoboe
AeicTere uam Habop AencTeui,
BbINO/IHAEMbIX B OTHOLWEHWN
MepcoHanbHbIX AaHHbIX UK

HabopoB lNepcoHanbHbIX

OaHHbIX aBTOMATMU3MPOBAHO UK

6e3 1cnosb3oBaHUA CpeacTs
aBTOMATM3aLMK, B TOM YMCae

cbop, 3anuchb, opraHnsaums,
CTPYKTYPMPOBaHWE, XpaHEHNE,
afianTauma, MsMeHeHue,

M3BAEYEHWE, KOHCYIbTMPOBaHWE,
MCNONb30BaHWE, PAaCKpbITUE NyTEM
nepenayu, pacnpocTpaHeHns Um
MHbIM 06Pa30oM, BbIpaBHMBaHWE,
KOMOWHMPOBaHWE, OrpaHnyeHue,
yAaneHue, yHU4ToxeHue; 1nbo nmeet
3HayeHue, yCTaHOBNEHHOE A/19 3TOro
TepMKHa UK ana Hambonee 61M3KOro
K HemMy TepMMHa B 3aKOHOAATeNIbCTBE O
3almTe AaHHbIX.

«UHUNAEeHT 6e30nacHOCTU» —
WMHUWMAEHT, B pe3yasTaTe KOTOPOro
KOHOUAEHUMANbHOCTb [1epcoHanbHbIX
[laHHbIX PACKPbIBAIOLLE CTOPOHSI,
HaXOAALLMXCA B PACMNOPAKEHUU UK
noJ, KOHTPONIEM NPUHUMAIOLLEN
CTOPOHBI, BblNa CyLLECTBEHHO
HapyLeHa 8 HapyLweHue

HacToswlero Mopsaka obecneyeHns
KOHOUAEHLUMANbHOCTH, 4TO CO3aaeT
060CHOBaHHYH BEPOATHOCTb
NPUYMHEHWS BPEAA COOTBETCTBYIOLLMM
CybbeKTam AaHHbIX.

6.2 CooTBeTcTBME 3aKOHOAATENbCTBY
0 3almTe AaHHbIX

B cBA3M C NpeAoCcTaBIeHNEM UK
Noy4YeHNEM W UCMOb30BaHUEM
Yenyr: (i) Kaskaan cTopoHa

06a3yeTca cobntoaats TpeboBaHma
3aKoHOAaTeNbCTBA O 3allpTe
OaHHbIx; 1 (i) KnveHT noaTeepaaeT,
47O MEepcoHasbHble AaHHbIe,
npeaocTasasemble UM Moayyatensm
nHdbopmaumm barka, bbiam

«depbec aepektep» aereH [epektep
CyObEKTICIHI CalikecTeHAapY YLWiH
TiKenen Hemece KaHama Typae, benek
Hemece Hacka aknapaTneH bipre
KO/4@Ha anaTblH Ke3 KenreH aknapatTbl
6inaipeai; Aepektepai Kopray Typanbi
KONAAaHbINATbIH 3aHHaMacbiHa CalKkec
CON TEPMMHTE YKCaC HeEMEece MaFbIHaChl
HoWbIHLLIA COM TEPMMHTE YKCcac
aKknapatTbl bingipea.

«OHApey» [epbec AepekTepmeH
OPbIHAANATBIH XKMHaY, a3y,
YMbIMAACTbIPY, CakTay, berimaeHaipy
Hemece e3repTy, i3zey, KeHec bepy,
nanganaHy, bepy, TapaTy Hemece
KO/MKETIMAINIMIH KaMTacbI3 eTy apKbl/ibl
auly, TonTay Hemece KypamzaacTbipy,
LLeKTeyY, eLipy HEMeCe Ok CUAKTbI
aBTOMaTTaHAbIPbIIFaH Hemece
aTBOMATTaHAbIPbIIMaFaH Kypanaap
APKbl/Ibl XKy3€ere acblpbliaTbIH,
nepbec aepekTepmeH Hemece
nepbec aepekTep KUbIHTbIFbIMEH
YKYPri3ineTiH Ke3 KeareH onepaumaHsl
Hemece onepaLManap *XMbIHTbIFbIH
bingipeni, Hemece e3re Kafaannapaa
[epekTepai Kopay Typasbl KeprinikTi
KON laHbICTafbl 3aHHaMafa Callkec
HYN TEPMUH CMNATTANTBIH MaFblHACLIH
Hemece yKcac MafblHacbiH binaipesi.

«Kayinci3aik uHumMaeHTi» —
HaTUXKeCIHAE KabblnaayLbl TapanTbiH
bunirinage Hemece 6akplnaybiHAaFbI
aHbIKTayLWbl TapanTbi Jepbec
[AepeKTePIHIH, KYMUANbINbIFbI OCbI
KyMUANbINbIKTbI KAMTaMachI3 eTy
TOpPTIBiH Oy3a OTbIPbIN aNTbIPAbIKTAM
By3blNFaH, CanfapbliHaH calikec
[epekTep cybbekTiciHe 3uaH KenTipy
bIKTUMaNAbIFbl TYbIHAANTBIH UHUMAEHT.

6.2 [ilepeKTepAai Kopfay Typanbl
3aHHaMa¥fa calKecTiK

KbI3meTTepAi yCbIHybIHa Hemece
KabblnaayblHa HXaHe NaraanaHybiHa
HaitnaHbICTbl: (i) apbip Tapan
[epekTepai KopFay Typanbl
3aHHaMaHbIH, TananTapbIH OpbIHAAYFa
MiHAeTTeHeA);kaHe (i) KnneHT on
BaHKTiH aknapaTbiH anyLWbliapFa
ycbiHaTbIH Jepbec aepekTtep agan api
3aHAbl TYPAE OHAENreHiH, onap
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1

6.3 Cross-border Personal Data
Transfers

The Customer acknowledges, and
where required by applicable law

or regulation agrees, that in the
connection with providing the Services
and otherwise making disclosures
pursuant to Condition 3 (Authorized
disclosures), Personal Data of Customer
Data Subjects (eg, the Customer's or its
Affiliates’ respective Representatives
and Owners) may be disclosed and/

or transferred to recipients located

in countries other than the country

in which the Bank entity or its branch
which provides the Services is
established or the Customer is located.
However, the Bank: (i) requires its
Affiliates and Third Party Service
Providers to protect Personal Data
pursuant to Condition 5 (Information
security); and (ii) carries out cross-
border transfers of Personal Data in
accordance with Data Protection Law.

6.4 Legal Basis for Processing
Personal Data

To the extent that the Bank Processes
Personal Data of Customer Data
Subjects, the Customer warrants that

it has, if and to the extent required by
Data Protection Law, provided notice to
and obtained valid consent from such
Data Subjects in relation to the Bank's
Processing of their Personal Data as
described in these Conditions, and in
any applicable Bank Privacy Statement
or other privacy disclosure(s) accessible
at https://www.citibank.com/tts/sa/tts-
privacy-statements/index.html (or such
other URL or statement as the Bank
may notify to the Customer from time
to time). If the Customer is itself a Data

noageprHyTbl ObpaboTke
[106pPOCOBECTHO U MPABOMEPHO,
ABNAOTCA TOYHBIMM W PENEBAHTHBIMM A7
Lieneld, B KOTOPbIX OHW MPeOCTaBAAOTCA.

6.3 TpaHcrpaHuyHas nepepaya
MepcoHanbHbIX AAHHbIX

KAneHT npusHaet (1, ecam ato
TpebyeTcA B COOTBETCTBUM C
NPUMEHVMbIM 3aKOHOAATENbCTBOM,
cornawaeTcs), YTo B CBA3M C
npeaocTtasaeHmnem Ycayr n nHbim
PaCcKpbITUEM MHOOPMALIMN B
cooTBeTcTBMK C N. 3 (PaspelleHHoe
PACKPbITVE MHHOPMALMM)HACTOALLMX
YcnoBUMKOHOUAEHUMANBHOCTM
MepcoHanbHble AaHHble CyObeKToB
OaHHbIX KaneHTa (Hanpumep,
KnnerTa, ero AbduaMpoBaHHbIX AuLL,
MpepacTasuTenel, Bnagensles) moryTt
PaCcKpbIBATLCA W/WK NepeaBaThbCs
nony4aTensim, HaxoAALLMMCA B
CTpaHax, OT/IMYHbIX OT CTPaHbI, B
KOTOPOW yupeXkaeHNpeaoCTaBAA WM
Yenyrn baHk nnv ero dunanan,

NN HaxoanTca KamenT. Mpun

3TOM BaHK (i) TpebyeT, 4Tobbl ero
AddunmposaHHble nLa 1 CTOpoHHKE
NOCTaBLLMKM yCNyr obecneymsanm
3aWmTy NepcoHanbHbIX AaHHbIX B
cooTBeTcTBUM C M. 5 (MHbopMaLmoHHas
6€e30MaCcHOCTb) HAaCTOALMX YC0BMIA
KoHOMAeHUManbHOCTY; 1 (ii)
OCYLLECTBNAET TPAHCrPAHMYHYIO
nepenayvy MepcoHanbHbIX AaHHbIX

B COOTBETCTBUM C TpeboBaHUAMM
3aKOHOAATENBCTBA O 3aLLUMTE AAHHBIX.

6.4 NMpasoBble 0OCHOBaHMA O6paboTKU
MepcoHanbHbIX AaHHbIX

B cBA3n c ObpaboTKoi baHkom
lNepcoHanbHbIX AaHHbIX CybbekToB
NaHHbIX KnneHTta KaneHt

3aBepseT, 4To OH (ecam 3To

TpebyeTcsa 3aKOHOAATEILCTBOM

0 3alLMTE AaHHbIX) NPeaoCTaBUA
COOTBETCTBYIOLLEE YBEAOMNEHNE 1
noayYnn AeNcTBUTENBHOE Cornacue

oT CyObeKkTOB AaHHbIX B CBA3M C
ObpaboTKoi baHKkom 1x MepcoHanbHbIX
[@HHbIX B COOTBETCTBMUM C HACTOALLMMM
YCnoBuaMM KOHGUAEHUMANBHOCTH,

a TaKxKe NtobbIMM NMPUMEHUMbIMM
3anB/eHMAMM baHKka 06 obecneyeHun
KOHGUAEHUMANBHOCTU MHGOPMALIN,
OOCTYMHBIMM Ha caliTe No agpecy:

VCbIHbINATBIH MaKcaTTapAa AypbIC api
penesaHTTbIK 60/bIN TabblAaTbIHbIH
pacTaiapl.

6.3 flepbec aepekTtepai
TpaHcLwweKapanbiK 6epy

KnveHT KbiameTTepai ycbiHybiMeH
YKoHe oCbl KynuAnbINbIK LapTTapbIHbIH,
3-TapmafbiHa (PyKcaT eTinreH aknapat
apuanay) calikec aknapaTTbl e3re
Type *KapuanaybiHa 6alinaHbICTbl
KAVEHTTIH AepekTep CybbeKTinepiHiH,
(Mbicanbl, KIMEeHTTIH, OHbIH,
AddunnmpneHreH TynFanapbiHbiH,
OKinaepiHix, Vienepiiv) aepbec
AepeKTepi KpiameTTepai YCbIHATbIH
BaHK Hemece oHbIH duananbl
KypbliFfaH Hemece KaneHT opHanackaH
enfeH backa enaep/ie opHanackaH
anylWblaapFa sKapusanaHa anaapl
aHe/Hemece TabbICTaybl MyMKIH
601aTbIHbIH MOVbIHAANAbI (KaHe, on
KO/I4aHbINaTbIH 3aHHamara Cankec
Tanan eTineTiH 6boaca, OHbIMeH
keniceai. CoHbIMeH KaTap baHK

(i) oHbIH AbdUAMMpReHreH TyaFanapsbl
MeH LLleT KbI3MeT yCbIHyLWblNap

oCbl KynNnAnbINbIK LIAapTTapbIHbIH,
S5-TapmarbiHa (AKNapaTTbIK Kayincisaik)
carkec lepbec nepekTepai KopFaybiH
KaMTamacbI3 eTyiH Tanan eTesi;

aHe (i) depekTepai KopFay Typasbl
3aHHamara cavikec [epbec aepextepaj
TpaHcWeKapanbiK bepyiH »y3sere
acbipazbl.

6.4 Nlepbec aepekTtepai OHAeyaiH
KYKbIKTbIK Heri3gepi

baHKNeH KNMEeHT AepeKTepiHiH,
CybbekTinepiHH Jepbec aeepKTepi
OHAaeyimeH balinaHbIiCTbl KaveHT on
(erep oHbl [lepeKTepai KopFay Typasbl
3aHHama Tasan eTeTiH 60s1ca) ocbl
KynuanbinbIK WapTTapbiHa Calikec,
coHaaii-ak https://www.citibank.com/
tts/sa/tts-privacy-statements/index.
html mekeH»Kaibl HolibIHLLIa (Hemece
backa URL-meKkeH»Kalibl bonbIHLIA,
Hemece onap Typaibl baHk KaneHTTi
xabapaap eTe anatblH backa Aa
aKNapaTTbIH KYNWUAbINbIFbIHEHTTIK
HepekTep cybbekTinepiHH Jepbec
OEeepKTepiH OHAeyiMeH 6alinaHbICTbl
KAMeHT on (eriH, aknapaTTbiH,
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Subject, the Customer warrants that

if and to the extent required by Data
Protection Law: (a) it has received the
privacy disclosure(s) referenced in the
preceding sentence; and (b) it consents
to such Processing.

6.5 Security Incidents

(A) If the Bank becomes aware of

a Security Incident, the Bank will
investigate and remediate the effects
of the Security Incident in accordance
with its internal policies and procedures
and the requirements of applicable laws
and reqgulations. The Bank will notify the
Customer of a Security Incident as soon
as reasonably practicable after the
Bank becomes aware of it, unless the
Bank is subject to a legal or regulatory
constraint, or if it would compromise
the Bank's investigation.

(B) Each party is responsible for making
any notifications to requlators and Data
Subjects concerning a Security Incident
that it is required to make under Data
Protection Law. Each party will provide
reasonable information and assistance
to the other party to the extent
necessary to help the other party to
meet its obligations to regulators and
Data Subjects.

https://www.citibank.com/tts/
sa/tts-privacy-statements/index.

html (nam no apyromy URL-aapecy,
MM B COOTBETCTBUM C APYTMM
3aABeHMAMM 06 obecneyeHmm
KOHOUAEHUMANbHOCTU MHGOPMALIMN,

0 KOTOPbIX BaHK MOXKeT yBeAOMAATb
KnneHTta). Ecam KnveHT cam siaseTca
CybbekToM AaHHbIX, TO KAneHT
3aBepneT (ecam aTo TpebyeTca
3aKOHOAATENBCTBOM O 3alMTe
OaHHbIX), YTO OH (@) NONYYMA YKa3aHHbIe
Bblle 3aaBaeHMA 06 obecneyeHmm
KOHGUAEHUMANBHOCTU MHPOPMALLMK; 1
(b) naet cornacue Ha Takyto O6paboTKy.

6.5 MHUMAaeHTbl 6e30nacHoOCTU

(A) Ecnm BaHKy CTaHOBMTCA M3BECTHO
00 VHumMaeHTe 6e3onacHoCTH, TO
BaHK NpoBoOAUT paccienosaHmne u
yCTpaHAeT nocaeAcTsma VHumaeHTa
6e30MacHOCTM B COOTBETCTBUM CO
CBOMMM BHYTPEHHUMM NMOAUTUKAMM,
npoueaypamu 1 TpeboBaHUAMM
NPUMEHMMOTO 3aKOHOAATENbCTBA.
baHK yBegomnseT KnveHTa 06
MHumaeHTe 6e30MnacHOCTH, Kak
TOJIbKO 3TO CTAHOBMUTCA NMPAKTUYECKM
BO3MOMKHbIM, MOC/IE TOTO, KaK BaHKy
CTAHOBWTCSA M3BECTHO O TaKOM
NHupmaeHTe 6e3onacHocTy, 3a
MCKIIOYEHUEM C/TyYaeB, Koraa Ha
BaHK HasaraloTcA COOTBETCTBYOLLME
OPUANYECKME NN PErYNATUBHbIE
OrpaHUYEHNs, UM KOTAA 3TO MOXKET
nomelLaTb NPoBOAMMOMY BaHKOM
paccaenoBaHuIo.

(B) Kaskas 13 cTopoH HeceT
OTBETCTBEHHOCTb 3a YBeJ0M/eHne
perynnpyoLmx opraHos 1 CybbexkTos
[@HHbIX OTHOCKUTENBbHO HUMAEHTa
H6e3onacHocTH, KoTopoe TpebyeTca B
COOTBETCTBMM C 3aKOHOAATEILCTBOM
0 3alpMTe AaHHbIX. Kaxaas cTopoHa
[ONKHA NPeA0CTaBUTb APYrol CTOpoHe
MHbOPMaLMIO 1 coAeNCTBME B TOM
Mepe, B KaKol 3T0 HEObXoAMMO ANs
TOro, 4Tobbl NOMOYb APYrOM CTOPOHE
BbIMNO/IHUTL CBOM 0BA3aTE/ILCTBA
nepez perynnpyowmMmmn opraHamm u
CybbeKTamu AaHHbIX.

KYMUANBINbBIFbIH KAMTaMachI3 eTy
Typasbl Ke3 KeareH KonaaHbICTaFbl
oTiHiWTepiHe calKec baHKNeH onapabiH
Lepbec nepeKkTtepiH OHOeyiMeH
HainaHbICTbl TWICTI XabapnaHabipy
YCbIHbIN, JepekTep cyObekTinepiHeH
9peKeTTi KeniCiMiH anfaHbl Typasbl
manimaenai. KnveHt esi [lepektep
cybbeKTiCi 60/1bIN TabblNaTbiH
}araanaa, KnneHt (on aepektepai
KOpFay Typa/ibl 3aHHaMaMeH Tanan
eTineTiH 6onca) on (a) skofapblaa
aTanfaH aknapaTTbiH, KYMUANbIAbIFbIH
KamMTaMacbI3 eTy Typasbl eTiHilWTepaj
anfaHbl Typanbl; xaHe (b) coHaan
OHAaeyre KenicimiH bepeTiHi Typasbl
manimaenaj.

6.5 Kayincisgik nHumnpeHTTepi

(A) Erep BaHKke Kayincisfik MHUMAEHTI
Typanbl Manim 6onca, baHK e3iHiH

iLWKI caAacaTTapbliHa, KONAAHbICTaFbl
3aHHaMaHbIH, pacimaepi meH
TasanTapblHa CaMKec Teprey xKyprisin,
aTasFaH OKUFaHbIH, CanapblH XoAabl.
BaHK, baHKKe calikec 3aHK Hemece
peTTeyLUi WeKTeynep KyKTeareH
afaannapapl, Hemece on baHkneH
YpPrisineTiH Tepreyre keaepri 6onaTbIH
afaannapapl KocnafaHaa, on

HaKTbl MYMKIH 6onFaHaa KnneHTTi
Kayincisgik nHumMAaeHTi Typanbl Aepey
xabapnaHabipaapl.

(B) ©pbip Tapan [epeKkTtepai Kopray
Typanbl 3aHHaMaMeH Tanan eTineTiH
Kayincisgik nHumMaeHTi Typansbi
peTTeyLwi opraHaapabl *kaHe [epeKktep
cyObeKTINepiH xabapnaHapIpy YLUiH
¥ayanTbl 6onaabl.9p6ip Tapan ekiHwi
Tapanka e3iHiH peTTeyLwi opraHaap
oHe [lepekTep cybbekTinepi
anaplHAaFbl MiHAETTEeMeNepiH OpbIHAA
VUWiH KaXeTTi bonaTbiH AeHrenae
aKMapar yCbIHbIM, XXapAemaecyre Tuic.
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(C) Neither party will issue press or
media statements or comments in
connection with any Security Incident
that name the other party unless it has
obtained the other party’s prior written
permission.

(C) H1 oaHa 13 CTOPOH He AoNKHa
BbIMyCKaTb 3aABE€HMA 414 Npecchl
AN AaBaTb KOMMeHTapum CMA 8
CBSA3M C KaKUM-Mbo IHUpaeHTOM
6€e30MacHOCTH, B KOTOPbIX
YNOMMWHAeTCs Apyras CTOPOHa, eCN
OHa He NoJy4naa NnpeaBapmuTebHOro

(C) Ewbip Tapan ekiHLwi TapanTbiH,
anablH ana Kasbalua Kenicimin
a/IMafaH »Kafaoanaa, ekiHlwi Tapanka
KaTbICTbl KaHAaM aa bip Kayincisaik
NMHUMAEHTI KeHiHAe bacnace3ae
Manimaemenep acamayra kaHe bAK-
HAOa TyCiHIKTemenep bepmeyre Tuic.
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MUCbMEHHOIO paspeLleHns Apyron
CTOPOHbI.
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