Treasury and Trade Solutions

Confidentiality and Data Privacy Conditions
Podminky micenlivosti a diavérnosti udaju

1. Introduction

These conditions (“Conditions") explain how each
party may use, and must protect, the other party’s
Confidential Information (including Personal Data)

in connection with the provision by the Bank, and
receipt and use by the Customer, of accounts and other
products and services, whether or not account-related
(collectively, “Services"). “Bank’ has the meaning
specified in the terms and conditions which incorporate
or otherwise reference these Conditions.

2. Protection of Confidential Information

2.1 Definitions

“Confidential Information” means information (in
tangible or intangible form) relating to the disclosing
party and/or its affiliates (including any entity that
directly or indirectly controls, is controlled by or is
under common control with, a party), branches or
representative offices (collectively, “Affiliates") or
their respective Representatives or Owners, that

is received or accessed by the receiving party or

its Affiliates or their respective Representatives

in connection with providing, receiving or using
Services. “Confidential Information” includes
Personal Data, information relating to the Bank's
products and services and the terms and conditions
on which they are provided, technology (including
software, the form and format of reports and online
computer screens), pricing information, internal
policies, operational procedures, bank account
details, transactional information, and any other
information, in each case that: (i) is designated by
the disclosing party as confidential at the time of
disclosure; (ii) is protected by applicable bank secrecy
or other laws and regulations; or (iii) a reasonable
person would consider to be of a confidential

and/ or proprietary nature given the nature of the
information and the circumstances of its disclosure.

1. Uvod

Tyto podminky (dale jen ,, Podminky”) vysvétluiji, jak
kazda strana mUZe pouZivat a musi chranit Dlvérné
informace (véetné Osobnich Gdajd) druhé strany v
souvislosti s vedenim Uc¢td a poskytovanim dalsich
produktd a sluzeb, at jiz souvisejicich s Ucty Ci nikoli
(dale spolecné jen ,Sluzby”), ze strany Banky a jejich
prijimanim a pouzivanim Klientem. ,Banka“ ma vyznam
uvedeny v podminkach, které zacleriuji nebo jinak
odkazuji na tyto Podminky.

2. Ochrana Duvérnych informaci

2.1 Definice pojmu

,Davérnymi informacemi” se rozumi informace (v
hmotné nebo nehmotné podobé) tykajici se sdélujici
strany a/nebo jejich spriznénych osob (véetné
jakéhokoli subjektu, ktery primo nebo neprimo ovlada
stranu, je ovlddan stranou nebo je pod spolecnym
ovladanim se stranou), pobocek nebo zastoupeni
(spolecné jako ,, SpFiznéné osoby”) nebo jejich
prislusnych Zastupcl nebo Vlastnikd, které prijima
nebo k nimz ma pristup pfijimajici strana nebo jeji
Spriznéné osoby nebo jejich Zastupci v souvislosti

s poskytovanim, pfijimanim nebo pouzivanim

Sluzeb. ,Davérné informace” zahrnuji Osobni Udaje,
informace tykajici se produktt a sluzeb Banky a
podminky, za nichz jsou poskytovany, technologie
(véetné softwaru, formy a formatu zprav a online
pocitacovych obrazovek), informace o cenach, vnitrni
zésady, provozni postupy, Udaje o bankovnich Gctech,
informace o transakcich a jakékoli dalsi informace,
které v kazdém pripadé: (i) jsou sdélujici stranou
oznaceny v dobé sdéleni jako dlvérné; (i) jsou
chranény prislusnymi pravnimi predpisy a narizenimi
na ochranu bankovniho tajemstvi nebo jinymi pravnimi
predpisy a nafizenimi; nebo (iii) by rozumna osoba
povazovala za informace divérné a/nebo soukromé
povahy s ohledem na povahu informaci a okolnosti
jejich sdélent.
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Confidentiality and Data Privacy Conditions Podminky micenlivosti a divérnosti tdaji

“Owner" means any natural person or entity (or its
branch) that: (i) owns, directly or indirectly, stock of,
or profits, interests or capital or beneficial interests
in, a party; or (ii) otherwise owns or exercises control
over a party directly or indirectly through ownership,
controlling interest or any other arrangement or
means, including: (@) a person who ultimately has a
controlling interest in, or who otherwise exercises
control over, a party; or (b) the senior managing
official (s) of a party.

"Representatives” means a party's officers,
directors, employees, contractors, agents,
representatives, professional advisers and Third
Party Service Providers.

2.2 Protection

The receiving party will keep the disclosing party's
Confidential Information confidential on the terms
hereof and exercise at least the same degree of care
with respect to the disclosing party’'s Confidential
Information that the receiving party exercises to
protect its own Confidential Information of a similar
nature, and in any event, no less than reasonable
care. The receiving party will only use and disclose
the dDisclosing pParty's Confidential Information to
the extent permitted in these Conditions.

2.3 Exceptions to Confidentiality

Notwithstanding anything in these Conditions

to the contrary but subject to Data Protection

Law, the restrictions on the use and disclosure of
Confidential Information in these Conditions do not
apply to information that: (i) is in or enters the public
domain other than as a result of the wrongful act

or omission of the receiving party or its Affiliates

or their respective Representatives in breach of
these Conditions; (ii) is lawfully obtained by the
receiving party from a third party, or already known
by the receiving party, in each case without notice
of any obligation to maintain it as confidential;

(iii) is independently developed by the receiving
party without reference to the disclosing party’s
Confidential Information; (iv) an authorized officer
of the disclosing party has agreed in writing that the
receiving party may disclose on a non-confidential
basis; or (v) has been anonymized and/or aggregated
with other information such that neither the
Confidential Information of the disclosing party nor
the identity of any Data Subject is disclosed.

,Vlastnikem” se rozumf jakdkoli fyzicka osoba nebo
subjekt (nebo jeho pobocka), ktery: (i) pfimo nebo
neprimo vlastni akcie Ci zisky strany nebo podily,
kapitalové podily ¢i podily na vytézku ve strané; nebo
(ii) jinak vlastni nebo vykonava kontrolu primo nebo
neprimo prostrednictvim vlastnictvi, kontrolniho
podilu nebo jakéhokoli jiného ujednani nebo
prostredkd, véetné: (a) osoby, kterd ma v konecném
ddsledku kontrolni podil ve strané nebo jinak vykonava
kontrolu nad stranou; nebo (b) vysoce postaveného
manazera ¢i manazer( strany.

,Zastupci” znamenaji vedouci pracovniky, cleny
predstavenstva, zaméstnance, dodavatele,
zprostredkovatele, zastupce, odborné poradce a
Externi poskytovatele sluzeb strany.

2.2 Ochrana

Pfijimajici strana bude zachovavat mi¢enlivost o
Davérnych informacich sdélujici strany za podminek
uvedenych v téchto Podminkach a bude Davérnym
informacim sdélujici strany vénovat alespon stejnou
pédi, jakou pfijimajici strana vénuje ochrané svych
Davérnych informaci podobného charakteru, v kazdém
pfipadée pak péci alespor pfimérenou. Prijimajici strana
pouZije a sdéli Davérné informace sdélujici strany pouze
v rozsahu povoleném témito Podminkami.

2.3 Vyjimky z mlcenlivosti

Bez ohledu na odchyIna ustanoveni v téchto
Podminkach, avsak za podminek Pravnich predpisd
o ochrané Udajd, omezeni, ktera se tykaji pouZiti a
sdélovani Davérnych informaci a ktera jsou uvedena
v téchto Podminkach, se nevztahuji na informace,
které: (i) jsou ve verejné sfére nebo se do ni dostanou
jinak nez v dlsledku protipravniho jednani nebo
nedbalosti prijimajici strany nebo jejich Spriznénych
osob nebo jejich prislusnych Zastupcl v rozporu s
témito Podminkami; (i) jsou v souladu se zakonem
ziskany prijimajici stranou od treti strany nebo jsou
jiz prijimajici strané znamy, v obou pripadech aniz by
prijimajici strana obdrZela upozornéni na povinnost
nakladat s nimi jako s dlvérnymi informacemi;

(iii) jsou nezavisle vytvoreny pfijimajici stranou bez
vztahu k Ddvérnym informacim sdélujici strany,

(iv) byly pisemné schvaleny opravnénym zastupcem
sdélujici strany jako informace, které prijimajici
strana mUze sdélit jako nedtvérné informace; nebo
(v) byly anonymizovéany a/nebo agregovany s dalsimi
informacemi tak, Ze nedochazi ke sdéleni Davérnych
informaci sdélujici strany ani totoznosti Subjektu udaju.
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3. Authorized Disclosure

3.1 Definitions

3. Opravnéna sdélovani
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3.1 Definice pojmi

“Bank Recipients” means the Bank, Bank Affiliates
and their respective Representatives.

“Payment Facilitator” means a third party that
forms part of a payment system infrastructure or
which otherwise facilitates payments, including
without limitation: communications, clearing and
other payment systems or similar service providers;
intermediary, agent and correspondent banks; digital
or ewallets; or similar entities.

“Permitted Purposes” means in relation to a party's
(or its Affiliates’ or their respective Representatives’)
use of the other party's (or its Affiliates’ or their
respective Representatives’) Confidential Information:

(A) To provide, or to receive and use, the Services
in accordance with their respective terms and
conditions and to undertake related activities, such
as, by way of non-exhaustive example:

(1) To fulfil applicable domestic and foreign legal,
regulatory and compliance requirements (including
know your customer (KYC) and anti-money
laundering (AML) obligations applicable to a party
and/or its Affiliates) and to otherwise make the
disclosures specified in Condition 3.3 (Legal and
regulatory disclosure);

(2) To verify the identity or authority of a party’'s
Representatives who interact with the other party;

(3) For risk assessment, information security
management, statistical, trend analysis, and
planning purposes;

(4) To monitor and record calls and electronic
communications with the other party for quality,
training, investigation and fraud and other crime
prevention purposes;

(5) For fraud and other crime detection, prevention,
investigation and prosecution;

(6) To enforce and defend a party'’s or its Affiliates’
rights; and

(7) To manage a party's relationship with the
other party (which may include the Bank providing
information to the Customer and its Affiliates
about the Bank's and Bank Affiliates’ products and
services);

,Bankovni prijemci” znamena Banku, Spriznéné osoby
Banky a jejich prislusné Zastupce.

Zprostiredkovatel plateb” znamena treti stranu, ktera
je soucasti infrastruktury platebniho systému nebo
jinak zprostredkovava platby, véetné: komunikacnich,
clearingovych a jinych platebnich systému nebo
podobnych poskytovatell sluzeb, zprostredkujicich,
agentskych a korespondencnich bank, digitélnich a
elektronickych penézenek nebo podobnych subjekt(.

,Povolené ucely” znamen3, ve vztahu k pouzivani

Dlvérnych informaci jedné strany (nebo jejich

Spriznénych osob nebo jejich prislusnych Zastupcd)

druhou stranou (nebo jejimi Spriznénymi osobami

nebo jejimi prislusnymi Zastupci):

(A) poskytovat nebo pfijimat a pouzivat Sluzby

v souladu s jejich pfislusnymi podminkami a

uskutechovat souvisejici ¢Cinnosti jako jsou napfiklad

nasledujici:
(1) dodrzovat prislusné doméci a zahranicni pravni,
regulacni a compliance pozadavky (véetné povinnosti
znat svého zakaznika (KYC) a povinnosti boje proti
prani $pinavych penéz (AML) vztahujici se na stranu a/
nebo jeji Spriznéné osoby) a jinak sdélovat informace
zpUsobem podle ¢lanku 3.3 (Sdélovani ze zakonnych a
regulacnich dlvodu);

(2) ovérovat totoznost nebo zmocnéni Zastupcl
strany, ktefi jednaji s druhou stranou;

(3) za ucelem hodnoceni rizik, fizeni bezpecnosti
informaci, statistiky, analyzy trend( a planovani;

(4) monitorovat a nahravat hovory a elektronickou
komunikaci s druhou stranou za Ucelem zvysovani
kvality, Skoleni zaméstnanc(, vySetrovani a prevence
podvodl a jinych trestnych ¢ind;

(5) za ucelem odhalovani, prevence, vysetrovani a
stihani podvodd a jinych trestnych ¢ing;

(6) vymahat a hajit prava strany nebo jejich
Spfiznénych osob a

(7) Fidit vztah strany s druhou stranou (coz miize
zahrnovat poskytovani informaci Bankou Klientovi a
jeho Spfiznénym osobdm o produktech a sluzbach
Banky a Spriznénych osob Banky);
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Confidentiality and Data Privacy Conditions Podminky micenlivosti a divérnosti udaji

(B) To make disclosures to third parties to whose
accounts the Customer instructs the Bank or Bank
Affiliates to make or receive a payment from an
account, or to enable such third parties to perform
payment reconciliations;

(C) To make disclosures to Payment Facilitators and
to the Bank's and Bank Affiliates' Third Party Service
Providers in connection with the provision of the
Services;

(D) To make disclosures to, and to obtain information
from, credit information bureaus, credit rating
agencies, central banks or other bodies in connection
with risk-based analysis and decisions by the Bank

or where such disclosures are otherwise required by
applicable law or regulation;

(E) To make disclosures to the disclosing party’s
Affiliates and third party designees;

(F) In connection with the provision of products
and services (including supporting the opening of
accounts) by the Bank and Bank Affiliates to the
Customer's Affiliates; and

(G) For any additional purposes expressly authorized
by the other party.

“Third Party Service Provider"” means a third party
selected by the receiving party or its Affiliate to
provide services to or for the benefit of the receiving
party, and who is not a Payment Facilitator (eg,
technology service providers, business process
service providers, call center service providers,
outsourcing service providers, consultants and other
external advisors).

3.2 Permitted Disclosures

The disclosing party agrees (and where required

by applicable bank secrecy or other laws is hereby
deemed to provide a waiver and/or release to ensure)
that the receiving party may use and disclose the
disclosing party's Confidential Information to the
receiving party's Affiliates and to its and their
respective Representatives, Payment Facilitators and
any other third party recipients specified in these
Conditions, who require access to such Confidential
Information to the extent reasonably necessary to
fulfil the relevant Permitted Purposes. The receiving
party shall ensure that any of its Affiliates and
Representatives to whom the disclosing party's
Confidential Information is disclosed pursuant

to this Condition 3.2 shall be bound to keep such
Confidential Information confidential and to use it for
only the relevant Permitted Purposes.

(B) sdélovat informace tretim stranam, na jejichz

Ucty nebo z jejichz uctu da Klient pokyn Bance nebo
Spriznénym osobam Banky k provedeni, nebo umoznit
témto tretim stranam provadét rekonciliace plateb;

(C) sdélovat informace Zprostredkovateldm plateb a
Externim poskytovatelm sluzeb Banky a Spriznénych
osob Banky v souvislosti s poskytovanim Sluzeb;

(D) sdélovat informace a ziskavat informace od
uvérovych registrd, ratingovych agentur, centralnich
bank nebo jinych subjektd v souvislosti s analyzou a
rozhodnutimi Banky na zakladé rizik, nebo pokud je
takové sdéleni jinak vyzadovano prislusnymi zakony
nebo narizenimi;

(E) sdélovat informace Spriznénym osobam sdélujici
strany a tfetim stranam povérenym sdélujici stranou;

(F) v souvislosti s poskytovanim produkt( a sluzeb
(véetné podpory pfi otevirani uctd) ze strany Banky a
Spfiznénych osob Banky Spriznénym osobam Klienta; a

(G) pro jakékoli dalsi tcely vyslovné povolené druhou
stranou.

,Externi poskytovatel sluzeb” znamena treti stranu,
kterou vybrala pfijimajici strana nebo jeji Spriznéna
osoba k poskytovani sluzeb prijimajici strané nebo

v jeji prospéch a kterd neni Zprostredkovatelem
plateb (napfr. poskytovatele technologickych

sluzeb, poskytovatele sluzeb pro obchodni procesy,
poskytovatele sluzeb call centra, poskytovatele
outsourcingovych sluzeb, konzultanty a dalsi externi
poradce).

3.2 Povolena sdélovani

Sdélujici strana souhlasi (@ pokud to vyzaduiji prislusné
pravni predpisy o bankovnim tajemstvi nebo jiné
pravni predpisy, ma se za to, Ze se vzdava svych prav
a/nebo dava svoleni zajistujici), Ze pfijimajici strana je
opravnéna pouzivat DUvérné informace sdélujici strany
a sdélovat je Spfiznénym osobdm pfijimajici strany a
Zastupclim a Zprostredkovatelm plateb prijimajici
strany i jejich Spriznénych osob a jakymkoli dalsim
tretim prijemcim uvedenym v téchto Podminkach,
ktefi vyZaduji pristup k témto Davérnym informacim v
rozsahu pfimérené nezbytném ke splnéni pfisluSnych
Povolenych Uceld. Prijimajici strana zajisti, aby jeji
Spriznéné osoby a Zastupci, kterym jsou Davérné
informace sdélujici strany sdéleny podle této
podminky 3.2, byli povinni zachovavat ml€enlivost o
téchto Davérnych informacich a pouzivat je pouze k
prislusnym Povolenym tGceltim.
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Confidentiality and Data Privacy Conditions Podminky mlicenlivosti a divérnosti udaji

4.

3.3 Legal and Requlatory Disclosuresx

The disclosing party agrees (and where required

by applicable bank secrecy or other laws is hereby
deemed to provide a waiver and/or release to
ensure) that the receiving party (and, where the
Bank is the receiving party, Bank Recipients and
Payment Facilitators) may disclose the disclosing
party's Confidential Information pursuant to: (i) legal
process; (ii) any other domestic or foreign legal
and/or regulatory permission, obligation or request;
(iii) agreement entered into by any of them and any
domestic or foreign governmental authority; or

(iv) between or among any two or more domestic or
foreign governmental authorities, including disclosure
to courts, tribunals, and/or legal, requlatory, tax and
other governmental authorities.

Retention Period

Each of the Customer and Bank Recipients may

retain, use, and as applicable Process, the other

party's Confidential Information for the period of

time reasonably necessary for the relevant Permitted
Purposes. On termination of the provision of the
Services (including closure of accounts), each of the
Customer and Bank Recipients shall be entitled to
retain, use, and as applicable Process, the other party's
Confidential Information for legal, regulatory, audit

and internal compliance purposes and in accordance
with their internal records management policies to the
extent that this is permissible under applicable laws and
regulations, and otherwise in accordance with these
Conditions, but shall otherwise securely destroy or
delete such Confidential Information.

Information Security

The Bank will, and will use reasonable endeavors to
ensure that Bank Affiliates and Third Party Service
Providers will, implement reasonable and appropriate
physical, technical and organizational security
measures to protect Customer Confidential Information
that is within its or their custody or control against
unauthorized or unlawful use (or in the case of Personal
Data, unlawful Processing) and accidental destruction
or loss.

Personal Data

6.1 Definitions

“Data Protection Law" means any and all applicable
data protection and privacy laws and regulations
relating to the Processing of Personal Data, including
any amendments or supplements to or replacements
thereof.

3.3 Sdélovani ze zakonnych a regulaénich divodu

Sdélujici strana souhlasi (a pokud to vyZaduiji prislusné
pravni predpisy o bankovnim tajemstvi nebo jiné
pravni predpisy, ma se za to, Ze se vzdava svych prav
a/nebo dava svoleni zajistuijici), Ze ptijimajici strana
(a v pripadé, kdy je prijimajici stranou Banka, Bankovni
prijemci a Zprostredkovatelé plateb) jsou opravnéni
sdélovat Daverné informace sdélujici strany na
zékladé: (i) pravniho procesu, (i) jakéhokoli jiného
tuzemského nebo zahrani¢niho zdkonem stanoveného
a/nebo regulacniho povoleni, zavazku nebo Zadosti,
(iii) dohody uzavrené nékterym z nich s tuzemskym
nebo zahrani¢nim organem verejné moci, nebo (iv) mezi
dvéma ¢i vice tuzemskymi nebo zahrani¢nimi organy
verejné moci; véetné sdéleni souddm, tribunalim a/
nebo zakonem stanovenym, regulacnim, darfiovym a
jinym organim verejné moci.

Retencni lhita

Klient i Bankovni prijemci mohou uchovavat a pouzivat
a, pokud je to relevantni, Zpracovavat Davérné
informace druhé strany po dobu rozumné nezbytnou
pro prislusné Povolené Ucely. Pfi ukonceni poskytovani
SluZeb (véetné zavreni Uctl), jsou Klient a Bankovni
pfijemci opravnéni uchovavat, pouZivat a, pokud je to
relevantni, Zpracovavat Divérné informace druhé strany
k pravnim, regulacnim, auditovym a internim compliance
Uceltim a v souladu se svymi vnitfnimi zasadami spravy
zaznamd, a to v rozsahu pripustném podle prislusnych
pravnich predpist a nafizeni, jakoZ i jinak v souladu s
témito Podminkami, jinak jsou povinni takové Dlvérné
informace bezpecné znicit nebo vymazat.

Zabezpeceni informaci

Banka zavede, a vynaloZi pfimérené Usili na zajisténi, aby
Spriznéné osoby Banky a Externi poskytovatelé sluzeb
Banky zavedli, pfimérena a vhodna fyzicka, technicka a
organizacni bezpecnostni opatreni k ochrané Divérnych
informaci Klientd, které jsou v jeji nebo jejich drzeni
nebo pod jeji ¢i jejich kontrolou, proti neopravnénému
¢i nezakonnému pouziti (nebo v pripadé Osobnich Gdajl
proti nezakonnému Zpracovani) a ndhodnému zniceni
nebo ztraté.

Osobni udaje

6.1 Definice pojmu

,Pravni predpis o ochrané udaja” znamena veskeré
pravni predpisy a nafizeni o ochrané Udajd a soukromi
tykajici se Zpracovani Osobnich Udajl, véetné zmén ¢i
doplrikli nebo ndhrad takovych pravnich predpist a
nafizeni.
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Confidentiality and Data Privacy Conditions Podminky mlicenlivosti a divérnosti tdaji

“Data Subject"” means a natural person who is
identified, or who can be identified, directly or
indirectly, in particular by reference to an identifier
such as a name, an identification number, location
data, an online identifier or to one or more factors
specific to his or her physical, physiological, genetic,
mental, economic, cultural or social identity, or, if
different, the meaning given to this term or nearest
equivalent term under Data Protection Law.

“Personal Data" means any information that can be
used, directly or indirectly, alone or in combination
with other information, to identify a Data Subject, or
if different, the meaning given to this term or nearest
equivalent term under Data Protection Law.

“Processing" means any operation or set of
operations which is performed on Personal Data

or on sets of Personal Data, whether or not by
automated means, such as collection, recording,
organization, structuring, storage, adaptation or
alteration, retrieval, consultation, use, disclosure by
transmission, transfer, dissemination or otherwise
making available, alignment or combination,
restriction, erasure or destruction, or, if different,
the meaning given to this term or nearest equivalent
term under Data Protection Law.

“Security Incident” means an incident whereby
the confidentiality of disclosing party Personal Data
within the receiving party’s custody or control has
been materially compromised in violation of these
Conditions so as to pose a reasonable likelihood of
harm to the Data Subjects involved.

6.2 Compliance with Data Protection Law

In connection with the provision or receipt and use
of the Services: (i) each party will comply with Data
Protection Law; and (ii) the Customer confirms that
any Personal Data that it provides to Bank Recipients
has been Processed fairly and lawfully, is accurate
and is relevant for the purposes for which it is being
provided.

,Subjekt udaji” znamena fyzickou osobu, ktera je
identifikovana nebo muze byt identifikovana, prfimo
Ci neprimo, zejména odkazem na urcity identifikator
jako je jméno, identifikacni Cislo, lokacni Udaje, online
identifikator nebo odkazem na jeden ¢i vice zvlastnich
prvk fyzické, fyziologické, genetické, psychické,
ekonomické, kulturni nebo spolecenské identity

této fyzické osoby, nebo, pokud se lisi, ma tento
pojem vyznam dany tomuto pojmu nebo nejblizsimu
ekvivalentnimu pojmu podle Pravniho predpisu o
ochrané udaju.

,Osobni tudaje” znamena jakékoli informace, které Ize
primo nebo neprimo, samostatné nebo v kombinaci

s jinymi informacemi, pouzit k identifikaci Subjektu
udaju, nebo, pokud se lisi, ma tento pojem vyznam

pojmu podle Pravniho predpisu o ochrané udaj.

,Zpracovanim” znamena jakoukoli operaci nebo
soubor operaci s Osobnimi Udaji nebo se soubory
Osobnich udaj, ktery je provadén pomoci Ci

bez pomoci automatizovanych postupd jako je
shromazdovani, nahravani, usporadani, strukturovani,
uchovavani, prizplisobovani nebo pozménovani,
vyhleddvani, nahlédnuti, pouZivani, zpfistupnéni
prenosem, prenos, Sifeni nebo jakékoli jiné
zpfistupnéni, sefazeni ¢i zkombinovani, omezovani,
vymaz nebo zniceni nebo, pokud se lisi, ma tento
pojem vyznam dany tomuto pojmu nebo nejblizsimu
ekvivalentnimu pojmu podle Pravniho predpisu o
ochrané udaju.

,Bezpecnostni incident” znamena incident, kdy byl

v rozporu s témito Podminkami podstatné narusen
davérny charakter Osobnich Udajl sdélujici strany,
které jsou v drzeni nebo pod kontrolou prijimajici
strany, a predstavuje tak dvodnou pravdépodobnost
vzniku Skody u dotcenych Subjektd Udaju.

6.2 Soulad s Pravnim predpisem o ochrané tdaja

V souvislosti s poskytovanim nebo pfijimanim a
pouzivanim Sluzeb: (i) kazda strana bude dodrZovat
Pravni predpis o ochrané udajd; a (i) Klient potvrzuje,
Ze veskeré Osobni Udaje, které poskytuje Bankovnim
prijemcdm, jsou Zpracovavany korektné a zdkonnym
zplsobem, jsou presné a relevantni pro Ucely, pro
které jsou poskytnuty.
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6.3 Cross-border Personal Data Transfers

The Customer acknowledges, and where required

by applicable law or regulation agrees, that in

the connection with providing the Services and
otherwise making disclosures pursuant to Condition 3
(Authorized Disclosures), Personal Data of Customer
Data Subjects (eq, the Customer's or its Affiliates’
respective Representatives and Owners) may be
disclosed and/or transferred to recipients located in
countries other than the country in which the Bank
entity or its branch which provides the Services is
established or the Customer is located. However,
the Bank: (i) requires its Affiliates and Third Party
Service Providers to protect Personal Data pursuant
to Condition 5 (Information Security); and (ii) carries
out cross-border transfers of Personal Data in
accordance with Data Protection Law.

6.4 Legal Basis for Processing Personal Data

To the extent that the Bank Processes Personal

Data of Customer Data Subjects, the Customer
warrants that it has, if and to the extent required

by Data Protection Law, provided notice to and
obtained valid consent from such Data Subjects in
relation to the Bank's Processing of their Personal
Data as described in these Conditions, and in any
applicable Bank Privacy Statement or other privacy
disclosure(s) accessible at https://www.citibank.com/
tts/sa/tts-privacy-statements/index.html (or such
other URL or statement as the Bank may notify to the
Customer from time to time). If the Customer is itself
a Data Subject, the Customer warrants that if and

to the extent required by Data Protection Law: (a) it
has received the privacy disclosure(s) referenced in
the preceding sentence; and (b) it consents to such
Processing.

6.5 Security Incidents

(A) If the Bank becomes aware of a Security Incident,
the Bank will investigate and remediate the effects of
the Security Incident in accordance with its internal
policies and procedures and the requirements

of applicable laws and regulations. The Bank will
notify the Customer of a Security Incident as soon

as reasonably practicable after the Bank becomes
aware of it, unless the Bank is subject to a legal or
regulatory constraint, or if it would compromise the
Bank's investigation.

6.3 Pfeshranicni pfedavani Osobnich udajd

Klient bere na védomi, a pokud to vyzaduji prislusné
zakony nebo predpisy, souhlasi s tim, Ze v souvislosti

s poskytovanim Sluzeb a jinym sdélovanim informaci
podle ¢lanku 3 (Opravnéna sdélovani) Osobni Udaje
Klientovych Subjekt( udajd (napr. Zastupcd a Vlastnikd
Klienta nebo jeho Spriznénych osob) mohou byt
sdélovany a/nebo predavany prijemcdm z jinych zemi,
nez je zeme, v niz se nachazi entita Banky nebo jeji
pobocka, ktera poskytuje Sluzby, nebo v niz se nachazi
Klient. Banka vsak: (i) vyzaduje, aby jeji Spriznéné osoby
a Externi poskytovatelé sluzeb chranili Osobni Udaje
podle ¢lanku 5 (Zabezpeceni informaci); a (ii) provadi
preshranic¢ni predavani Osobnich udajd v souladu s
Pravnim predpisem o ochrané udaju.

6.4 Pravni zaklad pro Zpracovani Osobnich udaja

V rozsahu, v jakém Banka Zpracovava Osobni Udaje
Klientovych Subjekt( udaju, pak Klient zarucuje, ze
pokud to vyzaduje Pravni predpis o ochrané udajd,
predal oznameni témto Subjektlm Gdajl a ziskal

od nich platny souhlas v souvislosti se Zpracovanim
jejich Osobnich Gdaji Bankou, jak je popsano v
téchto Podminkach a v jakémkoli prislusném prohlaseni
o ochrané soukromi nebo jiném sdéleni tykajicim

se ochrany soukromi dostupném na
https://www.citibank.com/tts/sa/tts-privacy-
statements/index.html (nebo na takové jiné URL
adrese nebo v takovém jiném sdéleni, které Banka
muze Klientovi ¢as od ¢asu oznamit). Je-li Klient sém
Subjektem udaju, pak Klient zarucuje, Ze pokud to
vyzaduje Pravni predpis o ochrané dajl: (a) obdrzel
prohlaseni tykajici se ochrany soukromi uvedend v
predchozi vété; a (b) s takovym Zpracovanim souhlasi.

6.5 Bezpecnostni incidenty

(A) Pokud se Banka dozvi o Bezpecnostnim incidentu,
pak Banka vysetii a napravi nasledky takového
Bezpecnostniho incidentu v souladu se svymi vnitfnimi
zadsadami a postupy a pozadavky prislusnych zékon(

a nafizeni. Banka informuje Klienta o Bezpe¢nostnim
incidentu, jakmile to bude rozumné mozné poté, co se
o ném Banka dozvi, ledaze Banka podléha zakonnému
nebo regulacnimu omezeni nebo pokud by to ohrozilo
vysetrovani Bezpec¢nostniho incidentu.
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(B) Each party is responsible for making any
notifications to regulators and Data Subjects
concerning a Security Incident that it is required to
make under Data Protection Law. Each party will
provide reasonable information and assistance to the
other party to the extent necessary to help the other
party to meet its obligations to requlators and Data
Subjects.

(C) Neither party will issue press or media statements
or comments in connection with any Security Incident
that name the other party unless it has obtained the

(B) Kazda strana je odpovédna za ucinéni jakychkoli
oznameni regula¢nim organlim a Subjektim udajd
tykajici se Bezpecnostniho incidentu, kterd je povinna
ucinit podle Pravniho predpisu o ochrané Gdajl. Kazda
strana poskytne druhé strané ptrimérené informace a
soucinnost v mite nezbytné k tomu, aby druhé strané
pomohla splnit jeji povinnosti v{ci regulacnim organtim
a Subjektdm udaja.

(C) Zadna ze stran nebude v souvislosti se Zadnym
Bezpecnostnim incidentem vydavat tiskova nebo
medialni prohlaseni nebo komentare, které by

eleq [euosiad
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jmenovaly druhou stranu, nema-li k tomu predchozi

other party's prior written permission.
pisemny souhlas druhé strany.
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