CONFIDENTIALITY  AND  DATA
PRIVACY CONDITIONS (“CDPC*)

Introduction

These Conditions form part of the terms
and conditions that apply between the
Customer and the Bank in relation to the
provision of Accounts and Services to the
Customer. The purpose of these
Conditions is to set out each party’'s
obligations in relation to Confidential
Information and Personal Data received
from the other party in connection with the
provision of Accounts and Services and
Trade Transactions. Some provisions of
these Conditions are region-specific and
will only apply in respect of the regions or
countries specified. In some countries,
further country- specific terms are
required, and these will be included in the
Local Conditions for that country. If there
is a conflict between these Conditions and
any agreement related to a Trade
Transaction, the agreement related to the
Trade Transaction prevails.

Protection of Confidential Information

The Receiving Party will keep the
Disclosing Party’s Confidential Information
confidential on the terms hereof and
exercise at least the same degree of care
with respect to the Disclosing Party’'s
Confidential Information that the
Receiving Party exercises to protect its
own Confidential Information of a similar
nature, and in any event, no less than
reasonable care.
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ycnoBus 3A NOBEPUTEINHOCT U
3ALLUNTA HA NMUYHUTE OAHHU
(-yn3ng-)

BbBeneHue

Te3n Ycnosus npeactaBnsBaT yacT OT
ycrnoBusiTa, KOMTO Ce npunaraT Mexgy
KnneHta un bBaHkata BbB Bpb3ka C
BOOAEHETO Ha CMmeTkn un npenocTtaBAHETO
Ha O6cnyxBaHe Ha KnueHta. Llenta Ha
Tean Ycnosua e f[a ce  yCTaHoBAT
3aablnkKeHndata Ha BCdKa CTpaHa BbB
Bpb3ka c [lMoBeputenHaTa uMHdOpMaums
1 JIn4HUTE pgaHHW, NonyyYeHu oT gpyrarta
cTpaHa 3a BogeHeto Ha CwmeTkn u
npegoctaBaHeTo Ha O6cnyxBaHe, un
CKIIOYBAHETO Ha TbProBCKM CAESNKW.
Hakon knaysm Ha Te3n Ycnosus ca
cneumdnyHM 3a onpegerneH PervoH u we
ce npunaraT caMO 3a MOCOYEHUTE
permoHn wnu  gbpxasn. B HAkou
AbpXaBu Ce WU3NCKBAT AOMbIHUTENHMU,
cneumdunyHM 3a CbOTBETHATa AbpXasa
ycrnosuss n Te Wwe 6bdaTr BKIOYEHW B
MecTHuTe ycnosusa 3a Tasn gbpxasa.
AKO cbliecTByBa MpoTMBOpeYne Mexagy
Te3an YcnoBuss M KOeETO M da e [gpyro
crnopasymeHue, CBbp3aHO C Tbproscka
cAenka,  npeuMmyllectBo  Wwe  uma
crnopasymeHueTo, CBbp3aHo c
Tbprosckata caernka.

3awuTa Ha MoBepuTtenHa
MHcopmMauma

MonyyaBawaTta cTpaHa LlWe 3anasn B
TarHa [lMoBepuTenHata uHgopmauusa Ha
PaskpuBaliata ctpaHa npu NOCOYEHUTE
TYK YCIOBUSA U LLEe NOMOXM MOHe cbluaTa
cteneH Ha rpwka 3a [loBeputenHarta
nHdpopMauna Ha PaskpuBalyata ctpaHa,
kosiTo MNonyyaBallaTta cTpaHa nonara, 3a
na 3awmTn cBosiTa cobcTBeHa
MoBeputenHa MHdopmaums oT nogobex
BMA U NPW BCUYKM Crnyvyaun, He no-marnko
OT pasymHaTa rpuxa.

citl



Use and disclosure of Confidential
Information

The Disclosing Party hereby grants the
Receiving Party the right to use and
disclose the Disclosing Party’s
Confidential Information to the extent
necessary to accomplish the relevant
Permitted Purposes. The Receiving Party
will only use and disclose the Disclosing
Party’s Confidential Information to the
extent permitted in these Conditions.

Exceptions to confidentiality

Notwithstanding  anything in  these
Conditions to the contrary, the restrictions
on the use and disclosure of Confidential
Information in these Conditions do not
apply to: information that (i) is in or enters
the public domain other than as a result of
the wrongful act or omission of the
Receiving Party or its Affiliates, or their
respective Representatives in breach of
these Conditions, (ii) is lawfully obtained
by the Receiving Party from a third party
or already known by the Receiving Party
in each case without notice of any
obligation to maintain it as confidential, (iii)
was independently developed by the
Receiving Party without reference to the
Disclosing Party’s Confidential
Information, (iv) an authorized officer of
the Disclosing Party has agreed in writing
that the Receiving Party may disclose on
a non-confidential basis, or (v) constitutes
Anonymized and/or Aggregated Data.
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M3nonseaHe M  pasKkpuBaHe Ha
NosepuTtenHa nHdopmaums

PaskpuBalwiata cTpaHa C HacTOSALWOTO
pasa Ha [Nony4asallaTta cTpaHa NpaBoTo
na n3nonsea 7 paskpuBa
[MoseputenHaTta WHpopmMaumsa Ha
PaskpuBaliaTta cTpaHa cnopef
cTeneHTa, Heobxoauma 3a NocTuraHe Ha
CbOTBETHUTE PaspelieHn uenw.
MonyyaBawata cTpaHa Lie M3nonsea u
paskpuBa [loBeputenHaTta nHgopmauyus
Ha PaskpuBawarta cTpaHa camo [0
CTeneHTa, No3BOsieHa B Te3n YCNoBus.

U3Kkno4vyeHnsa 3a NnoBepuUTENTHOCT

HesaBucMmo, 4Ye Hewo pasfiMyHo e
YrOBOPEHO B MpPOTUBOpEYME C Te3u
YcnoBus, orpaHMyeHusiTa 3a M3rnonssaHe
" paskpuBaHe Ha MoBepuTtenHa
MHdopMaLma B Te3n YCnoBust He ce
OTHacs 3a: nHgopmauums, koaTo (i) e nnn
cTaBa  oOLleCTBEHO  [JOCTOsiHUEe B
pesyntat Ha HeNnpaBOMEPHO [AelcTBuE
unu 6Gespgencteue Ha [lonyyaBawarta
cTpaHa wunu HenHute CBbp3aHM nNuua,
unu TexHuTe Mpeacraesutenu B
HapyweHne Ha Te3n Ycnosus, (i) e
3aKOHHO npugobuta ot [MonyyaBawarta
CTpaHa OT TpeTa cTpaHa WM Be4ve e
6una wu3BectHa Ha [lonyvyaBawaTta
cTpaHa BbB Bceku cnyyan 6Ges
npeousBecTne 3a KakBoTo M Jda e
3agb/hKeHne Oa 9 3anasu noBepuTenHa,
(iii) e HesaBucumo paspaboTeHa oOT
MonyyaBawaTa cTpaHa 6e3 aa ce oTHacs
kbMm [loBepuTenHata WHgoOpMauus Ha
PaskpuBawata CcTpaHa, (iv)
YABIHOMOLLEH cnyxuTen Ha
PaskpuBawaTta cTpaHa ce e cbrnacun
nucmeHo, 4e [lonyvyaBawaTta cTpaHa
MOXEe [da pasKpue Ha ocHoBaTa Ha
HenoBepuTENHOCT Unu (V) NpeacTtasnsia
AHOHUMHU N/unu OBOOLLLEHN JaHHW.
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5.1.

5.2.

Authorized disclosures

Affiliates and Representatives

The Receiving Party may disclose the
Disclosing Party’s Confidential Information
to Receiving Party’s Affiliates and to those
of the Receiving Party’s and its Affiliates’
respective Representatives who have a
‘need to know” such Confidential
Information, although only to the extent
necessary to fulfil the relevant Permitted
Purposes. The Receiving Party shall
ensure that any of its Affiliates and
Representatives to whom the Disclosing
Party’s  Confidential  Information is
disclosed pursuant to this Condition 5.1
shall be bound to keep such Confidential
Information confidential and to use it for
only the relevant Permitted Purposes.

Other disclosures

Bank Recipients may: (i) disclose the
Customer's Confidential Information to
such parties as may be designated by the
Customer (for example, the Customer’s
shared service centre) and to Customer
Affiliates; (ii) disclose the Customer’s
Confidential Information to Payment
Infrastructure Providers on a confidential
basis to the extent necessary for the
operation of the Account and the provision
of the Services; (iii) use and disclose to
other Bank Recipients the Customer’s
Confidential Information received from the
Customer for the purpose of supporting
the opening of accounts by, and the
provision of Services to, the Customer
and Customer Affiliates at and by the
Bank and Bank Affiliates; and (iv) disclose
the Customer’s Confidential Information in
connection with any Trade Transaction on
a confidential basis to a potential
assignee, transferee or subparticipant.
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5.1.

5.2.

Pa3spelueHun paskputus
Csbp3aHu nuua u MNpegcrasutenu

MonyyaBawaTta cTpaHa Moxe fa
paskpue [loBeputenHata uHdOpMaums
Ha PaskpuBaliata cTpaHa Ha
CBbp3aHuTe nuua Ha [lonyyaBawata
cTpaHa u Ha oHesu [lpegcraButenu Ha
Monyyagawara cTpaHa W  HeWHUTe
CBbp3aHM nuua, kouTo ,TpsibBa [Ja
3HaaT* Tasu lNMoseputenHa nHdopmauus,
HO camo OO0 cTeneHTa, Heobxoguma 3a
U3NbIHEHNETO Ha CbOTBETHUTE
PaspeleHn uenmu. MonyyaBalwarta
CTpaHa crnedBsa da rapaHTupa, 4e BCUYKK
HenHK Csbp3aHu nvua "
MpepcraButenn, Ha KOMTO € paskpuTa
[MoseputenHaTa nHpopmaums Ha
PaskpuBawaTta crpaHa, cbrnacHo ToBa
Ycnosue 5.1, ca gnbXHW Aa 3anasaTt B
TaiHa Ta3n [loBepuTtenHa uHdopmaums
W ga A u3non3eaT €AuHCTBEHO 3a
cboTBEeTHUTE Paspeluenn uenu.

Opyru paskpntus

BankoBuTe nonyyatenu wmorat: (i) ga
paskpuBar lNoBepuTenHaTta nHgopmaumns
Ha KnueHTa Ha TakmBa CTpaHu, KOUTO ca
nocoyeHn ot KnueHta (Hanpumep,
LEeHTbPbT 3a CbBMECTHO 0GCrnyXBaHe Ha
KnuneHTta), kakto n Ha CBbp3aHuTe nuua
Ha KnueHTa; (i) pa paskpuBaTt
MoBepuTtenHara nHdopmMaums Ha
Knventa Ha [ocTtaBuMum Ha nnatexHa
WHpacTpykTypa Ha noseputenHa
OCHOBa criopef cTerneHTa, Heobxoamma
3a obcnyxsaHeto Ha CwmeTkata #
npepnoctaBaHeTo Ha O6cnyxBaHeTo; (iii)
[a u3nona3eBaT M pasKkpuBaT Ha Apyru
BankoBn nonyyatenun [loBeputenHaTa
uHdopmauusa Ha KnueHTa, nonyyeHa ot
KnveHTa 3a uenute Ha OTKPUBaAHETO Ha
CMETKM OT UM nNpefocTaBsHETO Ha
O6cnyxBaHe Ha KnveHTa n CBbp3aHuTe
nmua Ha KnneHta u ot baHkata u
Cebp3aHuTe nuua Ha baHkaTta; n (iv) ga
paskpuBart NloBeputenHaTta nHdopmaums
Ha KnveHTa BBbB Bpb3ka C BCHAKa
TbproBcka cpenka Ha oOcHoBaTa Ha
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5.3.

5.4.

Payment reconciliation

When the Customer instructs the Bank to
make a payment from an Account to a
third party’s account, in order to enable
the third party to perform payment
reconciliations, the Bank may disclose to
the third party the Customer’s name,
address and account number (and such
other Customer Confidential Information
as may be reasonably required by the
third party to perform  payment
reconciliations).

Legal and regulatory disclosure

The Receiving Party (and, where the Bank
is the Receiving Party, Bank Recipients
and Payment Infrastructure Providers)
may disclose the Disclosing Party’'s
Confidential Information pursuant to legal
process, or pursuant to any other foreign
or domestic legal and/or regulatory
obligation or request, or agreement
entered into by any of them and any
governmental authority, domestic or
foreign, or between or among any two or
more domestic or foreign governmental
authorities, including disclosure to courts,
tribunals, and/or legal, regulatory, tax and
government authorities.

Retention and deletion

On closure of Accounts, termination of the
provision of the Services or termination of
a Trade Transaction, each of the
Customer and Bank Recipients shall be
entitled to retain and use the other party’s
Confidential Information, subject to the
confidentiality and security obligations
herein, for legal, regulatory, audit and
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53.

5.4.

noBepUTENIHOCT Ha noTteHunaneH
NbJTHOMOLLHUK, npmoﬁpeTaTen nnn
noagy4acTHUK.

PekoHcunaumna Ha nnawaHeTo

Korato KnueHTbT MHCTpykTMpa BaHkaTta
Oa v3BbpwK nnawaHe oT CmeTka no
cMeTkaTa Ha TpeTa cTpaHa C uen ga
Nno3BONN Ha TpeTaTa CcTpaHa Aa Hanpasu
pekoHcunauusa Ha nnawaHeto, baHkaTta
MOXe [fa paskpue Ha TpeTaTa cTpaHa
nmeTo Ha KnueHTa, agpeca n Homepa Ha
cmeTkaTa (M gpyra Takasa [loBepuTtenHa
uHopmauusa Ha KnueHTa, KOATO MOXe
na Obde oOcHoOBaTenHoO uW3nWckaHa oT
TpeTata cCTpaHa 3a W3BbpLIBaHe Ha
pekoHcunauusaTa Ha nnawaHeTo).

3aKoHOBO ¥ perynaTopHO paskpusaHe

MonyyaBawara cTpaHa (a, KbaeTo
Bankata e [lonyyaBawarta cTpaHa,
BankoBuTe nonyyatenu n [JoctaBunumte
Ha nnaTtexHa uHdpacTpykTypa) moraT aa
paskpusaTt [loBeputenHata mHdbopmaums
Ha PaskpuBalwaTta cTpaHa CcbrnacHo
npaBeH NpoLec Unn cbriacHo KoeTo 1 aa
€ [Opyro 4yXOecTpaHHO WM MECTHO
NpaBHO W/UNK perynaTopHo 3adbiPKeHne
WnM  nUckaHe, WNK  cropasymeHue,
CKJTHOYEHO OT KOWTO U Aia € OT TAX U KOUTO
M Oa e npaBUTENCTBEH  OpraH,
HaUMoOHamneH Wnu YyXXAecTpaHeH, Wnu
Mexay, ABa WM MoBeYe HaLMOHAamHK
WM YyXKOeCTpaHHU  NPaBUTENCTBEHU
opraHa, BKMYUTENHO paskpuBaHe npej
cbaounuuia, TpubyHanu w/wnu npasHW,
perynaTopHu, OaHb4YHU "
NnpaBUTENCTBEHN OpraHu.

3ana3BaHe ¥ 3annMyaBaHe

Mpn 3aKpvBaHe Ha CmeTku,
npekpatsiBaHe  MpegocTaBsaHETO  Ha
O6cnyxBaHe wWnyM MpekpaTaABaHe Ha
Tovproscka caenka, Bcekn oT KnuneHTta u
BaHkoBMTE nonyyatenu uma npaso Aga
3anasvm n ga um3nonsea [loBepuTtenHarta
MHpopmaumsa  Ha  gpyrata  cTpaHa,
npeover Ha 3a4bIDKeHNsITa 3a
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7.1.

7.2.

7.3.

internal
accordance with their internal records
management policies to the extent that
this is permissible under applicable laws

compliance purposes and in

and regulations, but shall otherwise
securely destroy or delete such
Confidential Information.

Data privacy
Compliance with law

The Receiving Party will comply with
applicable local data protection law in
Processing Disclosing Party Personal
Data in connection with the provision or
receipt of Accounts and Services and
Trade Transactions.

Confidentiality and security

The Bank will, and will use reasonable
endeavors to ensure that Bank Affiliates
and Third Party Service Providers will,
implement reasonable and appropriate
technical and organizational security
measures to protect Customer Personal
Data that is within its or their custody or
control against unauthorized or unlawful
Processing and accidental destruction or
loss.

Purpose limitation

The Customer hereby authorizes and
instructs the Bank to Process Customer
Personal Data in accordance with these
Conditions and to the extent reasonably
required for the relevant Permitted
Purposes for the period of time
reasonably necessary for the relevant
Permitted Purposes. The Bank shall not
Process Customer Personal Data for any
other purpose unless expressly authorized
or instructed by the Customer.
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7.1.

7.2.

7.3.

NOBEPUTENHOCT M CUTYPHOCT, KakKTo ca
onucaHu TyK, 3a LenuTe Ha cnasBaHeTo
Ha npaBHW, perynaTtopH”W, OAUTHU U
BbTPELLUHN N3NCKBAHUA U B CbOTBETCTBUE
CbC CBOWTE BbTPELWHM MNONUTUKM 3a
ynpaBneHve Ha AaHHW Cnopef CTeneHTa,
B KOATO ToBa € [OMyCTUMO, CbrrnacHo
NPUMOXMMUTE 3aKOHW U perynaumu, Kato
B NPOTMBEH crnyyaln TpsibBa No curypex
HaAYMH [a YHULLOXWM WNW 3anuyn Tasu
[MoseputenHa nHdopmaums.

MoBepuTenHOCT Ha AaHHUTE
CnasBaHe Ha 3aKkoHa

MonyyaBawarta cTpaHa wWe cnassa
MECTHUA NPUNOXUM 3aKOH 3a 3alluTa Ha
nnyHnte paHHn npu  O6paboTka Ha
JInyHn paHHM Ha PaskpuBawaTta ctpaHa
BbB BpPb3Ka C BOOAEHETO Ha CmeTkn u
npegoctaBaHeTo Ha O6cnyxBaHe, w”
CKIMHOYBAHETO Ha TbProBCKU CAENKN.

[MoBepuTEenHOCT 1 cUrypHocT

BaHkaTa Lie Nnonoxu pasyMHu ycunusi aa
rapaHtupa, 4e CBbp3aHuUTe nuua Ha
BbaHkata n Tpetute cTpaHu gocTaByMuMn
Ha ycnyrM we B3emMaT pasymMHU MU
noaxoasLum TEXHUYECKN "
OpraHn3aumoHHN MepPKM 3a CUrypHOCT 3a
3awmTta Ha JInyHute gaHHu Ha KnuedTta,
KOUTO Ca Ha TSXHO pasnofioXeHne unu
KOHTPON cpelly HeoTopuaupaHa unu
He3akoHHa OO6paboTka W MHUMAEHTHO
YHULLIOXEHME nnn 3aryba.

OrpaHnyeHne Ha uenta

C HactoawoTto KnueHTbT oTopusMpa u
WHCTpykTMpa baHkata pa obpaboTBa
JInuHnTe  pgaHHM  Ha  KnueHta B
CbOTBETCTBME C Te3nm YcrnoBuss U B
pasymMHO  Heobxoguma  cTeneH  3a
cboTBeTHUTe  PaspewenHn uenn B
paMKMTe Ha nepuog OT Bpeme, pasyMHO
Heobxoanm 3a cbOoTBETHUTE PaspelueHu
uenu. baHkata HAma pa ob6pabotBa
JIn4yHm gaHHM Ha KnveHTa 3a kakBaTo U
[a e gpyra uern, OCBEH ako He e U3PUYHO
oTopu3MpaHa WM WHCTPYKTUpaHa oT
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7.4.

7.5.

International transfer

The Customer acknowledges that in the
course of the disclosures described in
Condition 5 (Authorized disclosures)
above, Disclosing Party Personal Data
may be disclosed to recipients located in
countries which do not offer a level of
protection for those data as high as the
level of protection in the country in which
the Bank is established or the Customer is
located.

Consent and warranty

To the extent that the Customer is the
Data Subject of Customer Personal Data
Processed by the Bank, then the
Customer consents to the Bank’s
Processing of all of such Customer
Personal Data as described in Conditions
3 to 7. To the extent that the Bank
Processes Customer Personal Data about
other Data Subjects (for example, the
Customer’s personnel or Related Parties),
the Customer warrants that to the extent
required by applicable law or regulation, it
has provided notice to and obtained
consent from such Data Subjects in
relation to the Bank’'s Processing of their
Personal Data as described in those
Conditions (and will provide such notice or
obtain such consent in advance of
providing similar information in future).
The Customer further warrants that any
such consent has been granted by these
Data Subjects for the period reasonably
required for the realization of the relevant
Permitted Purposes. The parties
acknowledge and agree that the above
consent may not be required if the
Processing is necessary for the
performance of obligations resulting from
a contract with the Data Subject or
imposed by law, or for the purposes of
legitimate interests pursued by the Bank
or a person to whom the Customer
Personal Data are disclosed which are not
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7.4.

7.5.

KnueHTa.

MesxayHapoaeH TpaHcdep

KnneHtsbT noTebpXaaBa, 4Ye B Xoda Ha

paskputusTa, onucaHum B Ycnosue 5
(PaspeLueHn paskpuTus) no-rope,
JInyHnte paHHM Ha  PaskpuBawiata

cTpaHa moratT ga 6baaTr paskputu Ha
nonydyaTtenu, Hamupawy ce B CTpaHu,
KOUTO He MpefocTaBAT TOMKOBA BWCOKO
HMBO Ha 3aliMTa 3a Te3n aHHW, KakBOTO
€ HMBOTO Ha 3awuTa B AbpxaBaTta, B
kosaTo baHkaTa e perucrtpupaHa unu ce
Hamupa KnneHTsT.

Cobrnacue u rapaHuus

B cnyyaute, «korato KnuMeHTbT e
CybekTbT Ha NnyHNTE OaHHU
obpabotBaHn o1 baHkaTta, TOraBsa

KnneHTbT gaBa cbrinacueto cu baHkaTta
na obpabotBa BCUYKM Tean JINYHU aaHHK
Ha KnuneHTa, KakTo e onucaHo B YcnoBus
ot 3 pgo 7. B cnyyaute, korato bBaHkarta
obpaboTtea JInyHn gaHHM Ha KnuneHTa 3a
opyrm Cybektm Ha NUYHUM  AaHHK
(Hanpumep, cnyxutenute Ha KnueHTta
unu CBbp3aHn cTpaHn), KnneHTsT
rapaHtMpa, 4Ye B CbOTBETCTBME C
M3NCKBaHWUATA Ha MPUNOXUMUSA 3aKOH
wnu perynauusi, Toh € yBeaoMun u e
B3en cobrnacue ot Te3m Cybektn Ha
NNYHM JaHHM OTHocHo OGpaboTkaTa oT
BaHkaTa Ha TexHuTe JIMYHM aaHHW, KakTo
€ onucaHo B Te3u YcnoeBua (1 e
OCUrypu TakoBa yBeOOMIIEHME WK Lie

nonyysm  TakoBa  Cbrfacue  npegu
npeaocTaBsHETO Ha nono6Ha
wHpopmauua B Obaewie). KnveHTsT

OCBEH TOBa rapaHTupa, Ye BCHAKO TakoBa
cbrnacue e gageHo ot tean Cybektn Ha
FINYHW OaHHM 3a pasyMHO Heobxoaumus
nepvon, 3a peanuanpaHeTo Ha
CbOTBETHUTE PaspelueHn uenmu.
CTpaHuTe npvemaT M ca CbrnacHu, 4ve
roOpernoco4YeHoOTo ChrflacMe MoXe ga He
ce wu3uckBa, ako ObpaboTtkata e
HeobxoOuma 3a U3NbIHEHWEeTO Ha
3abIPKEHNs!, NPOM3TMYaLLM OT LOroBOp
cbc Cybekta Ha §NWYHW [aHHU  Unu
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7.6.

7.7.

outweighed by prejudice to the rights,
freedoms or legitimate interests of the
Data Subjects or (other than where the
Bank is established in Austria, the Czech

Republic and/or Slovakia) for the
Processing of information relating to
persons other than living individuals.

Employee reliability and training

The Bank will take reasonable steps to
ensure the reliability of its employees who
will have access to Customer Personal
Data and will ensure that those of its
employees who are involved in the
Processing of Customer Personal Data
have undergone appropriate training in
the care, protection and handling of
Personal Data.

Audit

The Bank shall provide the Customer with
such information as is reasonably
requested by the Customer to enable the
Customer to satisfy itself of the Bank’s
compliance with its obligations under
Condition 7.2  (Confidentiality = and
security). Nothing in this Condition 7.7
shall have the effect of requiring the Bank
to provide information that may cause it to
breach its confidentiality obligations to
third parties.

Security Incidents

If the Bank becomes aware of a Security
Incident, the Bank will investigate and
remediate the effects of the Security
Incident in accordance with its internal
policies and procedures and the
requirements of applicable law and
regulation. The Bank will notify the
Customer of any Security Incident as soon
as reasonably practicable after the Bank
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7.6.

7.7.

HanoXeHn OT 3aKOH, UIN 3a uenute Ha
3aKOHHUTE WHTepecn Ha BaHkata wnu
nmue, Ha KOoeTo Ca paskputn nuyHute
OaHHM Ha KnueHTa, C KoeTo He ce
HaKbpHABAT MNpaBaTta, csobogute unu
3aKOHHUTE WHTEepeCn Ha Cy66KTI/ITe Ha
NIMYHN JaHHU Unn (KOFaTO BaHkaTa He e

pernctpupaHa B AscTpus, Yewkarta
penybnuka  w/vnn  CrnoBakusa)  3a
ObpaboTkaTa Ha nHdopmMauus,

CBbp3aHa C Nmua, KOUTO He Ca XUBW.

HapexpgHocT n obyyeHune Ha cnyxutenmu

BaHkaTta we npegnpveme HeobxoaMmmTe
MEepKM 3a rapaHTUpaHe Ha HadexaHoCTTa
Ha CBOUTE CNYXMWTENW, KOUTO LWe mmat
goctbn Ao JInyHnTe gaHHu Ha KnueHnTa u
e ocurypy nogxoasil, Kypc Ha
o6yyeHne 3a CbxpaHeHWeTo, 3awmuTarta un
O6paboTkata Ha NMNUYHM OAHHW HA OHE3un
CBOW CRyXWUTenu, KOUTO y4yacTBaT B
O6paboTtkata Ha JIM4HUTE [AaHHU Ha
KnneHra.

Oant

Bankata ocurypsBa Ha KnueHTta Takasa

MHpopMauusi, KOATO € OCHOBaTerHo
nanckBaHa oOT KnueHta, 3a pga My
nossonn pJga ce yeepwu, 4Ye baHkaTta

cnasBa 3aAbiPKeHMsiTa CWM  CbriacHo
Ycnosue 7.2  (lMoBeputenHocT U
curypHocT). Huwo B ToBa Ycnoeue 7.7
HAMa Ja usnckea oT baHkarta ga ocurypu
nHdopMauus, KOSTO MOXe Aa AoBeae A0
HapylwaBaHe OT HeWHa cTpaHa Ha
3a4b/MKEeHMsATa 3a MOBEPUTENIHOCT Ha
TPeTH CTpaHu.

MHUMOEeHTU cbC CUrYpHOCTTa

B cnysan u4e baHkata Hayum 3a
MHumngeHT cbe curypHocTTa, baHkata we
pascrnegBa WM KopurMpa nocneacremsTa
OT Hero B CbOTBETCTBME C HENHWUTE
BbTPELHN MONUTUKA W Mpouegsypu, u
M3NCKBaAHMATA Ha MPUIOXMMUSA 3aKOH M
perynaumsa. baHkata Wwe yBegomu
KnueHTa 3a kakbBTO M Aa e MHumgeHT
CbC  CUrypHOCTTa npu  nbpsa

N\
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9.1.

becomes aware of a Security Incident,
unless the Bank is subject to a legal or

regulatory constraint, or if it would
compromise the Bank’s investigation. The
parties agree that where the Bank has no
direct contractual relationship with Data
Subjects whose data have Dbeen
compromised in a Security Incident, the
Customer will be responsible for making
any notifications to regulators and

individuals that are required under
applicable data protection law or
regulation. The Bank will provide

reasonable information and assistance to
the Customer to help the Customer to
meet its obligations to Data Subjects and
regulators. Neither the Bank nor the
Customer will issue press or media
statements or comments in connection
with the Security Incident that name the
other party unless it has obtained the
other party’s prior written consent.

Data protection:
Macau and Morocco —
provisions

EEA, Israel, Jersey,
specific

The following provisions of this Condition
9 apply only where the Bank is
established in the European Economic
Area, Israel, Jersey, Macau or Morocco:

Withdrawal of consent

Consent to the Processing of Personal
Data is voluntary and Data Subjects may
withdraw their consent to this Processing.
However, if consent is withdrawn and
unless the Bank is entitled to continue the
relevant processing without consent, this
may prevent the Bank from providing
Accounts and Services or continuing with
Trade Transactions. Data Subjects may
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9.1

Bb3MOXHOCT, Cref Kato Hay4yu 3a Hero,
ocBeH ako Ha baHkaTa He e HanoxeHo
3aKOHHO UNW perynaTtopHoO orpaHuyeHue,
wnn ako ToBa Owm KoMMnpomeTupano
pascnegBaHeto Ha badkata. CtpaHuTe
npuemat, 4e ako baHkata Hama
OMPEKTHO [JOrOBOPHO OTHOLLUEHME CbC
CybekTnTe Ha INnUYHW [JaHHW, YMUTO
JaHHM ca KomnpoMmeTupaHn B NHuMaeHT
CcbC curypHoctTa, KnueHTbT we 6bae
OTroBOpEH 3a usnpawiaHeTo Ha
yBEAOMMEHMSA OO perynaTtopHUTE opraHu
W 3acerHaTuTe nuua, Kakto ce MU3nckesa
cnopes  MPUMIOXMMUA  3aKOH  UMu
perynaums 3a 3awuTta Ha nUYHUTE
paHHn. BaHkata we ocurypu pasymHa
uHdpopmauua u ceaencreme Ha KnueHrta,
32 pga My nOMOrHe Jda  U3NbhHU
3agbikeHuaTa cun cnpamo CybekTute Ha
NVYHW OaHHW U perynaTopHUTE OpraHu.
Huto bBaHkaTta, HuUTO KnuneHTbT LWe
NpaBAaAT W3ABNEHUS WNU KOMEHTapu B
npecata wunu Meaguute BbB Bpb3ka C
MHunpenTa CbC CUrypHOCTTa,
criomeHaBaluu MMETO Ha  JpyraTta
CTpaHa, OCBEH ako He ca nony4unu
npeaBapuTEeNHOTO NMMCMEHO Cbrnacue Ha
apyraTta cTpaHa.

3awmrta Ha pgaHHute: EBponewncko
MKOHOMMYECKO NpPOCTPaAHCTBO,
U3paen, Oxbpcu, Makao n Mapoko —
crneymnanHu pasnopenou

CnegHuTte knaysu Ha ToBa Ycnosue 9 ce
npunarat, camo koraTto baHkata e
peructpmpaHa B EBponewickoTo
WMKOHOMMWYeCKO npocTpaHcTeo, W3paen,
xbpcn, Makao unm Mapoko:

OTTernsHe Ha cbrnacue

Covrnacueto 3a Ob6paboTtka Ha JInyHute
paHHuM e pobpoBonHo u CybGektute Ha
NUYHU OaHHW MoraT da  oTTernsaT
cbrnacneto cu 3a Tasm O6paboTka.
Bbnpeksn ToBa, ako cbrrnacMeTo e
OoTTerneHo u oceBeH ako bBaHkata uma
npaBo fga npoAbiMKM  CbOTBETHATaA
obpaboTka 6e3 cbrnacue, ToBa MOXe Aa
Bb3npensitctea baHkata ga  BbB
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9.2.

9.3.

9.4.

have recourse to the courts in the event
that their rights have been infringed.

Data Subject rights

Data Subjects may object, by request and
free of charge, to the Processing of
Disclosing Party Personal Data relating to
them for certain purposes, including direct
marketing, and may access and rectify, or
request deletion in compliance with local
law and the terms herein, of Disclosing
Party Personal Data relating to them, and
may request not to be subject to an
automated decision. More information
about the Bank’s Processing of Customer
Personal Data, the relevant data
protection authority and data processing
registrar, if applicable, may be obtained by
contacting the Customer's account
manager.

Data processor

If and to the extent that the Bank’s
Processing activities in relation to
Customer Personal Data cause it to be
regarded as a data processor for the
Customer, the Bank will act only on the
Customer’s instructions in relation to such
data. Customer’s instructions are as
specified in Condition 7.3.

Information and assistance

Each party shall provide such information
and assistance to the other party as the
other party may reasonably require in
order to enable the other party to comply
with the rights of Data Subjects or with
information or enforcement notices served
by any data protection authority.
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9.2.

9.3.

9.4.

BoAeHeTo Ha CMeTKM 1M npefocTaBsaHETO
Ha OO6cnyxBaHe WM [a npoabilkU C
Toproeckute caenkn. Cybektnte Ha
NWYHU JaHHU MoraT fda ce obObpHaT 3a
nomow, A0 cbaunuwiata, B crnyvyanm 4e
npaBaTa UM GbaaT HapyLLEHW.

MpaBa Ha CybeKkTuTe Ha NNYHK JaHHW

CybekTuTe Ha NUYHM JaHHW MoraT Jda
Bb3pasnaT, Ype3 uckaHe n 6esnnaTHo, Ha
O6paboTkata Ha JIM4HM JOaHHUM Ha
PaskpuBaliaTta cTpaHa, cBbp3aHa C THAX
3a onpegeneHn uUenu, BKIOYUTENHO
ANPEKTEeH MapKeTuHr U morat ga ummat
AOCTbN N Oa KopurupaTt unu ga nouckat
n3TpmBaHe B CbOTBETCTBME C MECTHUA
3aKOH N ycnoBudaTa TYyK, Ha CBbp3aHu C
TAX JNMYHU [OaHHU Ha PaskpmaauJ,aTa
CcTpaHa, 1 mMoraT fa novckar ga He 6baar
pasrnexgaHu  aBTomMaTtuyHo. [loBedve
uHpopmauua 3a ObpaboTkata Ha
JInyHnTe gaHHn Ha KnueHTta ot bBaHkaTa,
CbOTBETHWS perynaTtopeH opraH 3a
3aWmTa Ha NIMYHUTE OaHHU N perncrbpa
3a obpaboTka Ha NUYHUTE [aHHMU, aKo e
NpuUnoXmmo, Moxe ga 6bae nonyyeHa ot
eKcrnepT, OTrOBOPEH 3a ynpaBfeHue Ha
cmeTkata Ha KnuenTa.

O6paboTBaly MNYHMUTE OaHHK

AKO M OO cTeneH, A0 KoATO GaHkoBUTe
nerHoctn no O6paboTtka Ha JlMdHuTE
naHHM Ha KnueHta ca TakumBa, 4e ce
cumta, 4Ye baHkata e O6paboTBaly
NUYHUTE gaHHu 3a KnueHTa, BankaTa Lwe
AelictBa camo criopes UHCTPYKUMUTE Ha
KnveHTa BbB Bpb3ka C TeE3N [OaHHMW.
MHcTpykuuuTe Ha KnneHTa ca yTOYHEHMU
B Ycrnosue 7.3.

NHdopmaumsa n cbaencrtene

Bcska cTpaHa e ocurypy Takasa
WHopmaumss M nomoul, Ha ApyraTta
CTpaHa, KakBaTO [pyrata CTpaHa Moxe
OCHOBAaTENHO a U3UCKBa, 3a Aa NO3BOMM
Ha Jpyrata cTpaHa Ja ce cboGpasu C
npaBaTa Ha CyGeKkTUTe Ha NUYHW OaHHK
unu c uHcopmauunaTa, unm
yBeOoMIeHusATa 3a U3MbIHEHWE,

r S
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9.5.

9.6.

9.7

Recipients

Customers of Bank establishments in
Bulgaria, the Czech Republic, Greece,
Hungary, Italy, Luxembourg, Poland,
Slovakia and Spain may obtain further
information about Bank Affiliates, the
Bank’s Third Party Service Providers and
Payment Infrastructure Providers to whom
their Personal Data has been disclosed on
request from the Customer’s account
manager.

Transfer outside the EEA and Jersey

Where the Bank is established in the
European Economic Area, the Bank is
responsible for ensuring that any transfer
of Customer Personal Data by or on
behalf of the Bank to a Third Party Service
Provider or a Bank Affiliate acting as a
service provider located in a “third
country” is made in compliance with
Chapter IV of Directive 95/46/EC
(Transfer of Personal Data to Third
Countries), as such Directive or any
amendment or replacement thereof is
implemented under applicable local law,
without reliance on the “consent of the
data subject” derogation (unless the Bank
is required to obtain such consent under
local law or practice or relevant
government authority).

The Bank may amend these Conditions
by adding further countries to the lists of
countries in Conditions 9 and 9.5. Any
such amendments shall take effect within
30 days of the date on which the
amended version of these Conditions are
made available to the Customer.
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9.5.

9.6

9.7

u3npaTeHu OT KOWTO M [ja e perynatopeH
opraH 3a 3aluTa Ha NUYHUTE OaHHMU.

Monyyatenu

KnneHtn Ha knoHoBe Ha baHkata B
Bwnrapus, YewkaTa Peny6nuka,
Mbpums, YHrapusi, Ntanus, Jiokcembypr,
Monwa, CnoBakusa n WcnaHua moraT ga
nonyyat noseye uHGopMauus  3a
Cebp3aHmTe nuua Ha baHkata, TpeTu
CTpaHM OoCTaBuMuM Ha ycnyrm u
[ocTtaBununte Ha nnaTexda
MHPACTPYKTYpa, Ha KOUTO ca paskpuTu
TexHuTe JINYHM OaHHKU Npy NOUCKBaHe OT
eKkcnepT, OTrOBOPEH 3a ynpasneHne Ha
cmeTkaTa Ha KnuenTa.

TpaHcdep N3BBLH EBponenckoTto
WMKOHOMMWYECKO NPOCTPaHCTBO M [xbpcu

Korato bBaHkata e peructpupaHa B
EBponewickoTo MKOHOMWYECKO
npocTpaHcTBo, baHkata e OTroBopHa 3a
TOBa, 4Ye BCekum TpaHcdep Ha JInyHm
paHHM Ha KnveHTa OT mMnm oT umeTo Ha
BbaHkaTta kbM TpeTa cTpaHa [OCTaBYMK
Ha ycnyra wunu CBbp3aHO nuue Ha
BaHkaTa, genctBalo KaTo AOCTaBYMK Ha
ycnyra, Hamupallo ce B ,TpeTa cTpaHa“,
€ oCblyecTBeH B CbOoTBeTCcTBME C [naBa
IV ot OupektnBa 95/46/EO (TpaHcdep
Ha NWYHW [aHHW KbM TPEeTW CTpaHmu),
KaTo TasM JupeKkTMBa WKW HEWHo
JOMbIfiHEHWE WKW  3aMecTBaHe  ce
npunara cnopeg npunoXMMOTO MECTHO
npaBo, 6e3 pga ce pasudTa Ha
,Cbrmacneto Ha cybekta Ha §nWYHK
paHHM® (ocBeH ako baHkata He e
3agbimKeHa ga noryyu TakoBa cbriacue

CbIMacHO  MEeCTHOTO  MpaBo  Wnu
npakTvka, WM CbOTBETEH [ObpXaBeH
opraH).

BaHkaTa Moxe Oa nameHs Tean Ycnosus
KaTto gobaBs oule AbpXKaBu KbM CMUCHKa
c obpxaBu ot Ycnosus 9 u 9.5. Benukn
TakvMBa M3MEHEHNs e Bnsi3aT B cuna ao
30 gHu oT gartaTta, Ha KOATO M3MeHeHaTa
Bepcus Ha Te3n YCnoBus ce npesocTaBu
Ha KnueHTa.
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10.

Definitions

Capitalized terms used in these
Conditions shall have the meanings given
to them in the Master Account and
Service Terms or as set out below:

“Affiliate” means either a Bank Affiliate
or a Customer Affiliate, as the context
may require;

“Anonymized and/or Aggregated Data”
means information relating to the
Disclosing Party received or generated by
the Receiving Party in connection with the
provision or receipt of the Account and
Services or a Trade Transaction and in
respect of which all personal identifiers
have been removed, and/or which has
been aggregated with other data, in both
cases such that the data cannot identify
the Disclosing Party, its Affiliates or a
natural person;

“Bank Affiliate” means any entity,
present or future, that directly or indirectly
Controls, is Controlled by or is under
common Control with the Bank, and any
branch or representative offices thereof,
including Citibank, N.A. and Citigroup
Technologies, Inc.;

“Bank Personal Data” means Personal
Data relating to a Data Subject received
by the Customer from the Bank, Bank
Affiliates and/or their respective
Representatives in the course of receiving
Accounts and Services from the Bank or
in connection with a Trade Transaction.
Bank Personal Data may include names
and contact details, to the extent that
these amount to Personal Data under
applicable local data protection or data
privacy law;
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10.

OnpegeneHus

TepmuHuTE C rmaBHa OGykBa, M3MNON3BaHU
B HacTtosilwmTte Ycnosus, We wmMmar
3Ha4yeHNeTo, KOETo MM e OoTAadeHO B
YcnoBusaita 3a BogeHe Ha CmeTka U
O6cnyxBaHe UMM KaKTO € NMOCOYEHO MNo-
Hagony:

“CBbp3aHo nuue“ o3Havyasa CBbp3aHO
nmue Ha baHkata mnu Cebp3aHO nuue
Ha KnueHTa, cnopen KOHTEKCTa;

»AHOHUMHMU n/unn O606LWeHN aaHHKU
O3Ha4yaBa MWHopMaLuus, cBbp3aHa C
PaskpuBawaTta cTpaHa, nonyyeHa wnu
reHepupaHa ot [lonydyaBalwiata cTpaHa
BbB Bpb3ka C BoaeHeTo Ha CmeTkarta
unu npegoctassaHeTo Ha O6cnyxBaHeTo,
nnn N3BbLPLIBAHETO Ha T'prOBCKa
caernka, KbAeTo BCAKAKBMA NUYHW OaHHU
ca npemaxHatn w/vnn ca obobueHn ¢
Opyrv JaHHKW, Taka Yye v B gBaTa cny4as
[aHHWTe He MoraT Ada uaeHTuduumpart
PaskpuBawiata CcTpaHa, HenHuTe
Cebp3aHu nuua unu unsnyecko nuue;

,»,CBBbp3aHO  nuue Ha BaHkaTa“
O3Ha4yaBa BCSIKO OpUAMYECKO nuUeE,
HacToAWoO wnn Gbaello, KOeTo Npsiko
unm HenpsKko KoHTponupa, e
KoHTponupaHo ot wnn e nog obuw
KoHTpon ¢ baHkaTa, KakTO U BCEKU KIOH
WUNW NPEeACTaBUTENCTBO, BKMHYUTENHO
CuntunbaHk, H.A. " Cwuturpyn
TekHonomxkuc VHK.;

»JINYHN paHHu Ha BaHkaTa“ o3HayaBa
JInuHm paHHW, cBbp3aHn cbe CyGekT Ha
NNYHW OaHHKU, NpegocTaBeHn oT baHkaTa
Ha KnneHTta, CBbp3aHn nuua Ha baHkaTta
wvnn  TexHute [lpegcraButenn B
npoueca Ha BogeHe Ha CmeTku wu
npegoctaBaHe Ha O6cnyxBaHe oOT
BbaHkaTta mnu BbB Bpb3Kka C TbproBcka
coenka. Jlmynute paHHM Ha badkaTa
MoraT ga BKIoYBaT MMeHa 1 geTannu 3a
KOHTaKT, KOWTO Ce OonpedensaT KaTto
JIvuHn  paHHM  cnopen NpUNOXUMUSA
MECTEH 3aKOH 3a 3aliuTa Ha NU4HUTe
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(A)

(B)

means the Bank,

“Bank Recipients”
Bank Affiliates and their
Representatives;

respective

“Conditions” means these Confidentiality
and Data Privacy Conditions;

“Confidential Information” means:

where the Disclosing Party is the
Customer or a Customer Affiliate, or any
of their respective Representatives:
information relating to the Customer or
Customer Affiliates or their respective
Representatives or Related Parties
received by Bank Recipients in the course
of providing Accounts and Services to the
Customer or in connection with a Trade
Transaction, including all Customer
Personal Data, Customer’s bank account
details, transactional information, and any
other information which is either
designated by the Customer as
confidential at the time of disclosure or
that a reasonable person would consider
to be of a confidential or proprietary
nature; or

where the Disclosing Party is the Bank or
a Bank Affiliate, or any of their respective
Representatives: information relating to
the Bank or Bank Affiliates or their
respective Representatives received or
accessed by the Customer, Customer
Affiliates and their respective
Representatives in connection with the
receipt of Accounts and Services from the
Bank or in connection with a Trade
Transaction, including Bank Personal
Data, information relating to the Bank’s
products and services and the terms and
conditions on which they are provided,
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(A)

(B

AaHHU 1N 3aKOH 3a MOBEpPUTESNTHOCT Ha
AaHHUTE;

»,DaHKOBM  nony4yartenu“ oO3HavyaBa
BaHkaTta, CBbp3aHuTe nuua Ha baHkaTa
n TexHute MNMpepcraButeny;

,ycnoBusa“ o3HavyaBa Te3n YcnoBus 3a
NOBEPUTENHOCT M 3aliuMTa Ha JNUYHUTE
OaHHW;

»floBeputenHa nHcpopmauyumsa“
O3Ha4aBa:
KoraTo PaskpuBaliaTta CTpaHa e

KnneHtsT wunm CsBbp3aHO nuue Ha
KnueHTa, unn KOWTO M Oa € OT TeXHuTe
Mpencrasutenu: nHpopmaums,
cebp3aHa ¢ KnueHta unm Cebp3aHu
niga Ha KnuenTa, TEXHUTE
MpeactaButenu, unm CBbp3aHn CTpaHu,
nony4yeHa ot bBaHkoBMTE nonyyatenu B
npoueca Ha BogeHe Ha CwmeTkn nu
npegoctaBaHe Ha O6cnyxBaHe Ha
KnneHta vnn BbB Bpb3ka C Tbproecka
caenka, KoATO WMHcopmauusa BKIYBa
BCUYKM JIn4yHM gaHHM Ha KnuneHTa, gaHHu
3a 6OaHkoBaTa cmeTka Ha KnueHTa,
MHdOpMaLMa 3a TpaHCakuMuTe U BCSKa
gpyra uvHdopmauus, KoATo unmM e
onpeneneHa oT KnuenTta KaTo
noBepuTesnHa no Bpeme Ha
pasKpMBaHETO, WM 3a KOATO €dHO
pasymHO nuue 6u cyeno, 4Ye e
noBepuTeqniHa WM Heunst COBCTBEHOCT;
unu

korato PaskpuBawiata ctpaHa e baHkaTta
unn Cebp3aHo nuue Ha baHkaTa, wnu
KOWTO " na e OT  TexHuTe
Mpeacrasutenu: MHdopmMaums,
cBbp3aHa ¢ baHkata unu Cebp3aHuTe

nnga Ha baHkara, mnn TEXHUTE
MNpencrasutenu, nony4vyeHa oOT WUnn
HanpaBeHa [OOCTblHa Ha KnuneHTa,

Cebp3aHuTe nNuua Ha KnneHta n TexHuTe
MpeactaButenu BbLB Bpb3ka C BOAEHETO
Ha CmeTkM W” npedocTaBAHETO Ha
O6cnyxBaHe oT baHkata wunu BbB
Bpb3ka C ThbproBcka caernka, BKMoyBaLla
JInyHn gaHHM Ha BaHkaTta, uHdopmaLums,
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technology (including software, the form
and format of reports and online computer
screens), pricing information, internal
policies, operational procedures and any
other information which is either
designated by the Bank as confidential at
the time of disclosure or that a reasonable
person would consider to be of a
confidential or proprietary nature;

“Control” means that an entity
possesses directly or indirectly the power
to direct or cause the direction of the
management and policies of the other
entity, whether through the ownership of
voting shares, by contract or otherwise;

“Customer Affiliate” means any entity,
present or future, that directly or indirectly
Controls, is Controlled by, or is under
common Control with Customer, and any
branch thereof;

“Customer Personal Data” means
Personal Data relating to a Data Subject
received by or on behalf of the Bank from
the Customer, Customer Affiliates and
their respective Representatives and
Related Parties in the course of providing
Accounts and Services to the Customer or
in connection with a Trade Transaction.
Customer Personal Data may include
names, contact details, identification and
verification information, nationality and
residency information, taxpayer
identification numbers, voiceprints, bank
account and transactional information
(where legally permissible), to the extent
that these amount to Personal Data under
applicable local data protection or data
privacy law;
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C

cBbp3aHa ¢ baHKoBW MpodyKTW W ycryru
M ycroBusiTa, Ha KOWUTO cCa [OroBOPEHMU,
TexHonorust  (BKMNYUTENHO  codpTyep,
dopmaTa n BMAa Ha OOKMagu WU OHNawiH
KOMMIOTBPHU n3obpaxeHus),
nHdopMaumus 3a LeHWTe, BbTPELLHU
NnonuTWKN, onepaTMBHW nNpoueaypu U
BCAKa gpyra MHdopmauusi, KoaTo unu e
onpegeneHa oT BaHkaTa KaTo
nosepuTenHa no Bpeme Ha
paskpvMBaHeTo, WM 3a KOATO edHo
pasymHo nuue 6u cyeno, uYe e
noBepuTenHa Unm Heuns cobCTBEHOCT;

»KoHTpon“ oO3Ha4aBa, ye eaHo
ropnandecko nuue npuTtexasa npako nnu
Henpsiko cunaTta ga pbkoBoau wunu pa
onpeaenst ynpasreHMeTo W MNONUTUKUTE
Ha apyroTo ropuanyecko nuue,
He3aBUCUMO [anu 4Ypes3 npuTexaBaHeTo
Ha akuMu Cc NpaBo Ha rnac, Ypes 4oroBop
W No ApYr HauuH;

,»,CBBbp3aHO  nuue Ha KnunenTta“
O3Ha4yaBa BCSIKO OpuauYecko nuue,
HacToAWoO wnn Gbaello, KoeTo Npsiko
unm HenpsKko KoHTponupa, e
KoHTponupaHo ot wnn e nog obuw
KoHTpon ¢ KnueHTa, KakTo 1 BCEKM KITOH;

»JINYHN AaHHM Ha KnueHTa“ o3HayaBa
JInyHn paHHW, cBbp3aHn cbe CyGekT Ha
NNYHM OaHHK, NnpegocTaBeHn Ha baHkaTa
oT KnueHTta, CBbp3aHu nuua Ha KnneHTta
n TexHute lMpeactasutenu n CeBbp3aHu
CTpaHu B npoueca Ha BogeHe Ha CMeTku
n npepoctaBsHe Ha O6cnyxBaHe Ha
KnneHta vnn BbB Bpb3ka C TbproBcka
coenka. JlnyHute paHHM Ha KnveHTa
MoraT ga BKto4BaT MMeHa, AeTannu 3a
KOHTaKT, MHdopMaums 3a
naoeHTudukaums " npoBepka  Ha
noeHTnukaumarta, UHdopmaums  3a
HaUMoHanHocT " npebuBaBaHe,
MOEHTUMUKALNOHHN OaHbYHU HOMepa,
rmacoBu oTneyaTbuu, WHGopmauusa 3a
OaHKoBa cMmeTKa U OBWXEHWe Nno cMeTka
(kbOeTo e No3BONEHO OT 3aKOHa), KOUTO
ce onpeaensar kaTo JInuHu gaHHu cnopes
NPUNOXMMUA MECTEH 3aKOH 3a 3awmTa
Ha nNWYHATE [QaHHM WM 3aKOH 3a
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“Data Subject” means a natural person
who is identified, or who can be identified
directly or indirectly, in particular by
reference to an identification number or to
one or more factors specific to his or her
physical, physiological, mental, economic,
cultural or social identity, or, if different,
the meaning given to this term or nearest
equivalent term under applicable local
data protection or data privacy law. For
the purpose of these Conditions, Data
Subjects may be the Customer, Customer
Affiliates, the Bank, their personnel,
Related Parties, customers, suppliers,
payment remitters, payment beneficiaries
or other persons;

“Disclosing Party” means a party that
discloses Confidential Information to the
other party;

“Disclosing Party Personal Data”
means Customer Personal Data or Bank
Personal Data, as the context permits;

“Payment Infrastructure Provider”
means a third party which forms part of a
payment system infrastructure, including
without limitation, communications,
clearing or payment systems, intermediary
banks and correspondent banks;

“Permitted Purposes” in relation to the
Bank’s use of Customer’s Confidential
Information means the following purposes:
(A) to provide Accounts and Services to
the Customer in accordance with the
Terms; (B) to undertake activities related
to the provision of Accounts and Services
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NOBEPUTENHOCT Ha AaHHUTE;

,»,CYOeKT Ha nuYHM paHHU® o3HavyaBa
dusmnyecko nuue, KOEeTo e
naeHTMOUUMPaHO UM KoeTo MoXe faa
O0boe wuaeHTMdUUMPAHO MpSIKO  MAK
Henpsiko, No-KOHKPETHO ypes
MaeHTUUKALMOHEH HOMep Wnu  4pes
eQHa WM MOBeYe XapaKTEPUCTUKW,
cneunduyHN 3a HeroBaTa UMM HelHaTta
du3nyecka, ncuxoriornyecka, yMmcTBeHa,
MKOHOMMYECKa, KynTypHa unu coumanHa
WMOEHTUYHOCT MK, aKo € HEeLLo pasfnnyHo,
3Ha4yeHWeTo, [afeHO Ha TOo3uM TepMUH
UNN Han-GrnM3KNs eKBUBANEHTEH TEPMUH
crnopef, NPUNOXUMUST MECTEH 3aKOH 3a
3aliMTa Ha NUYHMUTE AaHHW UMW 3aKOH 3a
HEMPUKOCHOBEHOCT Ha faHHuTe. 3a
uenta Ha Te3n Ycrnosusa, CybekTn Ha
NIUYHN JaHHK moraTt aa 6baat KnneHTtsT,
Cebp3aHm nuua Ha Knuenta, BaHkaTa,
TexHuTe cnyxutenu, CBbp3aHU cTpaHu,
KIWEHTN,  OOCTaBuYMALM,  HapeauTenw,
f6eHedpmumepn Ha nNnawaHeTo nnu apyru
dusmdeckn nmua;

»Pa3kpuBaiua cTpaHa“ o3Ha4yaBa
CTpaHa, KosTo paskpuBa [loBepuTenHa
nHdopMauua Ha apyraTta cTpaHa;

»JIMMHM paHHM Ha  PaskpuBawa
cTpaHa“ o3HayaBa JIM4HM QaHHM Ha
KnueHnTt unu JlnyHn pgaHHn Ha Bankara,
criopef KOHTEKCTa;

»dOCTaBYMK Ha nnaTexHa
MHdpacTpykTypa“ o3Ha4yaBa TpeTa
CTpaHa, KoATO CbCTaBnsiBa 4acT oOT
MHMPACTPYKTypa Ha nnaTexHa cuctema,

BKMoYBaLLla, 6e3 orpaHuyeHue,
KOMYHVKaLUWUW, CUCTEMU 3a KITUPWHT UMK
nnatiaHe, nocpeaHnYecku "

KOpPEeCnoHAEHTCKN OaHku;

»PaspeweHn uenu“ BbB Bpb3Ka C
N3rornsBaHeTo oT BbaHkaTa Ha
[NoBepuTtenHa mHpopmauna Ha KnueHTta
3a cnegHute uenu: (A) ga Bogn CmeTku
n npepoctaBu O6cnyxBaHe Ha KnueHTta
B cboTBeTcTBMe ¢ YcnosusaATa; (B) na
npegnpuemMe [OencTBusl, CBbp3aHuM C
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and Trade Transactions, such as, by way
of non-exhaustive example: 1) to fulfil
foreign and domestic legal, regulatory and
compliance requirements (including US

anti-money laundering obligations
applicable to the Bank’s parent
companies) and comply with any
applicable treaty or agreement with or
between foreign and domestic
governments applicable to any of the
Bank, Bank Affiliates and their agents or
Payment Infrastructure Providers; 2) to
verify the identity of Customer
representatives who contact the Bank or
may be contacted by the Bank; 3) for risk
assessment, information security
management, statistical, trend analysis
and planning purposes; 4) to monitor and
record calls and electronic
communications with the Customer for
quality, training, investigation and fraud
prevention purposes; 5) for crime
detection, prevention, investigation and
prosecution; 6) to enforce or defend the
Bank’s or Bank Affiliates’ rights; and 7) to
manage the Bank’s relationship with the
Customer, which may include providing
information to Customer and Customer
Affiliates about the Bank's and Bank
Affiliates’ products and services; and (C)
the purposes set out in Condition 5
(Authorized disclosures);

“Permitted Purposes” in relation to the
Customer's use of the Bank’s
Confidential Information means the
following purposes: to enjoy the benefit of,
enforce or defend its rights and perform its
obligations in connection with the receipt
of Accounts and Services from the Bank
in accordance with the Terms and in
connection with Trade Transactions, and
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BoAeHeTo Ha CMeTKM 1M npefocTaBsaHETO
Ha OO6cnyxBaHe, N U3BBLPLUIBAHETO Ha
TbproBckM cAEnkW, Kato Hanpumep, HO
He camo: 1) Aa U3NBIHU YyXXON U MECTHU
npaBHW, pPerynatopHM u HOPMaTUBHU
N3NCKBaHWSA (BKIMIOYMTENHO 3agblihKeHUs
Ha CALL, npoTuB npaHeTo Ha napu, KOUTO
ca NpuoXmnMm 3a KOMNaHUNTE-Mankm Ha
BaHkata) 1 ga cnasu BCeKM MPUIOXNM
[OroBOp WNKU  cnopasymMeHne C  unu
Mexay 4yXKOecTpaHHM W  HauuoHamHu
npaBuTencTea, npunoxmmm 3a baHkarta,
Cebp3aHuTe nuua Ha baHkaTa n TexHuTe
NMbNHOMOLWHULM  unu  [ocTaBunum Ha
nnatexHa uWHdpacTpykTypa; 2) pa
npoeepu NOEHTUYHOCTTa Ha
npeacrtaButenu Ha KnuneHta, kouTo ce
cBbp3BaT ¢ baHkaTa unu kouto moraT Aa
Obgat notbpceHn oT badkaTa; 3) 3a
OUeHKa Ha pucka, YynpaBreHne Ha
curypHocTTa Ha uHdpopmaumaTa,
CTaTUCTUYECKN N TEHOEHLUMWOHEH aHanus,
M nnaHoBuM uenu; 4) ga wu3BbplBa
MOHUTOPUWHI M Aa 3anucea obaxaaHus u
€eKTPOHHN KOMyHuKauuu ¢ KnueHta 3a
uenute Ha KayecTBEHOTO obcnyxBaHe,
oby4yeHue, pascnegsaHe [
npegoTeBpataBaHe Ha wu3Mama; 5) 3a
OTKpuBaHe Ha npecTbnneHue,
npegoTBpaTsiBaHe, pa3cnegBaHe 7]
cbaebHo npecnensaHe; 6) Aa nNpunoxmu
WI1 3awmTn npaBaTta Ha baHkaTa unu Ha
Cebp3aHnTte nuua Ha bankarta; n 7) pa
ynpaBnsiBa OTHOLWeHuWsiTa Ha baHkaTta c
KnneHta, koeTto wMoOxe pga BKIO4YBa
ocurypsiBaHe Ha  UMHopmaums  Ha
KnneHta wu Cebp3aHnte nuua Ha
KnveHTa 3a npogyktute u ycrnyrute Ha
BbaHkata u CBbps3aHMTe nMua Ha
Bankata; n (B) uenute, yctaHOBeHW B
Ycnosue 5 (Pa3pelueHu paskpuTus);

»PaspeweHn uenu“ BbB Bpb3Ka C
ynotpebata oT cTtpaHa Ha KnueHTta Ha
[NoBepuTtenHaTa nHdopmauumna Ha
banvkata 3a cnegHuTe uenu: ga ce
Bb3Mon3Ba OT npeguMmcTBata Ha, pfa
npunara u 3awmMTaBa CBoOUTe npasa 1 ga
M3NbIHSABA CBOUTE 3aAbllKEHUs BbB
Bpb3ka C BoaeHeTo Ha CwmeTkm un
npegoctaBaHeto Ha O6cnyxBaHe oOT
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to manage the Customer’s relationship
with the Bank;

“Personal Data” means any information
that can be used, directly or indirectly,
alone or in combination with other
information, to identify an individual, or, if
different, the meaning given to this term or
nearest equivalent term under applicable
local data protection or data privacy law;

“Processing” of Personal Data means
any operation or set of operations which is
performed upon Personal Data, whether
or not by automatic means, such as
collection, recording, organization,
storage, adaptation or alteration, retrieval,
consultation, use, disclosure by
transmission, dissemination or otherwise
making available, alignment or
combination,  blocking, erasure or
destruction, or, if different, the meaning
given to this term or nearest equivalent
term under applicable local data
protection or data privacy law;

“Receiving Party” means a party that
receives Confidential Information from the
other party;

“Related Party” means any natural
person or entity, or branch thereof, that: (i)
owns, directly or indirectly, stock of the
Customer, if the Customer is a
corporation, (ii) owns, directly or indirectly,
profits, interests or capital interests in the
Customer, if the Customer is a
partnership, (iii) is treated as the owner of
the Customer, if the Customer is a
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C

baHkaTa B CbOTBETCTBME C YCnoBusita 1
BbB Bpb3ka C TbpProBCKW cAenku, n ga
ynpasnsiBa OTHOLWeHuATa Ha KnuneHTta c
baHkaTa;

»JINUHN  paHHKM“ O03Ha4yaBa BcsiKa
WHopmauus, koaTo Moxe pfa bObae
nm3non3eaHa MpsKO  UAM  HENpsKo,
CaMOCTOAITENHO MM B KOMOWHaums c
apyra UHpopmaLms, 3a na
naeHTMdunumpa egHo dusndecko nuvue
UM  ako € pasnuyHa, 3HadYeHueTo,
0afleHO Ha TO3UW TEepMWH WM Ham-
OnM3KMa eKBMBaANEeHTEeH TEPMUH cropes
NPUNOXMMNST MECTEH 3aKOH 3a 3awmTa
Ha JNWYHWTE [aHHM WM 3aKOH 3a
HEMNPUKOCHOBEHOCT Ha AAHHUTE;

,O0OpaboTka“ Ha ST [aHHn
O3Ha4yaBa BCsika onepauums unm cbop oT
onepauuu, KOMTO Cce W3BbplBaAT C
JInYyHNTE p[aHHW, He3aBUCMMO Jdanum ¢
aBTOMaTUYHM CpeAcTBa, KaTto cbbupaxe,
3anucBaHe, opraHMsupaHe, CbXxpaHeHue,
aganTtupaHe nnm NPOMsIHa,
Bb3CTaHOBSIBaHe, KOHCynTauwms,
ynotpeba, paskpuBaHe 4pe3 npeaasaHe,
pasnpocTpaHeHne Unu no Apyr HayuH Ha
npefocTaBsaHE B HaNWMYHOCT, perynupaHe
unu KOMOUWHMpaHe, OnokunpaHe,
M3TpMBaHE UNN YHULLOXaBaHe, WUIu, ako
€ pasnu4yHa, 3Ha4YeHWeTo, OTAaAeHO Ha
TO31 TEPMUH nnm Han-6nmskua
€KBMBaseHTeH TEPMUH cnopen
NPUNOXMMNST MECTEH 3aKOH 3a 3awmTa
Ha JNWYHWTE [QaHHM WM 3aKOH 3a
HEMNPUKOCHOBEHOCT Ha AAHHUTE;

»fony4yaBaiia cTpaHa“ o3Ha4vaBa
cTpaHa, kosiTo nonyyasa [loBepuTtenHa
nHdopMauus oT gpyrata cTpaHa;

,CBbp3aHa cTpaHa“ o3HayaBa BCSKO
dU3NYECKO UNN HOPUONYECKO NMLE UK
KINOH, KoeTo: (i) mpuTexaBa, MpsAKO unu
Henpsiko, OT kanuTana Ha KnueHTa, ako
KnneHTbT e Koprnopauwus, (i) nputexasa,
NPSIKO UMK HENPSIKO, Nevyandun, NUXBu unu
kanutanosu nuxenm oT KnueHTa, ako
KnneHTbT e capyxeHue, (iii) e cuuTaH 3a
cobcTtBeHuk Ha KnneHTa, ako KnueHTsT €
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“grantor trust” under sections 671 through
679 of the United States Internal Revenue
Code or is of equivalent status under any
similar law of any jurisdiction, domestic or
foreign, (iv) holds, directly or indirectly,
beneficial interests in the Customer, if the
Customer is a trust; or (v) exercises
control over the Customer directly or
indirectly through ownership or any
arrangement or other means, if the
Customer is an entity, including (a) a
settlor, protector or beneficiary of a trust,
(b) a person who ultimately has a
controlling interest in the Customer, (c) a
person who exercises control over the
Customer through other means, or (d) the
senior managing official of the Customer;

“Representatives” means a party’s
officers, directors, employees, agents,
representatives, professional advisers and
Third Party Service Providers;

“Security Incident” means an incident
whereby the confidentiality of Disclosing
Party Personal Data within Receiving
Party’s custody or control has been
materially compromised so as to pose a
reasonable likelihood of harm to the Data
Subjects involved;

“Third Party Service Provider” means a
third party reasonably selected by the
Receiving Party or its Affiliate to provide
services to or for the benefit of the
Receiving Party, and who is not a
Payment Infrastructure Provider.
Examples of Third Party Service Providers
include technology service providers,
business process outsourcing service
providers and call centre service
providers; and
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LydpeaouTten Ha TpbCT® cnoped pasgenu
671 po 679 ot Kogekca 3a BbTpeLUHU
npuxoau Ha CALL unu nma
eKkBMBaneHTeH cTaTyc crnopeg nopobeH
3aKOH Ha pageHa opUCanKLmnS,
HauMoHanHa wunu JyxpaecTtpaHHa, (iv)
nputexaea, NPSKO  WNU  HENPSKo,
uHTepec ot KnueHta, ako KnueHTbT e
TpbCT; unm (V) yhnpaxHsiBa KOHTPON
Bbpxy KnveHTa npsako unu Henpsako Ypes
CcoOCTBEHOCT MMM KakBOTO WM Oa e
crnopasymeHue, unun gpyru CpeacTea, ako
KnnenTtsT e ropvanyecko nuue,
BKIIOYUTENHO (a) yypeauTen, 3alWwuTHUK
unn GeHeduumep Ha TpbCT, (6) nuue,
KOETO MMa KOHTpomnupall WHTepec OT
KnnenTta, (B) nuue, KoeTo ynpaxHsBa
KOHTpon Bbpxy KnmneHta ¢ Agpyru
cpeacTtsa unu (r) BuCcW ynpasBngaBaly, Ha
KnueHTa;

»fpeacTtaBuTenn o3Havyasa ekcnepTy,
OVPEKTOPU, CAYXUTENN, MbJIHOMOLLHMWLMN,
npeacTaensBaLium, npodgecroHanHn
KOHCYNTaHTH " Tpetun CTpaHu
[oCTaByYULM Ha ycnyra;

»AHUUOEHT cbC curypHoctTa“
0O3Ha4aBa WHUWUOEHT, npu KOWTO
MoBepuTenHocTTa Ha JINYHUTE OAHHU Ha
PaskpuBawata cTpaHa nopn,
MorneYynMTerncTBOTO WM  KOHTpONa Ha
MonyyaBawarta cTpaHa € 3HAYMTENHO
KOMMpoMeTupaHa Taka, 4Ye € MHOoro
BEPOATHO [a OWEeTM CbOTBETHUTE
CybBeKTn Ha NNYHKU OaHHW;

»TpeTa cTpaHa AocTaB4YuK Ha ycnyra“
O3HayaBa TpeTa CTpaHa, pasyMHO
nsbpaHa ot lNony4yaBawara cTpaHa unu
HeriHo CBbp3aHO nuue, 3a ga ocurypu
ycnyru Ha wunuM B Mon3a  Ha
MonyyaBawata cTpaHa M KOATO He €
[OCTaBYMK Ha nnaTtexHa
UHdpacTpyktypa. MNpumepnute 3a TpeTu
CTpaHuW OOCTaBYMUM Ha ycnyra BKMYBaT
[OCTaBYMLM Ha TEXHOMOrM4yHa Yycnyra,
[OoCTaBYMUM Ha wu3HacsaHe Ha O6u3Hec
OEenHOCTM M npouecu M AocTaBuMiLM Ha
KON LIEHTBbP YCnyru; u
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“Trade Transaction” means a trade-
related transaction or service (including,
without limitation, letters of credit or
similar instruments, receivables financing,
and loans or other financings relating
directly or indirectly to the import/export or

provisions of goods or services) between

the Customer and the Bank.
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» ' bProBcKa caenka“ o3Ha4yaBa
CBbp3aHa C TbproBus caenka unu ycnyra
(BKNtOUUTENHO, 6e3 orpaHuyeHue,

akpeauTMBY MMM NOAOGHN UHCTPYMEHTH,
dnHaHCMpaHe Ha B3eMaHus, 3aeMu, unm
Opyrn uHaHcupaHus, CBbp3aHu MNpsiKo
WM  HEMpsko C BHOCa/M3Hoca UMM
NpefocTaBAHETO Ha  NpPoAYyKTU  UMnu
ycnyru) mexay KnvueHta n BaHkata.

anaBneHMe Ha napun4yHute NOTOLM U TbLProBCKO
cdmHaHcupaHe
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