Confidentiality and Data Privacy Conditions

Treasury and Trade Solutions

Ycnosus 3a nosepumesiHoCM U 3au4uma Ha
AuYHUMe 0aHHU

Introduction

These conditions (“Conditions") explain how each
party may use, and must protect, the other party’s
Confidential Information (including Personal Data)

in connection with the provision by the Bank, and
receipt and use by the Customer, of accounts and other
products and services, whether or not account-related
(collectively, “Services"). “Bank’ has the meaning
specified in the terms and conditions which incorporate
or otherwise reference these Conditions.

Protection of Confidential Information

2.1 Definitions

“Confidential Information” means information (in
tangible or intangible form) relating to the disclosing
party and/or its affiliates (including any entity that
directly or indirectly controls, is controlled by or is
under common control with, a party), branches or
representative offices (collectively, “Affiliates™) or
their respective Representatives or Owners, that

is received or accessed by the receiving party or

its Affiliates or their respective Representatives

in connection with providing, receiving or using
Services. "Confidential Information” includes
Personal Data, information relating to the Bank's
products and services and the terms and conditions
on which they are provided, technology (including
software, the form and format of reports and online
computer screens), pricing information, internal
policies, operational procedures, bank account
details, transactional information, and any other
information, in each case that: (i) is designated by
the disclosing party as confidential at the time of
disclosure; (ii) is protected by applicable bank secrecy
or other laws and regulations; or (iii) a reasonable
person would consider to be of a confidential

and/ or proprietary nature given the nature of the
information and the circumstances of its disclosure.

1.

BvBepgeHue

Te3un ycnosus (,YenoBua®) umart 3a Len aa 06acHAT
KaK BCAKa CTpaHa MOe Aa 13Mnos3sa U Tpabsa Aa
3auipTaBa [oBepuTenHata MHGoOpMaLLMA Ha ApyraTa
CTpaHa (BKMoUNUTENHO JINYHM A@aHHW) BbB BPb3Ka C
npefocTaBsHe OT cTpaHa Ha baHKaTa 1 nosy4aBaHe u
M3ros3BaHe OT cTpaHa Ha KameHTa Ha CMeTKM U apyru
NPOAYKTU U YCAYTU, HE3aBUCMMO [a/IM CBbP3aHM CbC
CMeTKM (HapmyaHu 3aeaHo ,,06cnyKBaHe”). , baHKa”
MMa 3HaYEeHNETO, MOCOYEHO B YC/IOBUATA, OT KOUTO
Te3n YC0BMA ca YacT UM KOMTO NpenpaLLaTt KbM Tesun
Ycnosuma.

3awuTa Ha NosepuTtenHata Hpopmauus

2.1 Onpepenenus

,MoBeputenHa nHpopmauma” o3Hauasa
NHbopmauma (He3aBUCMMO Aan Ha GU3MYECKN
HOCWTEN AW He), CBbP3aHa C pa3KpyBallaTa

CTpaHa 1/MAn HeMHW CBBP3aHN MLA (BKAKOUYMUTENHO
NINLLE, KOETO NPSKO UM KOCBEHO KOHTPOAMPA, €
KOHTPO/IMPAHO OT MM Ce HamMpa Nog, 0bLL, KOHTPON
CbC HAKOA CTPaHa), KIOHOBE UM NPeaCTaBUTENHM
oducK (3aeaHO HapnyaHu ,CBbpP3aHK MLa”) Man
TexHu MpeacTtasuteny uam CobCcTBeHULM, KOATO e
nonyyeHa UK A0 KOATO e NoJTyYeH A0CTbM OT CTpaHa
Ha No/ay4YaBallaTa cTpaHa uam HelHn CBbp3aHn
MUa UAK TexHn MpecTaBuTeNn BbB BPb3Ka C
npeAocTassaHe, NosyYaBaHe MU M3Noi3BaHe Ha
O6cny:BaHeTo. ,lMosepuTenHa nHpopmaums”
BK/I10YBA JINUHM A@aHHK, MHGOPMALMS, CBbp3aHa ¢
NPOAYKTUTE W yCNyruTe Ha baHKaTa v ycnosumaTa, Npu
KOMTO Te ce NpeoCTaBaAT, TEXHONOr MM (BKAKOUNTENHO
codTyep, bopma 1 GopmaT Ha OTYETU U OHAAIH
KOMMIOTBbPHM eKpaHK), MHGOPMaUMA OTHOCHO LIEHM,

BbTPELWHN NONINTUKK, ONepaTnBHK Npoueaypu, AaHHN

3a BaHKOBW CMETKM, MHGOPMALMA 33 TPAHCAKLMM U
BCsKa Apyra MHGopmaLus, KosTo: (i) e onpeaeneHa
OT pasKkpyBallaTa CTpaHa KaTo NoBepuTeHa

KbM MOMEHTa Ha pa3KpueaHe; (i) e 3almTeHa ot
NPWAOKMMM 33KOHM 1 APYTM HOPMATUBHM aKTOBE
OTHOCHO BaHKOBa TaliHa WM OT APYrM 3aKOHU UK
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“Owner" means any natural person or entity (or its
branch) that: (i) owns, directly or indirectly, stock of,
or profits, interests or capital or beneficial interests
in, a party; or (ii) otherwise owns or exercises control
over a party directly or indirectly through ownership,
controlling interest or any other arrangement or
means, including: (@) a person who ultimately has a
controlling interest in, or who otherwise exercises
control over, a party; or (b) the senior managing
official (s) of a party.

“Representatives” means a party's officers,
directors, employees, contractors, agents,
representatives, professional advisers and Third
Party Service Providers.

2.2 Protection

The receiving party will keep the disclosing party's
Confidential Information confidential on the terms
hereof and exercise at least the same degree of care
with respect to the disclosing party's Confidential
Information that the receiving party exercises to
protect its own Confidential Information of a similar
nature, and in any event, no less than reasonable
care. The receiving party will only use and disclose
the dDisclosing pParty’s Confidential Information to
the extent permitted in these Conditions.

2.3 Exceptions to Confidentiality

Notwithstanding anything in these Conditions

to the contrary but subject to Data Protection

Law, the restrictions on the use and disclosure of
Confidential Information in these Conditions do not
apply to information that: (i) is in or enters the public
domain other than as a result of the wrongful act

or omission of the receiving party or its Affiliates

or their respective Representatives in breach of
these Conditions; (ii) is lawfully obtained by the
receiving party from a third party, or already known
by the receiving party, in each case without notice
of any obligation to maintain it as confidential;

(iii) is independently developed by the receiving
party without reference to the disclosing party'’s
Confidential Information; (iv) an authorized officer
of the disclosing party has agreed in writing that the
receiving party may disclose on a non-confidential

HOpMaTMBHM aKkToBE; UM (iii) NpeaBMa eCcTecTBOTO Ha
nHdopmaLmaTa n 0bcToATeNCTBATA OKOI0 HEMHOTO
pasKpuBaHe, pazymHo b1 bmna onpeaeneHa Kato
noBEpUTEIHA UM MAaTEHTOBaHa.

,COBCTBEHUK” 03HaYaBa BCAKO GU3MUECKO /MLEe
NN FOPUAMYECKO INLE (MK HErOB K/IOH), KOETO:

(i) npuTeKaBa, NPSAKO UM KOCBEHO, aKLMW Ha, Uan
nevandu, IMXBu WAV KanuTan uam Apyru MHTepecu;
nnn (i) o Apyr HauMH NpUTEXKaBa UK yrpaskHABa
KOHTPOA BbPXY CTPaHa, MPAKO UM KOCBEHO Ypes3
COBCTBEHOCT, KOHTPOIEH UHTEPEC UAW APYT
AHraXKMMEHT UK CPeCTBA, BKIOYUTENHO: a) INLIE,
KOETO MMa KpaeH KOHTPOIeH MHTEePEC B, U/ KOETO Mo
APYT HauYMH YNpaXKHABa KOHTPO BbPXY, CTpaHa; Uam
0) BuCLL(M) pbKOBOAEH(HI) CNyRUTEN(M) Ha CTpaHa.

,MpepcraButenn” o3Havasa ekCnepTu, AMPEKTOPU,
CNYXKUTENU, AOCTaBYMLIM, MbJHOMOLLHMLIM,
npeacTaBAsBaLly, NPOGECUOHANHM KOHCYATAHTMI 1
TpeTu CTpaHu AOCTaBYMLIM Ha yCayra.

2.2 3awmTa

MonyyaBallaTa CTpaHa Lie 3anasu B TalHa
MoBepwuTenHaTa MHGOPMaLIMA Ha pa3KkpMBaLLaTa
CTpaHa Nnpu NoCcoYeHNTe TyK YC0BUA U LLLE NONOMKM
MOHe CblliaTa CTeneH Ha rpuka 3a MoseputenHarta
MHbOPMaLIMA Ha pa3KkpMBalllaTa CTpaHa, KoATo
nosyyasallaTa CTpaHa nosara, 3a Aa 3aliuTm CBoATa
cobcTeeHa lNosepuTenHa MHpopmaLma ot nogobeH
BWA, 1N NPU BCUYKM CYYau, He MO-MajIko OT pa3yMHaTa
rpma. NonyyasallaTa CTpaHa e M3noa3ea

1 paskpuea MosepuTenHaTa MHGOPMaLMA Ha
pa3KpwvBallaTa CTpaHa cCaMo 10 CTeMNeHTa, No3BoJleHa
B Te3u YcnosuA.

2.3 UskntoueHus 3a MNosepurenHocr

HezaBncKMMO Aanu Hello B 06paTHUSA CMUCHA e
npeasnagHo B Te3M YCN0BUSA, HO NpW cna3BaHe Ha
3aKoHa 3a 3allMTa Ha IMYHKUTE AaHHW, OTPaHMYEHMATA
3a M3non3BaHe 1 pa3kpuneaHe Ha MNosepuTenHa
NHbOPMaLMA B Te3M YCNIOBMS HE Ce OTHACAT 3a
NHbopMaLMs, KOATO: (i) e 0OLLECTBEHO AOCTOSHME,
OCBEH aKo He e CTaHa/a TakoBa B pe3ynTaT Ha
HernpaBoMepHO AencTBue unn besaelncTene Ha
noJsly4YaBalllata CTpaHa Uan HelHuTe CBbp3aHmu

MLA; UM TEXHUTE CbOTBETHM [peacTaButenm

B HapyLleHwue Ha Te3un Ycnosus; (i) e 3aKkoHHO
npuaobuTa oT NoslyyasallaTa CTpaHa oT TpeTa CTpaHa
1AM Beye e b1Na M3BECTHA Ha NoJlyYaBallaTa CTpaHa,
BbB BCEKM C/ly4yalt be3 npeam3BecTme 3a KakBOTO U

03 e 3aa4b/IXKeHue Aa A 3ana3n nosepuTesHa; (i) e
He3aBMCKMMO pa3paboTeHa OT Nnosy4YaBallaTa CTpaHa
6e3 na ce oTHacs KbM NoBepuTenHaTa MHGOpPMaLMS
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basis; or (v) has been anonymized and/or aggregated
with other information such that neither the
Confidential Information of the disclosing party nor
the identity of any Data Subject is disclosed.

3. Authorized Disclosure

3.1 Definitions

“Bank Recipients” means the Bank, Bank Affiliates
and their respective Representatives.

“Payment Facilitator” means a third party that
forms part of a payment system infrastructure or
which otherwise facilitates payments, including
without limitation: communications, clearing and
other payment systems or similar service providers;
intermediary, agent and correspondent banks; digital
or ewallets; or similar entities.

“Permitted Purposes” means in relation to a party's
(or its Affiliates’ or their respective Representatives’)
use of the other party's (or its Affiliates' or their

respective Representatives’) Confidential Information:

(A) To provide, or to receive and use, the Services
in accordance with their respective terms and
conditions and to undertake related activities, such
as, by way of non-exhaustive example:

(1) To fulfil applicable domestic and foreign legal,
regulatory and compliance requirements (including
know your customer (KYC) and anti-money
laundering (AML) obligations applicable to a party
and/or its Affiliates) and to otherwise make the
disclosures specified in Condition 3.3 (Legal and
regulatory disclosure);

(2) To verify the identity or authority of a party's
Representatives who interact with the other party;

(3) For risk assessment, information security
management, statistical, trend analysis, and
planning purposes;

Ha paskpuBallaTa cTpaHa; (iv) ymbAHOMOLLEH
C/IY}KMTE/I Ha Pa3KpMBaLllaTa CTpaHa Ce e Cbi/acu
MUCMEHO, Ye No/yYaBalllaTa CTpaHa MOXe 1a
pasKpve Ha OCHOBATa Ha HEMOBEPUTEIHOCT; UK
(V) e Brna aHoHUMM3MpPaHa n/unmn obobleHa ¢
apyra nHbopmaLms, Taka Ye HUTO MosepuTesiHaTa
MHGOPMaLMA Ha Pa3KpMBaLlaTa CTpaHa, HUTO
CaMOIMYHOCTTa Ha CyBeKT Ha JINYHM [aHHN e
paskpuTa.

3. PaspelueHo paskpuBaHe Ha UHPOpMaLUA

3.1 Onpegenenusn

,Monyuyarenu Ha baHKaTta" 03HayaBa baHKaTa,
CBbp3aHuTe Anua ¢ baHKaTa 1 TexHuUTe
MNpeacTasutenu;

,JJOCTaBUMK HA YCNYrU No NOAAPBIKKA Ha
nnawaHua” o3Havasa TpeTa CTpaHa, KoATo
CbCTaB/ABa YaCT OT MHGPACTPYKTYPa Ha NaaTexHa
cUCTema MM KoATO MO APYr HauMH yNecHsABa
M3BBPLLBAHETO Ha MNaLLAHWSA, BKAOUYUTENHO, HO He
CaMO: KOMYHUKaLMK, CUCTEMM 33 KAMPUHT U APYTU
nAaTeXHW CUCTEMM UAM NOAO0HHM A0CTaBUMLN

Ha YCAYr; NOCPeAHNYECKM 1 KOPECMOHAEHTCKM
HaHKK, BaHKM-areHTH; AUTUTaAHN NN €NEKTPOHHM
nopTbenan; uam nogobHu Anua;

,PaspeLueHn uenn” 03Ha4asa BbB BPb3Ka C
M3Mnoa3BaHeTo Ha [NoBepuTeHa MHGOPMaLLMA Ha
e[lHaTa cTpaHa (Mauv HeliHy CBbp3aHu AnLa nan
TexHuTe MNpeAcTaBuUTeNn) OT ApyraTta cTpaHa (Mam
HeliHK CBbp3aHu LA Man TexHuTe MpeacTaBuTenm):

(A) na npeaocTasu, UAK Aa NOAYYU UK M3MO3BA
O6cyKBaHe B CbOTBETCTBME C MPUIOKUMUTE
YCIOBMA 1 @ Npeanpreme CBbp3aHm C ToBa
[OEVHOCTK, KaTo Hems4yepnaTtesiHn NpUmepm:

(1) na oTroBapa Ha NPUNOKMMUTE BBTPELLHM 1
YyXKAECTPaHHW 3aKOHOBU, PerynaTopHM 3NCKBAHMA
1 HOPMATUBHM U3UCKaHUA (BKNOUYUTENHO
33/b/HKEHWA BBB BPb3Ka C KOMM/IEKCHA NPOBEPKa
Ha K/IMEHTU 1 MEePKM CpeLLly M3NMpaHe Ha Napw,
3a4b/IKEHUA, TPUNOKUMM KbM CTPaHa U/Man HeHK
CBbp3aHM MLA) MAN NO APYT HAYMH A3 M3BBPLIBA
pasKpMBaHe, KaKTo e nocoyeHo B uneH 3.3 (MpaBHM 1
perynaTopHu paskpmMBaHua);

(2) na BepudmLMpPa CaMoNMYHOCTTa UM MpaBaTa
Ha MpeacTaBuTen Ha eiHaTa CTpaHa, KOMTO B/N3a B
KOHTaKT WM B CbTPYAHWUYECTBO C ApyraTa CTpaHa;

(3) 32 oLleHKa Ha pUCKa, yNpaBieHne Ha CUrypHOCTTa
Ha MHOOPMALIMATAE, CTATUCTUYECKM U TEHAEHLMOHEH
aHanu3, 1 N1aHoBM LUenu;
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(4) To monitor and record calls and electronic
communications with the other party for quality,
training, investigation and fraud and other crime
prevention purposes;

(5) For fraud and other crime detection, prevention,
investigation and prosecution;

(6) To enforce and defend a party's or its Affiliates’
rights; and

(7) To manage a party's relationship with the
other party (which may include the Bank providing
information to the Customer and its Affiliates
about the Bank's and Bank Affiliates’ products and
services);

(B) To make disclosures to third parties to whose
accounts the Customer instructs the Bank or Bank
Affiliates to make or receive a payment from an
account, or to enable such third parties to perform
payment reconciliations;

(C) To make disclosures to Payment Facilitators and
to the Bank's and Bank Affiliates' Third Party Service
Providers in connection with the provision of the
Services;

(D) To make disclosures to, and to obtain information
from, credit information bureaus, credit rating
agencies, central banks or other bodies in connection
with risk-based analysis and decisions by the Bank

or where such disclosures are otherwise required by
applicable law or reqgulation;

(E) To make disclosures to the disclosing party’s
Affiliates and third party designees;

(F) In connection with the provision of products
and services (including supporting the opening of
accounts) by the Bank and Bank Affiliates to the
Customer's Affiliates; and

(G) For any additional purposes expressly authorized
by the other party.

“Third Party Service Provider” means a third party
selected by the receiving party or its Affiliate to
provide services to or for the benefit of the receiving
party, and who is not a Payment Facilitator (eqg,
technology service providers, business process
service providers, call center service providers,
outsourcing service providers, consultants and other
external advisors).

(4) na N3BBPLIBA MOHUTOPUHT 1 [a 3anncBa
0ba4aHNsA 1 eNIeKTPOHHIN KOMYHMKALIMK C ApyraTa
CTpaHa 3a Le/iMTe Ha Ka4eCTBeHOTO 06C/yKBaHe,
obyueHue, pascienBaHe 1 NpeaoTepaTasaHe Ha
M3MamMM U APYTU NPECTbNNEHWS;

(5) 3a oTKpMBaHe, NpeaoTBpaTABaHe, pa3ciaeasaHe
n cbaebHo NpecneasaHe Ha U3Mamu 1 Apyrut
npecTbnieHns;

(6) M@ NPMAOMKM 1 3aLLMTM NPaBaTa Cy UK Ha
CBbp3aHM C Hea 1La; 1

(7) na ynpaBnsBa OTHOLLIEHMATA CU C ApyraTa
CTpaHa (KoeTo MmoxKe Aa BKtoYBa NpeocTaBsaHe Ha
nHbopmauma ot baHkaTta Ha KnveHTa 1 CBbp3aHuTe
nvua ¢ KaneHTa 3a NpoayKTUTE M yCayrnTe Ha
baHkaTa 1 CBbp3aHuTe 1ua ¢ baHKaTa);

(B) a paskpuBa MHPOpPMaLIMA Ha TPETM LA, KbM
VN OT YUUTO CMETKM KIMEHTBT € MHCTPYKTMPAn
BaHKkaTa nan Cebp3aHmM MLa Ha baHKaTa A4a Hanpasu
WK NONYYM NNALLAHE;

(B) na paskpuBa nHGopmauma Ha [JocTaBUMK Ha
YCAYT MO NOAAPbBIKKA Ha NAaLaHua 1 TpeTu cTpaHm
[0CTaBYMUM Ha ycayra Ha baHKkaTa uam Ha CBbp3aHm
MU Ha BaHKaTa BbB Bpb3Ka C NpeaocTaBsaHe Ha
Ob6cnyKBaHe,

(F) fa pa3kpvBa nHboOpMaLma Ha, U Aa NosyYaBa
MHbOPMaLMA OT, KPEeAUTHU PETUCTPU, areHLMM 3a
KpeauTeH PEUTUHT, LLeHTPAIHU BaHKK UAn apyrn
OpraHu1 BbB BPb3Ka C PUCK-aHaIN3U U peLLIeHUA
Ha BaHKaTa UK, KoraTo TakMBa pasKpMBaHUs ce
M3UCKBAT OT NPUIOKMMOTO 3aKOHOAATE/ICTBO NN
perynaums;

(0) oa paskprea MHGOpMaLMa Ha CBbP3aHM AMLA Ha
pasKpuBaLLaTa CTpaHa M YMb/IHOMOLLEHM NL3;

(E) BbB Bpb3Ka C NpeAoCTaBAHETO Ha NPOAYKTU U
ycAyrv (BKNOYUTENHO OTKPMBAHETO HA CMETKM) OT
baHKkaTa 1 CBbp3aHM nLa Ha baHkaTa Ha CBbp3aHK
nvua Ha KnnenTa; 1

(*K) 33 BcAKaKBM ApyrK Uenn, M3pryHo o4obpeHm oT
apyraTa cTpaHa.

,TpeTa cTpaHa A0CTaBYMK Ha ycayra“ 03Ha4aBsa
TpeTa cTpaHa, M3bpaHa OT No/yYaBallata cTpaHa
nnn CBbP3aHO C HeA 1LIe, 3a 4@ OCUTYPU YCAYTU Ha
WX B MON3a Ha NoJlyYaBalliaTa CTpaHa M KoATo He e
[lo0CTaBYMK Ha yCayr Mo NOAAPBIKKA Ha MallaHUA
(HanpMmep A0CTaBUYMLIM Ha TEXHOIOTUYHA YCAYTa,
O0CTaBYMUM Ha BU3HEC AEMHOCTM M NpoLecH,
[0CTaBYMUM HA KO LEEHTBP YCAYMU, OCTAaBYMLIM Ha
M3HECEeHW YCAYTU, KOHCYATAHTU U APYTW BbHLIHK
CbBETHULM).
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3.2 Permitted Disclosures 3.2 Pa3spelueHu paskpuBaHua

The disclosing party agrees (and where required

by applicable bank secrecy or other laws is hereby
deemed to provide a waiver and/or release to ensure)
that the receiving party may use and disclose the
disclosing party's Confidential Information to the
receiving party's Affiliates and to its and their
respective Representatives, Payment Facilitators and
any other third party recipients specified in these
Conditions, who require access to such Confidential
Information to the extent reasonably necessary to
fulfil the relevant Permitted Purposes. The receiving
party shall ensure that any of its Affiliates and
Representatives to whom the disclosing party’'s
Confidential Information is disclosed pursuant

to this Condition 3.2 shall be bound to keep such
Confidential Information confidential and to use it for
only the relevant Permitted Purposes.

3.3 Legal and Reqgulatory Disclosuresx

The disclosing party agrees (and where required

by applicable bank secrecy or other laws is hereby
deemed to provide a waiver and/or release to
ensure) that the receiving party (and, where the
Bank is the receiving party, Bank Recipients and
Payment Facilitators) may disclose the disclosing
party's Confidential Information pursuant to: (i) legal
process; (ii) any other domestic or foreign legal and/
or regulatory permission, obligation or request; (iii)
agreement entered into by any of them and any
domestic or foreign governmental authority; or (iv)
between or among any two or more domestic or
foreign governmental authorities, including disclosure
to courts, tribunals, and/or legal, requlatory, tax and
other governmental authorities.

Pa3kpwuBalllaTa CTpaHa ce Cbiiacasa (M KoraTo ToBa
Ce M3MCKBA OT NPUIOKMMUTE 3aKOHM OTHOCHO
H6aHKoBa TaliHa MM APYTM 3aKOHK, Ce CUMTA, Ye
npeAoCcTass 0TKas OT Npasa 1/Mnn paspelueHme,
3a [a Ce rapaHTMpa, Ye) ve nosyyasalata cTpaHa
MOe 13 U3M0N3Ba 1 Aa paskpue NosepuTenHaTta
nMHbopMaLUMA Ha pasKkpmBeallaTa CTpaHa Ha
CBbp3aHUTe ML Ha No/lyYaBallaTa cTpaHa U Ha
csouTe u TexHuTe Mpeactasuteny, ocTaBumMK Ha
YCAYrv MO NOAAPBIKKA Ha NAALLAHMA 1 BCAKAKBK
ApYyrv nofyYaTeny TpeTu LA, MOCOYEHM B Te3u
Ycnosus, Ha KOMTO MM € HeobXoAMM A0CTbM 10
TaKaBa lloBepuTenHa HGopMaumsa LOKOIKOTO

€ pa3yMHO HeobXOAMMO 3a M3Mb/IHEHWE Ha
cboTBeTHUTE Pa3pelueHn Lenn. Monyyasalwata
CTpaHa cnefBa [ia OCcUrypw, Ye KOeTo 1 Aa e oT
HelHKTe CBbP3aHm nua 1 MNpeacTtasutenn, Ha
KOWTO e paskpwuTa lNoBepuTenHaTa MHbopmauma
Ha pa3KkpuBaLlaTa CTpaHa Cbobpa3HO TO3M YneH
3.2, ca 06BbP3aHM OT 334 b/IKEHNETO Aa Na3AT
NOBEPUTENHOCTTa Ha TakaBa lNoBepuTenHa
nMHbOPMaLMA 1 Aa A M3MOA3BAT CAMO 33 CbOTBETHUTE
PaspelleHu Luenu.

3.3 MpaBHu 1 perynaTtopHn U3UCKBAHUA

PaskpuBalliaTa CTpaHa ce CblNacasa, e (M KoraTo
TOBa Ce M3UCKBA OT NMPUIOKMMUTE 3aKOHW OTHOCHO
DaHKoBa TaliHa UK APYTY 3aKOHM, Ce CYNTa, Ye
npeAoCcTass 0TKas OT Npasa 1/Wan paspeLleHme,

3a Aa ce rapaHTMpa, Ye) MonydasallaTa cTpaHa

(a, kbaeTo baHKaTa e No/yYaBallaTta CTpaHa,
MonyuyaTennte Ha baHkaTa 1 [locTaBuymuUmTe Ha YCayrm
Mo NOAAPDBMKKA Ha MAaLLAHMA) MOXKe Aa pasKkpue
MosepuTenHaTa MHGOPMaLIMA Ha pasKpMBallaTa
CTpaHa cbrnacHo (i) npaseH npouec; (i) koeTo u

[a € APYro MECTHO WM Yy AeCTPaHHO NpasHo 1/
NN PEerynaTopHO paspeLlieHne, 3a4b/KeHne Um
nckaHe; (iii) cnopasymeHue, CKAYeHO Mexay

KOWTO 1 Aa e OT TAX M KOMTO 1 Aa e HalMoHaneH uam
YyKAecTpaHeH NpaBuUTeCTBEH opraH; uan (iv) mesxay,
[Ba UM NOBEYE HALMOHANHM UM Yy3KOECTPaHHM
NpaBUTENCTBEHN OpraHa, BKAKOUYUTEHO pasKpuBaHe
npes, CbANnLLE, TPUBYHaNM U/WAK NPaBHM,
perynaTopHu, AaHbYHWU U APYrv NPaBUTENCTBEHN
opraHu.
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4. Retention Period

Each of the Customer and Bank Recipients may

retain, use, and as applicable Process, the other
party’'s Confidential Information for the period of

time reasonably necessary for the relevant Permitted
Purposes. On termination of the provision of the
Services (including closure of accounts), each of the
Customer and Bank Recipients shall be entitled to
retain, use, and as applicable Process, the other party's
Confidential Information for legal, regulatory, audit
and internal compliance purposes and in accordance
with their internal records management policies to the
extent that this is permissible under applicable laws and
regulations, and otherwise in accordance with these
Conditions, but shall otherwise securely destroy or
delete such Confidential Information.

5. Information Security

The Bank will, and will use reasonable endeavors to
ensure that Bank Affiliates and Third Party Service
Providers will, implement reasonable and appropriate
physical, technical and organizational security
measures to protect Customer Confidential Information
that is within its or their custody or control against
unauthorized or unlawful use (or in the case of Personal
Data, unlawful Processing) and accidental destruction
or loss.

6. Personal Data

6.1 Definitions

“Data Protection Law" means any and all applicable
data protection and privacy laws and regulations
relating to the Processing of Personal Data, including
any amendments or supplements to or replacements
thereof.

“Data Subject” means a natural person who is
identified, or who can be identified, directly or
indirectly, in particular by reference to an identifier
such as a name, an identification number, location
data, an online identifier or to one or more factors
specific to his or her physical, physiological, genetic,
mental, economic, cultural or social identity, or, if
different, the meaning given to this term or nearest
equivalent term under Data Protection Law.

4,

CpoK Ha 3anasBaHe

MonyyaTtenuTe Ha baHkaTa n KamveHTa moraT Aa 3anassrT,
M3MONI3BAT U KaKTO e Npuaoxmnmo aa Obpabotseat
MoBepuTenHaTa MHbGopmauma Ha Apyrata cTpaHa 3a
nepuos, OT BpeMe, KOMTO e pasyMHO HeobXxoamm 3a
CcboTBETHUTE PaspelueHn uenn. Mpu npekpaTasaHe
npefocTaBaHeTo Ha O6CayKBaHe (BKAUUTENHO
3aKpMBaHe Ha CMEeTKM), BCEKM OT KameHTa u
MonyyaTennte Ha baHKaTa MMma NpaBo Aa 3anasu,

[1a 13Mn0/13Ba M KaKTo e npuaoxkmnmo fa ObpaboTsa
MNoBepuTenHaTa MHGopmauma Ha ApyraTta CTpaHa,

3a Le/InTe Ha CNa3BaHeTo Ha NPaBHW, PeryaaTopHy,
OANTHW U BBTPELLHN M3MCKBAHMA 1 B CbOTBETCTBME CbC
CBOWTE BBTPELLHM MOAUTUKM 33 YPaBAeHNe Ha AaHHM
crnopez, CTeneHTa, B KOATO TOBA € A0MYCTUMO, CbIacHO
NPUNOKMMUTE 3aKOHU W PErynaLmMmm 1 CbriacHo Tesu
Ycnosws, KaTo B NPOTMBEH CayYalt Tpsbsa no curypex
HaYMH A2 YHULLOXM UK 3aaM4um Tasm MosepuTesiHa
nHbopmaums.
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MHPopMmaLMOHHA cUrypHOCT

BaHKaTa LLie NON0XKM PasyMHUN YCUANA Aa rapaHTMpa,

ye CBbp3aHuTe ML Ha baHKaTa 1 TpeTu CTpaHu
[OCTaBYMLM Ha yCIyra Lile B3eMaT PasyMHM U1
NoAXOAALLM GU3NYECKM, TEXHUYECKM U OPraHM3aUMOHHN
MEPKM 33 CUIYPHOCT 3a 3allMTa Ha [loBepuTenHaTta
nHbopmauma Ha KnmeHTa, KoATO e Ha CbXpaHeHue nNpu
TAX MW MO, TEXEH KOHTPO/ Cpellly HEOTOPMU3NPAHO

MM HE3aKOHHO M3M0/13BaHe (MK B ClyYanTe Ha

JINYHN AaHHK, He3aKoHHa OBpaboTKa) U UHLMAEHTHO
YHULLOXKEHWe UK 3aryba.

150HdA1nd eHHounewdodpH)Y
Anundas uonew.oju)

JIN4yHM paHHU

6.1 OnpepeneHusn

,3aKOH 3a 3al4MTa Ha IMYHUTE AaHHU" 03HaYaBa
BCMUKM NPUIOKUMM 3aKOHU 1 / UK pasnopeadm,
OTHACALLM Ce A0 HEMPUKOCHOBEHOCTTa Ha JINYHMA
MBOT M / AW 3aLLMTaTa Ha laHHM BbB BPb3Ka C
ObpaboTkaTa Ha JIMYHK AaHHM, BKIKOUUTENHO BCUUKM
M3MEHEHMA WM A0MbAHEHUA WAV 3aMeHM Ha Tak1Ba
3aKOHMK;

WUHHEY UHhU|f
eleq |euosiad

,CY6EeKT Ha IMYHU JaHHWU" 03HaYaBa GU3MUECKO
L, KOETO e UAEHTUGULMPAHO UM KOETO MOXKE
0a 6bae naeHTUOULMPAHO NPAKO UM HEMPSAKO,
MO-KOHKPETHO Ype3 dopma Ha AEHTUUKALIMSA

KaTo Mme, MAEHTUdMKALMOHEH HOMEP, IaHHM 33
MECTOTMO/IOKEHNETO, OHNANH MAEHTUOMKATOP

WM Ypes efHa WK MOBeYE XapaKTePUCTUKM,
cneumdUYUHN 3a HeroeaTa UM HelMHaTa GU3MYEecKa,
MCUXONOrMYECKa, YMCTBEHA, MKOHOMMUYECKA, KYATypHa
NN COUMANHA MAEHTUYHOCT MK, aKO € Hello
Pa3/IMYHO, 3HAYEHMETO, AAAEHO Ha TO3M TEPMUH UK
Hal-6/1M3KMA EKBMBANIEHTEH TEPMMH Criopes, 3aKoHa
32 3aLMTa Ha IMYHUTE JaHHW.
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“Personal Data"” means any information that can be
used, directly or indirectly, alone or in combination
with other information, to identify a Data Subject, or
if different, the meaning given to this term or nearest
equivalent term under Data Protection Law.

“Processing" means any operation or set of
operations which is performed on Personal Data

or on sets of Personal Data, whether or not by
automated means, such as collection, recording,
organization, structuring, storage, adaptation or
alteration, retrieval, consultation, use, disclosure by
transmission, transfer, dissemination or otherwise
making available, alignment or combination,
restriction, erasure or destruction, or, if different,
the meaning given to this term or nearest equivalent
term under Data Protection Law.

“Security Incident” means an incident whereby
the confidentiality of disclosing party Personal Data
within the receiving party’s custody or control has
been materially compromised in violation of these
Conditions so as to pose a reasonable likelihood of
harm to the Data Subjects involved.

6.2 Compliance with Data Protection Law

In connection with the provision or receipt and use
of the Services: (i) each party will comply with Data
Protection Law; and (ii) the Customer confirms that
any Personal Data that it provides to Bank Recipients
has been Processed fairly and lawfully, is accurate
and is relevant for the purposes for which it is being
provided.

6.3 Cross-border Personal Data Transfers

The Customer acknowledges, and where required

by applicable law or regulation agrees, that in

the connection with providing the Services and
otherwise making disclosures pursuant to Condition 3
(Authorized Disclosures), Personal Data of Customer
Data Subjects (eq, the Customer's or its Affiliates’
respective Representatives and Owners) may be
disclosed and/or transferred to recipients located in
countries other than the country in which the Bank
entity or its branch which provides the Services is
established or the Customer is located. However, the
Bank: (i) requires its Affiliates and Third Party Service
Providers to protect Personal Data pursuant

,JINUHU gaHHK" 03HaYaBa BCAKa MHbOPMaLUs,

KOATO MOMKe Aja 6b/ie M3M013BaHa NPAKO UK
HEenpsKo, CAMOCTOATE/IHO U/ B KOMBMHALIMA C Apyra
nHdopmaums, 3a fa naeHTudnumpa CybeKkT Ha AnYHK
[OaHHW UM aKo e pas3/inyHa, 3Ha4eHMeTo, AaAeH0 Ha
TO3M TEPMMH UM Hal-61IM3KMA EKBMBANIEHTEH TEPMMH
cnope/ 3aKoHa 3a 3aLiMTa Ha INYHKUTE AaHHW;

,06paboTka” 03HauaBa BCcAKa onepaums uamn cbop
OT onepaLym, KOUTO Ce M3BBPLLBAT C /INYHUTE AAHHK
MK cbC cbOp OT JIMUHU AaHHM, HE3ABMCUMO AANN C
aBTOMATWYHM CPELCTBA, KaTo CbbrpaHe, 3an1cBaHe,
opraHu3snpaHe, CTPYKTypupaHe, CbXxpaHeHue,
afanTvpaHe UV NPOMSAHa, Bb3CTaHOBABAHE,
KOHCYATauus, ynotpeba, paskprBaHe Ypes
npeAasaHe, NPexsbp/sHe, PasnpoCcTpaHeHne 1am
Mo ApYr Ha4MH Ha NPeaoCcTaBAHe B HAIMYHOCT,
peryavpaHe nam KoOMbMHUPaHe, orpaHMYaBaHe,
M3TPMBAHE WM YHULLOXKABAHE, UK, aKO € Pa3/IniHa,
3HaYeHMeTo, AaIeHO Ha TO3U TEPMUH UM Hat-
6M3KMA eKBMBANIEHTEH TEPMUMH criope, 3aKoHa 3a
3allMTa Ha IMYHUTE AAHHMN.

,MIHLUAEHT CbC CMrypHOCTTa" 03Ha4aBa MHLMIEHT,
NPV KOWTO NOBEPUTENHOCTTA Ha JIMYHUTE AaHHM Ha
pasKpwvBalliata CTpaHa nog, noneynTesICTBOTO Un
KOHTPO/1a Ha MoJ/lyyaBallarta CTpaHa e 3Ha4uTeHo
KOMMPOMETVPaHa B HapyLLEHWe Ha Te3n YC08us,
TaKa Yye € MHOTO BEPOATHO [1a HaBpeamn Ha
cboTBeTHUTE CyBEKTU Ha INYHM AaHHM;

6.2 Cna3BaHe Ha 3aKOHa 3a 3aLuMTa Ha JIMYHUTE OaHHU

BbB Bpb3Ka C NpeAoCcTaBAHETO UK NOYyYaBaHETO

1 n3nonseaHeTo Ha O6cnykBaHe: (i) Bcsaka cTpaHa

Le cna3ga 3aKkoHa 3a 3alMTa Ha IMYHUTE AaHHW; U

(ii) KnneHTBT NOTBBbPMK AABA, Ye KaKBMTO 1 Aa buio
JINYHM J@aHHKW, KOUTO TOM NpeaocTass Ha MoayyaTtenu
Ha baHKaTa ce ObpaboTBaT 3aKOHOCHOOPA3HO U
uenecbobpasHo, Ye ca TOYHM M Heobxoanmm 3a
UennTe, 3a KOUTO BKBAT NPEAOCTaBEHMN.

6.3 TpaHcrpaHUYHO NpexBbpsiHe HA JIMYHU JAHHU

KAMEHTBT NOTBBPKAABa M KOraTo TOBA Ce M3MCKBA
OT NPWUIOKMMO NPaBO WK PerynaLma ce CbrNacasga,
Ye BbB Bpb3Ka C NpeaocTaBaHe Ha ObcnyKBaHeTo
1 C M3BBPLIBAHETO Ha Pa3KPMBAHWA CbINIACHO

uneH 3 (PaspelleHo paskpuBaHe Ha MHdopmaLms),
JIM4HN faHHK Ha CyBeKTM Ha IMYHM AaHHM Ha
KaveHTa (Hanpumep Takmnea Ha [peacTaBuTenm 1
CobcTtBeHuUM Ha KnneHTa nan Herosm CBbp3aHM
nua) morat Aa 6baaT PasKpUTU U/MaK NPexsbpAEHN
Ha noJlyyaTenu, pasnooKeHN N3BbH AbPHKABAT],

B KOATO € yCTaHOBeHa baHKaTa nin HEMHUAT K/OH,
KouTo npenocTasaT O6C/yKBaHe ca YCTaHOBEHM.
BankaTa: (i) 3mckea HeliHuTe CBbp3aHn nLa TpeTa
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to Condition 5 (Information Security); and (ii) carries
out cross-border transfers of Personal Data in
accordance with Data Protection Law.

6.4 Legal Basis for Processing Personal Data

To the extent that the Bank Processes Personal

Data of Customer Data Subjects, the Customer
warrants that it has, if and to the extent required

by Data Protection Law, provided notice to and
obtained valid consent from such Data Subjects in
relation to the Bank's Processing of their Personal
Data as described in these Conditions, and in any
applicable Bank Privacy Statement or other privacy
disclosure(s) accessible at https://www.citibank.com/
tts/sa/tts-privacy-statements/index.html (or such
other URL or statement as the Bank may notify to the
Customer from time to time). If the Customer is itself
a Data Subject, the Customer warrants that if and

to the extent required by Data Protection Law: (@) it
has received the privacy disclosure(s) referenced in
the preceding sentence; and (b) it consents to such
Processing.

6.5 Security Incidents

(A) If the Bank becomes aware of a Security Incident,
the Bank will investigate and remediate the effects of
the Security Incident in accordance with its internal
policies and procedures and the requirements

of applicable laws and regulations. The Bank will
notify the Customer of a Security Incident as soon

as reasonably practicable after the Bank becomes
aware of it, unless the Bank is subject to a legal or
regulatory constraint, or if it would compromise the
Bank's investigation.

(B) Each party is responsible for making any
notifications to regulators and Data Subjects
concerning a Security Incident that it is required to
make under Data Protection Law. Each party will
provide reasonable information and assistance to the
other party to the extent necessary to help the other
party to meet its obligations to requlators and Data
Subjects.

CTpaHa AO0CTaBUMK Ha ycyra [Aa nasu JIyHnTe AaHHM
B cboTBeTCTBME C Yenosue 5 (MHbopmaLmoHHa
curypHocT); u (i) M3BbpLLBa TPaHCrpaHMyeH TpaHchep
Ha JINYHM A@aHHM B CbOTBETCTBME CbC 3aKOHa 33
3aLLMTa Ha IMYHWUTE AaHHW.

6.4 NMpaBHOo ocHoBaHMe 3a 06paboTKa Ha J/IMuHK
OAHHU

[o cTeneHTa, B KosTo baHKkaTa 06paboTsa /InuHK
OaHHW Ha CyBeKT Ha IMYHM AaHHM Ha KnneHTa,
KAMeHT®BT rapaHTMpa, 4e ako 1 AOKOSIKOTO ce
M3MCKBA OT 3aKOH 3a 3aLMTa Ha IMYHKUTE AaHHMU,

e NpeaoCTaBM U3BECTME U € NONYYNA BaNAHO
cbrnacve ot Takmea CybeKTU Ha IMYHM JaHHM BbB
BPb3Ka C 06paboTBaHETO Ha TeXHWUTE JINYHM AaHHM OT
CTpaHa Ha baHKaTa, KaKTO e ONMCaHO B HACTOALLMTE
YCNIOBMA, KAKTO M BbB BCUYKM MPUNOKNUMM
[eKnapaunm 3a NoBepuUTeNHOCT Ha baHKaTa nan
APy MHGOPMALIMOHHM IOKYMEHTN BB BPb3Ka C
MOBEPUTENHOCT, 0CTbMHM Ha https://www.citibank.
com/tts/sa/tts-privacy-statements/index.html (nau
OpYr eNeKTPOoHEeH aZpec NN N3ABAEHNE, 33 KOETO
BaHKkaTa nepnoanyHo yBeaomsaea KaneHTa). Ako
KnneHTsT e CyOeKT Ha iIaHHK, TOM AeK1apurpa, Ye
aKO M OOKOJIKOTO Ce M3MCKBA OT 3aKOH 3a 3alliMTa Ha
JINYHWUTE AAHHM: @) € NOAYYMA MHOOPMALMOHHUTE
OOKYMEHTU, UMTUPAHM B NPeAX0AHOTO U3PEeYeHME; 1
0) ce cbrnacsBa c TakaBa ObpaboTKa.

6.5 UHUMAEHTU CbC cUrypHOCTTa

(A) B cnyualt ue baHkaTta Hayum 3a MHUMAEHT CbC
CUrypHOCTTa, baHKaTa Le pascinesa 1 Kopurmpa
NnocneCTBUATA OT HEro B CbOTBETCTBME C HEMHUTE
BBTPELUHM MONUTUKM U NPOLLEeAYPU, U M3UCKBAHMATA
Ha NMPUIOKMMM 3aKOHN 1 perynaumn. baHkaTa we
yBeaoMn KnmeHTa 3a VIHUMAEHT CbC CUIYpHOCTTA
NPV MbpBa Bb3MOMKHOCT, C/1ef, KaTo Hayuu 3a Hero,
OCBeH aKo Ha baHKaTa He e Ha/IoKeHO 3aKOHHO

WU PErynaTopHO OrpaHUYeHne, UK ako ToBa bu
KOMMNPOMETMPAO pas3cieBaHeTo Ha baHKaTa.

(B) Bcsika cTpaHa e 0TroBOpHa 3a M3npallaHeTo

Ha YBEAOMIEHWA 10 PETYNaTOPHUTE OPraHu u
CybeKTM Ha NIMYHM AaHHW OTHOCHO MHLUMAEHT CbC
CUTYPHOCTTA, KaKBUTO Criopes, NPUAOKMMUA 3aKoH
3a 3allMTa Ha IMYHUTE JaHHW € A/TbXKHa A3 HanpasMu.
Bcsika cTpaHa Lie npeaocTaBy pasymHa MHGOopMaLIMa
M CbAeNCcTBME Ha ApyraTa CTpaHa OKOKOTO e
HEeobX0/IMMO, 3a [1a MOMOrHe Ha [ipyrata cTpaHa Aa
M3MbJIHW 334 b/IKEHUATA CU CMPSMO PETYNaTOPHM
opraHu 1 CybeKTu Ha IMYHM AaHHW.
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(C) Neither party will issue press or media statements
or comments in connection with any Security Incident
that name the other party unless it has obtained the
other party's prior written permission.

Confidentiality and Data Privacy Conditions (Global) v.2.0_September 2020

Treasury and Trade Solutions
citi.com/treasuryandtradesolutions

(B) HmKoA cTpaHa HaAMa Aa NpaBu U3SBAEHUA UK
KOMEHTapu B npecaTa uav MemmnTe Bbs Bpb3Ka
C KaKbBTO M Aa e MIHLUMAEHT CbC CUMYPHOCTTA,
CnomeHaBally UMeTO Ha ApyraTta cTpaHa, OCBeH
aKo He ca NoayYMAn NpeaBapuUTeNHOTO NMUCMEHO
cbrnacue Ha apyraTa cTpaHa.

© 2020 Citibank, N.A. All rights reserved. Citi and Citi and Arc Design are trademarks and service marks of

Citigroup Inc. or its affiliates and are used and registered throughout the world.
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