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Confidentiality and Data Privacy Conditions
YcaoBHS 3a NOBEPUTEAHOCT U 3allUTa Ha AMYHUTE

AaHHHU (,YIISAAY)

1. Introduction.

These Conditions form part of the terms and conditions that apply
between the Customer and the Bank in relation to the provision of
Accounts and Services to the Customer. For the purpose of these
Conditions, “Services” shall also include any services, transactions or
dealings between the Bank and the Customer, whether or not related to
the Customer’s Account; these Conditions shall be in addition to any
other terms and conditions agreed to between the Bank and the
Customer. These Conditions set out each party’s obligations in relation
to Confidential Information and Personal Data received from the other
party in connection with the provision of Accounts and Services. Some
provisions of these Conditions are region-specific and will only apply in
respect of the regions or countries specified. In some countries, further
country-specific terms are required, and these will be included in the
Local Conditions and/or Regulatory Disclosures, Declarations and
Representations (RDDR) for that country. Except to the extent prohibited
under applicable law or expressly agreed otherwise by the parties, and
subject to any mandatory minimum notice period prescribed by
applicable law, these Conditions may be updated from time to time with
general applicability to customers upon written notice to the Customer.
If there is a conflict between these Conditions and any agreement
between the Bank and the Customer related to any Bank product or
Service, the agreement related to the Bank product or Service prevails to
the extent of any such conflict.

2. Protection of Confidential Information.

The Receiving Party will keep the Disclosing Party’s Confidential
Information confidential on the terms hereof and exercise at least the
same degree of care with respect to the Disclosing Party’s Confidential
Information that the Receiving Party exercises to protect its own
Confidential Information of a similar nature, and in any event, no less
than reasonable care.

3. Use and disclosure of Confidential Information.

The Disclosing Party hereby grants the Receiving Party the right to use
and disclose the Disclosing Party’s Confidential Information to the
extent necessary to accomplish the relevant Permitted Purposes. The
Receiving Party will only use and disclose the Disclosing Party’'s
Confidential Information to the extent permitted in these Conditions.

4. Exceptions to confidentiality.

Notwithstanding anything in these Conditions to the contrary, the
restrictions on the use and disclosure of Confidential Information in
these Conditions do not apply to information that: (i) is in or enters the
public domain other than as a result of the wrongful act or omission of
the Receiving Party or its Affiliates; or their respective Representatives in
breach of these Conditions; (ii) is lawfully obtained by the Receiving
Party from a third party or already known by the Receiving Party in each

1. BwbBeaeHue.

Te3u YcAoBMA nMpeAcTaBAIBAT YacT OT YCAOBMATA, KOMTO ce Nnpuaarat
mexpy Knventa u baHkata BbB Bpb3ka C BOAeHeTO Ha Cmetku,
06cayxBaHe Ha KaueHta. 3a ueaute Ha Te3u Ycnoeusi ,06cayxBaHe”
BKAIOUBA KaKBUTO W AQ € YCAYTM, CAEAKH WAW B3aUMOOTHOLIEHUS MEXAY
bankata u KaveHta, He3aBuCMMO Aanu ce oTHacAT A0 CmeTkata Ha
KaneHta; Te3n YcnoBus e 6baaT B AOMbAHEHHE KbM KOMTO U Aa 6UAO
ApPYru ycAoBUA, AOrOBOpeHU Mexpy baHkata U Kauenta. Tesan Ycaosusi
yCTaHOBABAaT 3aAbAKEHMiTA Ha BCAKA CTpaHa BbB Bpb3ka C
MNoBeputenHata MHPOPMaLUA U AMUHMTE AAHHM, MOAYYEHU OT Apyrata
CTpaHa BbB Bpb3ka C BOAEHETO Ha CMeTkM M npepoCTaBAHETO Ha
06cayxBaHe. HskoM Knaysu Ha Te3n YcaoBMA ca cneumduyHU 3a
onpeAeneH PEruoH U Le ce npuAarat caMmo 3a NOCOYEHUTE PErMOHU UAK
AbpXaBH. B HAKOW AbpXaBW ce U3UCKBAT AOMbAHWUTEAHHM, CEeLUUUHU
3a CcbOTBETHATa AbpXKaBa YCAOBUSA W Te e 6baaT BKALOUEHH B MecTHUTe
ycAoBMA 3@ Tasu AbpxaBa W/uav PerynatopHute W3uckBanua M
Aeknapauuu (PUA) 3a Ta3u AbpxaBa. AOKOAKOTO He e HaAuue 3abpaHa
CbIAAaCHO NPUAOXKMMOTO NPABO UAU AOKOAKOTO U3PUUYHO HE € YTOBOPEHO
Apyro mexpay Ctpanute, Te3u YcaoBus moraT Aa 6bAaT NpOMEHSIHU
NepUOAMYHO, KaT0 U3MEHEHUATA Ca NMPUAOKUMU KbM BCUYKU KAMEHTH
cAeA OTNPaBEHO MUCMEHO npeausBecTMe A0 KaMeHTa B MWUHUMaAHO
M3UCKYeMUA OT 3aKOHa, MMNepaTMBEH CPOK. AKO CblLUeCTBYBa
npoTUBOpEeune MeXAy Te3u YCAOBUA M BCAKAKBO APYro crnopasymeHue
mexpy bankata U Kanenta, cBbp3aHO ¢ KOWTO U Aa € baHkoB npoaykT
unu 06cayxBaHe, cnopasyMeHUeTo, CBbP3aHo ¢ baHKOBUA NPOAYKT UAK
O6cayKBaHe e WMMa NpPeuymylecTBO A0 CTeNeHTa Ha TakoBa
npoTUBOpeune.

2. 3awwra Ha lloBeputerHata MHOPMALUA.

MoayyaBawata cTpaHa Lue 3anasu B TaiiHa [loBeputeAHata MHGOpMaLms
Ha PaskpuBalata cTpaHa Npu NOCOYEHUTE TYK YCAOBUS W LE MOAOXKM
foHe cbliaTa CTeNeH Ha rpuxa 3a loBeputeHata MHGOPMAUMA Ha
PaskpuBalwiata cTpaHa, koato loAyuaBaliata cTpaHa Moaara, 3a Aa
3awwmTh cBosiTa cobeTeeHa MoBepuTenHa MHGOPMaLMs 0T NOA0GEH BUA U
MpU1 BCUUKM CAy4aM, He N0-MaAKO OT pa3yMHaTa rpuxa.

3. WsnoasBaHe U paskpuBaHe Ha lloBepuTeAHa HHpOpPMaLWS.

PaskpuBaLuata ctpaHa ¢ HacToALLOTO AaBa Ha lNoAyyaBalyata cTpaHa
npaBoTo Aa U3NOA3BA U pa3kpuBa [loBeputenHaTa UHGOPMALUA HaA
PaskpuBaLuaTta ctpaHa A0 cTeneHTa, Heo6xoAUMa 3a NocTUraHe Ha
cboTBeTHUTE Pa3peLueHu Leau. [lonyyaBaluata CTpaHa Lue U3NoA3Ba 1
paskpuBa lNoBeputerHata uHpopmauusa Ha PaskpuBaluata ctpaHa camo
AO CTENEHTa, N03BOAEHA B Te3U YCAOBHUS.

4. W3KnioueHHs 3a NOBEPUTEAHOCT.

He3aBucUMO ye Hewo pa3AMyHO e YrOBOPEeHO B NPOTUBOpPEYUE C Te3u
YcnoBUs, OrpaHUYEHuUsATa 3a U3N0A3BaHe U pa3kpuBaHe Ha lloBepuTeAHa
uHbOpMaLus B Te3n YCAOBUA He Ce OTHACAT 3a MHPOpMauMs, KOATO:
(i) e obLwecTBEHO AOCTOSIHUE, OCBEH aKO He e CTaHaAa TakoBa B pe3yATat
Ha HenpaBoMepHo AeiicTBMe uAM 6espeiicTBue Ha MoayyaBawata
cTpaHa WAM HeliHute CBbp3aHM AMLA; WAW TEXHUTE CbOTBETHU
MpeactaButeAn B HapyweHue Ha Te3u YcnoBusi; (i) e 3aKOHHO
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case without notice of any obligation to maintain it as confidential; (iii)
was independently developed by the Receiving Party without reference
to the Disclosing Party’s Confidential Information; (iv) an authorized
officer of the Disclosing Party has agreed in writing that the Receiving
Party may disclose on a non-confidential basis; or (v) constitutes
Anonymized and/or Aggregated Data.

5. Authorized disclosures.

5.1 Affiliates and Representatives. The Receiving Party may disclose the
Disclosing Party’s Confidential Information to the Receiving Party’s
Affiliates and to those of the Receiving Party’s and its Affiliates’
respective Representatives who have a “need to know” such
Confidential Information, although only to the extent necessary to fulfil
the relevant Permitted Purposes. The Receiving Party shall ensure that
any of its Affiliates and Representatives to whom the Disclosing Party’s
Confidential Information is disclosed pursuant to this Condition 5.1
shall be bound to keep such Confidential Information confidential and
to use it for only the relevant Permitted Purposes.

5.2 Other disclosures. With respect to the Customer's Confidential
Information, Bank Recipients may: (i) disclose it to such third parties as
may be designated by the Customer (for example, the Customer’s
shared service center) and to Customer Affiliates; (ii) disclose it to
Payment Infrastructure Providers on a confidential basis to the extent
necessary for the operation of the Account and the provision of the
Services; and (iii) use it and disclose it to other Bank Recipients for the
purpose of supporting the opening of accounts by, and the provision of
Services to, the Customer and Customer Affiliates at and by the Bank
and Bank Affiliates.

5.3 Payment reconciliation. When the Customer instructs the Bank to
make a payment from an Account to a third party’s account, in order to
enable the third party to perform payment reconciliations, the Bank may
disclose to the third party the Customer’s name, address and account
number (and such other Customer Confidential Information as may be
reasonably required by the third party to perform payment
reconciliations).

5.4 Legal and regulatory disclosure. The Receiving Party (and, where the
Bank is the Receiving Party, Bank Recipients and Payment Infrastructure
Providers) may disclose the Disclosing Party’s Confidential Information
pursuant to legal process, or pursuant to any other foreign or domestic
legal and/or regulatory obligation or request, or agreement entered into
by any of them and any governmental authority, domestic or foreign, or
between or among any two or more domestic or foreign governmental
authorities, including disclosure to courts, tribunals, and/or legal,
regulatory, tax and government authorities.

6. Retention and deletion.

On closure of Accounts, termination of the provision of the Services,
each of the Customer and Bank Recipients shall be entitled to retain
and use the other party’s Confidential Information, subject to the
confidentiality and security obligations herein, for legal, regulatory,
audit and internal compliance purposes and in accordance with their
internal records management policies to the extent that this is

npupo6buta ot MonyyaBaluata cTpaHa OT TpeTa CTpaHa WAW Beue e buna
usBectTHa Ha [oayyaBawarta cTpaHa BbB BCEKM CAyyai 6e3
npeAU3BeCTME 3a KAKBOTO U AA € 3aAbVKEHUE Aa A 3ana3u NOBEPUTENHa;
(iii) e He3aBMcUMO pa3paboTeHa ot MoAyyaBalata cTpaHa 6e3 pa ce
oTHacAa KbM [oBeputenHata MHGopMaLua Ha PaskpuBalLata cTpaHa; (iv)
YMbAHOMOLLEH CAYXMTEA Ha PaskpuBaljata cTpaHa ce e CbrAacHa
nucmeHo, ye lNonyyaBawara ctpaHa Moxe Aa pa3kpue Ha OCHOBaTa Ha
HEeMoBEPUTEAHOCT; MAM (V) npeAcTaBAfiBa AHOHUMHU U/uAM 06006LLeHU
AQHHH.

5. PaspeleHo paskpuBaHe Ha MHHGOPMaALUA.

5.1. Cebp3aHu avua u MpeacraButenn. MoayuaBaluata ctpaHa Moxe Aa
paskpue MoseputenHata uHdpopmaumus Ha PaskpuBalwiata ctpaHa Ha
Cebp3anuTe aua Ha lNonyyaBalara ctpaHa 1 Ha oHesu [peacTaBuTeAn
Ha MMoAyyaBaluata cTpaHa U HelHUTe CBbP3aHU AULA, KOUTO ,TpsibBa Aa
3HaAT" Tasu [oBeputeAnHa MHOOPMALMA, HO CaMO AO CTeNeHTa,
HeobOXxoAMMa 3a M3MbAHEHUETO Ha CbOTBETHUTE Pa3spelleHd LeAu.
MonyyaBawara cTpaHa CAeABa Aa rapaHTMpa, uYe BCHUKM HeWHM
CBbp3aHu avua W MpeactaBuTeAd, Ha KOUTO e pa3kpuTa lMoBeputenHarta
uHpopmauma Ha Pa3kpuBallarta cTpaHa, cbraacHo ToBa Ycnosue 5.1, ca
MBXHW Aa 3anasaT B TaliHa Ta3u [loBeputenHa MHPOpMaUMA U Aa A
U3NOA3BAT EAUHCTBEHO 3a CbOTBETHUTE Pa3peLueHu Lueam.

5.2. Apyro pa3kpHBaHe Ha WHpopmauus. [lo oTHOweHMe Ha
MoBeputenHata MHPopmauma Ha KaueHta, lMoayyateaute Ha baHkata
morar: (i) Aa A pa3KpMUBaT Ha TakMBa TPETU CTPaHU, KOUTO ca NOCOYEHH
ot KaveHTa (Hanpumep LieHTbpa 3a CbBMECTHO 06cAyxBaHe Ha KaueHTa),
KaKTo ] Ha CBbp3aHuTe LA Ha Kanenra;
(ii) Aa A paskpuBaT Ha AoCTaBYMLM HA NAATEXHaA MHPPACTPYKTypa Ha
noBepuTeAHA OCHOBA CMopeA cTeneHTa, HeobxoAuMa 3a 06CAYKBAHETO
Ha CmeTkaTa u npepocTtaBsAHeTo Ha 06cayxBaHeTo; W (iii) Aa A u3noassar
M Aa A paskpusar Ha Apyru [loayyateau Ha baHkata 3a ueaute Ha
OTKpUBaHETO Ha cmeTku OoT KameHta u Cebp3aHute aMua Ha Kamenta u
npepoctaBaHeTo Ha 06cayxBaHe Ha KaumeHta u CBbp3aHuTe AMLA Ha
KaneHta ot baHkata u CBbp3aHuTe AMua Ha baHkara.

5.3. PekoHcuAaLMsi Ha nAawaHeto. Korato KAMeHTLT WHCTpyKTMpa
baHkaTta Aa M3BbpLUM NAaLaHe oT CMeTKa No cMeTkaTa Ha TpeTa CTpaHa
C LeA Aa NMO3BOAM Ha TpeTaTa CTpaHa Aa HanpaBM PEKOHCUAALMA Ha
naawaxeto, baHkata Moxe Aa paskpue Ha Tpetata cTpaHa WMETO Ha
KaneHTta, appeca u HoMepa Ha cMeTKaTa (M Apyra TakaBa [loBepuTenHa
UHdopMauus Ha KaueHTa, KosTO MoXe Aa 6bAe 0CHOBATEeAHO U3UCKaHa
0T TPpeTaTa CTpaHa 3a U3BbpLUBaHE Ha PEKOHCUAALMATA HA NAALLAHETO).

5.4 MpaBHU M peryaatopHU M3uCKBaHWA. lonyuaBawara crpaHa (a,
KbAeTo baHkata e loAyyaBalwata ctpaHa, lNoayyateaute Ha baHkata u
AocTtaBuMuMTe Ha nAaTeXHa MHOPACTPyKTypa) MOXe Aa paskpue
MNoBeputenHata uHopmauus Ha PaskpuBaulata cTpaHa CbrAacHo
npaBeH NMPOLEC UAM CbIAACHO KOETO M AA € APYF0 YY)KAECTPaHHO MAM
MECTHO NpPaBHO W/WUAW PEryaaTOpHO 3aAbAKEHME WAW UCKaHe, WAU
cnopa3yMeHue, CKAIOUEHO OT KOWTO M Aa e OT TAX M KOWTO U Aa e
HaLMOHAAEH UAM YY)KAECTPAHEH NPABUTEACTBEH OpraH WAM MeXAy, ABa
MAM NMOBEYE HALMOHAAHW MAW UYXAECTPAHHU NMPABUTEACTBEHM OpraHa,
BKAIOUMTEAHO pa3KpuBaHe NpeA CbAMAWLLA, TPUOYHAAM W/UAW TIPABHM,
PEryAaTopHHU, AQHLYHU U NPABUTEACTBEHU OPraHu.

6. 3ana3BaHe M 3aAMUaBaHe.

Mpu 3akpuBaHe Ha CMmeTKW, npekpaTtABaHe NpPEAOCTaBAHETO Ha
06c¢nyxBaHe, Bceku 0T KameHta u Moayuateaute Ha baHkata uma npaBo
Aa 3anasu W pa u3noa3ea loBeputenHata MHGOpMauMsA Ha Apyrata
CTpaHa, NpeAMeT Ha 3apbAKeHUATa 3a MOBEPUTEAHOCT W CUTYPHOCT,
KaKTo ca OMuCaHW TyK, 3a LEAMTe Ha Cna3BaHeTo Ha MpaBHM,
PEryAnaTOpHH, OAWUTHU W BBLTPELUHW M3UCKBAHUS U B CbOTBETCTBUE CbC
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permissible under applicable laws and regulations, but shall otherwise
securely destroy or delete such Confidential Information.

7. Data privacy.

7.1 Compliance with law. The Receiving Party will comply with
applicable Data Protection Law in Processing Disclosing Party Personal
Data in connection with the provision or receipt of Accounts and
Services.

7.2 Compliance with GDPR/Equivalent Laws. Without limiting Condition
7.1 (Compliance with law), to the extent that the Processing of Personal
Data is subject to the GDPR or any Equivalent Law: (i) each party is
responsible for its own compliance with applicable Data Protection Law;
and (ii) the Customer confirms that any Customer Personal Data that it
provides to the Bank has been Processed fairly and lawfully, is accurate
and is relevant for the purposes for which it is being provided and the
Bank may rely on the Customer's compliance with such undertaking
and, where applicable, assistance from the Customer pursuant to
Condition 7.6 (Legal basis for Processing

7.3 Security. The Bank will, and will use reasonable endeavors to ensure
that Bank Affiliates and Third Party Serice Providers will, implement
reasonable and appropriate technical and organizational security
measures to protect Customer Personal Data that is within its or their
custody or control against unauthorized or unlawful Processing and
accidental destruction or loss.

7.4 Purpose limitation. The Customer hereby authorizes the Bank to
Process Customer Personal Data in accordance with these Conditions
and to the extent reasonably required for the relevant Permitted
Purposes for the period of time reasonably necessary for the relevant
Permitted Purposes.

7.5 Intemational transfer. The Customer acknowledges that in the
course of the disclosures described in Condition 5 (Authorized
disclosures), Disclosing Party Personal Data may be disclosed to
recipients located in countries which do not offer a level of protection for
those data as high as the level of protection in the country in which the
Bank is established or the Customer is located.

7.6 Legal basis for Processing.
7.6.1 Except as noted in Condition 7.6.2:

(A) When the Customer is the Data Subject: to the extent that the
Customer is the Data Subject of Customer Personal Data Processed by
the Bank, then the Customer consents to the Bank’s Processing of all of
such Customer Personal Data as described in Conditions 3 to 7.

CBOMTE BLTPELLHM NOAUTUKM 3a YNpaBAEHUE Ha AAHHU CNOpeA CTENeHTa,
B KOAITO TOBA € AONYCTUMO, CbIAACHO NPUAOXKUMUTE 3aKOHU U pPerynaLuy,
KaTo B MPOTUBEH CAy4ail TpsI6Ba MO CUIrypeH HauMH Aa YHULLOXHU UAK
3anvuu Ta3u loBeputenHa MHGopmaLmsa.

7. ToBepUTEAHOCT Ha AQHHUTE.

7.1 CnasBaHe Ha 3akoHa. [loayyaBawata cCTpaHa wWe cnasga
NPUAOKUMUA 3aKOH 3a 3alUMTa Ha AMYHUTE AaHHK npu 06paboTka Ha
AMYHKM paHHM Ha Pa3skpuBalulata CTpaHa BbB Bpb3Ka C BOAEHETO Ha
CMeTKH1 1 NpeaocTaBAHETO Ha 06cAyKBaHe.

7.2 Cna3BaHe W3UCKBaHHUATA Ha Pernamenta/
EKBUBancHTHH 3aKOHM. be3 pa ce orpaHuMyaBa NPUAOXKEHWETO Ha
Ycnosue 7.1. (Cna3BaHe Ha 3aKoHa) AOTOAKOBa AOKOAKOTO Ob6paboTkata
Ha AMYHM AaHHU e peryaMpaHo oT PernaMeHTa WAM KOWTO M Aa e
EKBUBaNEHTEH 3aKOH: (i) BCAIKA OT CTpaHUTe € OTTOBOPHA 3a cna3BaHeTo
0T HeliHa cTpaHa Ha NPUAOXKMMUSA 3aKOH 3a 3aluTa Ha AMUHUTE AAQHHU;
U (i) KAMeHTbT noTBbpXAaBa, Ye BCHUKM AMYHM AaHHUM Ha Kanenta,
KOMTO € npepocTaBUA Ha baHkata ca ob6paboteHM cnpaBep\MBO W
3aKOHHO, €a TOYHW M CbOTBETCTBAT Ha LEATa, 3a KOATO ca 6uau
npepoctaBeHn M baHkata MoXe Aa pas3uuta Ha ToBa, Y€ KAMEHTHT
cna3Ba Taka NoeToTo 3aAbAKEHUE, KAKTO U KOTaTo e NPUAOXKMMO, MOXeE
Aa pasuuTa Ha cbAelicTBMe OT cTpaHa Ha KaueHTa B CbOTBETCTBUE C
YcnoBue 7.6. (lpaBHO ocHoBaHKe 3a 06paboTBaHe).

7.3 CurypHocT. baHkata Lue NoAoXKM pa3yMHH YCUAWA AA rapaHTupa, uye
Cebp3aHuTe AMLa Ha bankata u TpeTuTe CTpaHu, AOCTaBYULIM Ha YCAYTH
e B3emaT pasyMHU W MOAXOAALIM TEXHWYECKU W OpraHW3aLMOHHU
MEepKH 3a CUTyPHOCT 3a 3aluta Ha AMuHUTe AaHHU Ha KanenTa, Kouto ca
Ha CbXpaHeHHe NPHU TAX UAW NOA TEXEH KOHTPOA CpeLly HeoTopu3upaHa
UAM He3akoHHa 06paboTka U MHLMAEHTHO YHULLOXEHHUE UAK 3aryba.

7.4 OrpaHuueHuMe Ha ueata. C Hacrtoswoto KaueHTbT oTOpU3Mpa
baHkata pa O6paboTBa AMuHWTE AaHHUM Ha KaueHTa B CbOTBETCTBUE C
Te31 YcAoBMA M B pasymMHO HeobXoAMMa cTeneH 3a CbOTBETHUTE
PaspelueHu ueau B paMmkuTe Ha NePUOA OT BpeMe, pa3yMHO HE06X0AUM
3a CbOTBETHUTE Pa3pelueHn Leau.

7.5 MexayHapoaeH TpaHcdep. KAMeHTLT noTBbpXAaBa, ye B X0Aa Ha
paskputusaTa, onucaHu B YcnoBue 5 (PaspelleHo pasKpuBaHe Ha
uHpopmauus), AMyHUTEe AaHHM Ha PasKpuBallata cTpaHa Morat Aa
6bpaT pa3KpUTM Ha MoAyyaTeAM, HAMUpalW ce B CTpaHU, KOUTO He
NpeAOCTaBAT TOAKOBA BUCOKO HUBO Ha 3aluuTa 3a Te3U AaHHH, KAKBOTO e
HUBOTO Ha 3aluuTa B AbpXaBaTa, B KOATO baHkaTta e peructpupaHa ua1
ce Hamupa KAWeHTbT.

7.6 3aKoHoBO ocHoBaHWe 3a O6paboTBaHe.
7.6.1 OcBeH B cayuaute, nocoueHu B YcnoBue 7.6.2:

(A) Korato KaueHTBT e CyOeKTbT Ha AMUHUTE AaHHU: B cayuaute, korato
KaneHTbT e CybekTbT Ha AMYHUTE AaHHM, obpaboTBaHM oT baHkata,
ToraBa KaueHTbT paBa cbraacueto cu baHkata pa 06pabotBa BCUUKM
Te3U AMYHU AaHHU Ha KaueHTa, KaKTo e onucaHo B YCAOBHSA 0T 3 A0 7.

®
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(B) When the Customer is not the Data Subject: to the extent that the
Bank Processes Customer Personal Data about other Data Subjects (for
example, the Customer’s personnel or Related Parties), the Customer
warrants that to the extent required by applicable law or regulation, it
has provided notice to and obtained consent from such Data Subjects in
relation to the Bank’s Processing of their Personal Data as described in
these Conditions (and will provide such notice or obtain such consent in
advance of providing similar information in future). The Customer further
warrants that any such consent has been granted by these Data Subjects
for the period reasonably required for the realization of the relevant
Permitted Purposes.

7.6.2 To the extent that the Processing of Personal Data is subject to the
GDPR or any Equivalent Law then the provisions of this Condition 7.6.2
shall apply:

(A) When the Customer is the Data Subject: when the Customer is the
Data Subject of Customer Personal Data Processed by the Bank, then
the Customer hereby acknowledges that the Bank will Process Customer
Personal Data as set forth in the relevant TTS Privacy Statement
accessible at https://www.citibank.com/tts/sa/tts-privacy-
statements/index.html (or such other URL or statement as the Bank may
notify to the Customer from time to time) and the Bank may seek
consent prior to conducting certain Processing activities from the
Customer from time to time as its legal basis for Processing Customer
Personal Data under the GDPR or any Equivalent Law; and

(B) When the Customer is not the Data Subject: when the Bank
Processes Customer Personal Data about other Data Subjects (for
example, the Customer’s personnel or Related Parties), the Customer
warrants that it shall provide notice to, and shall seek consent from (and
promptly upon the Bank’s request shall provide evidence to the Bank of
having provided such notices and/or obtained such consents), such
Data Subjects in relation to the Bank’s Processing of their Personal Data
in accordance with any instructions of the Bank from time to time (which
may include the form and the manner in which a notice is to be provided,
or any consent is to be obtained). In connection with the foregoing, the
Customer warrants that it will provide Data Subjects with a copy of the
relevant s Privacy Statement accessible at
https://www.citibank.com/tts/sa/tts-privacy-statements/index.html
(or such other URL or statement as the Bank may notify to the Customer
from time to time.

7.7 Employee reliability and training. The Bank will take reasonable
steps to ensure the reliability of its employees who will have access to
Customer Personal Data and will ensure that those of its employees who
are involved in the Processing of Customer Personal Data have
undergone appropriate training in the care, protection and handling of
Personal Data.

7.8 Audit. The Bank shall provide the Customer with such information as
is reasonably requested by the Customer to enable the Customer to
satisfy itself of the Bank’s compliance with its obligations under
Condition 7.3 (Security). Nothing in this Condition 7.8 shall have the
effect of requiring the Bank to provide information that may cause it to
breach its confidentiality obligations to third parties.

(B) Korato KaueHTHT He e CyOEKTLT Ha AMUHWTE AaHHHM: B cayuauTe,
korato baHkata o6pa6oTBa AvuHK paHHW Ha KaueHTa 3a apyru Cybektu
Ha AMYHW AQHHW (Hanpumep, cAyxuteaute Ha KaueHta uau CBbp3aHu
CTpaHu), KAMeHTLT rapaHTupa, ye B CbOTBETCTBUE C U3UCKBAHUATA Ha
NPUAOXKUMUA 3aKOH MAW PETYAALMS, TOI € YBEAOMMA U € B3€A CbIAacke OT
Te3u CybekTM Ha AMYHW AaHHM oTHOCHO O6paboTkata oT baHkata Ha
TeXHUTe AMYHU AQHHU, KAKTO € ONUCaHO B Te3n YCAOBUA (M Lue ocurypu
TakoBa YBEAOMAEHWE WAW 1Ue MOAYYM TaKoBa CbrAacHe MNpeau
NpeAOCTaBAHETO Ha NoA06HA uHdopmaLua B 6baelle). KAMEHTLT 0cBeH
TOBa rapaHTMpa, 4e BCAKO TaKoBa Cbrnacue e AaAeHO oT Te3u Cybektu
Ha AMYHW AQHHM 3@ pasyMHO HEOOXOAMMMUSA MEPUOA 3a pearu3UpaHeTo
Ha CbOTBETHUTE PaspeLueHn Leam.

7.6.2 MokonkoTo 06paboTBaHeTo Ha AMUHMTE AAQHHHU € B CbOTBETCTBUE C
PernamenTa UAU EKBUBaAEHTEH 3aKOH,
TO LU Ce NpuAarat pa3nopeabute Ha HacToALLOTO YcnoBue 7.6.2:

(A) Korato KameHTbT e Cy6eKTbT Ha AMUHUTE AaHHH: KoraTo KAMEHTBT e
Cyb6ektbT Ha AuuHu AaHHW npu O6paboTBaHeTo Ha AMYHM AaHHM Ha
Kauenta ot baHkata, To KAMeHTLT ¢ HacToALwwoTo npuema, ye baHkara we
O6pabotBa AuuHM [AaHHM CbIAACHO CbOTBETHaTa /eKknapauus 3a
NOBEPUTEAHOCT Ha TTS, AOCTbIHA Ha
https://www.citibank.com/tts/sa/tts-privacy-
statements/index.html (uAu KOUTO U Aa € APYTV MHTEPHET aAPEC UAU
u3fBAEHME, 3a KOMTO BbaHkaTta nepuMoAMUHO MOXeE Aa e yBeAOMMAQ
Kaventa) 1 npepu pa 3anouHe onpepeneHu Aeiicteus no O6paboteaHe
bankaTta moxe Aa ucka cbraacue ot KaMeHTa KaTo 3aKOHOBO OCHOBaHHe
3a O6pabotBaHe Ha AuyHu paHHM Ha KaveHTa Ha OCHOBaHue
PernameHTa unu EKBMBaAEHTEH 3aKOH; U

(B) Korato KAMeHTBT He e Cy6eKTbT Ha AWYHHTE AaHHM: KoraTo baHkarta
06pabota AuuHM AaHHW Ha KaneHTH 3a opyru CybeKT Ha AMUHK AaHHU
(Hanpumep, nepcoHana Ha KaueHta uanm Cebp3aHu Avua) KaueHTsT
rapaHTHpa, Ye Lie yBeAOMM U LLE NOUCKA CbIAacue (kaTo He3abaBHO npu
NOMCKBaHe OT cTpaHa Ha baHkaTa e i npepOCTaBU AOKa3aTencTBa 3a
U3BbPLUEHOTO YBEAOMAEHUE W/MAM MOAYYEHOTO CbrAAcue) OT TakuBa
CybekTM Ha AMYHM AaHHM BbB Bpb3ka ¢ O6paboTkata OT cTpaHa Ha
baHkata Ha TeXHWTe AMYHM AAHHU B CbOTBETCTBUE C BCAKAKBM
NepuoAMYHU MHCTPYKUMM Ha BbaHkata (KOMTO MoOraT Aa BKAOUYBAT W
dopmata M HauuHa, N0 KOWTO YBeAOMAeHMeTo Tpsbea pa 6Gbae
0TNPaBEHO W CbrAacuMeTo Aa ObAe noAyueHo). BbeB Bpb3ka ¢
rOPen3n0XeHOTo KAMEeHTBT rapaHTupa, ue Lie npepoctaBu Ha Cybektute
Ha AMYHU AQHHU KOMKeE OT CbOTBETHATa \eknapaLusTa 3a NOBEPUTEAHOCT
Ha TIS, paoctbnHa Ha https://www.citibank.com/tts/sa/tts-
privacy-statements/index.html (uau ppyr Takee URL appec uau
u3fBAeHMEe, KoeTo baHkata Moxe Aa wu3BectAaBa Ha KaveHta
NepuoAUYHO).

7.7 HapexaHocT u 06yueHne Ha cayxuteauTe. baHkarta Lie npeanpuemve
Heo6XoAMMUTE MEPKM 3a rapaHTMpaHe Ha HAAEXAHOCTTa Ha CBOMTE
CAY)XXMTEAM, KOUTO LUe UMaT AOCTbN A0 AMUHUTE AaHHU Ha KaWeHTa u we
OCUIYpU NOAXOAAWO obyueHue 3a CbXpaHEHUETo, 3aluuTata M
06paboTkata Ha AMYHU AAHHW HA OHE3U CBOM CAYXMUTEAU, KOUTO yuacTBat
B 06paboTkata Ha AuuHKTE AaHHU Ha KaneHTa.

7.8. Oput. baHkara ocurypaBa Ha KameHTa TakaBa MHGOpMaLus, KOATO
€ 0CHOBaTeAHO M3MCKBaHa OT KaueHTa, 3a Aa My NO3BOAM Aa Ce YBEpH,
ye baHkata cna3Ba 3apbAKeHMATa CM  cbrAacHo YcnoBue 7.3
(CurypHocrt). Huwo B ToBa YcnoBue 7.8 HAMa pa u3nCKBa OT baHkaTta pa
0CUrypu UHGOPMALKUA, KOATO MOXe Aa AOBEAE A0 HapyluaBaHe OT HeliHa
CTpaHa Ha 3aAbMKEHUATa 3@ NOBEPUTEAHOCT Ha TPETU CTPaHMU.


https://www.citibank.com/tts/sa/tts-privacy-statements/index.html
https://www.citibank.com/tts/sa/tts-privacy-statements/index.html
https://www.citibank.com/tts/sa/tts-privacy-statements/index.html%5d
https://www.citibank.com/tts/sa/tts-privacy-statements/index.html%5d
https://www.citibank.com/tts/sa/tts-privacy-statements/index.html
https://www.citibank.com/tts/sa/tts-privacy-statements/index.html
https://www.citibank.com/tts/sa/tts-privacy-statements/index.html

Treasury and Trade Solutions

CItl

8.  Security Incidents.

If the Bank becomes aware of a Security Incident, the Bank will
investigate and remediate the effects of the Security Incident in
accordance with its internal policies and procedures and the
requirements of applicable law and regulation. The Bank will notify the
Customer of any Security Incident as soon as reasonably practicable
after the Bank becomes aware of a Security Incident, unless the Bank is
subject to a legal or regulatory constraint, or if it would compromise the
Bank’s investigation. The parties agree that in relation to a Security
Incident, each party will be responsible for making any notifications to
regulators and individuals that are required under applicable Data
Protection Law. Each party will provide reasonable information and
assistance to the other party to the extent necessary to help the other
party to meet its obligations to Data Subjects and regulators. Neither the
Bank nor the Customer will issue press or media statements or
comments in connection with the Security Incident that name the other
party unless it has obtained the other party’s prior written consent.

9. Definitions

Capitalised terms used in these Conditions shall have the meanings
given to them in the Master Account and Service Terms or as set out
below:

“Affiliate” means either a Bank Affiliate or a Customer Affiliate, as the
context may require;

“Anonymized and/or Aggregated Data” means information relating to
the Disclosing Party received or generated by the Receiving Party in
connection with the provision or receipt of the Account and Services and
in respect of which all direct personal identifiers have been removed,
and/or which has been aggregated with other data, in both cases such
that the data cannot reasonably identify the Disclosing Party, its
Affiliates or a natural person;

“Bank Affiliate” means any entity, present or future, that directly or
indirectly Controls, is Controlled by or is under common Control with the
Bank, and any branch or representative offices thereof, including
Citibank, N.A. and Citigroup Technologies, Inc.;

“Bank Personal Data” means Personal Data relating to a Data Subject
received by the Customer from the Bank, Bank Affiliates and/or their
respective Representatives in the course of receiving Accounts and
Services from the Bank. Bank Personal Data may include names and
contact details, to the extent that these amount to Personal Data under
applicable Data Protection Law;

“Bank Recipients” means the Bank, Bank Affiliates and their respective
Representatives;

“Conditions” means these Confidentiality and Data Privacy Conditions;

“Confidential Information” means:

(A) where the Disclosing Party is the Customer or a Customer Affiliate, or
any of their respective Representatives: information relating to the
Customer or Customer Affiliates or their respective Representatives or
Related Parties received by Bank Recipients in the course of providing

8. WHuMpeHTH CbC CHIypHOCTTa.

B cayvaii ye bankata Hayuu 3a MHUMAEHT cbe curypHocTTa, baHkata we
pascreABa WM KOpUrMpa NOCAEACTBMATA OT HEro B CbOTBETCTBUE C
HeWHWUTE BLIPEWHU MOAUTUKM M NPOLEAYPH, W W3UCKBAHUATA Ha
NPUAOXKUMUA 3aKOH U perynaums. bankata we ysepomu Kaventa 3a
KaKbBTO U Aa € UHLIMAEHT CbC CUTYPHOCTTa NPH MbpBa Bb3MOXHOCT, CAEA
KaTo Hayuu 3a Hero, 0CBeH aKo Ha baHkaTa He € HaAOXEeHO 3aKOHHO MA1
perynatopHo OrpaHWueHWe, WAW ako ToBa OW KOMNpOMETMpano
pa3crepBaHeTo Ha baHnkata. CrpaHute npuematr, BbB Bpb3ka C
WHUMAEGHT CbC CUTYpHOCTTa, Ye BCAKA CTpaHa lie 6bAe OTrOBOpHa 3a
U3npaLlaHeTo Ha YBEAOMAEHUA A0 PEryAaTOPHUTE OPraHu U 3acerHature
AMUQ, KaKTO Ce W3UCKBa CnopeA NPUAOKUMMA 3aKOH 3a 3aluTa Ha
AMYHUTE AaHHU. Besika cTpaHa e npepocTaBu pasymHa MHGopmaLua 1
CbAENCTBME Ha Apyrata CTpaHa AOKOAKOTO e Heob6xoauMoO, 3a Aa
NOMOrHe Ha Apyrata cTpaHa Aa WM3MbAHU 3aAbAKEHMATa CU CNPAMO
CybekTuTe Ha AMMHW AQHHU W peryaaTtopHute opraHu. Huto baHkarta,
HUTO KAMEHTBLT e NpaBAT W3ABAEHUA UAM KOMEHTapW B npecarta WA
MeAuUTe BbB BPb3Ka C MHUMAEHTA CbC CUIypHOCTTA, CMOMEeHaBaLuu
MMETO Ha Apyrata CTpaHa, 0CBEH aKo He Ca NMOAYYMAW NPEABaPUTEAHOTO
NUCMEHO CbIAacKe Ha Apyrata cTpaHa.

9. OnpeaeAeHus.

TepMuHUTE C rAaBHa 6yKBa, M3NOA3BaHM B HacToslmTe YCAOBMA, LWe
MMaT 3HAY€HWETO, KOETO UM € OTAAAEHO B YCAOBMAITA 3a BOAEHE Ha
CmeTka U 06c1\y>KBaHe WUAU KaKTO € MOCOYEHO No-HaAOAY:

»CBbp3aHo AHUE” o3HauaBa CBbp3aHo Avue ¢ baHkata uau CBbp3aHo
ALe ¢ KaueHTa, cnopes KOHTEKCTa;

»AHOHUMHU H/WAW 0606WEHH AAHHM® oO03HauaBa MHPOPMALUA,
cBbp3aHa ¢ PaskpuBawiata cTpaHa, MOAyuYeHa WAM TeHepupaHa oT
MonyuaBawara crpaHa BbB Bpb3ka C BOAEHETO Ha CmeTkata MAM
npeaAocTaBAHeTo Ha O6CAYXBaHETO, KbAETO BCAKAKBM MPEKU AMUHU
AaHHU ca NpemaxHaTh U/uAu ca 0600LUeHU C APYrM AQHHK, Taka Yye U B
ABaTa CAyyasi AAHHUTE He MoraT OCHOBATEeAHO Aa WAEHTHdULMpaT
PaskpuBaLuata ctpaHa, HeliHuTe CBbp3aHu AMLA UAM GU3UYECKO AULIE;

»,CBbp3aHO Avue ¢ baHkata“ o3HauaBa BCAKO HOPUAMYECKO AULE,
HacToALLO MAM 6ObAello, KOeTo Npsko WA Henpsko KoHtpoaupa, e
KoHTpoaupaHo ot uav e nop 06w, KoHTpoa ¢ BaHkata, Kakto U BCeku
KAOH WAW NPEACTaBUTEACTBO, BKAOUMTEAHO CutubaHK, H.A. n Cuturpyn
TekHonopxuC UHK.;

+\MUHK AAHHM Ha BbaHkara“ o3HauaBa AMYHWM AAHHM, CBbP3aHU CbC
CybeKT Ha AMYHM AAHHM, NpepocTaBeHU oT baHkata Ha Kauewra,
Cebp3aHu AMua ¢ baHkata u/uau TexHute lpeacTaBUTEAU B Npolieca Ha
BoAeHe Ha CmeTku M npepoctaBaHe Ha 06cayxBaHe o1 baHkata.
AvyHuTe paHHM Ha BaHkata moraT Aa BKAKOYBAT MMEHa WU AeTalAu 3a
KOHTaKT, KOUTO Ce ONPeAeNiT Kato AMUHU AAHHU cropes NPUAOKUMUA
3aKOH 3a 3alLUTa Ha AMYHUTE AAHHU;

JllonyuatenM Ha baHkata“ o3HauaBa baHkata, CBbp3aHuTe AuLa C
baHkata v TexHute [peacTaBUTEAH;

»YCAOBUA“ 03HAuaBa Te3u YCAOBMA 3a NOBEPUTEAHOCT U 3aliuta Ha
AMYHUTE AAHHU;

»I10BepuTeAHa MHPOpPMaLUA“ 03HauaBa:

(A) korato PaskpuBawara ctpaHa e KaueHTsT Mau CBbp3aHO AuLe C
KaveHta, uan KOWTO M Aa e OT TexHuTe [peacTaBUTEAU: UHOPMALMS,
cBbp3aHa ¢ KaveHta uam CBbp3aHM avua ¢ KaueHta, TexHute
NpeactaButenu, uau CBbp3aHK CTpaHu, noayyeHa ot [loAyyateaute Ha
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Accounts and Services to the Customer, including all Customer Personal
Data, Customer’s bank account details, transactional information, and
any other information which is either designated by the Customer as
confidential at the time of disclosure or that a reasonable person would
consider to be of a confidential or proprietary nature; or

(B) where the Disclosing Party is the Bank or a Bank Affiliate, or any of
their respective Representatives: information relating to the Bank or
Bank Affiliates or their respective Representatives received or accessed
by the Customer, Customer Affiliates and their respective
Representatives in connection with the receipt of Accounts and Services
from the Bank, including Bank Personal Data, information relating to the
Bank’s products and services and the terms and conditions on which
they are provided, technology (including software, the form and format
of reports and online computer screens), pricing information, internal
policies, operational procedures and any other information which is
either designated by the Bank as confidential at the time of disclosure or
that a reasonable person would consider to be of a confidential or
proprietary nature;

“Control” means that an entity possesses directly or indirectly the power
to direct or cause the direction of the management and policies of the
other entity, whether through the ownership of voting shares, by contract
or otherwise;

“Customer Affiliate” means any entity, present or future, that directly or
indirectly Controls, is Controlled by, or is under common Control with the
Customer, and any branch thereof;

“Customer Personal Data” means Personal Data relating to a Data
Subject received by or on behalf of the Bank from the Customer,
Customer Affiliates and their respective Representatives and Related
Parties in the course of providing Accounts and Sewices to the
Customer. Customer Personal Data may include names, contact details,
identification and verification information, nationality and residency
information, taxpayer identification numbers, voiceprints, bank account
and transactional information (where legally permissible), to the extent
that these amount to Personal Data under applicable Data Protection
Law;

“Data Protection Law” means any and all applicable laws and/or
regulations relating to privacy and/or data protection in relation to the
Processing of Customer Personal Data or Bank Personal Data, including
any amendments or supplements to or replacements of such laws
and/or regulations and including without limitation and as applicable:
(i) the EU Directive on Data Protection (95/46/EC) and the EU Directive
on Privacy and Electronic Communications (2002/58/EC); (ii) any
national laws implementing such directives; (iii) the GDPR; and (iv) any
Equivalent Law;

bankata B npoueca Ha BopeHe Ha CMeTKM W npepocTaBsHe Ha
06cayxBaHe Ha KnveHTa, KOATO MHOOPMALMUS BKAHOUBA BCUYKU AMUHU
AaHHM Ha KaueHta, paHHM 3a 6aHkoBata cmeTka Ha KauedTa,
MHOOpPMALMA 3a TPaH3aKLMUTE U BCAKA Apyra UHGOPMaLHUA, KOATO UAK e
onpeaeneHa ot KaveHTa KaTo noBepUTeAHa N0 BpeMeE Ha paskpUBaHETo,
WAW 3@ KOATO €AHO Pa3yMHO AULLE OU cueno, ue € NOBEPUTEAHA MAW HEYUsl
co6CTBEHOCT; UAH

(B) korato PaskpuBawara ctpaHa e baHkata uaM CBbp3aHO AuuLE C
baHkata, A KOMTO M Aa e oT TexHute lpeactaBuUTeAM: UHPOPMALMSA,
cBbp3aHa ¢ baHkata uaM CBbp3anute AMua ¢ baHkata, WAM TexHuTe
MpeacraButenw, noayueHa OT WAM  npepoctaBeHa Ha Kauenta,
Cebp3aHute aMua ¢ Kaventa W Texuute lpeactaBuTen BbB Bpb3Ka C
BOAEHETO Ha CmeTku M npepocTaBaHeTo Ha 06cayxBaHe oT baHkata,
BKAOUBaWa AvyHM AaHHM Ha baHkata, MHpopmauusa, cBbp3aHa C
baHKOBW NPOAYKTU U YCAYTU U YCAOBUAATA, NPU KOUTO Ca NPEAOCTaBEHM,
TEXHOAOTUA (BKAKOUMTEAHO codTyep, dopmata M BMAA Ha AOKAAAU W
OHAAWH KOMMKOTbPHU U300paxeHus)), MHGOpPMALMA 3a  LeHuTe,
BbTPEIIHM MOAMTMKM, ONEepaTMBHM NpOLEAYPM UM BcAKa Apyra
MHOOPMALHUA, KOATO UAK € onpeAeneHa OT baHkata KaTo noBepuUTeAHa
Nno BpemMe Ha pasKpUBaHETO, UAW 3@ KOATO EAHO Pa3yMHO AULE OU cueno,
ye e NoBepUTEAHA UAW Heuns coOCTBEHOCT

»KOHTPOA“ 03HauaBa, ue eAHO OPUAMUYECKO AULIE NPUTEXABA NPAKO UAK
HENpAKO CMAATa AA PbKOBOAM WAM AQ ONPEAEeA YNPABAEHWETO W
MOAUTUKUTE Ha APYroTO IOPUAMYECKO AUMLIE, HE3ABUCUMO AAAM Ype3
NPUTEXaBaHETO Ha aKUMK C NPaBO Ha rAac, Ypes AOTOBOP MAM MO ApYT
HauuH;

»,CBbp3aHo Auue ¢ KaMeHTa“ o3HauaBa BCAKO HOPUAMYECKO AULE,
HacToAwWwo AW 6bAelto, KOeTo NMpAKO MAM Henpsiko KoHTpoaupa, e
KoHTpoaupaHo ot uau e nop 06w, KoHTpon ¢ KaueHTa, Kakto U BCEKU
KAOH;

»\MUHH AQHHU Ha KaHeHTa“ o3HauaBa AMYHM AQHHM, CBbpP3aHU CbC
CybekT Ha AMYHM AaHHM, npepocTaBeHM Ha bankata or Kauenra,
Cebp3aHu Avua ¢ Kauenta u texnute lNpeacrasutend v CBbp3aHu CTpaHu
B npoueca Ha BoAeHe Ha CMeTkM U npepocTaBaHe Ha O6cayKBaHe Ha
Kaventa. Auunute paHHM Ha KaumeHta moraT pa BKAOYUBAT MMEHa,
AeTalAM 3@ KOHTaKT, MHGOpMaLMs 38 UAEHTUOUKALMA U NPOBEpKa Ha
UAEHTUOUKAUMATA, MHOOPMALMA 3a HaLMOHAAHOCT W npebuBaBaHe,
UAEHTUOUKALMOHHM  AAHBYHM  HOMeEpa, [FAacoBM  OTNevaTbLM,
uHdopmauusa 3a 6aHKOBa CMeTKa U ABWXEHME MO CMeTKa (KbAeTo e
NO3BOAEHO OT 3aKOHa), KOMTO Ce OMPEAEAAT Kato AMUHU AAHHM CropeA
NPUNOXKUMUA 3aKOH 3a 3aLUM1Ta HA AMMHUTE AAHHH;

»3aKOH 3a 3alLyTa Ha AMYHMTE AQHHU“ 03HauyaBa BCUYKMU MPUAOKUMMU
3aKOHU M / AWM pa3nopeAbu, OTHACALLM Ce A0 HEMPUKOCHOBEHOCTTa Ha
AMUYHUA XUBOT U / UAM 3aluMTaTa Ha AaHHM BbB Bpb3ka ¢ O6paboTkaTta
Ha AMYHM paHHM Ha KaveHTa uAM AMYHM paHHM Ha baHkarta,
BKAOUMTEAHO BCUYKM M3MEHEHUS WAM AOMbAHEHUS MAM 3aMEHU Ha
TakMBa 3aKOHU W / WAM pPErAaMeHTH, BKAIOUMTEAHO, 6e3 pa ce
orpaHuyaBar A0 TAX, U KOraTo e NpuAOXUMO: i) AupeKTMBaTa 3a 3awuTa
Ha paHHuTe Ha EC(95/46 / EO) u, AupekiMBata 3a npaBoTO Ha
HENPUKOCHOBEHOCT Ha AMYHUS XXMBOT U EAEKTPOHHU KOMYHUKaLuK Ha EC
(2002/58 / EO); ii) BCUUKM HALMOHAAHU 3AaKOHW, TPAHCTIOHUPALLY TE3U
AVPEKTUBH;

(iii) PernameHTLT; U iv) ,, EKBUBANEHTEH 3aKOH";
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“Data Subject” means a natural person who is identified, or who can be
identified directly or indirectly, in particular by reference to an identifier
such as a name, an identification number, location data, an online
identifier or to one or more factors specific to his or her physical,
physiological, genetic, mental, economic, cultural or social identity, or,
if different, the meaning given to this term or nearest equivalent term
under applicable Data Protection Law. For the purpose of these
Conditions, Data Subjects may be the Customer, Customer Affiliates,
the Bank, their personnel, Related Parties, customers, suppliers,
payment remitters, payment beneficiaries or other persons;

“Disclosing Party” means a party that discloses Confidential
Information to the other party;

“Disclosing Party Personal Data” means Customer Personal Data or
Bank Personal Data, as the context permits;

“Equivalent Law” means the laws and/or regulations of any country
outside the EEA that are intended to provide equivalent protections for
Personal Data (or the nearest equivalent term under applicable data
protection law and/or regulation) of Data Subjects as the GDPR,
including without limitation, the data protection laws of Jersey, Macau,
Morocco, Switzerland and the United Kingdom;

“GDPR” means the General Data Protection Regulation (EU) 2016/679
and any laws and/or regulations implementing or made pursuant to
such regulation;

“Payment Infrastructure Provider” means a third party which forms
part of a payment system infrastructure, including without limitation
communications, clearing or payment systems, intermediary banks and
correspondent banks;

“Permitted Purposes” in relation to the Bank’s use of the Customer's
Confidential Information means the following purposes: (A) to provide
Accounts and Services to the Customer in accordance with the Terms;
(B) to undertake activities related to the provision of Accounts and
Services, such as, by way of non-exhaustive example: (1) to fulfil foreign
and domestic legal, regulatory and compliance requirements (including
US anti-money laundering obligations applicable to the Bank’s parent
companies) and comply with any applicable treaty or agreement with or
between foreign and domestic governments applicable to any of the
Bank, Bank Affiliates and their agents or Payment Infrastructure
Providers; (2) to verify the identity of Customer representatives who
contact the Bank or may be contacted by the Bank; (3) for risk
assessment, information security management, statistical, trend
analysis and planning purposes; (4) to monitor and record calls and
electronic communications with the Customer for quality, training,
investigation and fraud prevention purposes; (5) for crime detection,
prevention, investigation and prosecution; (6) to enforce or defend the
Bank’s or Bank Affiliates’ rights; and (7) to manage the Bank’s
relationship with the Customer, which may include providing information
to Customer and Customer Affiliates about the Bank's and Bank
Affiliates’ products and services; (C) the purposes set out in Condition 5
(Authorized disclosures); (D) any additional purposes expressly

»CyOEKT Ha AMYHM AAHHH“ O3HauyaBa OU3NYECKO AMLE, KOETO e
UAEHTUOULLUPAHO UAM KOETO MOXe Ad Obae MAEHTHPULIMPAHO NPAKO WA
HENpsAKo, NO-KOHKPETHO Ype3 ¢opma Ha MAEHTUPUKALMUA KaTo UMe,
MAEHTUOUKALMOHEH HOMEpP, AAaHHM 3@ MECTOMOAOXKEHUETO, OHAAMH
MAEHTUOUKATOP MAM upe3 eAHA WAM TOBEeYe XapaKTePUCTUKM,
cneuMdUYHM 3a HeroBaTa MAM HelHaTa dMU3MUEcKa, NMCUXOAOTMYECKa,
YMCTBEHa, UKOHOMMUYECKA, KYATYPHA MAM COLMAAHA MAEHTUYHOCT WAM,
aKo € Hello pa3AMyHO, 3HAYEHUETO, AAAEHO HA TO3U TEPMUH AW Halii-
6AM3KMA EKBUBAAEHTEH TEPMUH CNIOPEA NPUAOKUMHUA 3aKOH 3a 3aluuTa
Ha AMYHUTE AQHHU. 3a LieATa Ha Te3u YcAoBUs, CybeKTH Ha AMYHU AaHHM
morart pa 6baat KameHtst, CBbp3aHu auua ¢ Kaventa, bankara, TexHute
cAypkuTen, CBbp3aHM CTpaHM, KAMEHTH, AOCTAaBYMLM, HAPEAUTEAH,
6eHedULMEPH HA NAALLAHETO UAW APYTH GU3UUECKHU AULLA;

»PasKp1Balla cTpaHa“ 03HauyaBsa cTpaHa, kosiTo pa3kpusa lMoseputerna
UHPOPMALUA Ha ApyraTa cTpaHa;

»\M4YHH AaHHW Ha PasKpuBalaTta cTpaHa“ 03HauyaBa AMYHW AQHHM Ha
KAMEHT uAv AMuHUM paHHM Ha BaHKaTa, Cnopea KOHTEKCTa;

»EKBUBaAETEH 3aKOH“ 03HauaBa 3aKOHMTE M / WAM NOA3AKOHOBUTE
HOPMaTUBHM aKTOBE Ha BcAka cTpaHa u3BbH EWI, kouto ca
npeAHa3HauYeHW AQ NPEAOCTABAT EKBUBAAEHTHA HA PernameHTa 3awmra
Ha AMYHUTE AQHHM (MAWM HaW-OAM3KUA eKBMBAAEHTEH TEPMMH CbIAACHO
NPUAOXKMMOTO 3aKOHOAATEACTBO 3a 3alUuTa Ha AaHHWTE) Ha CybekTtute
Ha AMYHU AAHHU, BKAHOUMTEAHO, HO HE CaMo, 3aKOHWTE 3a 3aliuTa Ha
AaHHute B TepH3u, U3paen, Axbpen, Makao, Mapoko, LBeliuapus 1
06eAMHEHOTO KPAACTBO;

»PerAaMeHTbT" o03HauaBa OOWMA pernameHT OTHOCHO 3aliuTa Ha
paHHute (EC) 2016/679 M BCHUKM 3aKOHOBM WAM MOA3AKOHOBM
HOPMAaTUBHU aKTOBe, NPUAArally UAW U3AAAEHH B CbOTBETCTBUE C TO3M
pernameHT;

~AOCTaBUMK Ha MAATeXHa MHpPaACTpyKTypa“ o3HauaBa TpeTa CTpaHa,
KOATO CbCTaBASIBA YacT OT MHOPACTPyKTypa Ha NAaTteXHa cuctema,
BKAOUBaLLA, 6€3 orpaHuueHne, KOMYHUKALUK, CUCTEMM 33 KAMPHHT MAN
naaLiaHe, NOCPEAHUYECKU U KOPECTIOHAEHTCKHN baHKu;

sPaspelleHd UeAM“ BbB Bpb3ka C M3noA3BaHeTo OT baHkata Ha
MoBeputenHa uHGopmauus Ha KaueHTa 3a caepHUTe Leau: (A) Aa BOAM
Cmetku u npepoctaBu O6cayxBaHe Ha KaveHTa B CbOTBETCTBUE C
YcnoBusta; (B) pa npeanpuemMa AedCTBUS, CBbpP3aHW C BOAEHETO Ha
CmeTkM U npepocTaBAaHeTo Ha O6cayXBaHe, KaTto Hanpumep, HO He
camo: 1) Aa M3MbAHWM YYKAW W MECTHW NpaBHU, PEryaAaTOpHU U
HOPMaTUBHU U3UCKBAHMUA (BKAIOUMTEAHO 3apbAkeHWs Ha CALL, npotus
NpaHeTo Ha Napu, KOUTO ca MPUAOKMUMM 3a KOMNAHUUTE-MaWKU Ha
bankata) 1 Aa cna3Ba BCEKU MPUAOXKHUM AOTOBOP UAM CMOpa3yMeHue ¢
UAM MEXAY YYKAECTPAHHU U HALMOHAAHU NPaBUTEACTBA, NPUAOXKMMHU 3a
baHkata, Cebp3aHute Avua ¢ baHkata M TeXHUTE MbAHOMOLUHULM WAK
AoctaBuMuUM Ha nNAaTexHa WHpacTpyktypa; 2) Aa  NpoBepu
MAEHTUYHOCTTA Ha NpeAcTaBUTEAM Ha KaueHTa, KOMTO ce CBbp3BaT C
baHkata uAM kouTo Morat Aa 6bAaT noTbpceHu oT baHkata; 3) 3a oueHka
Ha pHUCKa, YNpaBAEHWE Ha CUIYpHOCTTa Ha MHbOpmauusaTa,
CTaTUCTUYECKW W TEHAEHUMOHEH aHaAu3, W NAaHOBU Leau; 4) Aa
U3BbPLIBA MOHMTOPUHI W Aa 3anucBa 00aXAaHUS U EAEKTPOHHM
KOMyHUKaUMK ¢ KaueHTa 3a LieAMTEe Ha KauecTBEHOTO o6cAyXBaHe,
obyueHue, pascrepBaHe M NpepOTBpaTABaHe Ha M3Mama; 5) 3a
OTKpUBAHE Ha MNpecTblAeHWe, NpeAoTBpaTABaHe, pa3CAeABaHEe W
cbaebHO npecaeABaHe; 6) Aa NPUAOXKM UAW 3aLLUTH NpaBaTa Ha baHkata
uAv Ha CBbp3aHuTe aMua ¢ bankata; u 7) Aa ynpaBAsiBa OTHOLLIEHUATA Ha
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authorised by the Customer; and (E) any additional purposes as may be
notified to the Customer or Data Subjects in any notice provided by, or
upon the instruction of, the Bank pursuant to Condition 7.6.2;

“Permitted Purposes” in relation to the Customer’s use of the Bank’s
Confidential Information means the following purposes: to enjoy the
benefit of, enforce or defend its rights and perform its obligations in
connection with the receipt of Accounts and Services from the Bank in
accordance with the Terms, and to manage the Customer’s relationship
with the Bank;

“Personal Data” means any information that can be used, directly or
indirectly, alone or in combination with other information, to identify a
Data Subject, or if different, the meaning given to this term or nearest
equivalent term under applicable Data Protection Law;

“Processing” means any operation or set of operations which is
performed on Personal Data or on sets of Personal Data, whether or not
by automated means, such as collection, recording, organization,
structuring, storage, adaptation or alteration, retrieval, consultation,
use, disclosure by transmission, dissemination or otherwise making
available, alignment or combination, restriction, erasure or destruction,
or, if different, the meaning given to this term or nearest equivalent term
under applicable Data Protection Law;

“Receiving Party” means a party that receives Confidential Information
from the other party;

“Related Party” means any natural person or entity, or branch thereof,
that: (i) owns, directly or indirectly, stock of the Customer, if the
Customer is a corporation, (ii) owns, directly or indirectly, profits,
interests or capital interests in the Customer, if the Customer is a
partnership, (iii) is treated as the owner of the Customer, if the Customer
is a “grantor trust” under sections 671 through 679 of the United States
Internal Revenue Code or is of equivalent status under any similar law of
any jurisdiction, domestic or foreign, (iv) holds, directly or indirectly,
beneficial interests in the Customer, if the Customer is a trust; or (v)
exercises control over the Customer directly or indirectly through
ownership or any arrangement or other means, if the Customer is an
entity, including: (a) a settlor, protector or beneficiary of a trust; (b) a
person who ultimately has a controlling interest in the Customer; (c) a
person who exercises control over the Customer through other means; or
(d) the senior managing official of the Customer;

“Representatives” means a party’s officers, directors, employees,
agents, representatives, professional advisers and Third Party Serice
Providers;

“Security Incident” means an incident whereby the confidentiality of
Disclosing Party Personal Data within Receiving Party’s custody or
control has been materially compromised so as to pose a reasonable
likelihood of harm to the Data Subjects involved; and

bankata ¢ KaveHTa, KOeTo MOXe Aa BKAIOYUBA OCUIypsiBaHe Ha
uHdopmauus Ha KaueHta u Cebp3aHuTte AMua ¢ KameHta 3a npoayktute
U ycayrute Ha baHkata u CBbp3anute avua ¢ bankata; u (B) ueaute,
ycraHoBeHH B YcaoBue 5 (Pa3peLueHo pa3kpuBaHe Ha uHdopmauus); (I
BCAKAKBU APYrM LieAW, U3PUYHO NO3BOAEHU OT KaueHTa u (A) KakBuTO U
Aa OMAO AOMBAHUTEAHM LEAW, KOMTO MoraT Aa 6bAaT cbobLieHM Ha
KaneHta uan Ha CybekTuTe Ha AMYHU AQHHU B KOETO M AA € U3BECTue,
NPeAOCTaBEHO OT, MAM CbIAACHO MHCTPYKUMA Ha baHkata cbraacHo
Ycnosue 7.6.2;

»Pa3spelleHn ueAu“ BbB Bpb3ka ¢ ynotpebata ot cTpaHa Ha KaveHta Ha
MNoBeputenHata uHOopmauus Ha baHkata 3a chepHMTE LeAM: Aa ce
Bb3MOA3Ba OT NPeAMMCTBATA Ha, Aa NPUAAra 1 3aliuTaBa CBOMTE NpaBa
U A U3MbAHAIBA CBOUTE 3aAbAKEHUA BbB BPb3Ka C BOAEHETO Ha CMeTKM
U npepoctaBsHeTo Ha 06cayxBaHe oT baHkata B CbOTBETCTBUE C
YcnoBusTa, U Aa ynpaBasiBa OTHOLWeHUsATa Ha KaeHTa ¢ baHkara;

H\MYHH AQHHM“ 03HauyaBa BCAKa MHOOPMALMA, KOATO MOXe Aa Obpe
U3NOA3BaHA NPAKO MAW HEMPSAKO, CAMOCTOATEAHO MAW B KOMOMHALMA C
Apyra uHdopmaums, 3a Aa MAeHTHGUUMPa CybeKT Ha AMYHU AQHHU UAM
aKo e pa3AMyHa, 3HauYeHHUeTo, AQAEHO Ha TO3U TEPMUH UAW Hali-OAU3KMS
€KBMBANEHTEH TEPMHUH CMOpPEA NPUAOKMMUSA 3aKOH 3a 3aliuTa Ha
AMYHUTE AaHHK;

»,00pabotka“ o3HauaBa BcsAka onepauus WAM cOOp OT onepaLun, KOUTo
ce M3BbplWBaT ¢ AMYHUTE AAHHM WAM CbC COOpP OT AMUHM A@HHM,
HE3aBUCMMO AAAM C aBTOMATUUHM CPeACTBa, Kato cbOupate,
3anuceaHe, OopraHusvpaHe, CTpyKTypupaHe, CbxpaHeHue, apantupaHe
WAM NPOMSsIHA, Bb3CTaHOBABaHe, KOHCyATauus, ynotpeba, paskpuBaHe
upe3 npepaBaHe, pPasNpPOCTPAHEHWE WAW MO APYr HauMH Ha
npepocTaBAHE B HAAMMHOCT, peryaMpaHe WAM  KomMOUHMpaHe,
orpaHuMyaBaHe, U3TPUBAHE WAW YHULLOXABAHE, UAW, aKO € PasAMuHa,
3HayeHueTo, AaAeHO Ha TO3U TePMUH UAU Haii-6AM3KNA eKBUBANEHTEH
TEPMUH CNOPEA NPUAOKUMUSA 3aKOH 3@ 3aLLUTA HA AMUHUTE AQHHMU;

»[10AyuaBaLla ctpaHa“ o3HayaBa cTpaHa, KOAITo noAyyaBa loBepuTeAHa
WHdOPMaLMs OT ApyraTa CTpaHa;

»CBbp3aHa cTpaHa“ 03HauyaBa BCAKO GU3MUECKO UAM HOPUAUYECKO AHULLE
UAM KAOH, KOETO: (i) npuTtexasa, NPAKO UAM HENPAKO, OT Kanutana Ha
Kaventa, ako KAMeHTbT e Kopnopauusi, (ii) nputexaBa, NPAKO WAM
Henpsko, neyanbu, AUXBM MAM KanutanoBM AMXBU OT KaueHTa, ako
KaneHTbT e capyxeHue, (iii) e cuutaH 3a cobcTBeHUK Ha KaueHTa, ako
KaueHTbT € ,yupeauten Ha TpbCT“ cnopep paspeat 671 po 679 or
Koaekca 3a BbTpelHn npuxoau Ha CALLL A MMa eKkBUBaAEHTEH cTaTyc
cnopeA nopobeH 3aKoH Ha AajeHa HOPUCAMKLMA, HaLMOHAAHA WMAM
uyAecTpaHHa, (iv) npuTexaBa, NPAKO MAM HENpPAKO, WHTEpec OT
KaveHta, ako KAMEHTBT e TpbeT; MAM (V) YnpaxHABa KOHTPOA BbPXY
KAMeHTa NpAKo MAM HENpsKo 4pe3 cO6CTBEHOCT MAM KAaKBOTO U AQ €
crnopasymMeHue, UAM APYru CPeACTBa, ako KAMEHTBT e o pUANYECKO A1LE,
BKAHOUMTEAHO (3) YUpeAMTEA, 3alUMTHUK UAW GeHeduumuep Ha TpbeT, (6)
AMLE, KOETO UMa KOHTPOA Bbpxy KaveHTa, (B) AULLe, KOETO ynpaxHABa
KOHTPOA BbpXy KaveHTa ¢ Apyrv cpeacTBa MAM (I) BMCLU ynpaBAsiBaLL, Ha
Kauenra;

LIPEACTAaBUTEAM“ 03HAuaBa €KCMEepPTH, AMPEKTOPH,  CAYKUTEAH,
MbAHOMOLUHULM, NPEACTAaBAABALLM, NPOPECUOHAAHU KOHCYATAHTU W
TpeTn cTpaHu AOCTaBUNLM Ha YCAYTa;

JAHUMAGHT CbC CHMIYPHOCTTA“ O3HauaBa WHUMAEHT, NpPU  KOWTO
MNoBeputenHocTTa Ha AvMuHKUTE AaHHM Ha PaskpuBauwiata cTpaHa nop
NONeyYnuTencTBOTO UAM KOHTpOAA Ha lMoayyaBaluata cTpaHa € 3HauYUTEAHO
KOMNpPOMETUpaHa, Taka Ye € MHOI0 BepOSTHO AA OLLETH CbOTBETHUTE
Cy6eKTM Ha AMUHU AQHHU; U
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"Third Party Service Provider" means a third party reasonably selected
by the Receiving Party or its Affiliate to provide serices to or for the
benefit of the Receiving Party, and who is not a Payment Infrastructure
Provider. Examples of Third Party Service Providers include technology
service providers, business process outsourcing service providers and
call center service providers.
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»TPETa CTpaHa AOCTaBYMK Ha yCAyra“ o3HauaBa TpeTa CTpaHa, pa3yMHO
uszbpaHa ot MoayyaBawara ctpaHa MAM CBbP3aHO C Hes AMLE, 3a Aa
OCUIYPHM YCAYTM Ha UAM B NOA3a Ha lonyuaBalata cTpaHa U KOATO He e
poctaBumk Ha lhatexHa uHdpactpykrypa. Mpumepute 3a Tpetu cTpanu
AOCTaBYMLM Ha YCAYra BKAOYBAT AOCTaBYMLM Ha TEXHONOTMYHA YCAyra,
AOCTaBYMUM Ha U3HACsAHE Ha 6U3HeC AEMHOCTU M NPOLLECH U AOCTABYMLIU
Ha KOA LLEHTbP YCAYTH.
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