PRIVACY STATEMENT FOR EU/EEA AND UK
CLIENTS OF CITI COMMERCIAL BANK

DECLARATIA PRIVIND PROTECTIA DATELOR
PENTRU CLIENTII CITI COMMERCIAL BANK DIN
UE/SEE S| REGATUL UNIT AL MARII BRITANII

This Privacy Statement applies to:

e C(itigroup branches and affiliates
established in the EU/EEA and the UK
carrying out Citi Commercial Bank

operations (such as credit agreements,
commercial bank loans, and guarantees
amongst others). Citi Commercial Bank is an
internal division (a ‘business’) of Citigroup,
Inc and its affiliates;

e Individuals that represent or act on behalf
of our corporate clients at Citi Commercial
Bank in the EU/EEA and the UK including,
without limitation, their directors, staff, and

subcontractors; and any associated
individuals who are loan/collateral
guarantors, Promissory Note debtors,

collateral owners, independent agents and
persons related to those individuals (e.g.
spouses), and individual beneficial
owners/ultimate beneficiaries of those
corporate entities (altogether ‘persons
associated’);

e persons associated with a corporate client

or prospective corporate client who
engages Citi Commercial Bank for the
purposes of opening, operating and

maintaining an account or financial product
with a Citigroup affiliate established in the
EU/EEA and the UK;

e persons associated with a service provider
or counterparty bank of Citi Commercial
Bank acting through a Citigroup legal entity
in the EU/EEA and the UK.

Aceasta Declaratie privind protectia datelor se

aplica pentru:

e sucursale ale Citigroup si ale afiliatilor
acesteia stabilite in UE/SEE si in Regatul
Unit al Marii Britanii care desfasoara
operatiuni ale Citi Commercial Bank
(precum contracte de credit, imprumuturi
bancare comerciale si garantii, printre
altele). Citi Commercial Bank este o divizie
internd (o ‘afacere’) a Citigoup Inc si a
afiliatilor sai;

e persoane fizice care reprezinta sau
actioneaza pe seama unei entitati juridice
care ne este client Citi Commercial Bank in
UE/SEE si in Regatul Unit al Marii Britanii,
inclusiv, fara a se limita la, administratorii
acestora, personalul si subcontractorii
acestora; precum si orice persoane fizice
asociate care sunt garanti, debitori sub
bilete la ordin, proprietari ai bunurilor
aduse in garantie, agenti independenti si
persoane cu legdturi cu aceste persoane
(de ex.: sot/sotie) si persoane fizice care
sunt beneficiari reali/ultimi beneficiari ai
acelor entitati juridice (impreund denumite
”persoane asociate”);

e persoane asociate cu un client persoana
juridica sau un potential client persoana
juridica care contacteaza Citi Commercial
Bank in scopul deschiderii, operarii si
mentinerii unui cont sau unui produs
financiar cu o entitate afilitata Citigroup
stabilita in UE/SEE si in Regatul Unit al Marii
Britanii;

e persoane asociate cu un furnizor de servicii
sau banca corespondenta a Citi
Commercial Bank  actionand prin
intermediul unei entati legale a Citigroup
din UE/SEE si Regatul Unit al Marii Britanii.

Citi has published Privacy Statements that apply
to Citi Commercial Cards, Treasury and Trade
Solutions and Markets and Securities which apply
to those activities even if you are a client of Citi
Commercial Banking.

Citi a publicat Declaratii privind protectia
datelor care se aplica diviziilor Citi Carduri
Comerciale, Solutii Comerciale si de Trezorerie
si Piete si Valori Mobiliare, si care se aplica chiar
daca sunteti client al diviziei Citi Commercial
Banking.

This document explains how Citi processes
personal data from persons associated to

Aceast document explicd modul Tn care Citi
prelucreaza datele cu caracter personal ale



http://ebm.treasuryandtradesolutions.citi.com/c/tag/hBa4tiHB9FpUwB9nh65Ns8OQkJ7/doc.html?t_params=RiF8fecNfhZWhU$gb9fF-B4kInSwLZxqOnejRmXrQFlIudvchfxYJ6jkWUITcamQWFIgSjcrHOraOU0amIRXN
https://www.citibank.com/tts/sa/tts-privacy-statements/
https://www.citibank.com/tts/sa/tts-privacy-statements/
https://www.citibank.com/icg/global_markets/uk_terms.jsp
http://ebm.treasuryandtradesolutions.citi.com/c/tag/hBa4tiHB9FpUwB9nh65Ns8OQkJ7/doc.html?t_params=RiF8fecNfhZWhU$gb9fF-B4kInSwLZxqOnejRmXrQFlIudvchfxYJ6jkWUITcamQWFIgSjcrHOraOU0amIRXN
http://ebm.treasuryandtradesolutions.citi.com/c/tag/hBa4tiHB9FpUwB9nh65Ns8OQkJ7/doc.html?t_params=RiF8fecNfhZWhU$gb9fF-B4kInSwLZxqOnejRmXrQFlIudvchfxYJ6jkWUITcamQWFIgSjcrHOraOU0amIRXN
https://www.citibank.com/tts/sa/tts-privacy-statements/
https://www.citibank.com/icg/global_markets/uk_terms.jsp

corporate entities (as described under Section 1
below) in the EU/EEA and the UK with whom we
come into contact (referred to as “you” in this
document) in the course of our dealings with

corporate clients, suppliers and financial
counterparties. These include employees,
officers, directors, beneficial owners, and

personnel of clients of Citigroup entities and/or
affiliates listed in this Privacy Statement or their
service providers, syndicate members, loan
guarantors and other business or financial
counterparties, (also referred to as "Your
Organization" in this document).

persoanelor asociate entitatilor juridice (cum
este descris in Sectiunea 1 de mai jos) din
UE/SEE si Regatul Unit al Marii Britanii® cu care
intram n contact (denumite in acest document
,Dvs.”) pe parcursul interactiunii noastre cu
clientii,  furnizorii sau contrapartideele
financiare. Aceasta definitie include angajati,
reprezentanti, directori, beneficiari reali sau alt
tip de personal al clientilor entitatilor Citigroup
si/sau afiliatiilor acestora enumerati in aceasta
Declaratie privind protectia datelor, precum si
ai furnizorilor, membrilor de sindicat, garanti ai
imprumuturilor sau ai altor parteneri de afaceri
sau financiari ai clientilor (denumite in acest
document ”Organizatia Dvs.”)

1. Who is responsible for your personal data and
how can you contact them?

Where you are a client, customer or
counterparty, or holder of accounts, products,
securities or loans, or a guarantor of any client or
a third party associated with a commercial
transaction of Citi Commercial Bank entities in
the EU/EEA and the United Kingdom (which for
compliance with legal obligations appear listed at
the end of this Privacy Statement) the entity(ies)
relevant to your relationship will be the
Controller(s) of your personal data.

For further details you can contact your
Commercial bank relationship manager/client
service representative or our Data Protection
Officer, as follows:

1. Cine sunt responsabilii pentru datele Dvs. cu
caracter personal si cum fi puteti contacta?
Daca sunteti client sau co-contractant, ori
detinator de conturi, produse, valori mobiliare
sau Tmprumuturi, sau un garant al oricarui
client sau o terta parte asociata cu o tranzactie
comerciala a entitatilor Citi Commercial Bank
din UE/SEE si Regatul Unit al Marii Britanii (care
pentru conformarea cu obligatiile legale sunt
enumerate la sfarsitul acestei Declaratii privind
Protectia Datelor), entitatea(atile) relevante
pentru relatiile cu Dvs. vor fi operatori ai
datelor Dvs. cu caracter personal.

Pentru detalii suplimentare puteti contacta
managerul Dvs. pentru relatia de servicii
bancare comerciale/reprezentantul relatiei cu
clientii sau Reprezentantul nostru privind
protectia datelor, dupa cum urmeaza:

! The principal legislation on data protection in the European Union (EU) is the General Data Protection
Regulation (EU) 2016/679 (‘GDPR’) complemented by national law in each of the 27 EU Member States and the
additional 3 States in the European Economic Area (EEA). The GDPR was retained in the UK following Brexit
through the Data Protection Privacy and Electronic Communications (Amendment etc.) (EU Exit) Regulations
2019 effective 31 January 2020, which amend and complement the UK Data Protection Act 2018. Data transfers
from the EU/EEA to the UK are based on the Commission Implementing Decision of 28 June 2021 pursuant to
Regulation (EU) 2016/679 (‘Adequacy Decision’). The UK Government had granted equivalent treatment and
recognizes all EU Adequacy decisions issued prior to 31 December 2020. / Legislatia de baza cu privire la
protectia datelor In Uniunea Europeana (UE) este reprezentatd de Regulamentul General privind Protectia
Datelor (UE) 2016/679 ("RGPD”), completata de legislatia nationala in fiecare dintre cele 27 de State Membre
si cele 3 state aditionale din Spatiul Economic European (SEE). RGPD a fost mentinut de Regatul Unit al Marii
Britanii ulterior iesirii sale din UE prin Regulamentul din 2019 (referitor la iesirea din UE) pentru Protectia
Datelor si Comunicarile Electronice (Amendament etc.) intrat in vigoare la 31 ianuarie 2020, care modifica si
completeaza Actul privind Protectia Datelor cu Caracter Personal din 2018 al Regatului Unit. Transferurile de
date Tntre UE/SEE si Regatul Unit al Marii Britanii sunt intemeiate pe Decizia de implementare a Comisiei din
28 iunie 2021 emisa Tn baza Regulamentului (UE) 2016/679 (”’Decizia de adecvare”). Guvernul Regatului Unit
al Marii Britanii a acordat tratament echivalent si a recunoscut toate deciziile de adecvare ale UE emise anterior
datei de 31 decembrie 2020.



EU/EEA

EU/EEA Data Protection Officer

Citi

1 North Wall Quay

Dublin

D01 T8Y1

Ireland

Email: dataprotectionoffice@citi.com

UK

UK Data Protection Officer

Citi

Citigroup Centre

25 Canada Square

London

E14 5LB

United Kingdom

Email: dataprotectionoffice@citi.com

UE/SEE

Reprezentantul privind protectia datelor din
UE/SEE

Citi

1 North Wall Quay

Dublin

D01 T8Y1

Irlanda

Email: dataprotectionoffice@citi.com

Regatul Unit al Marii Britanii

Reprezentantul privind protectia datelor din
Regatul Unit al Marii Britanii

Citi

Citigroup Centre

25 Canada Square

Londra

E14 5LB

Regatul Unit al Marii Britanii

Email: dataprotectionoffice@citi.com

2. Why do we process your personal data?

We may process your personal data, as necessary
to pursue legitimate business interests in
providing services to you or our clients, for the
following purposes:

e to provide products and services to our
clients and to communicate with you and/or
our clients about them;

e to manage, administer and improve our
business and client and service provider
engagements and relationships and for
corporate marketing, business
development and analysis purposes;

e to monitor and analyse the use of our
products and services for system
administration, operation, testing and
support purposes;

e to manage our information technology and
to ensure the security of our systems;

e to establish, exercise and/or defend legal
claims or rights and to protect, exercise and
enforce our rights, property or safety, or to
assist our clients or others to do this;

e toinvestigate and respond to complaints or
incidents relating to us or our business, to
maintain service quality and to train staff to
deal with complaints and disputes; and

2. De ce prelucram datele Dvs. cu caracter

personal?

Putem prelucra datele Dvs. cu caracter personal

in vederea indeplinirii unor interese legitime de

afaceri in cursul furnizarii de servicii catre dvs.
sau clientii nostri, in urmatoarele scopuri:

e Pentru a furniza produse si servicii catre
clientii nostri si pentru a comunica cu Dvs.
si/sau clientii nostri despre acestea;

e  Pentru a gestiona, administra si imbunatati
angajamentele si relatiile noastre de
afaceri, clienti si furnizori, precum siin scop
de marketing de afaceri;

e Pentru a monitoriza si analiza utilizarea
produselor si serviciilor noastre in scopul
administrarii sistemelor, operatiunilor, in
scop de testare sau suport;

e Pentru a gestiona informatiile noastre
tehnologice si pentru a asigura securitatea
sistemelor noastre;

e Pentru a stabili, exercita si/sau apara
cererile sau drepturile si pentru a proteja,
exercita si pune in executare drepturile
noastre, proprietatile, securitatea sau
pentru a sprijini clientii nostri sau alte parti
pentru aceste scopuri;

e Pentru a investiga si raspunde plangerilor
sau incidentelor Tn legatura cu noi sau cu
afacerile noastre, pentru a mentine
calitatea serviciilor si a pregati personalul
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e for any other purpose that we specifically
tell you about when we obtain data about
you (or our client tells you about on our
behalf).

Where we process your data under the legal
basis of legitimate interests described above, we
take into consideration your interests, your
fundamental rights or freedoms, and your right
to object, also considering that for fraud
prevention, network or information security
purposes, a data subject’s objection may not be
sufficient in itself to override the Controller’s
legitimate interests.

We also process your personal data to comply
with laws and regulations applicable to the
contract, operation or transaction, and in
cooperating with our regulators and relevant
authorities, complying with foreign laws where
applicable, preventing or detecting financial and
other crimes and regulatory breaches, and
protecting our businesses and the integrity of
financial operations. This involves processing
your personal data for the following reasons:

e to cooperate with, respond to requests
from, and to report transactions and/or
other activity to, government, tax or
regulatory bodies, financial markets,
brokers or other intermediaries or
counterparties, courts or other third
parties;

e to monitor and analyse the use of our
products and services for risk assessment
and control purposes (including detection,
prevention and investigation of fraud);

e to conduct compliance activities such as
audit and reporting, assessing and
managing risk, maintenance of accounting
and tax records, fraud and anti-money

nostru pentru a gestiona plangerile si

disputele; si
e Pentru orice alt scop pe care vi-l
comunicdam (sau clientul nostru vi-l

comunica in numele nostru) expres atunci

cand obtinem date cu caracter personal

despre dvs.
Atunci cand prelucram datele dvs. cu caracter
personal in temeiul legal al intereselor legitime
descrise mai sus, tinem cont de interesele,
drepturile si libertatile Dvs. fundamentale si de
dreptul Dvs. de a va opune prelucrarii, tinand
cont de asemenea ca, In cazurile in care
prelucram datele dvs. in scopuri care tin de
prevenirea fraudelor, securitatea retelelor sau a
informatiilor, s-ar putea ca opozitia persoanei
vizate sa nu fie suficientd in sine pentru a
prevala fatd de interesele legitime ale
Operatorului.

De asemenea, prelucram datele Dvs. cu

caracter personal pentru a  asigura
conformitatea cu legile si reglementarile
aplicabile  contractului, operatiunii  sau

tranzactiei si Tn cadrul cooperarii noastre cu
autoritatile de reglementare sau alte autoritati
relevante, asigurarea conformitatii cu legislatia
straina unde este apli-cabila, prevenirea sau
detectarea infractionalitatii financiare sau de
altd natura sau a fincalcarilor dispozitiilor de
reglementare si pentru a proteja afacerile
noastre si integritatea operatiunilor financiare.

Aceste aspecte presupun prelucrarea datelor

Dvs. cu caracter personal pentru urmatoarele

scopuri:

e Pentru a coopera, a raspunde solicitarilor si
a raporta tranzactiile si/sau alte activitati
catre autoritati guvernamentale, fiscale sau
de reglementare, piete financiare, brokeri
sau alti intermediari sau contraparti,
instante sau terte parti;

e Pentru a monitoriza si analiza utilizarea
produselor si serviciilor noastre in scopul
evaluarii riscurilor si a controalelor (inclusiv
identificarea, prevenirea si investigarea
fraudelor);

e Pentru a indeplini activitati de asigurare a
conformitatii, evaluarea si administrarea
riscurilor, mentinerea evidentelor contabile
si fiscale, prevenirea fraudelor si a spalarii
banilor (AML) si luarea masurilor privind




laundering (AML) prevention and measures
relating to sanctions and anti-terrorism laws
and regulations and fighting crime. This
includes know your client (KYC) screening
(which involves identity checks and
verifying address and contact details),
politically exposed persons screening
(which involves screening client records
against internal and external databases to
establish connections to ‘politically exposed
persons’ (PEPs) as part of client due
diligence and on-boarding) and sanctions
screening (which involves the screening of
clients and their representatives against
published sanctions lists); and

e to record and/or monitor telephone
conversations so as to maintain service
quality and security, for staff training and
fraud monitoring and to deal with
complaints, disputes and potential and/or
actual criminal activity. To the extent
permitted by law, these recordings are our
sole property.

If you do not provide information that we
request, we may not be able to complete certain
transactions or provide (or continue providing)
relevant products or services to, or otherwise do
business with, you or Your Organisation.

For the avoidance of doubt we do not process
personal data in transactions, payments or
account services under any consents used to
process these operations, but as explained
above, under the legal basis of legitimate
interests of Citi and of Citi’s counterparties in the
transaction chain, and for compliance with
applicable law.

implementarea legilor si
privind combaterea
terorismului si a infractiunilor. Aceste
activitati includ verificari privind
cunoasterea clientelei (KYC) — (care implica
verificari ale identitatii, adresei si datelor de
contact), verificari ale persoanelor expuse
politic (care includ verificari ale evidentelor
clientilor fata de baze de date interne si
externe pentru a stabili conexiunile cu
"persoane expuse politic” (PEP) ca parte din
evaluarea si inrolarea clientului) si verificari
fata de listele de sanctiuni (care includ
verificarea clientilor si a reprezentantilor
acestora fata de listele publice de sanctiuni);
si
e Pentru a finregistra si/sau monitoriza
conversatiile  telefonice 1n  vederea
mentinerii calitatii serviciilor si a securitatii,
pentru pregatirea personalului si
monitorizarea fraudelor si pentru a gestiona
plangerile,  disputele si  activitatea
infractionald potentiald si/sau actuald. Tn
masura permisa de lege, aceste inregistrari
sunt proprietatea noastra exclusiva.
n cazul in care nu furnizati informatiile pe care
le solicitam, s-ar putea sa nu fim in masura sa
finalizdm anumite tranzactii sau sa furnizam
(sau sa continuam furnizarea) produselor si
serviciilor relevante sau sa mentinem relatiile
de afaceri cu Dvs. sau Organizatia Dvs.
Pentru evitarea oricarui dubiu, nu prelucram
date cu caracter personal in tranzactii, plati sau
pentru servicii de cont 1Tn baza unui
consimtdmant utilizat pentru procesarea
acestor operatiuni, ci asa cum este explicat mai
sus, in temeiul intereselor legitime ale Citi si ale
contrapartilor lui Citi din lantul de
tranzactionare si Tn scopul respectarii legislatiei
aplicabile.

sanctiunile si
reglementarilor

3. What personal data does Citi process?

We process personal data that you provide to us
directly or indirectly via our communications and
other dealings with you and/or Your
Organisation. Your Organisation may also give us
some personal data about you. This may include
your name, company, title, date of birth and job
description, contact details such as your business
email address, physical address and telephone

3. Ce date cu caracter personal prelucreaza
Citi?

Prelucram datele cu caracter personal pe care
ni le furnizati in mod direct sau indirect prin
intermediul comunicarilor sau a altor
interactiuni ale noastre cu Dvs. si/sau
Organizatia Dvs. Organizatia Dvs. ne poate
furniza de asemenea unele date cu caracter
personal despre Dvs. Acestea pot include
numele, compania la care lucrati, denumirea




number and other information required for legal
or regulatory purposes including our KYC, AML
and/or sanctions and investor screening
processes (e.g., copies of your passport or a
specimen of your signature) or for transaction
management purposes. We may also obtain
some personal data about you from the public
domain.

functiei Dvs., data Dvs. de nastere si descrierea
postului, date de contact precum adresa de e-
mail din cadrul companiei, adresa si numarul de
telefon si orice alte informatii solicitate pentru
scopuri care tin de respectarea legislatiei sau a
reglementarilor inclusiv in scopul derularii
proceselor noastre de cunoastere a clientelei,
prevenirea si combaterea spalarii banilor si/sau
verificare sanctiuni si de verificarea investorilor
(e.g. copii ale pasaportului Dvs. sau un
specimen de semndturd al Dvs.) sau in scopul
administrarii tranzactiilor. De asemenea putem
obtine date cu caracter personal ale Dvs. din
surse publice.

4. To whom do we disclose your personal data?

We may disclose your personal data, for the
reasons set out in Section 2, as follows:

e to Your Organisation in connection with the
products and services that we provide to it
if Your Organisation is our client, or
otherwise in connection with our dealings
with Your Organisation;

e to other Citi entities (this includes the
entities referenced at
http://www.citigroup.com/citi/about/coun

4. Cui dezvaluim datele Dvs. cu caracter

personal?

Putem dezvalui datele Dvs. cu caracter pesonal

pentru motivele expuse in Sectiunea 2, dupa

cum urmeaza:

e (Catre Organizatia Dvs., Tn legatura cu
produsele si serviciile pe care le furnizam
Organizatiei Dvs., daca aceasta este clientul
nostru sau in legatura cu interactiunile
noastre cu Organizatia Dvs.;

e (Catre alte entitati Citi (aceasta include
entitati mentionate la
http://www.citigroup.com/citi/about/coun

trypresence/) for the purpose of managing
your or Your Organisation’s relationships;

e to counterparty banks, central banks,
payment infrastructure providers and other
persons from whom we receive, or to whom
we make, payments on Your Organisation’s
behalf;

e to central clearing counterparties and other
similar entities other persons from whom
we receive, or to whom we make, payments
on our clients' behalf, in each case to service
your or Your Organisation’s account;

e toservice providers that provide application
processing, fraud monitoring, call centre
and/or other client services, hosting
services and other technology and business
process outsourcing services;

e to our professional service providers (e.g.,
legal advisors, accountants, auditors,
insurers and tax advisors);

e to legal advisors, government and law
enforcement authorities and other persons

trypresence/) pentru scopul administrarii
relatiilor Dvs. sau ale Organizatiei Dvs.;

e (Catre bancile partenere, bancile centrale,
furnizorii de infrastructuri de plati si alte
persoane de la care noi primim sau catre
care noi transmitem plati in numele
Organizatiei Dvs.;

e (Catre contraparti centrale de compensare si
alte entitati similare — alte persoane de la
care primim, sau catre care facem, plati in
numele clientului nostru, in fiecare caz n
scopul administrarii contului Dvs. sau al
Organizatiei Dvs.;

e (Catre furnizori care pun la dispozitie servicii
de procesare aplicatii, monitorizare a
fraudelor, servicii tip call center si/sau alte
servicii pentru clienti, gazduire de servicii
sau alte servicii de tehnologie si afaceri
externalizate;

e (Catre furnizorii nostri profesionali (e.g.
consultanti  legali, contabili, auditori,
asiguratori si consultanti fiscali);

e (Catre  consultantii  legali, autoritati
guvernamentale si judecatoresti si alte



http://www.citigroup.com/citi/about/countrypresence/
http://www.citigroup.com/citi/about/countrypresence/
http://www.citigroup.com/citi/about/countrypresence/
http://www.citigroup.com/citi/about/countrypresence/

involved in, or contemplating, legal
proceedings;

e to competent regulatory, prosecuting, tax
or governmental authorities, courts or
other tribunals in any jurisdiction or market,

domestic or foreign;

e to other persons where disclosure is
required by law; and

e to enable products and services to be
provided to you, Your Organisation or our
clients.

persoane implicate sau care pot fi implicate
in proceduri legale;
e (Catre autoritati de reglementare, parchete,

autoritati fiscale sau guvernamentale,
tribunale sau alte instante din orice
jurisdictie sau piatd, locald sau din

strainatate; si

e (Catre alte persoane fata de care dezvaluirea
este ceruta prin lege; si

e pentru a permite ca produsele si serviciile
noastre sa fie furnizate catre Dvs,,
Organizatia Dvs. sau clientii nostri.

5. Where do we transfer your personal data?

We may transfer your personal data to Citi
entities, regulatory, prosecuting, tax and
governmental authorities, courts and other
tribunals, service providers and counterparties
located in countries outside the EU/EEA (and the
UK), including countries which have different
data protection standards to those established in
the GDPR. This includes transfers of personal
data to India, Singapore and the United States of
America. When we transfer your personal data to
Citi entities, service providers or other business
counterparties in these countries, we will do so
lawfully taking into consideration the GDPR data
protection principles, and will ensure that they
protect your personal data in accordance with
EU/EEA-approved standard data transfer
agreements or other GDPR compliant
safeguards.

5. Unde transferam datele Dvs. cu caracter
personal?

Putem transfera datele Dvs. cu caracter
personal catre entitati Citi, autoritati de
reglementare, parchete, autoritati fiscale si
guvernamentale, tribunale si alte instante,
furnizori si contraparti situate in tari din afara
UE/SEE (si a Regatului Unit al Marii Britanii),
inclusiv tari care au standarde diferite de
protectie a datelor stabilite de RGPD. Aceasta
include transferul datelor cu caracter personal
catre India, Singapore si Statele Unite ale
Americii. Atunci cand transferam datele cu
caracter personal ale Dvs. catre entitati Citi,
furnizori sau alte contraparti de afaceri situate
in aceste tari, vom proceda luand in mod legal
in considerare principiile RGPD privind protectia
datelor si ne vom asigura ca acestea protejeaza
datele Dvs. cu caracter personal in conformitate
cu acordurile aprobate pentru transferul
datelor in UE/SEE sau cu respectarea masurilor
de protectie confom RGPD.

6. How long do we keep your personal data?

We keep your personal data during our
relationship, and for the duration of accounts or
product agreements opened by You or your
Organization and retain in for a certain time after
termination of your relationship accounts or
products, as required to retain evidence of them
and protect You and us against legal claims and
audits, and to enforce our rights, subject always
to applicable law, regulation or instructions by
judicial or administrative authorities.

We are continually assessing whether it is
necessary to continue processing personal data

6. Cat timp pastram datele Dvs. cu caracter
personal?

Pastram datele Dvs. cu caracter personal pe
parcursul relatiei noastre, pe durata mentinerii
conturilor Dvs. sau ale Organizatiei Dvs. sau a
contractelor privind produsele, si pentru o
anumita perioada de timp dupd terminarea
relatiei de cont sau a relatiei contractuale in
legatura cu produsele, conform cerintelor de
pastrare a evidentelor si de protejare atat a
noastra cat si a Dvs. impotriva actiunilor juridice
sau 1n scop de audit, precum si pentru
exercitarea drepturilor noastre, intotdeauna
doar conform legilor aplicabile, regulilor sau
instructiunilor  autoritatilor judiciare sau
administrative.




for a particular purpose. If we find that they are
no longer needed for the purposes for which
they were collected, we will no longer keep such
data.

Additionally, we retain personal data in
connection with any financial transactions,
followed by a retention period determined by
the statute of limitations in the country where
the transaction is executed, where securities are
held, and by the law governing the contract or
transaction.

Telephone recordings or electronic
communications that resulted (or may have
resulted) in a markets transaction are retained
and will be available to you from the date of that
communication also for the duration of the legal
retention period applicable in your country.

Evaluam in mod continuu daca este necesar sa
continuam prelucrarea datelor cu caracter
personal pentru un anumit scop. in cazul in care
constatdm ca aceasta nu mai este necesara
pentru scopurile in care aceste date au fost
colectate, nu vom mai pastra respectivele date.
in plus, pastram date cu caracter personal in
legatura cu orice tranzactii financiare, urmata
de o perioadda de pastrare determinata de
regimul prescriptiei extinctive din tara in care
tranzactia este executata sau unde valorile
mobiliare sunt detinute, si de legea care
guverneaza contractul sau tranzactia.
inregistrérile  convorbirilor telefonice sau
comunicarile electronice care au rezultat (sau ar
fi putut sa rezulte) intr-o tranzactie pe pietele
financiare vor fi pastrate si va vor fi de
asemenea disponibile fincepand cu data
respectivei comunicari pe durata perioadei de
pastrare aplicabile Tn tara Dvs.

7. Security

We classify and protect your personal data and
process it in a manner that prevents
unauthorized or accidental use or access to,
change, destruction or loss of your personal data,
unauthorized  transmissions  and other
processing or misuse. We have appropriate
technical and organizational measures in place.
Any individuals and entities who come in contact
with your personal data are subject to a
contractual and legal duty to maintain
confidentiality. We pseudonymize, encrypt, or
de-personalise information that is transmitted or
stored outside of our IT networks and take any
additional measure appropriate to reduce the
risks arising from the processing of your personal
data.

7. Securitate

Clasificam si protejam datele Dvs. cu caracter
personal intr-o maniera care previne utilizarea
sau accesul neautorizat sau accidental la acesta,
modificarea, distrugerea sau pierderea lor,
transmiterea neautorizata sau alta prelucrare
sau utilizare necorespunzatoare. Avem
implementate masuri tehnice si organizationale
adecvate. Orice persoane fizice sau entitati care
vin in contact cu datele Dvs. cu caracter
personal sunt supuse unor obligatii legale si
contractuale de mentinere a confidentialitatii.
Pseudonimizam, criptdam sau depersonalizam
informatiile care sunt transmise sau pastrate in
afara retelelor noastre IT si ludm masuri
suplimentare potrivite pentru a reduce riscurile
derivate din prelucrarea datelor Dvs. cu
caracter personal.

8. What are your data subject rights in relation
to personal data?

You (as a data subject) can ask us to: (i) provide
you with a copy of your personal data; (ii) correct
your personal data; (iii) erase your personal data;
or (iv) restrict our processing of your personal
data. You can also opt out of the processing of
your personal data for direct marketing purposes
or object to our other processing of your
personal data. These rights will be limited in
some situations; for example, where we are
required to process your personal data by
EU/EEA or EU/EEA member state law, or under

8. Care sunt drepturile Dvs. in calitate de
persoana vizata in legatura cu datele cu
caracter personal?

Dumneavoastra (in calitate de persoana vizata)
ne puteti solicita: (i) sa va furnizdm o copie a
datelor Dvs. cu caracter personal; (ii) sa
corectam datele Dvs. cu caracter personal; (iii)
sa stergem datele Dvs. cu caracter personal; sau
(iv) sa restrictionam prelucrarea datelor Dvs. cu
caracter personal. Puteti de asemenea sa
solicitati excluderea prelucrarii datelor Dvs. cu
caracter personal pentru scop de marketing
direct sau sa obiectati la alte prelucrari ale




guidelines from our financial or prudential
regulators that require us to retain your data for
a certain period after transactions or accounts
are closed.

To exercise these rights or if you have questions
about how we process your personal data, please
contact us using the contact details of our Data
Protection Officer in Section 1.

If you feel that your data has not been handled
correctly, or you are unhappy with our response
regarding the use of your personal data, you
have the right to lodge a complaint with a data
protection authority in the UK or EU/EEA country
where you are established or where the alleged
infringement of data protection law occurred.
Contact details for data protection authorities
can be found here:

EU/EEA: http://ec.europa.eu/justice/article-
29/structure/data-protection-
authorities/index_en.htm.

Switzerland: Federal Data Protection and
Information Commissioner (FDPIC):
https://www.edoeb.admin.ch/edoeb/en/home.
html

United Kingdom: Information Commissioner’s
Office (ICO): www.ico.org.uk

Jersey: Office of the Information Commissioner:
https://jerseyoic.org

datelor Dvs. cu caracter personal. Aceste
drepturi pot fi limitate Tn anumite situatii; de
exemplu, atunci cand suntem obligati sa
prelucram datele Dvs. cu caracter personal in
virtutea legislatiei UE/SEE sau a unui stat
membru UE/SEE sau conform indrumarilor
primite de la autoritatile de reglementare
financiare sau prudentiale care ne cer sa
pastram datele Dvs. cu caracter personal pentru
0o anumitd perioada dupa Tincheierea
tranzactiilor sau inchiderea conturilor.

Pentru exercitarea acestor drepturi sau daca
aveti intrebari despre modul in care prelucram
datele Dvs. cu caracter personal, va rugam sa ne
contactati utilizdnd datele de contact ale
Reprezentantului nostru privind Protectia
Datelor mentionate in Sectiunea 1.

Tn cazul In care considerati cd datele Dvs. cu
caracter personal nu au fost prelucrate in mod
corect sau nu sunteti multumit de raspunsul
nostru cu privire la folosirea datelor Dvs. cu
caracter personal, aveti dreptul de a introduce
o plangere la autoritatea de protectie a datelor
cu caracter personal din Regatul Unit al Marii
Britanii sau din statul membru SEE unde sunteti
stabilit sau unde presupusa incalcare a
legislatiei privind protectia datelor cu caracter
personal a avut loc.

Datele de contact ale autoritatilor de protectie
a datelor cu caracter personal pot fi gasite aici:

UE/SEE:  http://ec.europa.eu/justice/article-
29/structure/data-protection-
authorities/index_en.htm.

Elvetia: Federal Data Protection and
Information Commissioner (FDPIC):
https://www.edoeb.admin.ch/edoeb/en/home
.html

Marea Britanie: Information Commissioner’s
Office (1CO): www.ico.org.uk

Jersey: Office of the Information
Commissioner: https://jerseyoic.org

9. Changes to this Privacy Statement

We will review this Privacy Statement regularly,
and if we change it, to keep you fully aware of
our processing of your personal data and related
matters, we will post the new version to this
website.

9. Modificari ale acestei Declaratii privind
Protectia Datelor

Vom revizui aceasta Declaratie privind protectia
datelor in mod regulat si daca 1i vom aduce
modificari, pentru a va mentine informati cu
privire la modul in care prelucram datele Dvs. cu
caracter personal si alte teme similare, vom
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publica noua versiune a acestui document pe
acest website.

10. Data controllers

The relevant data controllers of your personal
data in relation to Citi's Commercial Bank
businesses are one or more of the following
entities:

Head Office:

e C(Citibank Europe plc, 1 North Wall Quay,
Dublin, 1 Ireland, with the following
branches:

o Citibank Europe plc, Belgium Branch
Citibank Europe plc, organizacni slozka
Citibank Europe plc, Finland Branch
Citibank Europe plc, Greece Branch
Citibank Europe plc, Austria Branch
Citibank Europe plc, Bulgaria Branch
Citibank Europe plc, Denmark Branch
Citibank Europe plc, France Branch
Citibank Europe plc, Netherlands
Branch
Citibank Europe plc, Norway Branch
Citibank Europe plc, Italy Branch

o Citibank Europe plc, Dublin - Romania

Branch

o Citibank Europe

zahranicnej banky
o Citibank Europe plc, Sucursal en Espafia
o Citibank Europe plc, Sucursal em
Portugal

o Citibank Europe plc, Sweden Branch

o Citibank Europe plc, Hungarian Branch
Office

o Citibank Europe plc, Germany branch
e C(Citibank, N.A., London Branch, Citigroup

Centre, Canada Square, Canary Wharf,
London E14 5LB, United Kingdom;

e Bank Handlowy w Warszawie S.A. ul.

Senatorska 16 00-923 Warsaw Poland.

O 0O O O O O O O

o O

plc, pobocka

10. Operatori de date cu caracter personal

Operatorii de date cu caracter personal
relevanti pentru datele Dvs. cu caracter
personal in relatie cu activitatile Citi

Commercial Bank sunt una sau mai multe dintre
urmatoarele entitati:
Sedii Principale:
e Citibank Europe plc, 1 North Wall Quay,
Dublin, 1 Irlanda, cu urmatoarele sucursale:
o Citibank Europe plc, Sucursala Belgia
o Citibank Europe plc, organizacni slozka

o Citibank Europe plc, Sucursala
Finlanda

o Citibank Europe plc, Sucursala Grecia

o Citibank Europe plc, Sucursala Austria

o Citibank Europe plc, Sucursala Bulgaria

o Citibank Europe plc, Sucursala
Danemarca

o Citibank Europe plc, Sucursala Franta

o Citibank Europe plc, Sucursala Olanda

o Citibank Europe plc, Sucursala

Norvegia

o Citibank Europe plc, Sucursala Italia

o Citibank Europe plc, Dublin - Sucursala
Romania

o Citibank  Europe
zahranicnej banky

o Citibank Europe plc,
Espana

o Citibank Europe plc,
Portugal

o Citibank Europe plc, Sucursala Suedia

o Citibank Europe plc, Sucursala Ungaria

o Citibank  Europe plc, Sucursala
Germania

e Citibank, N.A., Sucursala Londra, Citigroup

Centre, Canada Square, Canary Wharf,

London E14 5LB, Regatul Unit al Marii

Britanii;

e Bank Handlowy w Warszawie S.A. ul.
Senatorska 16 00-923, Varsovia, Polonia.

plc, pobocka
Sucursal en

Sucursal em




