ANEKTPOHObI KYYXKATTAPMEH AJIMACY EPEXECI (11-nycka)
NPABUJTA OBMEHA 3NIEKTPOHHbIMU OOKYMEHTAMMW (zepens 11)
RULES OF ELECTRONIC DOCUMENTS EXCHANGE (version 11)

Ocbl  DJIEKTPOHIBI  KY)KATTAPMEH ajiMacy epeeciHiH
(«Epese»)  11-Hyckachl — €CKipilml  Kalybl — MYMKiH.
JKanapreurran Epexeni oksiMac Oypein www.citibank.kz
caiiteiHaH «KIMEHTTep YIiH» CEeKIMACBIHAH amyFa 60JIa/bl.

JKazbama opinnen Epeene maiifiagaHbUiaThiH TEPMHHIED
Epexenin  «[laliianaHsuiatelH  TepMHHICP»  Oedirinae
aliKbIH/AIFaH.

Hacrosume npaBuia obmeHa 3EKTPOHHBIMHU
noxkymentamu (“IlpaBmia”)  Bepcum 11 moryt ObITH
ycrapeBinMu. O6HOBIeHHbIe [IpaBuia nepen npodyTeHHeM
HeoOX0IMMO MOJNyYuTh Ha caiite www.citibank.kz B
cekrmu “J1st KITHEHTOB”.

Tepmunbl, ucnoiab3yemble B IIpaBuinax ¢ nponucHOU
OykBBI, ompeneneHsl B 4actH IlpaBun “Vcrnoib3yembie
TEPMHUHBI".

1 XKannsl epeixesiep/ O6mmue nmono:xenust/ General Provisions

1.1 Epexxe  bBamkrig  CitiDirect®  Online  Banking
lotTapbiHa 3MEKTPOHABI KO KeTKizy skyieci («XKyiie»)
apkbUTbl KIIMEHTKe 3JIeKTPOHABI OAHKTIK JKOHE KapIKBUIBIK
KbI3MeTTi Kepcery mpouecinge «Cutubank Kazakcram» AK
(«Bank») MmeH bank kmmnenti («KiameHT») apachlHIarsl
KapbIM-KaThIHACTAPFa KOJIIaHbLIa IbI.

1.2 Epexe bankrix mot mapts! («IapT») TamanTapsiHbH
axelpamac Oemiri Gomein Tabbutanel. llapt men Epexe
Kimenrrin JKyfiere Konm jKeTKi3y »oHe OHBI Maifanany
TOpTiOiH perTeimi.

1.3 bank okra-TekTe EpekeHi e3repre »oHE TOINBIKTBIpA
amanel. Knuentriy JKyiteni maidimananyer oHbslH Epexemen
Kemicimin Gingipeni.

1.4 BaHK TeK TOJBIFBIMEH KOMIBIOTEPAE TONTHIpbUTFaH 11-
nyckanbiy fana CDO, CD1 sxone CD4 yiri HbicaHZapbiH

KaOBUIMAMNBI;  «KONJAaH»  TONTHIPBUFAHIApD  HeMece
TOJIBIKTBIPYJIAp KaObU1IaHOa b1,
1.5 bank  myHmaii  Hyckayneikrap — bankTiH — koHe

3aHHaMaHbIH TaJlalTapblHA ColiKeC Kellelli JereH TajarmeH

Knunenrren Kyiie apKBLIBI aJIbIHFaH 6apIBIK
HyckaynbIKTapasl OpbIHIAYFa YOKiIETTi.
1.6 Kimment JXKyiie >KkoHE OHBIH KbI3METTEPi Typaisl

AKMapaTThIH KYMHSUIBUIBIFBIH CAKTayFa MIHICTTCHE/!.

1.7 Kyite 90 xyHriz0emik KyH imiHae AKmapar IeH
Hycxkayneikrapast cakraiiapl. Delphi 30 kynTiz0enik kyH
iliHge TeJeMIep Typajbl ecenTep MeH Y3iHAi jkaz0amapisl
CcaKTaH bl

1.8 Erep bankti mikipinme Oyn1 kaxer Oonca, bank
Knuentri anaeiH  anma  xabapaap ertnecteH  KUmMEHTTIH
JKyiiere sxoHe OHBIH KbI3METTEPiHE KOJI KETKi3yiH TOKTaTyFa
KYKBITTBL.

1.1 IlpaBuia NMPUMEHSAIOTCS K OTHOWIEHUSAM Mexay AO
“Curnbank Kaszaxcran” (“Bank”) u ximenrom banka
(“KyimeHT”) B mporecce Oka3aHHs BaHKOM 3J1€KTPOHHBIX
6aHKOBCKHX M (PMHAHCOBBIX yciIyr KimeHTy uepes cuctemy
snektponHoro noctyna k Cueram CitiDirect® Online
Banking (“Cucrema”).

1.2 TlpaBuna SIBISAIOTCS HEOTHEMIICMOH YacTbiO Y CIOBHI
noroBopa OankoBckoro cyera (“/loroop”). doroBop u
IIpaBuia perymupyroT TOpsmoK poctyna KimeHra B
CucreMy ¥ ee UCIIOIb30BaHHUE.

1.3 BaHK MOXeT IIepUOJMYECKH H3MEHSATh H JOIONHATH
[paBuna. Ucnonb3oBanne Knnmentom CucTeMbl O3Ha4aeT
ero cornacue ¢ IIpaBmiamu.

1.4 Bank npuHuMaeT K ucnonaeHno Gopmsr CDO, CD1 1
CD4 Bepcun 11, 3anonHeHHbIE 3JIEKTPOHHO; 3arOJHEHHE
WM 106aBIeHN “OT PYKH” He NPUHUMAOTCS.

1.5 BbaHk yNONHOMOYEH MWCNONHATE Bce HHCTpykuuw,
nony4yeHHsle uM or Kimenra wuwepes Cucremy, npu
YCIOBMH, 4TO Takue VIHCTPYKIMM  COOTBETCTBYIOT
TpeboBaHusM baHka 1 3akoHOAATENBCTBA.

1.6 KnmeHt 06s3yeTcst cobmonarh KOHPUICHIHATBHOCTD
unpopmarmu o CHCTeMe U ee yCIyrax.

1.7 Cucrema xpauut HHdopmaumio um MHCTpyKuMH B
Teuenne 90 kanenmapHelx auei. Delphi xpanur otuyerst o
IUTaTeXax M BBIIUCKH B TeueHne 30 KaJleHIapHBIX THEeH.

1.8 Bank Brnpase npekparuts noctyn Kiuenrta k Cucreme
u ee ycmyraM 0e3 TPEABApPUTENBHOTO YBEIOMIICHHS
Kimenra, eciu, mo Muenuio banka, 370 He06X0IUMO.

2 Kayincizaix npouexypanapst/ IIpouenypsi 6e3onacnoctu/ Security Procedures

Knunenrrepre ocsl  EpexeHiH Aokeipamac Gemiri  Gourbim
TaObUIATBIH ~ KAYINCi3Aik npoueaypanapbiMEH TaHbICY
KaXKeT.

Mpouenypbl 6e30NacHOCTM SIBISIOTCSI HEOTHEMIEMOMH
yacTeio [IpaBmi. Kimentam HeoOX0AMMO O3HAKOMUTHCS €
HACTOSIIMUMH TIPOLeAypaMH 6e30MaCHOCTH.

3 ’Kana Kuuentrepai kocy/ Iloaxiouenue HoBbix Kiauenron/ New Clients

3.1 XKyifere KochlTy yuIiH *aHa KimenTTep kommbroTepae
CDO ynri HbICaHbIH TONTHIPaIbI.

a) «KimeHT Typansl akmapat» CeKnschiHaa KIHeHTTIH
3aH/IbI aTaybl MeH basanbik HOMipi kepceTineni.

b) «Kimenrrin
KepceTinesi.

npoduii»  cekmmsckiHma  «Kypy»

¢) «KiuMeHTTIH MeKeHKabl» CeKuusachiHaa KIMeHTTiH
HaKThI OPHANACKaH XKePiHiH MEKEHXaifbl KopceTinei.

3.2 KimeHTTep TONTBHIPBUIFAH YJri Hbicanaa Oip JaHa erim
0achlll  IIBIFAPBIN, BaHKTIH KOJX  KOKO  YITiNepiHiH
KapToyKachblHa call  KOJX  KOSIBI;  YAri  HBICAHHBIH
TYNHYcKachlH bankke Oepeni.

3.3 Bauk eki xymbic KyHiuiH iminge Kmuentri Ilorrapra
KOJI JKeTKi3yiH Koca oThIpbin, JKyiiere kocamael. Oman opi
Gapibik xkaHa Ulorrapast bank JKyitere omap amrbuirax
Kesze aBTOMATTHI Typae KOCBITI OTBIPAIBL.
Taiigananymeimapaeiy JKyiieneri lorrapra Ko KeTki3yiH
AJIMHHHCTpATOp TarailbIH/IaM, GaKblIal OTHIPAJIBL.

34 CDO vyuari HeicanbiMeH Oipre Kimentrep bankke
Kimenrrin Kpi3mMetkeprnepin XKyiiere kocy ymin CDI1 yori
HblcaHblH  Oepeni, «JKanma IlaiimamaHymsuiapasl  Kocy»
Kapapi3. [laiijananymbiiapapiH caHbl €Ki aJaMHaH a3
GoITyBI THIC.

3.1 Jdnsa mnoxpkmouenuss k Cucreme, HOBble KItHEHTHI

sanonusior popmy CDO:

a) B cexumn “Hudopmarms o Kimenre” ykakute
opuaudeckoe HanmeHoanue Kimenra u bazossrit Homep.

b) B cexmmu “TIpoduns Kimmenta” ykaxwute “Co3nats”.

c) B cexumn “Anpec Kimenra”  ykaxure
(I)aKTPl‘ICCKOl'O MECTOHAXOXKJICHU Kinenra.

anpec

3.2 3amonHenHylo (GopMy pacredaraiite B OIZHOM
9K3EMIIIAPE W NOATNHIINUTE COTJIAaCHO KapTOYKE 06pa3u03
noxnuceit banka; opuruHan Gopmsl nepenaiite B bank.

3.3 BaHk Ha OCHOBaHHH (OPMbI B T€YCHHE JBYX paboUnx
el nojkmouaer Kimenra k Cucreme ¢ joGaBieHneM
nocryma k Cueram. B panbheiimem Bce HoOBbie Cuera
no6apisroTcs bankom B CHcTeMe aBTOMAaTHYECKH MPH UX
otkpeituu. Jloctyn [lone3oBareneit k Cueram B Cucreme
HA3HAYaeTCs ¥ KOHTPOIUPYEeTCss AJIMUHHCTPATOPAMH.

34 CosmectHo ¢ ¢Qopmoit CDO, HoBbie KimeHTs
sanonusioT  popmy CDI1 i MOIKITIOYEHHS  CBOHMX
corpynHukoB k Cucreme, cm. “TIoAximioueHHe HOBBIX
Tonb3oBareneii”. Konnuecto Ilomb3oBareseil 10ImKHO
OBITb HE MEHEE JBYX.

These rules of electronic documents exchange (“Rules”)
version 11 may be old and therefore, require an update. The
Client before learning the Rules should receive the latest
version of the Rules from www.citibank.kz site, “Customers
Info” section.

The terms used begun with a capital letter in the Rules, have
definition stipulated in the Rules in “Used Terms” section.

1.1 The Rules are used between the Bank and its client
(“Client”) during rendering of financial and banking
services to the Client through the system of electronic access
to the Client Accounts CitiDirect® Online Banking
(“System”).

1.2 These Rules integrate the Bank Account Conditions
(“Conditions”). The Client’s access to the System and its use
are regulated by the Conditions and the Rules.

1.3 The Bank may amend, modify or otherwise change the
Rules from time to time. The Client's use of the System
constitutes its acceptance of the Rules.

1.4 The Bank accepts CD0, CD1 and CD4 forms in version
11, filled out fully electronically; the forms filled or
amended by hand not accepted by the Bank.

1.5 The Bank is authorized by the Client to execute all
Instructions, received from the Client through the System, if
such Instructions are in full compliance with the Bank and
regulatory requirements.

1.6 The Client will prevent the disclosure of the information
about the System and its services.

1.7 The System retains Information and Instructions within
90 calendar days. Delphi retains advices and payment orders
within 30 calendar days.

1.8 The Bank is eligible to interrupt the Client’s access to
the System and its services without a prior notification, if the
Bank considers such interruption necessary.

The Clients should learn Security Procedures integrating
the Rules.

3.1 For use the System, new Clients provide the Bank with
electronically prepared CDO form for activation:

a) “Client Information” section should indicate Client’s
legal name and the Base Number.

b) “Client Profile” section should indicate “Create”.

¢) “Client Address” section should indicate Client’s actual
address.

3.2 The Clients print out filled forms in one copy, sign them
according to the Bank signature cards and mail the originals
to the Bank.

3.3 Upon the form receipt the Bank activates the Client in
the System during two business days and sets the Client’s
access to the Accounts in the System. All new Accounts,
opened in the future, will be automatically entitled to the
Client profile in the System. User access to the Accounts in
the System is set and controlled by the Administrators.

3.4 New Clients should also provide the Bank with CDI1
forms requesting an access for new Users, kindly refer to
“New Users” section. Users’ number must not less then two.



http://www.citibank.kz/
http://www.citibank.kz/
http://www.citibank.kz/
http://www.citibank.com/kazakhstan/homepage/customer/doc/sp.pdf
http://www.citibank.com/kazakhstan/homepage/customer/doc/sp.pdf
http://www.citibank.com/kazakhstan/homepage/customer/doc/sp.pdf
http://www.citibank.com/kazakhstan/homepage/customer/doc/cd0_form.pdf
http://www.citibank.com/kazakhstan/homepage/customer/doc/cd0_form.pdf
http://www.citibank.com/kazakhstan/homepage/customer/doc/cd0_form.pdf

4 JKana Iaiinananymsuiapast Kocy/ Iloaxaodyenne Hooix Iosn3oBaredeii/ New Users

4.1 Kyitere xateiHay ymiH op IlalizamaHymbIHBIH
SafeWord kapracel (“Kaprta™) sxone ITMH xomsl 6oyt
Tuic. Kapranap men [TMH xoaraper 6ap xaTkanramap/sl aimy
yuriz Kimrerrrep CD1 yiri HbICaHbIH TONTHIPaIbI:

a) “Knmenr »xeHinzmeri axmapar” OGemiminge KimeHTTIH
3aH/Ibl aTaybl MeH Herisri HoMipiH KepceTiHi3.

b) “Tlaiimananymsuiap XKeHiHzAeTi aknapar’” GeiMine:

v’ TlaiijananymbiapiasiH
TiniHAe, 6ac opimnmen).

aTbI-JKOHJEPIH  (aFbUILIBIH

v’ TaiiananymbUiapibH KYMbIC TeneOoH HOMIpIEpiH.
v’ KapranapblHbIH HOMIpJIEPiH KOPCETIIEH]3.

¢) “Kyitere kateiHay” Gemiminae “Pykcar ery” TapMmarbiH
GenrineHis.

d) “KareiHay koarapeiH amy” Gemiminme Kapramap men
IMNH xoxTapsl Gap XaTKanTaXapAbl SKETKi3y oJicTepiH
KOPCETiHi3:

v Tlowranblk >KOUIK apKbUIbl KETKI3y IKarmaiblHaa
Kapramap wmen IIMH koxrapel Gap  XaTKanTanapasl
MOIITANIBIK XKALIiKTeH KineHTTin pyKcatsl 6ap oKisi anaibl.

v KIMEHTTIH OKiNli apKblIbl XKETKi3y jKaFaibIHAa OKiIIIiH
aTBl-KOHI MEH KyoliriiH HeMipiH KepcetiHi3; bank
Kapranap MeH XaTKalTaqapabl aTaJlFaH OKiJre TaObICTalIbI.

v Tlowranblk apKbUIBI JKETKi3y Karmahbiaa KinenTrig
Kapramap MeH XarkanTtamapibl — JKETKi3y MEKeH-)KaibIH

KOPCETiHi3.
4.2 TonThlpblIFaH  KaJNbIITBIH Oip  JaHachiH  Oackln
weirapein, bankreri KonrtaGamap yarinepi  KaprachbiHa

coifkec KON KOWBIHBI3; KaJbINTHIH TYITHYCKachlH baHKke
JKiOepiHi3.

4.3 Kanbinka kon Koiiin, Kimenr Iaiinananyimsiiapabsig
Kyiteneri Gapnmblk opekeTTepi YIIIH JKOHE OJAp/BIH
Kayinci3gik —mporenypanapbl MeH KatbiHay —Koxarapbin
Maiianany OOMBIHIIA YCBIHBICTAPABI OpPBIHAAYIAPHI YIIiH
JKayarKepIIiIKTi )KYKTCHEIi.

4.4 BaHK KaJblll HETi3iHAE €Ki XKYMbIC KYHi OapbICBIHIA
[Maiimananymsutapra  apHanrad  Kapramap wmen [IMH
KoJTaphl Oap XaTKanTanapisl MbFaphin, onapas Kiuentke
TaOBICTAMIBL.

4.5 KuneHT amryjelH aiikelH Oenrinepi oK xka6sik ITHH
KOATapsl 0ap XaTKaaTalapiabl alFaHIblFbiHA, Kapramapabsiy
QNKBIH aKayJIBIKTAPbI )KOKTBIFBIHA KO3 JKETKi3yi THiC.

4.6 Kapramap men IIMH koxarapel Gap XaTKanTaaapisl
aJFaHHaH KeHin Knuenrrep, KaXeTr erince,
Maiinananymeinapra JXyliene OKkiMIi KyKbIKTapbsiH Oepy
yuwin CD1 ynri HblcaHblH Tontbipasl. Bipiaece oTbipbin
JKYMBIC iCTEHTIH Ke3 KedreH eki Okimii JKyite MeH OHBIH
KbI3MeTTepiH perreyai; [lalimanaHymsulapabiH, COHBIH
iminge OKIMIIIEpAiH ©3JepiHiH KYKbIKTapblH PETTeyi;
[aiimananymsutapasiy - JKyiie MeH OHBIH KbI3METTEpiHe
KaTBIHACTBI, COHBIH ilIiHJAe OKIMIIIIEpAIH ©3/1epiHiH
KaTbIHAYJIAPBIH; Knuenrrig Hyckaynbikrapst MeH
aHbIKTAMaJlapblH OHJECY KeCTeNepiH perTeyai  Kysere
achIpajibl:

a) “Kumenr sxeHinzeri axmapar” Gemiminge KimeHTTiH
3aHIBI aTaybl MeH Herisri HeMipiH kKepceTiHis.

b) “Tlaiigananymbiiap skeHingeri akmapar” OesnimiHze
KeJeci IepeKTepi KopeeTiHi3:
v’ TaiigananymbiapiasH aThI-KOHIEPIH (aFBUILIBIH

TiiHAe, 6ac opimmeH).
v’ TaiiananymbUIapbH KYMbIC TenehOoH HOMIpIEpiH.

v’ “Kyitere karbiHay” GesiMiHze “OKiMINI KYKBIKTapbIH
Oepy” TapMaFbIH OeNrineHis.

4.7 TonThIpblIFaH  KaJIbINTBIH  Oip  JaHachlH  Oackln
weiFapein, bankreri KonrtaGamap yarinepi  KaprachbiHa
colikec KOJI KOMBIHBI3; KaJILIITBIH TYIMHYCKAachiH baHkke
JKiOepiHi3.

4.8 Kanbinka kon Koibin, Knuent Ilaitnananynibuiapbig

Kyiieneri OGapnblK oOpeKeTTepi YIIIH JKOHE OJApBIH
Kayimcisgik — mpoueaypanapsl  MeH —bBaHKTIH — KaTblHAy
Konarapsia naiifanany OoMBIHIIA YCBIHBICTAPbI

OpBIHAAYJIAphl YIIH JKayalKepHIUTKTI KyKTeHeni. bauk
KineHTTIH Kayilci3mik mpouexypanapbl MeH KaTbIHAy
Koparapsin naiinanany GoibIHIIA YCBIHBICTAP/BI OPbIHIAMAY
canjiapblHaH KeNTipiIreH Tikeleil »KoHe )KaHama 3HSAH MEH
LIBIFBIHAP YIIIH JKayanThl eMec.

4.1 dns nocryma k Cucreme kaxasiii Ilonp3zoBarens
noypkeH uMeth kapty SafeWord (“Kapra”) u ITMH xox k
Kapre. [{ns nonyuenns Kapr u xouseptos ¢ I[IMH konamu

Kummenrsr 3anonssttor hopmy CD1:

a) B cexumn “Uudopmanms o Kimenre” ykakute
1opunnyeckoe HaumeHoanue Kimenra u basosslit Homep.

b) B cexmmu “Urdopmarms o [Tonp30BaTensax” ykaxuTe:

v' Uwmena u damumnu [Tons3oBareneii (Ha aHrIMiCKOM
SI3BIKE TIPOITMCHBIMH OYKBaMH).

v' Paboune Homepa Tenedonos [lomb3oBareneit.
v" Howmepa Kapr Iosnb30Barerneii He ykasbiBaiite.

c¢) B cexuun
“Pazpemmurs”.

“Ioctyn B Cucremy” KaXKHTE
y y© Yy

d) B cexkuun “Tlomyuenne KomoB mnoctyma” ykaxure
crioco6 nocraBku Kapr u kousepros ¢ ITMH konamu:

v' Tlpu jocTaBke dYepe3 TOYTOBBI sumK, Kaprel u
KOHBEPTBI 3&6I/Ipa}OTC${ nu3 TTOYTOBOM STUeHKN
npencrasuteneM Kienra, UMEIOIMM Tyza TOCTYIIL.

v' Tlpu jocraBke uepe3 mpejcrasutens Kimenra,
yKakuTe MM, (GAMHIMIO W HOMEp YAOCTOBEPEeHHs
MpeJCTaBUTENs IS nonydeHns KapT 1 KOHBEpTOB.

v' Tlpu [OCTaBKE MO MOYTE, YKAKUTE TOYTOBBIN ampec
KimenTa juist noydenus KapT 1 KOHBEpTOB.

4.2 3anonneHnyto ¢opMmy pacredataiite B OJHOM
9K3EMIUIPE U MOAMUIINTE COINIACHO KapTO4Ke 00pa3oB
noxnuceit banka; opuruHan Gopmsl nepenaiite B baHk.

4.3 TloamuceiBas ¢dopmy, Kiment npunumaer Ha cebst
OTBETCTBEHHOCTh 3a Bce JeictBus Ilomp3oBareneit B
Cucreme u 3a coOJIIOJICHHE UMHU TIpoLeyp 0€30MacHOCTH U
pexoMeHzanuii no ucnone3osanuo Komos nocryna.

4.4 bank Ha OcHOBaHMH (POPMEBI B TEUEHHE JBYX Pabounmx
nHeit Beimyckaer Kapter u xonBeptsl ¢ [TMH komamu st
Tlonp3oBateneit u nepenaet ux Knuenty.

4.5 KiueHT pomkeH yOEIMTHCSA, HYTO MM  IOJy4EHbI
3akpbIThle KOHBepTHI ¢ [IMTH komamu 6e3 SIBHBIX PU3HAKOB
BCKpBITHS, KapThl He coziepat sSIBHBIX 1e(EKTOB.

4.6 Tlocne momyuenus Kapr u xonsepros ¢ I[TMH xoxammu,

Kinenrsr, npu HEOOXOIMMOCTH, 3aII0JIHAIOT
nononHuTensHylo  popmy  CD1  mas HasHadeHHs

Ilonb3oBatensiv mpaBa AxmuHucTpatopa B Cucreme.
Jl1o6ble 7Ba JICHCTBYIOIINE COBMECTHO AJIMHHHCTpATOpa
OyIyT BBINONHATH HAcTpoiky CHCTeMBI M €€ YCIyT;
HacTpoiiky npas Ilonb3oBareneif, BKioyas npaBa caMuX
AIMHUHHUCTPATOPOB; HACTPOiiKy aocrtyna [lone3zoBareneit k
CucreMe M ee yciyram, BKJIOYas JIOCTYNl —CaMHX
AIMHHHUCTPATOPOB;  HACTPOMKY  cXeM  00paboTku
Muctpykunii u cipaBounukos Kinenta:

a) B cexunmn “Undopmanus o Kinenre” ykakute
IOPpUANICCKOC HAMMECHOBAHHE KinenTa n bazoBsiid HOMED.

b) B cexiuu “Undopmarust o [Tonb3oBarensix” yKaxure:
y

v' Uwmena u damummu [lons3oBareneii (Ha aHrIuicKOM
S3BIKE TIPONTHCHBIMU OyKBaMM).

v" Homepa Kapr Ionb3oBareneii.

v B cexunn “Jloctyn B Cucremy” ykakure “HasHaunts
npaBa AAMHHHCTpaTOpa”.

4.7 3anonnennyto ¢opMmy pacredataiite B OJHOM
SK3EMIUSIPE U MOAMUIINTE COINIACHO KapTO4ke 00pasioB
noxnuceii banka; opuruHan Gopmsl nepeaiite B bank.

4.8 TloxnuceiBas ¢opmy, Kiment mnpunumaer Ha cest
OTBETCTBECHHOCTH 3a BCC ﬂeﬁCTBHﬂ AHMHHHCTpaTOpOB n
Ilonb3oBareneii B Cucreme u 3a coOmojeHHe HMH
nporenyp Oe3omacHOCTM M pekoMeHpamwii banka 1o
ucnone3oBannio  KomoB  gocryma. bank  He Hecer
OTBETCTBEHHOCTH 32 IPSAMbBIC WM KOCBEHHBIC YOBITKH H
yuep0, mnoHeceHHble KimeHTOM mpu  HEcOOMIOACHUH
TpaBun, mponenyp Oe30ImaCHOCTH M PEKOMEHIALMI 1O
ucnoinb3oBanuio Konos pocrymna.

4.1 For the access to the System, each User should have
SafeWord card (“Card”) and PIN code for the Card. For the
Cards and PIN mailers receipt the Clients prepares
CD1 form:

a) “Client Information” section should indicate Client’s
legal name and the Base Number.

b) “User Information” section should indicate:

v User names and last names (should be in English, in
capital letters).

v' Users’ business phone numbers.
v The Card numbers should not be indicated.

c) “System Access” section should indicate “Allow”.

d) “Access Codes Receipt” section should indicate how the
Cards and PIN mailers will be delivered to the Clients:

v’ For the delivery via mail box, the Client representative,
having an access to the box, visits the Bank and get the
Cards and mailers from the box.

v For the delivery via representative, the form should
indicate representative name, last name and passport # for
the Cards and PIN mailers receipt.

v' For the delivery to mail address, the form should indicate
the address details for the Cards and PIN mailers receipt.

4.2 The Clients print out filled forms in one copy, sign them
according to the Bank signature cards and mail the originals
to the Bank.

4.3 By signing the form, the Client shall be bound by all
actions of the Users in the System and for their compliance
with security procedures and the Bank’s recommendations
for the Access codes usage.

4.4 Upon the form receipt, the Bank within two business
days issues Cards and PIN mailers for the Users and passes
them to the Client.

4.5 The Client must make sure that the received PIN mailers
do not contain any obvious signs of unseal and the Cards do
not contain obvious physical defect.

4.6 Upon Cards and PIN mailers receipt, the Client by
additional CD1 form requests the Bank to entitle
Administrative rights to Users in the System, if such is
required. Any two Administrators acting together will set the
System and its services; Users’ rights set including rights of
the Administrators; User access set including the access of
the Administrators; set processing flows of the Instructions
and libraries:

a) “Client Information” section should indicate Client’s
legal name and the Base Number.

b) “User Information” section should indicate:

v User names and last names (should be in English, in
capital letters).

v' The Users’ Card numbers.

v “System Access” section should indicate “Administrator
Rights Set”.

4.7 The Clients print out filled forms in one copy, sign them
according to the Bank signature cards and mail the originals
to the Bank.

4.8 By signing the form, the Client shall be bound by all
actions of the Administrators and the Users in the System
and for their compliance with security procedures and the
Bank’s recommendations for the Access codes usage. The
Bank shall not be liable for any damages or losses, related to
the Clients’ incompliance with the Rules, Security
Procedures and the recommendations in respect to use of the
Access Codes.
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5 Kocourran IMaiinananymsiiap yuwin Kapranapasl aysictoipy/ 3amena Kapr ais noaxmouennsix IToas3oBateneii/ Cards Replacement for Active Users

5.1 Kocbutbin koiiran Iladinananymsutapasiy Kapramapsia
ayBICTBIPY KaXCTTUIri TyblHIaraH kardaiina Kimentrep
CD1 ynri HbiCaHblH TOJITBIPAIbL:

a) “Knmenr »xeHinzmeri axmapar” OGemiminjge KimeHTTIH
3aH/Ibl aTaybl MeH Herisri HoMipiH KepceTiHi3.
b) “Tlaiimananymsuiap JKeHiHzAeri aknapar’” GeiMine:

v’ TlaiijananymbiapisiH
TiniHze, 6ac opinmen).

aTbI-JKOHIEPIH  (aFbUILIBIH

v’ TaiiananymbUIapibH KYMbIC TeneOoH HOMIpIEpiH.
v’ AyBICTBIpY/IbI K&KET €TeTiH Kapranap/biH HOMipiepiH.
v' “Kyitere karbinay” Gomiminge “Pykcar ety” Genrinenis

¢) “Karbmmay xonrapbiH any” Gemiminge Kapramap, [TMH
KOATapsl Oap XaTKaJITaNap/Ibl )KETKI3y 9AICTepiH KOPCETiHI3:

v’ TlowranslK SKOWNK apKbUIBL KETKI3y IKariaiiblHia
Kapramap wmen IIMH xkoxpraper Gap XaTkanTamapist
MOIITANIBIK XLIiKTeH KineHTTin pyKcatsl 6ap oKi amaibl.

v KIMEHTTIH OKiMli apKbUIbl XKETKi3y jKaFIaibIHAa OKIH
aThl-KOHI MEH KyolliriHiH HeMipiH KkepceriHi3; bank
Kapranap MeH XaTKaJlTaJapabl aTallFaH OKire TaObICTalIbI.

v Tlowranblk apKbLIbl KETKi3y armaiibiHaa Kapramap
MCEH XaTKaJTaJlap bl )KeTKi3y MEKEH-KalbIH KepCCTiHiS.

5.2 TonTelpbUTFaH  KalbIOTBIH ~ Oip  JaHacelH  Oackin
IIbIFaphi, bBaHkreri KonranOamap yirinepi KapTachlHa
colikec KOJ KOMBIHBI3; KaJIbIITBIH TYNHYCKAChIH bankke
KiOepiHi3. BaHk  eki  KyMmblc  KyHi  GapbIChIHIA
Ilaiinananymeriapra  apuanran  Kapramap wmen [IMH
KOATaphl 6ap XaTKajTauap/sl IIBIFAPBIN, odapael KiueHtke
TaObICTANHIBI.

5.3 Kument auryapiH aiikpin Genrinepi koK jxa0bik [THMH
KOATaphI 6ap XaTKaJITalapAbl alnraHAbIFbIHA, KapTaﬂapHLIH
AMKBIH aKayJIbIKTapbl JKOKTBIFBIHA KO3 )KETKi3yi THiC.

5.4 Tanceipeimateld ~ KapramapielH — KYKBIKTapel — JKOK.
Kapramap  MeH  XaTKaurajgapisl  alfaHHaH  KeHiH
MMaiimananymsl  KyKBIKTap — aqy — YIIiH — OKiMITiMeH

xabapiacysl THIC.

5.1 Ilpu nHeobxomumoctu B 3ameHe Kapt (ucreueHun
cpoka uXx ciyxObl, yrepe wiaM mopye; wim yrepe [TMH
KOOOB) i yxke moAxiaodeHHsix Ilomb3oBateneit,

Kummenrsr 3anonssitor hopmy CD1:

a) B cexumn “Uudopmanms o Kimenre” ykakute
1opunnyeckoe HaumeHoanue Kimenra u basosslit Homep.

b) B cexmmu “Urdopmarms o [Tonp30BaTensax” ykaxuTe:

v' Uwmena u damumnu [Tons3oBareneii (Ha aHrIMiCKOM
SI3BIKE TIPOITMCHBIMH OYKBaMH).

v' Paboune Homepa Tenedonos [lomb3oBareneit.
v" Howmepa Kapr, TpeGyromux 3ameHy.
v" Buactu “Jloctyn B Cucremy” ykakute “Paspenmrs”.

c¢) B cexuun “Tlomyuenne KomoB nocryma” ykaxure
cnoco6 nocraBku Kapt u kousepros ¢ [TMH kogamu:

v' Tlpu JoCTaBKe uepe3 MOYTOBBIA smK, KapTel u
KOHBEPTHL 3abuparoTcs u3 TIOYTOBOH STYeUKU
npencraputeneM Kimenra, UMEIOIMM Tyza JOCTYIIL.

v' Tlpu jocraBke depe3 mpejcraButens Kimenra,
yKaXKuTe UMs, paMHIINIO M YJJOCTOBEPEHHUE TIPEeCTaBUTEIs,
nony4atoniero KapTel 1 KOHBEPTHI.

v' Tlpu m0CTaBKe MO MOYTE, YKAKUTE TOYTOBBIN ampec
KimenTa JUIA TIOJTyICHUS KapT 1 KOHBEPTOB.

5.2 3amonHeHHyl0 ¢QopMmy pacnedaTtaiite B OJHOM
9K3eMIUISIpe M IOANHIIHTE COITTACHO KapToyke 00pa3loB
noanuceid banka; opurnnan Qopmsr mepenaiite B baHk.
baHk B TeueHMe JBYX paboumMx JHEil BBIMYCKaeT M
nepenaet Kinenty Kaptsr u konsepts ¢ [IMH xomamu.

5.3 KumeHT Jo/mkeH yOeIMTHCS, YTO MM  IOJIy4YEHbI
3aKpbIThIe KOHBEPTHI ¢ [TH Komamu 6e3 SBHBIX PU3HAKOB
BCKpBITHsL, KapThl He coztepiKat sIBHbIX Je(EKTOB.

5.4 TlepenaBaembie Kaprtel He coaepxar mpaB. Ilocie
nonyyeHuss Kapt u kousepToB, I[lonb3oBarenb HOIKeH
OGpaTPITLCS[ K AI[MI/IHI/ICTpaTOpaM JUIST HA3HAYCHUA TIpaB.

6 TMaiigananymbuiapasl axsipaTy/ OTkiawdenune Ioas3oBareneii/ Users Termination

6.1 TaiimanaHympuiapAbl — @XbIpaty  YIIiH
CD1 ynri HbICaHbIH TOXTHIPaIBI:

Knuenrrep

a) «Kuiment Typansl akmapat» cekumsachiHAa KIHeHTTIH
3aH/IbI aTaybl MeH ba3aiblk HOMIpi KepceTinei.

b) «llaiinananyuibuiap Typasl
KepceTinesni:

aKmapaT» CeKLMSIChIHIA

v’ Tlaiijananyubiap/blH aTbl-keHaepi (kasbama Typae
aFbUIIIBIH TUTIHAE).

v’ Tlaiijananymsiiap anrad Kapra Hemipiepi.

v’ «Kyilere Komn KeTKi3y»  cexuusAchiHAa  «ThIAbIM

CAJIBIHCBIH» KOPCETiNesi.

6.2 Tonreipburran yiri Heicanasl Kinentrep Gip mana erin
0achlll  IIBIFAPBIN, BaHKTIH KOJX  KOKO  YJTiNepiHiH
KapTOYKAChIHA cail KOJ KOSIBI; Y/l HBICAHHBIH TYITHYCKACHI
Bankke 6epinei.

6.3 Bank exi xymsbic KyHi iminge [lafigananymsiiapasiy
JIepeKTepiH KallblHa KenTipy MyMKiHmirincis JKyieneri
[Naiinamanynsuiapas! TOJIBIFBIMEH AJIBIN TAaCTaIbI.

6.1 s OTKITIOUCHHUS Ionb3oBareneit KinenTsr
samonasitor hopmy CD1:
a) B cexmun “Uudopmamms o Kimenre” yxaxure

ropuandeckoe HaumeHopanue Kimenra u basosslit Homep.

b) B cexunn “Uudopmanus o [lonpzoBarensix” ykaxure:

v' Wmena u pammuu Ilonb3oBateneii Ha OTKIIOYEHHE
(Ha aHIIMHCKOM SI3bIKE IPOMUCHBIMU OyKBaMu).

v Howmepa Kapr ITonb3osarereit.

v B cekuun “Jloctyn B CucreMy”  yKaxuTe
“SanpeTnts”.
6.2 3amonHeHHylo (GopMy pacredaraiite B OIZHOM

SK3EMIIIAPE W NOATNHIINTE COTJIaCHO KapTOYKE 06p33HOB
noanuceld banka; opurnxan Gpopmser nepenaiite B bauk.

6.3 BaHk B TeueHHe ABYX pabO4MX MOIHOCTBIO YyAAISET
IMonb3oBareneiit  u3  CucreMbl  6e3  BO3MOXKHOCTH
MIOBTOPHOT'O BOCCTAHOBJIEHHs AaHHLIX [loap3oBareneii.

7 Knmnentrepai axbipaty/ OTkmiouenne Kianenros/ Clients Access Termination

7.1 XKyitenen axpipaty yurH KimeHTTep KoMmbroTepae
CDO ynri HblCaHbIH TONTHIPaIbI:

a) «KumeHT Typamsl akmapat» ceKuusachiHaa KITHeHTTIH
3aH/Ibl aTaybl MeH basaibik HOMipi kepcerineni.

b) «KmuenTTiH mpodumi» CeKIMACHHAA «AJBII TacTay»
KepceTinesi.

7.2 TonTelpbUFaH YATi HbICAaHABI Oip naHa eTim Gachim
IIbIFapbi, BaHKTIH KO KOIO YIITiIepiHiH KapTOuKachHa cait
KOJI KOSIIBI; YJITi HBICAaHHBIH TYITHYCKachkl bankke Gepineni.

7.3 Bank exi xymbic KyHi iminge Knmentri ecenrepre,
aHBIKTaMaJIbIKTapFa skoHe HycKaybIKTaphiHa KOJ JKeTKi3yai
KaifTagaH KanmblHA KenTipy MyMkiHairineis OKyitemeri
KIIMEHTTi TOJBIFBIMEH aJIbIIl TaCTAHIbI.

7.1 Jlns orximouenust ot Cucrembl KineHTHI 3amoiHsIOT

cdopmy CDO:

a) B cexumn “Uudopmanms o Kimenre” ykakute
1opuauyeckoe HanmeHoanue Kimenra u basosslit Homep.

b) B cexunn “TIpoduns Kinenra” ykaxute “Y raants”.

7.2 3anonneHHyto ¢GopMy pacredataiitTe B OJHOM
9K3EMILISPE U TOANUIIMTE COIIACHO KapTouke 00pasloB
noanuceit banka; opuruHan popmel nepenaiite B bank.

7.3 bank B TeuyeHwe ABYX pabouyMX [HEH MOIHOCTHIO
ynanser Kimmenra wu3 Cucremsl 0e3  BO3MOXHOCTH
MOCIEYOIIEro BoccTaHoBaeHus: HcTpykuuii, Gubnuorex
n Undopmarmn.

5.1 If the Clients require the Cards replacement for the
active Users, already using the System (in case of the Cards
are lost, damaged or expired; or PIN codes are lost), then the
Clients provide the Bank with CD1 form:

a) “Client Information” section should indicate Client’s
legal name and the Base Number.

b) “User Information” section should indicate:

v User names and last names (should be in English, in
capital letters).

v' Users’ business phone numbers.
v The numbers of Cards requiring the replacement.
v “System Access” section should indicate “Allow”.

c) “Access Codes Receipt” section should indicate how the
Cards and PIN mailers will be delivered to the Clients:

v' For the delivery via mail box, the Client representative,
having an access to the box, visits the Bank and get the
Cards and mailers from the box.

v For the delivery via representative, the representative
name, last name and passport should be indicated; the Bank
will pass the Cards and PIN mailers to the representative.

v’ For the delivery to mail address, the form should indicate
the address details for the Cards and PIN mailers receipt.

5.2 The Clients print out filled forms in one copy, sign them
according to the Bank signature cards and mail the originals
to the Bank. The Bank within two business days issues Cards
and PIN mailers for the Users and passes them to the Client.

5.3 The Client must make sure that the sealed PIN mailers
do not contain any obvious signs of unseal and the Cards do
not contain obvious physical defect.

5.4 Delivered Cards are not entitled to any rights. After the
Cards and PIN mailers receipt, the User should contact the
Administrators for the rights set.

6.1 For the Users’ access termination the Clients provide the
Bank with CD1 form:

a) “Client Information” section should indicate Client’s
legal name and the Base Number.

b) “User Information” section should indicate:

v’ User names and last names (should be in English, in
capital letters).

v" Numbers of the Users’ Cards.

v' “System Access” section should indicate “Restrict”.

6.2 The Clients print out filled forms in one copy, sign them
according to the Bank signature cards and mail the originals
to the Bank.

6.3 Upon the form receipt the Bank fully terminates the User
access to the System with no further restore of the User data.

7.1 For the System closure the Clients provide the Bank with
CDO form:

a) “Client Information” section should indicate Client’s
legal name and the Base Number.

b) “Client Profile” section should indicate “Delete”.

7.2 The Clients print out filled forms in one copy, sign them
according to the Bank signature cards and mail the originals
to the Bank.

7.3 The Bank will fully close the Clients in the System with
no further restore of the Instructions, libraries and
Information.
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8 Backa KiimeHTTiH morrapsiHa KoJ :keTkizy/ Jlocryn k cueram apyroro Kimmenra/ Access to Accounts of Another Client

8.1 Knuentke (“Backapymsira”) JKyiie apkopuibl Gacka
Kimenrrin IlloTTapbiHa KaThlHAy KaXkeT eTilyi MYMKiH.
Backapymieira OHAail KaTblHay pykcaTel Oepimyl yuriH
Kimenr CD4 ynri HblCaHbIH TONTBIPaJIbL:

a) “Knmenr »xeHinzmeri axmapar” OGemiminge KimeHTTIH
3aH/Ibl aTaybl MeH Herisri HoMipiH KepceTiHi3.

b) “Backapymuisl JKOHiHIer1 akmapat” OeniMine
bBackapyiublHblH 3aHIbl araybiH, Herisri HeMipiH jKoHe
OpHaJacy elliH KepCceTiHi3.

¢) “KarsiHay xeHinzeri aknapat” GenimiHzae pykcar Oepy
yuriH “Pykcar ery” TapMarbiH, Hemece, bacKapyIIbIHBIH
Kmuent UloTrapeiHa KaTblHayab!l TOKTAary YIIiH “ThIAbIM
cairy” TapMarbIH OeNrileHis:

v' “lllorrap GolbiHima akmapar” OGeJiMiHAE KaTbIHAYFa
PYKcaT eTiNreH xkarnaiia, backapymsl AKIapaTThl eke 3

anein, [lafimananymeoiapaely — AKmapatka  KaTbIHAYbIH
Genrineit  anmanel. Kument backapyuibiHblH -~ AKnapartka
KaThICTBI OapIIBIK OpeKeTTepiHe pyKcat Oeperi.

v’ “HyckaynapiablH — opekerin  Oacray”  GemimiHue
KaTblHAyFa  pyKCaT eTUIreH Jkardaiima, backapymst
HyckaynapyslH — opekeTiH Jkeke ©3i Oacrayra jKkoHe

Maiinananymsinapasiy HyckaymapaslH opekeTin Oacrayra
KaTblHAybIH Oenrinedt amangel. Kiment bBackapyiibiHbeiH
HyckaynapiplH — opekeTiH Oactayra KaThICTBI  GapIbIK
apexerTepine pykcaT Oepeni.

v' “Kiuenrrnen Oipiecy” 6eniMiHIe KaTblHAyFa pyKcaT
eTinreH karmaima, backapymsr Ilafimananymsiiapasiy
KimmeHT npoduitine KaThIHAYbIH, COHBIH iliHIe AKnapaTka
KaTbiHaybl MeH Hyckaymapaely — opekeriH — Oacrayra
KaTbIHAYbIH JKeKe 031 Oenrieil anaasl. backapyubl sxkeke o3i
AxkmapatTel amyra, HyckaymapaelH opekeTiH OacrayFa;
Kyiieneri Taiinananymsuiapabig Axnapar neH
Hycxkaynapasiy OpEKeTiH Gacrayra KATbIHAYBIH
TarailblHIayFa KykpUibl. Kiment backapymbiaeie bipiecy
pexuminne Kmuent npodmiine KaTbiHac GapbICHIHIAFEI
GapJIbIK OpeKeTTepiHe pykcat Gepeni.

8.2 TonTelpbUlFaH  KaJbIITBIH ~ Oip  JaHAachlH  Gachim
weirapein, bankreri KonrtanGamap yarinepi  KaprachbiHa
coifkec KON KOWBIHBI3; KaJBINTHIH TYITHYCKachlH baHkke
kiOepiHi3. baHK Kalblm Heri3iHAEe €Ki JKyMbIC KYHI
GapeickiHa backapymbsie bankre ampurran IloTrapra
KaTblHAyblHa OkoHe eki anra iminge - Citi Gacka
Genimurenepinze ampuiran lloTTapsiHa KaTbIHACHIHA pyKcaT
Gepei (HemMece THIHbIM callajbl).

8.1 Kumenry (“Pacnopsiiurenn”) MoxeT motpeboBaThes
noctyn k Cueram apyroro Knumenta uepes Cucremy. Jlns
npenocTasneHus PacnopsanTento takoro focryna, Kinuent
sanonmsier popmy CD4:

a) B cexumn “Uudopmanms o Kimenre” ykakute
opuanyeckoe HaumeHoBanue Kimenta u bazoBslit Homep.

b) B cexmmu “Uudopmarms o Pacnopsaurtene” ykaxute
IOpUINYECKOe HauMeHOoBaHHe, ba3oBbli HOMEp M cTpaHy
MECTOHAXOXKICHHS PaciopsauTens.

¢) B cexmuun “Uudopmanus o goctyme”, s Kaxmaoro
THNA JIOCTyNa yKaxkuTe “Paspemnts” 11 pa3penieHus uiu
“SanpeTuTs” IS MpeKpalieHus focTyna Pacnopsaaurens k
Cueram Kimenra:

v Tlpu paspemiennoM foctyne B cexmun “Uudopmanus
no Cuyeram”, Pacnopsaurens  BnpaBe — MOJy4aTh
Wudopmanuio u HazHadate noctyn llomb3oBateneit K
Wndopmarmu. KIHeHT CaHKUMOHHpYeT Bce IeiCTBHS
PaCHOpﬂ}II/ITCJ'IH B OTHOIICHHWH NOCTYIIa K I/IH(bopmaupm.

v' Tlpu paspenieHHOM A0CTye B cekuud “VHurmanus
WHcTpykimii”, PacmopsauTens BIpaBe CaMOCTOATENHEHO
UHMIMUPOBaTh  MHCTpyKIMM W HasHayaTh  JIOCTYII
IMonb3oBareneit k wuuunmannu  Wuctpykumii.  Knment
CaHKIMOHMpYeT Bce JelictBua  Pacmopsaurens B
OTHONICHWH HHMIMAMK MHCTpyKIMH.

v' Tlpu pa3pelIeHHOM J0CTYIIE B CEKLUMH “Acconuanus ¢
Knuentom”, PacmopsiauTens BIpaBe CaMOCTOSTEIBHO
HasHayaTh jgocTyn cBoux Ilonb3oBatenedl Kk mpodmmo
Kunnenra, Bmoydas gocryn k MHdopmanun n k MHUITAUUK
Muctpykumid. PacnopsiiuTens BhnpaBe caMOCTOSTEILHO
nomy4yats VHpopMaIMio, WHUIMHPOBATH MHCTpyKIWH;
Ha3Hayath B Cucreme poctyn Ilomb3oBareneit  k
Wndopmarmn u x wuHunpaumn MHctpykumiit. Kimenr
CaHKIMOHMpYET Bce JeiictBus Pacnopsaurens npu
nocryne K npodumo Kinienra B pexiMe acCOLUHPOBAHHUSL.

8.2 3amonHeHHylo (GopMy pacreuaraiite B OIZHOM
9K3eMIULSIPe U IOAMUIINTE COITIACHO KapTO4YKe 00pa3LoB
noxnuceil banka; opuruHan ¢opmbl nepenaiite B BaHk.
Bank cormacHo ¢opme B TeueHue ABYX pabouux aHeit
HpeJiocTaBIsieT (I 3anpemaer) AocTyn Pacopsanrens K
Cuetam, OTKPHITEIM B baHKe, U B TeYeHHE ABYX HEIENb - K
Cueram, OTKPBITHIM B JIpyrux otaenenusx Citi.

9 Kyiie Tanantapsl/ TpeGoBanusi Cucremsl/ System Requirements

9.1 Knuenrrig kenecigeit  BTK

OPHATBLTYBI THIC.

KOMIBIOTEpIIepiHae

v’ Pop-up kalblIMaibl Tepesenepid OyfaTTay ewipiireH
Wntepuer skemicimen — Oaiinanbic  (KimeHTTiH — proxy
cepBepinze 443 HOPTHI AIBLTYHI THIC).

v’ Internet Explorer (“IE”) 5.5 Hemece oJaH kaHa.
v Adobe Acrobat Reader 5.0 Hemece 0/1aH jKaHa HYCKacChl.

v' Sun Java Runtime Environment Garnapnamachinbiy
(“JRE”) 6 nyckacs! (3 Hemece 10 jxaHapTysbI).

v" KaTsiHay KOATAPBIHBIH GOTYBL.

v Opwuarbuiran xyiie. Xyifeni opuary Iaiinananyusuiap
XKyiienin HHTepHeT kemiciHaeri Kemeci TopamTapblHA
KipreHie aBTOMATThl TYPJIE KY3ere achIpbLIabl:

https://citidirect-eb.citicorp.com/jre
https://us.citidirect.citicorp.com/jre

https://asia.citidirect-eb.citicorp.com/jre
https://europe.citidirect-eb.citicorp.com/jre

9.2 bank XKyifeHiH KOcmapiael — TEeXHHKANBIK  KYTiMi
canyapeiHan Kimentrin JKyitere KaTbiHachiHBIH Oy3bLTyBI
YIIiH XayanTsl eMec.

9.3 bauk IE, Adobe Acrobat Reader xome JRE
GarJapiamManapblH KapHaMaldaMaifibl JKOHE TapaTIaiIbl.
ATanMblll  ©HIMZAEpPAI OpHATHIN, NaiiganaHy OGapbICeIHIA
Knuenrrep e31epiHiH KOJIaHy HBICAHAApbl GOTybl MyMKiH
6apJ'ILIK KOJITaHBICTarbl 3aHIbI aKTiHCp MEH HYCKayJiapabl
OpBIH/AYJIAPbI YIIiH TOJBIKTAM JKayamThl.

9.4 Kmuentrin BTK xerinaipyi JKyiie xym™mbIcbHa Kenepri
sKacaybl MYMKiH. BaHK JKYMBICTBIH COHJAil aKayJbIKTapbl
canpapsiHan KnnenTke kenTipinren 6apibIk Tikeneil Hemece
JKaHaMa IIBIFBIHIAPBI MEH 3HSHBI YIIIIH KayarnThl eMec.

9.1 Ha xommnbiorepax Kimenrta tpeOyrorcs criemyromme
nporpaMMHbIe 1 TexHu4eckue cpencrsa (“TITC”).

v' Jloctyn k UurepHer (Ha proxy cepeepe Kimenra
TpebGyercst OTKpbiTHE TOpTa 443) C  OTKIIOYEHHBIM
OJIOKMPOBAHHEM BCILTBIBAOIIMX OKOH POpP-Up.

v’ Internet Explorer Bepcuu 5.5 wiu Boiute (“IE”).

v Adobe Acrobat Reader Bepcuu 5.0 1 BbILLIE.

v" Sun_ Java Runtime Environment Bepcuun 6
(o6uHoBneHKe 3 i 10) (“JRE”).

v" Hanuuue Komos moctyma.

v' VYcranosnennas Cucrema. YcranoBka —CHCTeMbI

BBITIOITHACTCA aBTOMAaTHYCCKH ITIPU BXOJIC Tlonp3oBareneit
Ha MHTepHer caiitbl CHCTEMBIL:

https://citidirect-eb.citicorp.com/jre

https://us.citidirect.citicorp.com/jre
https://asia.citidirect-eb.citicorp.com/jre

https://europe.citidirect-eb.citicorp.com/jre

92 Bank He HeCeT OTBETCTBEHHOCTH 3a HapymeHue
nocryna Kinuenra x Cucreme, CBSI3aHHOE C €€ IUIAHOBBIM
TEXHHYECKHM O0CITY)KHBAHHUEM.

9.3 Bank He pexinamupyer U He pacnpoctpanser IE,
Adobe Acrobat Reader u JRE. YcraHaBnmBas 1 HCIIONB3Ys
YKa3aHHble  OPOAYKTHI, KIHMEHTBI HeCcyT  HOJHYIO
OTBETCTBEHHOCTh 3a COOJIOJICHIE UMH BCEX JACHCTBYIOMIX
3aKOHOIATECIIbHBIX AaKTOB n I/IHCprKHHﬁ, 00BEKTOM
KOTOPBIX OHU MOTYT SIBJISITBCA.

9.4 Momnduxauns Kmuentom IITC MoXeT HapymIuTh
paboty Cuctembl. baHk He HeceT OTBETCTBEHHOCTH 3a
npsMbIe WM KOCBEHHbIe YOBITKM u ymep6 KimeHta,
CBSI3aHHBIE C TAKAM HApYIICHHEM PabOThI.

8.1 The Client (“Accessing Entity”) may require an access
to the Accounts of the other Client Accounts through the
System. For the such access set, the Client provides the Bank
with CD4 form:

a) “Client Information” section should indicate Client’s
legal name and the Base Number.

b) “Accessing Entity Information” section should indicate
the Accessing Entity’s legal name, Base Number and
country domicile.

¢) “Access Information” section should indicate “Allow” to
provide the access or “Restrict” to terminate the access of
the Accessing entity to the Client Accounts for each access
type:

>

v' For the access allowed in “Account Information’
section, the Client entitles the Accessing Entity to
independently receive the Information and to entitle Users’
access to the Information; the Client shall be bound by all
actions of the Accessing Entity for the Information access.
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v' For the access allowed in “Instruction Initiation’
section, the Accessing Entity on behalf of the Client is
entitled to initiate Instructions and to entitle Users’ access to
the Instruction Initiation independently from the Client. The
Client shall be bound by the actions of the Accessing Entity
taken in respect to the Instruction Initiation.

v" For the access allowed in “Client Association” section,
the Accessing Entity entitles its Users’ access to the Client’s
profile independently from the Client and may include both
Information and Instruction Initiation access. The Accessing
Entity is entitled on behalf of the Client to independently
from the Client receive the Information, initiate Instructions;
and entitle the Users’ access to both Information receipt and
Instruction Initiation. The Client shall be bound by all
actions of the Accessing Entity taken in respect to both
Account Information and Instruction Initiation.

8.2 The Clients print out filled forms in one copy, sign them
according to the Bank signature cards and mail the originals
to the Bank. Upon the form receipt, the Bank within two
business days activates the access to the Accounts, opened in
the Bank, and within two weeks in respect to the Accounts,
opened in other Citi branches.

9.1 The System requires following hardware and software,
installed on the Users’ computers (“Means”).

v Internet access (443™ port to be open on proxy server)
with active pop-up windows for Internet applications.

v’ Installed Internet Explorer version 5.5 or higher (“IE”).
v' Installed Adobe Acrobat Reader version 5.0 or higher.

v’ Installed Sun Java Runtime Environment version 6
(update 3 or 10) (“JRE”).

v Access Codes.

v’ Installed System. The installation is performed
automatically during the Users’ access to next Internet sites
of the System:

https://citidirect-eb.citicorp.com/jre

https://us.citidirect.citicorp.com/jre

https://asia.citidirect-eb.citicorp.com/jre

https://europe.citidirect-eb.citicorp.com/jre

9.2 Preventive maintenance of the System leads to
interruption of the Client access to the System. The Bank
shall not be liable for such interruption.

9.3 The Bank does not advertise and distribute IE, Adobe
Acrobat Reader and JRE. By download or installing the
mentioned products, the Clients assume full responsibility to
comply with all applicable laws and instructions, to which
they may be subject.

9.4 The Client modification of the Means on the Users’
computers may lead to the System failure. The Bank shall
not be liable for any damages or losses, related to such
modifications.



http://www.citibank.com/kazakhstan/homepage/customer/doc/cd4_form.pdf
http://www.citibank.com/kazakhstan/homepage/customer/doc/cd4_form.pdf
http://www.citibank.com/kazakhstan/homepage/customer/doc/cd4_form.pdf
https://cds.sun.com/is-bin/INTERSHOP.enfinity/WFS/CDS-CDS_Developer-Site/en_US/-/USD/ViewProductDetail-Start?ProductRef=jre-6u10-oth-JPR@CDS-CDS_Developer
https://citidirect-eb.citicorp.com/jre
https://us.citidirect.citicorp.com/jre
https://asia.citidirect-eb.citicorp.com/jre
https://europe.citidirect-eb.citicorp.com/jre
https://cds.sun.com/is-bin/INTERSHOP.enfinity/WFS/CDS-CDS_Developer-Site/en_US/-/USD/ViewProductDetail-Start?ProductRef=jre-6u10-oth-JPR@CDS-CDS_Developer
https://citidirect-eb.citicorp.com/jre
https://us.citidirect.citicorp.com/jre
https://asia.citidirect-eb.citicorp.com/jre
https://europe.citidirect-eb.citicorp.com/jre
https://cds.sun.com/is-bin/INTERSHOP.enfinity/WFS/CDS-CDS_Developer-Site/en_US/-/USD/ViewProductDetail-Start?ProductRef=jre-6u10-oth-JPR@CDS-CDS_Developer
https://citidirect-eb.citicorp.com/jre
https://us.citidirect.citicorp.com/jre
https://asia.citidirect-eb.citicorp.com/jre
https://europe.citidirect-eb.citicorp.com/jre

10 Maiinanansuiatein Tepmunaep/ Ucnoas3yemble Tepmunbl/ Used Terms

v' «Anmunuctparop» gen Kyiieneri
KYKbIFBIMEH Kinenrrig HeMece
[Naiinamanynisicel aTamagsl.

SKIMUIITIK  eTy
Backapymibiabig

v «basanslk HeMmip» Kumentrin Bawkreri Gipereii
aHBIKTaybILIbl 00BN TaObLTaAbl. bazansik HoMip KitneHTTiH
bankreri ke3 kenreH IIOTBIHBIH aJFaIlIKbl anThl CAHbL.

v «bank» aen «Cutnbank Kazakctan» AK atanassr.

v' «llapt» pen BaHKTIK IMOT MAPTHIHBIH TalanTapbl
aTanajsl.

v' «Hyckaynbikrapy gen Kiment uemece backapyrubt
WHULHaTIU3alusIaHraH H_IO'I'Tap OoMBIHIIA OIIEKTPOHBI
HYCKayJIbIKTap  arajajbl,  COHBIH  iWiHAE  TeJieM
TalChIpMaJIapbl, aKMa ayJaapeIMIapbl MCEH TGJ'[CMI[Cpi ’
BAIIOTANIAPb! aifblpbacTayra apHaIFaH OTIHIIITEp JKOHE
OKIMIITITIK XabapIaHabIpyIap.

v' «Axmapar» jgen  Kmment memece  Backapyiubt
SNEKTPOHIBI  Typhe, (aiinmap, ecenrTep OkoHE Y3iHAI
skasbamap Typinme anateiH llloTrap OolibiHIIA akmapaT
aTanajsl.

v «Kapra» gen  XKyilere Kom  KeTKizy
naiinanansuiatein SafeWord™ kapracel atanazsl.

Yuris

v «Kmnenr» nmen bBankreri Illorrapabiy wmeci Gobin
TaOBUTATHIH 3aHJbI TYJIFA aTalaabl.

v «Kon xetkisy kome» nen Kapra men ITAH xon
aTanajsl.

v «[IUH» nmen Xyiiere xoHE OHBIH KBI3METTEPIHE KOI
JKeTKizy kesinne Kaprara apnanran nepbec Gipereitnenuipy
HOMIpi aTanapl.

v «llaiinananyus» gen JKyifere Koi jKeTKi3yre pyKcaThbl
Gap Hemece Kaxker ereriH  KimentriH — Hemece
BackapyIbIHbIH CeHIM OLIIipiireH xKeKe TYJIFachl atajajbl.

v «Epexe» Jem OChbl NEKTPOHABI KyXKAaTTapMeH aiMacy
epexeci aTanaipl.

v «BTK» nen OarmapiaaManblK  KOHE  TEXHHMKAJBIK
KypasiJapbl.
v «backapyms»  gen  JKyitle  apkeuiel  KinHeHTTIH

[loTTapbiHa KOJ KETKi3yre pyKcaThl Gap Hemece Kaxer
ererin  KUIMEHTTIH CeHiM OUIIpiNreH 3aHJabl TYJIFAChl
aTanajbl.

v' «Kyiie» nen CitiDirect® Online Banking xyiieci
aTanajbl.

v «lllorrap» aen Kiuentke soHe Backapymbira JXKyiie
apKBUIBI  OJIEKTPOHJBI KON JKeTKi3y yuIH OepiieTin
Kimentrin baHKTe auIbuIFaH jkoHE KeJelICKTEe allbUIATHIH
6apJ'ILIK arbIMIArel IOTTAPBI aTalaabl.

v’ “AnMunuctpatopom”  HasbiBaercs  [lonb30BaTenn
Kimenra W Pacniopsiaurens c TIpaBaMu
aaMuHKECTpUpoBanus B Cucreme.

v “Ba3osblii HOMep” SIBIISACTCS YHUKAJIBbHBIM

onpenenurenem Kimenra B banke. ba3oBbii HOMep 31O
nepBblie mecTh 1udp odoro Cuera Kimenta B banke.

v' “Banmkom” HasbiBaetcs AO “Curubank Kazaxcran™.

v’ “JloroBopoM”  Ha3bIBAIOTCS  YCIOBHS  JOrOBOpa
GaHKOBCKOTO CYeTa.

v' “UHCTpyKUMSMH~  HA3bIBAIOTCS  MHUIMMPOBAHHBIE
Kimentom WA PaCl’[OpﬂL{HTCJ’[SM BJIEKTPOHHBIC

uHCTpyKuMK 1o CyeraMm, BKIIIOYAIOIIME B ce0sl MIATEKHbIE
TIOpYY€HHA, NCHEKHBIC TIEPEBO/IBI U BBIIUIATHI, 3aSIBICHUA
Ha KOHBEPTALUIO BaJIOT u AIMUHUCTPATUBHBIC
COOOIICHHS.

99

v' “Uudopmaumeii” HaspiBaeTcs nomydaemas: Kimentom
wm  Pacnopsymrenem undopmarms 1o Cueram B
3IEKTPOHHOI (hopme B BHAE (ailiioB, OTIETOB U BBIIHUCOK.

v’ “Kaproit” Ha3bIBAETCS Kapra SafeWord™,
ucroib3yemas 11 joctymna B Cuctemy.
v\ “KiueHTOM”  Ha3blBaeTCA  IOPUMYECKOE  JIHUIIO,

SIBJIIOIICECA BJIaACIbLIEM CueroB B banke.

v' “Komamu nocryna” naseiBatorcst Kapra u [TUH xon.

v “TIUH” HA3bIBAETCS MEPCOHANBHBIN
naeHTHHUKAMOHHEIA HOMep Juist KapTsl mpu moctyme K
CucremMe u ee yciIyram.

v' “Ilonk3oBaternem” Has3bIBaeTCs JIOBEpEHHOE
¢usnueckoe smuo  Kimenta wim Pacnopsimurens,
umeroniee wim tpedyromiee goctyn B Cucremy.

v “IIpaBuiaMn”  Ha3bIBAIOTCS  HACTOSIIHE
oOMeHa dIIeKTPOHHBIMH JIOKYMEHTAMH.

npaBuia

v' “TITC” Ha3bIBAlOTCSA NPOTPAMMHBIC M TEXHHYECKHE
CpescTBa.

v' “Pacmopsaurenem” Ha3bIBaeTCH JIOBEPEHHOE
1opuandeckoe o Kimenra, umeromniee uiu Tpebyroiiee
noctyn k Cueram Kienra uepes Cucremy.

o

v’ “Cucremoit
Banking.

HasbiBaercs cucrema CitiDirect® Online

v’ “Cueramu”  HA3bIBAIOTCA  BCE  OTKPBITHIE  H
OTKpbIBaeMble B Oyxaymiem Tekymue cuera Kimenta B
EaHKC, TIPEIOCTABIISIEMBIC KJ'II/IEHTy n Pacnopsu:mTemo pini bt
9JIEKTPOHHOr0 10CTyMa yepe3 Cucremy.

v’ “Administrator” is a User of the Client or the Accessing
Entity, having administrative rights in the System.

v “Base Number” is a unique identifier of the Client in the
Bank. The Base Number is the 1st six digits of any Client
account in the Bank.

v' “Bank” is JSC “Citibank Kazakhstan”.

v' “Conditions” are the Bank Account Conditions.

v' “Instructions” are electronic instructions, initiated in the
System by the Client or the Accessing Entity and including
payment orders, funds transfer, foreign exchange deals and
administrative messages.

v “Information” is Account information, received by the
Client or the Accessing Entity as electronic files, reports and
statements.

v’ “Card” is SafeWord™, used for the System access.

v' “Client” is a legal entity, possessing the Accounts in the
Bank.

v' “Access Codes” are the Card and PIN code.

v' “PIN” is a personal identification number for the Card,
used for the accessing to the System and its services.

v “User” is a trusted person of the Client or the Accessing
Entity, having or requesting an access to the System.

v' “Means” are hardware and software, installed on the
Users’ computers.

v' “Rules”
exchange.

are these rules of electronic documents

v’ “Accessing Entity” is trusted legal entity of the Client,
having or requesting an access to the Client’s Accounts
through the System.

v “System” is CitiDirect® Online Banking.

v’ “Accounts” are all current accounts of the Client in the
Bank, including already opened accounts and accounts to be
open in the future, and provided to the Client and the
Accessing Entity through the System.




