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Appendix

CitiDirect — System Configuration/  CucmemHa koHgbuzypauyus CitiDirect

Customer Name:

Ume Ha knueHm:
Customer Address:

Adpec Ha KnueHm:

Contact person: . Tel:

nuue 38 KOHMAK: e_ma"' e TT——
I. Accounts / Cmemku

[2lele] [ [c[rfr[rfolo[s[o[ [ [ [ [[[][]][2[ele] [ lc[s[r]r[ol2]s[o] [ [ [[][]]]
[3[8le] [ [clrlr[r]ofafsfo] [ [[[ [ [[]][4[8[e] | [c[r][v]r]of2fsfo] [ [ [ [[[][]
[s[ele] [ [clrlr[r]ofafsfo] [ [[[ ][ [[]][e[s[e] | [c[r][v]r]of2fsfo] [ [[][[ ][] ]
Il. Request Type / Tun 3asieka

Q New configuration/Replacement of existing ones Q Additional configuration to existing one

Hoea koHgueypayus/3amsHa Ha cbujecmeysauu HonbneaHe Ha cbwecmaysawja KoHgpuaypayus

I1l. Authorization levels of Payments and Administrative Messages / Husa Ha omopu3auyusi 3a nnawaHusi U aOMUuHUCmp. CbobweHuUst

No Authorization * D One Authorization ** D Two Authorizations ** Manual Release Reauired

edHa omopu3sayusi **

Q 6e3 omopusayusi * dge omopu3sayuu ** Q A0MbAHUMENHO U3npaujaHe

*) Includes ONLY Input and Release of transactions. Transactions can be released without a second person’s approval.

*) Brniousa CAMO eveesicoane u usnpawane na mpanzaxyuu. Tpanzaxyuume mozam oa ce usnpamsim 6e3 0000peHUemo Ha 6Mmopo auye.
**) Transactions cannot be authorized by the same person who input it. Only Release is allowed.

**) [lompebumer, KOUMo 6b6ex4#0A MPAH3AKYULU, HE MOJXCE CaM Od 2U OMOPUZUPA, CAMO MON4Ce Od U3NPaud.

IV. CitiDirect Users / lNompebumenu Ha CitiDirect
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Unless specified different: All users with Input / Modify rights can access File Import service. Changes in File Import settings will
require 1 authorization from a different user. All users with Account Statements rights can access File Export and Automated Files and Reports
Delivery (AFRD) services. Changes in File Export settings will not require authorizations. Creation or modification of Preformats will not require
authorization. CitiDirect BE Mobile is a feature that permits the Customer to connect to the CitiDirect Platform using mobile phones, tablet
computers and/or other wireless devices that access the Internet by means of a web browser. All user entitlements for CitiDirect BE Mobile
replicate their fundamental rights set for CitiDirect, the latter may not be available in the current version of CitiDirect BE Mobile.

OceeH ako He e rocoyeHo Opyz0: Becuyku nompebumernu c npasa 3a 8beexdaHe | npomsiHa umam docmbi 00 ycryaa Vimnopm Ha
mpaH3akyuu. lNpomeHu 8 Hacmpotikume Ha lNpogbun 3a umnopm wie usuckeam 1 omopusayusi om Opya nompebumen. Bcuyku nompebumenu
¢ Oocmbn 00 usegneYeHUs o cMemka Moeam 0Oa usrorndeam ycryaume Exkcriopm Ha 0aHHU u AemomamuyHa docmaeka Ha chaulnnose u
cripasku (AFRD). lMpomeHu & Hacmpotikume Ha [poghun 3a ekcriopm Hsima Oa usuckeam omopu3ayusi. Cb3dasaHe u nNpoMsiHa Ha wabrioHu
Hama da usuckea omopusayus.  CitiDirect BE Mobile e ¢pyHkyuoHanHocm, kossimo nossossiea Ha KnueHma da ce cebp3sa ¢ rnnamgopmama
Cumudupexkm, usnonsealtku mobuneH menegoH, mabnem ulunu Opyeo 6e3Xu4yHO ycmpolcmeo, Cebp3sawjo ce KbM UHMEPHem
rnocpedcmeom uHmepHem 6pay3bp. Bcuuku npasa Ha CitiDirect BE Mobile nompebumenume pennukupam mexHume OCHO8HU rpasa,
3adadeHu 3a CitiDirect, kamo nocnedHume moxe 0a He ca 0ocmbriHU 8 meKkyujama eepcus Ha CitiDirect BE Mobile.

SIGNED FOR AND ON BEHALF OF CUSTOMER: Date: December 23, 2011
1o4rnMMcAHO OT CTPAHA HA KITMEHTA: Hama:
For BANK use only
lMonbnea ce om baHkama
e-Banking Officer / | confirm system configuration as above

specifications
Date: SV
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V. Citidirect BE Mobile Users Notifications/  UW3eecmsieaHe Ha nompebumenu Ha Citidirect BE Mobile:
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Citidirect BE Mobile
ned in accordance with

This paragraph “Citidirect BE Mobile Users Notifica
Users who want to receive notifications for pending

tions” is optional and is applicable only for
transactions. The user entitlements should be defi

paragraph IV -“CitiDirect Users”. If “SMS Notificat ions” is selected daily SMS Limit  might be defined if needed. “User email
address” have to be provided if “E-mail Notificatio ns” is selected.
Citibank will not be responsible for any charges ma de by any telecommunications operator in connection with any

Communication. The Cust omer shall ensure that its users of CitiDirect are
telecommunications operator when they use CitiDirec

aware that they may incur charges imposed by the
t, including, without limitation, charges for SMS t ext messaging.

Toukama ,M38ecmsisaHe Ha nompebumenu Ha Citidirect BE Mobile” e onyuoHanHa u ce nonwbsiniea camo 3a nompebumenu Ha
CitiDirect BE Mobile koumo xenassm 0a nony4asam aemomamu4yHU U38ecmus 3a Yakawju mpaH3akyuu rno umeun unu SMS. lNpasama Ha
nompebumenume mpsibga Ga ca degpuHupaHu 8 npedxo0Hama mouka IV- ,[Tompebumenu Ha CitiDirect”. Ako e usbpaHa onyusima ,SMS
usgecmsigaHe” nompebumesiume Mozam Oa roco4yam MakcumaneH bpoli Ha SMS useecmsieaHusima. [lonemo ,umeln adpec Ha
rnompebumersi” ce nonbrga caMo ako e usbpaHa onyusima 3a usgecmsigaHe o umeurn.

CumubaHk He e 0me080OpHa 3a MPOMEHU, HarpaseHUu om cmpaHa Ha mesieKkOMyHUKayUOHHUMe orepamopu 8b8 8CSKO e0HO
omHoweHue. KnueHmbm mpsibea Oa ce ysepu, ye rnompebumenume Ha Cumudupekm ca HasiCHO ¢ eeposimHocmma O0a um 6bd0am
HayucreHu makcu om meJsieKoMyHUKayUOHHUS ornepamop, koeamo u3no3deam Cumudupekm, 8KMIO4YUMEIHO HO He CaMo, HaqucrisieaHe Ha
makcu 3a SMS mekcmosu cbobUeHUs.

SIGNED FOR AND ON BEHALF OF CUSTOMER:
I104MMCAHO OT CTPAHA HA KITMEHTA:

Date: December 23, 2011
Hama:

For BANK use only
lMonbnea ce om baHkama

| confirm system configuration as above
specifications

e-Banking Officer /

SV

Date:
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VI. Security Procedures / [lpouedypu 3a cuaypHocm

All users who access CitiDirect and Citidirect BE Mobile must | Bcuukn notpebutenu, kouto umat gocten o CitiDirect u
use the SafeWord card, a physical hardware device that is | Citidirect BE Mobile, Tpsi6bBa aa nanonssat SafeWord kapTa
used in conjuction with the challenge/response prompt inquiry | — xapgyepHO yCTPOWCTBO, KOeTO ce wu3nonsea 3a
that appears on the Citidirect Sign-On screen each time a user | reHepupaHe Ha 3anuTBaHe OT TWM BBLMAPOC/OTIOBOP MpU
logs on to CitiDirect/Citidirect BE Mobile. In order to use the | Bcekun HayaneH ekpaH Ha cuctemata CitiDirect/ Citidirect BE
SafeWord card, the card holder must enter the proper | Mobile. 3a ga moxe pga wmsnonssa SafeWord kapTtata,
Personal Identification Number (PIN) into the card. After the | nputexaTtenat 1 TpsbBa ga BbBege npasuneH [MAH
proper PIN is entered and the cardholder enters the challange | (MepcoHaneH NaeHTndukaumoHeH Homep), cnen koeto ce
that appears on the CitiDirect Sign-On screen, the SafeWord | BbBexaa BbMNpoChT, U3NMCAH Ha ekpaHa 3a perncrpauus.
will generate a dynamic password. When this dynamic | Kaptata reHepupa AuHammnyHa napona. Korato BbBege
password is entered into the response field on the CitiDirect | ayHamuyHaTa napona B AageHoto none Ha CitiDirect,
sign-On screen, the user will have access to the CitiDirect | noTpebutenaT nony4aBa [JOCTbMN [0 MNO3BOMEHUTE 3a
functions assigned to him in his profile. New SafeWord cards | npoduna my gyHkumm B CitiDirect. HoBute SafeWord kapTtu
are not active until receipt of Addendum | — SafeWord | ca HeakTMBHM [0 nonyyaBaHe Ha [lpunoxeHne 1 —
Cards/PINs Receipt Acknowledgement form. npoTtokon 3a nony4yenn SafeWord kaptu n MNUH.

Users with access to Account Statement and Reporting only | MNoTpebutenute ¢ AOCTLN CamMO A0 U3BMEYEHUS] U CMpPaBKU
may be assigned a secured ID and a static password. New | no cmeTkn Moxe aa 6baat cHabaeHu ¢ noTpebutencko uve
passwords or reset passwords are split into two halves that | n napona. HoBute naponu ca pasgeneHv Ha ABe NONOBUHY,
are sent via e-mail encrypted with a PDF or WinZIP to two | kouTo ce usnpawaT no en.nowa c napona B PDF wunu
recipients designated by authorized representative of the | WinZIP Ha pgBama nonydaTenw, onpegeneHun ot

customer. oTOpM3MpaHU NpeaCcTaBnsABaLLM Nuua OT KIMeHTa.
The Client agrees to be bound by any Communication | KnmeHTbT ce 3agb/hkaBa [[a crnasBa YCoBusiTa BCSAKO
validated by the Citibank N.A. branch, subsidiary or affiliate | Cbo6weHne, npoBepeHo o1 Cutnbank H.A. - KIOH,

providing the service to which such comunnication relates, | AblepHO ApYyXecTBO MMM  CBbP3aHO Nuue, KOeTo
according to Security Procedures (as updated from time to | npegoctaBs ycnyrata, 3a KOSITO Ce€ OTHAacs CbOTBETHOTO
time) applicable to the type of Communication and consistent | CbobwweHne, cbrnacHo [lpouedypute 3a CurypHocT
with Client's acces profile. Client's use of CitiDirect after | (cnopen nepuoguM4yHOTO MM OOGHOBSIBAHE), MPUMNOXUMKU 3a
receipt of updated Security Procedures (including, but not | Tvna CvobweHne 1 cbLOTBETHM Ha Mpoduna 3a AOCTbN Ha
limited to, the posting of such revised Security Procedures on | KnuneHta. WanonssaHeTto oOT cTpaHa Ha KnueHta Ha
the CitiDirect Web site) constitutes acceptance of such | CitiDirect cneg nonydaBaHe Ha  OCbBPEMEHEHUTE
updated Security Procedures and such updated Security | MNpoueaypu 3a CuUrypHOCT (BKMHOUUTESNHO, HO HE CaMO 4pes3
Procedures shall replace the prior agreed upon Security | nocTaBsaHeTo Ha peBuanpaHuTe Mpouenypu 3a CUrypHocCT B
Procedures. MHTepHeT cTpaHuuata Ha CitiDirect) ce cunta 3a npuemaHe
Ha Te3n ocbBpemeHeHu [Mpouenypu 3a CUrypHOCT U Teaun
ocbBpemeHeHn [pouenypyu 3a CurypHOCT Lie 3aMeHsT
npeavwHWTe [0roBOPEHOCTM OTHOCHO [lpouenypute 3a
CurypHocT.

VII. Special Requirements / CreyuanHu U3uckeaHusl :

The Customer hereby acknowledges receipt of a copy of the General Business Conditions (GBCs) of the Ba  nk and confirms that it
accepts their contents and they will apply to its r elationships with the Bank. /  Knuenmbm deknapupa, 4e e nony4un konue om Obwume
Ycnosusi 3a [enoea [euHocm (OY[AL) Ha baHkama u rnomebpxdasea, 4Ye rnpuema CbObpXaHUuemo uM U me we ce rnpusazam KbM
omHoweHusima mexdoy Heeo u baHkama.

SIGNED FOR AND ON BEHALF OF CUSTOMER: Date: December 23, 2011
[104rMMCAHO OT CTPAHA HA KITMEHTA: Hama:
For BANK use only
llonbnea ce om baHkama
e-Banking Officer / | confirm system configuration as above

specifications
Date: SV




